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Summary 
For today’s organisations, knowledge has become a highly valuable resource, one that is often 

critical for competitive success. As such, a variety of methods and approaches have surfaced 

in recent decades, coalescing into what has become known as knowledge management (KM). 

The purpose of KM is largely focused on using various mechanisms and technologies to 

promote the discovery, capture, sharing and application of knowledge to derive value. Yet, 

while many studies address how knowledge should be leveraged more openly, fewer have 

focused on how best to secure it. This poses a risk to organisations, due to the increasing 

complexity of the intelligence-gathering mechanisms employed by those seeking to gain this 

knowledge for their advantage. 

In response, the idea of knowledge security has emerged as a mechanism to counter this risk. 

From an academic perspective, it has largely been grounded in information security theory. 

This has occurred because of the convergence that has taken place between information 

systems and KM, with security having taken a largely explicit focus. While beneficial in some 

ways, this approach is also somewhat problematic for a couple of reasons. Firstly, knowledge 

can extend beyond the explicit and is often found in intangible tacit forms, which may not be 

covered by taking a pure information security-driven approach. Thus, not having a 

comprehensive understanding of the measures needed to secure organisational knowledge at 

each dimension of KM activity, and vice versa, can make knowledge more vulnerable to 

compromise. Secondly, this creates a dichotomy between KM activity, predominantly centred 

on the amplification and distribution of knowledge and current security practices, which aim 

to limit and control access to processes. It is also a symptom indicative of the deeper question 

about knowledge in organisations, in terms of how it should best be retained, protected, and 

managed, in a balanced manner.  

Thus, the study focuses on overcoming this discrepancy by imposing the meta-question of 

knowledge security upon KM theory. The objective of the research is to advance the body of 

knowledge, by contributing to it in the form of a better understanding of how knowledge 

security can be conceptualised as a KM problem and be presented as a model. It is hoped that 

in doing so, it will set the foundation for future research on this topic and that it will contribute 

to solidifying knowledge security as part of the broader set of KM processes. To achieve these 

research objectives, the research design is structured to focus on three components. The first is 

a theoretical analysis centred on an examination of the literature related to organisational 
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knowledge, KM, and knowledge security. The second is an empirical analysis focused on 

identifying the relationship between security and knowledge in practice. The third is combining 

the insights gained from the first two components and using these inputs to design a conceptual 

model outlining the relationship between knowledge security and KM. This process culminated 

in the development of a conceptual model of knowledge security that highlights its relationship 

with KM. 
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Opsomming 
Vir hedendaagse organisasies het kennis 'n baie waardevolle hulpbron geword wat dikwels van 

kritieke belang is vir mededingende sukses. As sodanig, het 'n verskeidenheid metodes en 

benaderings die afgelope dekades opgeduik, wat saamgegroei het in wat bekend geword het as 

kennisbestuur (KB). Die doel van KB is gefokus op die gebruik van verskillende meganismes 

en tegnologieë om die ontdekking, vaslegging, deel en toepassing van kennis ten einde waarde 

te verkry, te bevorder. Alhoewel daar baie studies is oor hoe kennis openliker gebruik moet 

word, het minder gefokus op die beste manier om dit te beveilig. Dit hou 'n risiko in vir 

organisasies as gevolg van die toenemende kompleksiteit van die intelligensie-

insamelingsmeganismes wat gebruik word deur diegene wat hierdie kennis vir hul eie voordeel 

wil verkry. 

In reaksie hierop het die idee van kennisbeveiliging na vore gekom as 'n meganisme om hierdie 

risiko teë te werk. Vanuit 'n akademiese perspektief is dit grotendeels gegrond in die teorie oor 

inligtingsekuriteit. Dit het plaasgevind as gevolg van die konvergensie wat tussen 

inligtingstelsels en KB plaasgevind het, met veiligheid wat grotendeels eksplisiet gefokus het. 

Alhoewel dit op sommige maniere voordelig is, is dit om 'n aantal redes ook ietwat 

problematies. Eerstens, kan kennis verder strek as die eksplisiete en word dikwels in ontasbare, 

stilswyende vorms aangetref, wat miskien nie gedek word deur 'n suiwer inligtingsekuriteits 

gedrewe benadering te volg nie. Tweedens, skep dit 'n tweespalt tussen KB-aktiwiteit, wat 

hoofsaaklik gerig is op die versterking en verspreiding van kennis, en huidige 

veiligheidspraktyke, wat daarop gemik is om toegang tot prosesse te beperk en te beheer. Dit 

is ook 'n simptoom wat aandui op die diepere vraag oor kennis in organisasies, in terme van 

hoe dit die beste op 'n gebalanseerde manier behou, beskerm en bestuur kan word. 

Die studie fokus dus op hoe om hierdie teenstrydigheid te oorkom deur die meta-vraag oor 

kennisbeveiliging aan die KB-teorie op te lê. Die doel van die navorsing is om die liggaam van 

kennis te bevorder deur daartoe by te dra in die vorm van 'n beter begrip van hoe 

kennisbeveiliging as 'n KB-probleem gekonseptualiseer kan word en as 'n model aangebied 

kan word. Daar word gehoop dat dit die grondslag sal lê vir toekomstige navorsing oor hierdie 

onderwerp en dat dit sal bydra tot die verstewiging van kennisbeveiliging as deel van die breër 

reeks KB-prosesse. Om hierdie navorsingsdoelstellings te bereik, is die navorsingsontwerp 

gestruktureer om op drie komponente te fokus. Die eerste is 'n teoretiese analise wat fokus op 

'n ondersoek van die literatuur wat verband hou met organisasiekennis, KB en 
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kennisbeveiliging. Die tweede is 'n empiriese analise wat fokus op die identifisering van die 

verband tussen sekuriteit en kennis in die praktyk. Die derde is die kombinasie van die insigte 

wat verkry is uit die eerste twee komponente en die gebruik van hierdie insette om 'n 

konseptuele model te ontwerp wat die verband tussen kennisbeveiliging en KB uiteensit. 

Hierdie proses het uitgeloop op die ontwikkeling van 'n konseptuele model van 

kennisbeveiliging wat die verhouding met KB beklemtoon. 
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Chapter 1 

Introduction 

1.1 Background  

Today we live in a world where knowledge has risen to a place of prominence in our society 

and economy as never before1. The effects of this rise can be observed in the rapid changes that 

have swept society in recent decades, in the form of technological, economic, occupational, 

spatial, and cultural shifts2 3. These shifts have resulted in the manifestation of what has become 

known as the knowledge society and economy4. Therefore, it is hardly surprising that for 

organisations operating within the knowledge economy5, knowledge has become an extremely 

valuable and strategically significant resource6. Viewed from this perspective, organisations 

have in essence become knowledge-based systems7, which rely on it for their continued 

innovation, strategic decision making and competitive success8.  

To deal with the organisational challenges that these shifts have brought, a variety of methods 

and approaches have surfaced in recent decades, focused on how best to manage knowledge9. 

Collectively, within the body of organisational knowledge literature10, these methods and 

approaches have coalesced into what is known as knowledge management (KM). Some of the 

benefits of adopting KM by organisations have been improved productivity and effectiveness; 

improved efficiency and cost savings; increased responsiveness; better communication; 

 
1 Webster, 2006. Theories of the Information Society p 2.  

2 Webster, 2006. Theories of the Information Society p 8-21. 

3 Chen & Lee, 2004. The New Knowledge Economy of Taiwan p 2-17. 

4 Dubina et al., 2012. Creativity Economy and a Crisis of the Economy? Coevolution of Knowledge, Innovation, 

and Creativity, and of the Knowledge Economy and Knowledge Society p 1. 

5 Powell & Snellman, 2004. The Knowledge Economy p 201. 

6 Zack, 1999. Developing a Knowledge Strategy p 134. 

7 Tsoukas, 2005. The Firm as a Distributed Knowledge System: A Constructionist Approach p 21. 

8 Neef et al., 1998. The Economic Impact of Knowledge p 175.  

9 Wiig, 1997. Knowledge management: Where Did it Come from and Where Will it Go? p 6-7.  

10 Wiig, 1997. Knowledge management: Where Did it Come from and Where Will it Go? p 6-7. 
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innovation; better employee retention; and increased market share11. Thus, the leveraging of 

knowledge, for competitive advantage, continues to be promoted as a means of rising to the 

challenges posed by the knowledge economy. 

Yet, while many studies address how knowledge should be leveraged by organisations, little 

has been formally outlined about how best to secure it. This is particularly evident when 

examining how security can be aligned with an organisation’s objectives from a KM 

paradigm12. From within the literature, most of those studies that do tackle the issue of securing 

organisational knowledge are predominantly grounded in traditional information systems 

security theory. For example, apart from a few studies focused on defence and intelligence 

sector (DIS) theory13, most are focused on information technology (IT) systems, governance, 

and risk paradigms. 

Aiming to secure organisational knowledge, through what are largely technically focused 

mechanisms, can be problematic. This is because, unlike information that is predominantly 

managed through IT systems and is tangible, organisational knowledge can extend beyond 

tangible forms, often existing as intangible tacit knowledge14. Additionally, the problem is 

compounded further as less IT systems inclined KM authors, like Snowden or Takeuchi15, do 

not even speculate about knowledge security in their arguments. Instead, they focus more on 

learning and openness rather than on how knowledge could be secured as part of KM. Authors 

such as Desouza and Vanapalli, who do have a knowledge security focus, try to overcome this 

shortfall by outlining the common practices of knowledge security used by DIS organisations, 

conducting KM16. However, how these practices should be transitioned to the private sector17 

is not defined. Thus, having coined the notion of knowledge security, it has not translated into 

developing an integrated conceptualisation of what knowledge security should mean for 

organisations. 

 
11 Nevo & Chan, 2007. A Delphi Study of Knowledge Management Systems: Scope and Requirements p 590. 

12 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 85.  
13 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 96-97. 

14 Clarke & Clegg, 2000. Changing Paradigms: The Transformation of Management Knowledge for the 21st 

Century p 340. 

15 Takeuchi, 2001. Towards a Universal Management Concept of Knowledge p 315-329.  

16 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 86. 

17 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 96-97. 
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Further, the importance and difficulty of securing organisational knowledge from a KM 

perspective is not to be underestimated. As Desouza and Vanapalli state, “organizations must 

pay due diligence to the concept of security in terms of protecting and managing their most 

valuable resource – knowledge”18. Competitors are making use of ever more sophisticated 

strategies19, employing government intelligence style practices to obtain the knowledge they 

seek20. The resultant implications of these trends can be quite substantial21 22. If the matter is 

approached from the more fundamental perspective of KM, this issue becomes not only 

important but also infinitely more complex23.  

Another concern relating to this issue is that protecting tacit knowledge in organisations is 

always going to be a problem. This is because the vulnerability of tacit knowledge is dependent 

on the often-unpredictable actions of those individuals who possess it. To overcome this 

challenge, current security approaches, such as those outlined in the DIS, emphasise controlling 

employees’ actions. For example, using surveillance and monitoring mechanisms as a means 

of deterrence24. However, taking such an approach, when applied to employees in this way, is 

potentially flawed. McGregor argues, in his Theory X and Theory Y25, if employees are treated 

in a controlling manner, and the culture is not supportive of this, they may inherently seek to 

find loopholes to such control mechanisms. This poses a risk, as employees may intentionally 

attempt to find loopholes to being monitored, thereby risking the confidentiality of their 

knowledge. Thus, a vulnerability will be created by the very process of monitoring that the 

organisation has put in place to protect its knowledge.  

Therefore, from a knowledge security perspective, when thinking about KM, it will be 

important to assess the type of organisational culture at play. It will also be important to 

determine how this culture aligns with the broader strategic focus of the organisation and if 

employees are aware of the possible ramifications of their actions. Such discussions, in terms 

 
18 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 97. 

19 Whitehead, 2001. The Counterintelligence Page: Part 1 p 32. 

20 Whitehead, 2001. The Counterintelligence Page: Part 1 p 32. 

21 Whitehead, 2001. The Counterintelligence Page: Part 1 p 32. 

22 Kitfield, 2007.Espionage the Sequel [Online]. 

23 Gold et al., 2010. Knowledge Management: An Organizational Capabilities Perspective p 207.  

24 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 99. 

25 McGregor, 1971. Theory X and Theory Y, in Organisation Theory: Selected Readings p 231. 
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of organisational culture and strategic focus, are something that will have to be included in 

knowledge security practices if KM risks are to be minimised effectively.  

In the light of these trends, it appears that organisations are starting to take such issues 

seriously. This is indicated by the relatively recent emergence of the practices of competitive 

intelligence26, business intelligence27, and the notion of business counterintelligence28. 

However, these practices are response mechanisms and do not allow one to seriously 

reconceptualise theory. Rather, they can be viewed as symptomatic of the deeper question 

about knowledge in organisations. This is in terms of how knowledge should best be retained, 

protected, and managed, in a balanced manner, for competitive success. As such, they are 

implemented without a comprehensive understanding of how they relate to the broader issues 

of KM in organisations.  

Desouza and Vanapalli29 contend that if knowledge security is to be developed successfully, it 

needs to be integrated with KM activity. As KM is made up of many different perspectives, 

maybe even being a diffused entity30, this cannot be done unless it is underpinned with an 

integrated foundation of KM. The foundation needs to take a view on the literature and the 

perspectives of KM practically. Becerra-Fernandez and Sabherwal31 have developed such a 

view that consolidates the various KM perspectives into an integrated set of KM solutions32. 

This integrated descriptive model acts like a spreadsheet of intra-organisational knowledge 

activity. It also gives one a practical tool to identify those dimensions where knowledge 

security issues will feature prominently within the realm of KM. An overview of Becerra-

Fernandez and Sabherwal’s model is provided in Figure 1-133. 

 
26 Murphy, 2005. Competitive Intelligence: Gathering, Analysing and Putting it to Work p 6.  

27 Kerr, 2007. Practical ways for Competitive Intelligence Professionals to Measure their Success [Online]. 

28 Shear, 2009. Business Counterintelligence: Sustainable Practice or Passing Fad? p 56. 

29 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 96-97. 

30 Prusak & Snowden, 2008. Is Knowledge Management Dead? [Online]. 

31 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66-68. 

32 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66-68. 

33 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 68. 
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Figure 1-1: Overview of Becerra-Fernandez and Sabherwal’s Model of KM Solutions 

 

As the model is generally accepted to be a comprehensive representation of KM activity in 

organisations34, I will be able to use it to determine how knowledge security will apply to the 

selected dimensions. From a security perspective, the identification of any risks and the 

application of security controls will need to be assessed within the broader areas of the model. 

These areas will include the KM Processes, KM Systems, KM Mechanisms, KM Technologies, 

and KM Infrastructure35 as represented in the model. Thus, this appears to be the best way to 

align knowledge security practices comprehensively with KM activity.  

Although the model is a good representation of KM activity in organisations, in the context of 

the study, it is not entirely without flaw. A problem with this model is that it is agnostic in 

terms of how it defines knowledge. Therefore, it can stand outside the raging debate about what 

the knowledge is, that is to be managed. This is not a sustainable position in the long run and 

not in the development of the notion of knowledge security. Even if I am to argue that 

knowledge security will be at stake in a variety of different practices and dimensions of KM, 

this does not solve the problem. For example, the implication of tacit knowledge as a notion 

 
34 Gibson cited in Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 

xi-xii. 

35 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 68. 
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means that knowledge security will mean something quite different in this regard, then when 

new product design knowledge is at stake. 

For this reason, I envisage that the development of the notion of knowledge security will require 

the further development of a position on the nature of the knowledge that is to be managed. 

Even if the final position attempts to be as encompassing as that of Becerra-Fernandez and 

Sabherwal, the detail of such a position will require a deeper investigation of the different 

constitutive types of organisational knowledge and KM theory.  

1.2 Research Problem  

Two problem areas come to mind when examining the issue of knowledge security and 

management. Firstly, as has been established, the importance of securing organisational 

knowledge from competitive threats is not to be underestimated. However, a discrepancy exists 

in that there is a lack of theory linking the concepts of knowledge security and KM activity in 

organisations. This creates a dichotomy between KM activity, predominantly centred on the 

amplification and distribution of knowledge and current security practices which aim to limit 

and control access to processes.  

Secondly, not having a comprehensive understanding of the measures needed to secure 

organisational knowledge at each dimension of KM activity, and vice versa, makes knowledge 

more vulnerable and places it at risk. This risk is further compounded by the increasing 

complexity of intelligence gathering mechanisms employed by those seeking to gain 

knowledge for competitive advantage in today’s knowledge economy. 

Thus, the study will focus on overcoming these discrepancies, by imposing the meta-question 

of knowledge security upon organisational KM theory. As KM theory is broad and varied, I 

will frame this analysis using Beccera-Fernandez and Sabherwal’s model of a detailed view of 

KM solutions36, to determine the scope of the project. The use of this model will allow for a 

discretionary approach to knowledge in organisational settings, as without the use of a model 

everything is grey. The model will give me a practical tool to identify those knowledge 

dimensions where knowledge security will feature prominently. The inputs for the model will 

also be derived from an empirical element to the study, where I will determine to what extent 

organisations focus on knowledge security in the selected KM dimensions. Armed with this 

data and in conversation with similar work done elsewhere, I will have the necessary inputs to 

 
36 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 68. 
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construe a meta-theory of knowledge security, and its relationship with KM, in the form of a 

balanced conceptual model. 

1.2.1 Research Statement and Questions 

Based on the research problem, as outlined above, the primary research question and its 

corresponding sub-questions have been formulated as follows:  

Primary Question: 

1.1 How can knowledge security be conceptualised as a KM problem and presented as a 

model? 

Sub-Questions: 

2.1 How can knowledge be thought about and defined from the organisational perspective? 

3.1 What are the key theoretical issues and positions in the literature as they relate to KM and 

how can it be defined? 

3.2 Why is there a need to integrate knowledge security with KM? 

4.1 What security approaches are expressed in the literature that focus on KM and how can 

they be categorised? 

4.2 Why is there a need for knowledge security? 

5.1 Are knowledge and security treated as separate entities in teaching and academic 

programs at leading universities? 

6.1 Does what is done in practice reflect the elements found in academic teaching?  

6.2 What is the relationship between KM and security in practice? 

7.1 How can knowledge security be modelled conceptually as a KM problem and be presented 

as a model? 

1.3 Research Design  

Given that the study deals predominantly with theory, it aims to function at a higher level of 

abstraction. Thus, it is not about the analysis of empirical research data in a strict sense. Mouton 

states that research can be framed within three interlinking worlds consisting of “pragmatic 
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interest (everyday life), epistemic interest (science) and critical interest (meta-science)” 37. Due 

to the objective of this study being one of conceptual model development, its focus is on 

elements of epistemic and critical interest, with meta-science dominating. To achieve my 

research objectives, my research design focuses on three components. The first is a theoretical 

analysis centred around an examination of the literature related to organisational knowledge, 

KM, and knowledge security. The second is an empirical analysis focused on identifying the 

relationship between security and knowledge in practice. The third is combining the insights 

obtained from the first two components and using these inputs to design a conceptual model 

outlining the relationship between knowledge security and KM.  

1.3.1 Theoretical Analysis  

The study began by outlining and examining the literature in greater detail. The purpose of 

doing so was to better understand organisational knowledge, KM, and knowledge security 

theory. Having a better understanding of the three concepts, enabled me to take a position in 

theory through the discussions, definitions, and analysis related to them.  

Firstly, regarding organisational knowledge, I outlined the existing definitions of knowledge, 

from an organisational perspective using a literature review. These were contextualised through 

the organisational management body of literature and normalised with a tacit and explicit 

perspective. Following this analysis, I adopted and discussed a definition of organisational 

knowledge.  

Secondly, concerning KM, I aimed to examine the key issues and positions in the literature. I 

began by examining why KM is important for today’s organisations. Next, I outlined the key 

theoretical issues and positions in KM. Following this, I discussed the problems that arose 

when defining KM and aimed to overcome them by arguing for a consolidated definition. 

Finally, I ended by discussing the key reasons that there is a need to integrate knowledge 

security with KM. These were then analysed in terms of how such positions create an integrated 

need for knowledge security.  

Thirdly, regarding knowledge security, I reviewed the literature and examine what security 

approaches are expressed therein, keeping the KM paradigm in mind. I did so by examining 

why there is a need for knowledge security. Next, I used the literature to categorise and 

establish the core paradigms and perspectives as they relate to knowledge security. Using this 

 
37 Mouton, 2001. How to Succeed in your Master and Doctoral Studies: A South African Guide and Resource 

Book p 137-142. 
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as a base, I then proceeded to outline the key perspectives according to their general thematic 

paradigms. Thus, it helped to set the groundwork for the empirical component to follow and to 

provide the inputs necessary for the development of the conceptual model.  

1.3.2 Empirical Analysis 

As knowledge security holds practical implications for organisations, I thought that it is 

important to connect it to the real world in some capacity. The purpose of this was to have a 

practical understanding of the relationship between security and KM and to obtain inputs from 

practice that could be used in the development of the conceptual model. This was examined in 

terms of how organisations currently deal with knowledge security in practice.  

However, as I am dealing with knowledge security, a sensitive subject, it was also felt that 

access to key comprehensive and comparative data aspects would not be easily obtained, at 

least in all cases, if organisations were asked directly about their key security practices. For 

example, it would defeat the purpose of most organisations security policies to share such 

information in terms of having to maintain confidentiality38. Therefore, in doing so, it runs the 

risk of obtaining lower quality results. To mitigate this risk, I chose to expand the empirical 

analysis to also include content, which is open, but still a good representation of what could be 

going on in organisations. As such, I chose to also focus on analysing the web content of 

leading academic institutions in the field of information science or studies. This was done under 

the assumption that how these leading institutions handle the concept of knowledge security 

would reflect the state of the art as it currently stands in academic training and therefore how 

it translates into practice. The empirical component of the study was structured in two parts. 

The first part of the empirical analysis consisted of a review of whether security and KM are 

treated as separate entities in the academic programs of leading universities in the field of 

information science and studies. To do so, I began by firstly outlining how the leading 

universities were identified. This was followed by an overview of the approach used to examine 

these leading universities and to establish any relationship to security. Finally, the findings of 

the analysis were discussed as related to each university and a discussion of the overall findings 

was given. The approach was premised on the view that what is taught at leading universities 

in this field would provide an open-source representation of what the state of the art is and thus 

what is being pursued in organisations. This was based on the initial assumption that security 

 
38 Harris, 2010. CISSP Certification All-in-One Exam Guide p 186. 
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and KM are treated as separate entities in academia and will be treated as separate areas in 

practice. Subsequently, doing so formed the foundation to confirm or deny the second part of 

the empirical component of the study and to help provide further inputs for the development of 

the conceptual model.  

The second part of the empirical analysis aimed to confirm and substantiate these findings. 

Through the analysis, I aimed to determine if what is done in practice reflects those elements 

identified in leading academic institutions. To do so, I used a qualitative, interpretive research 

approach which consisted of a series of semi-structured interviews with nine industry experts. 

This resulted in the output of eight case study narratives. The findings from the case study 

narratives helped to contribute to obtaining a practical perspective of KM and its relationship 

with security. Additionally, they also helped to provide further inputs for the development of 

the conceptual model.  

1.4 The Importance of the Study  

There is currently limited research concerning how to secure organisational knowledge 

systemically and how this can be leveraged in an integrated manner. If knowledge is managed 

but not protected effectively, an organisation’s ability to obtain the full benefit of this resource 

will be hindered as that resource will be at risk. The study thus aims to neutralise this risk by 

clarifying how knowledge security can be applied to organisations concerning KM activities 

in an integrated, balanced manner. This helps to provide clarity and lays the foundation for 

future research that can contribute to solidifying knowledge security as part of KM processes. 

1.5 Chapter Layout  

The chapter layout has been derived with the research statement, questions, and study 

objectives in mind. I have outlined the structure of the study in Figure 1-2, which illustrates 

how these components fit together. Additionally, a short description of Chapters 2-7 is also 

given following Figure 1-2. 
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Figure 1-2: Structure of the Study 

 

Chapter 2 – Outlines the existing definitions of knowledge as a concept, from an 

organisational perspective, using a literature review. Following this discussion, a definition of 

organisational knowledge is adopted and discussed.  

Chapter 3 – Consists of a review of the key issues and positions in the literature as they relate 

to KM and how they can be defined in the form of a consolidated definition. The chapter ends 

by discussing the key reasons as to why there is a need to integrate knowledge security with 

KM. 
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Chapter 4 – Reviews the security literature and examines what knowledge security approaches 

are expressed therein and why there is a need for knowledge security. This is done to establish 

the core paradigms and perspectives as they relate to knowledge security. 

Chapter 5 – Deals with the first part of the empirical component of the study following an 

open-access approach. It consists of a review of whether knowledge and security are treated as 

separate entities in the teaching and academic programs of leading universities in the field of 

information science and studies.  

Chapter 6 – Forms the second, and final, part of the empirical component. It outlines the 

research process and findings related to Chapter 5. It also helps to obtain a practical perspective 

by reporting on the results of the series of interviews conducted with the nine industry experts.  

Chapter 7 – Forms the final part of the research and discusses the process of conceptualising 

knowledge security as a KM problem, and presenting it as a model. Following this, the 

limitations of the model are briefly discussed and ideas for further research are presented. 
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Part 1 – Theoretical Analysis 
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Chapter 2 

Defining Organisational Knowledge 

2.1 Introduction 

The chapter outlines the existing definitions of knowledge as a concept, from an organisational 

perspective, using a literature review. The discussion is contextualised through the 

organisational management parent body of literature. The key definitions of knowledge 

through the ages are presented and then normalised using a tacit and explicit point of view as 

a common leveller. Following this discussion, a definition of organisational knowledge is 

adopted and discussed. This is a precursory measure to overcome the agnostic limitations of 

Becerra-Fernandez and Sabherwal’s KM framework as discussed in Chapter 1. 

2.2 Core Definitions of Knowledge 

Understanding how knowledge flows through an organisation is vital for innovation and thus 

competitive advantage, as presented in organisational management theory39. The processes and 

tools used to manage knowledge in organisations, whether officially called KM or another 

term40, are important contributing factors for organisational success41. This view is based on 

the key concepts of sharing, learning, and innovating where knowledge is viewed as the 

principal source of value creation42 in an organisation. In this view, knowledge is embedded 

and carried through multiple entities including organisational culture, identity, routines, 

policies, systems, documents, and individuals43. It is based on the perspective that it is framed 

 
39 Gold et al., 2001. Knowledge Management: An Organisational Capabilities Perspective p 186. 

40 Corney, 2013. Knowledge Management is Dead but it won’t lie Down: A 10 Year Review of a KIM Initiative 

[Online]. 

41 Xu & Quaddus, 2005. Exploring the Perceptions of Knowledge Management Systems p 320-334. 

42 Eardley & Uden (Eds.), 2010. Innovative Knowledge Management: Concepts for Organisational Creativity 

and Collaborative Design p 304. 

43 Alavi & Leidner, 1999. Knowledge Management and Knowledge Management Systems: Conceptual 

Foundations and Research Issues p 4-6. 

Stellenbosch University https://scholar.sun.ac.za



15 

through. Knowledge has been considered the main driving force of sustainable competitive 

advantage44 as expressed in business, management, and organisational literature45.  

However, there is a problem. The way knowledge is managed in organisations, through KM 

processes, has come to be associated with a significant conceptual drift in its meaning and 

application46. This is predominantly due to the slippery nature of knowledge itself47. To better 

unpack the concept of KM in future chapters and align it with security, a particular definition 

of organisational knowledge needs to be established. Building upon this definition, an overview 

of KM literature will set the groundwork for outlining an effective knowledge security model. 

If this is not done, when dealing with the concept of KM and the KM framework outlined by 

Becerra-Fernandez and Sabherwal, the conceptual drift will undermine a discussion of 

knowledge security.  

Getting to the core meaning of knowledge is a difficult task, as it is fraught with philosophical 

complexity48 49 50. From an epistemological framework, knowledge has been defined as 

‘justified true belief’51. However, in attempting to define what knowledge is, Bertrand Russell52 

outlines that although knowledge may be defined as a true belief, in line with facts, the trouble 

is that there is little agreement as to what a belief or a fact is53. From his perspective, there is 

no consensus on the sort of relationship between these concepts that would make a ‘true belief,’ 

and thus constitute knowledge.  

To avoid issues of philosophical complexity, I aim to adopt a recognised practical view of what 

knowledge means for organisations, as taken from the literature. This approach is necessary, 

as debating the true philosophical meaning of knowledge is not one of the objectives of this 

 
44 Alavi & Leidner, 1999. Knowledge Management and Knowledge Management Systems: Conceptual 

Foundations and Research Issues p 3. 

45 Department of Defence. 1999. Review of the Literature [Online].  

46 De Long & Seemann, 2000. Confronting Conceptual Confusion and Conflict in Knowledge Management p 

33. 

47 Maasdorp, 2001. Bridging Individual and Organisational Knowledge: The Appeal to Tacit Knowledge in 

Knowledge Management Theory p 1. Maasdorp outlines there is also a second contextual problem in terms of 

how knowledge is understood and actualised through individuals and the processes of the organisation. 

48 Russell, 2013. Theory of Knowledge: The 1913 Manuscript p 155. 

49 Bhatt, 2001. Knowledge Management in Organizations: Examining the Interaction Between Technologies, 

Techniques, and People p 69. 

50 Brinkley, 2006. Defining the Knowledge Economy p 5. 

51 Ichikawa & Steup, 2017. The Analysis of Knowledge. 

52 Russell, 2013. Theory of Knowledge: The 1913 Manuscript p 45-76. 

53 Russell, 2013. Theory of Knowledge: The 1913 Manuscript p 45-76. 
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research. I will deal with the concept of knowledge in the following manner: 1) By outlining 

the prominent definitions of knowledge through the ages. 2) Adopting a relevant definition 

well fitted to meet the requirements of organisational knowledge. 3) To outline that definition 

in more detail and to show how the chosen definition responds to other relevant views of 

knowledge. 4) To provide a clear outline of the complexities involved in choosing that 

definition. I will therefore begin the process by providing an overview of the most prominent 

definitions of knowledge as expressed through the ages.  

Table 2-1 outlines this summary of knowledge, which offers a taxonomy stretching broadly 

from the identification of mythos and logos by the Socratic school, to modern interpretations 

relating to knowledge as organisational products and processes as presented by Edvinsson and 

Malone. Table 2-1 has been adapted from the taxonomy of knowledge presented in the work 

of Kakabadse et al.54. Kakabadse et al. outline that the concept of knowledge implies both 

development and growth55, and they use the taxonomy as a platform in support of their position 

on knowledge. The taxonomy which they present has been similarly adapted by other authors 

such as Chen et al.56 to provide a conceptual framework for understanding knowledge in their 

research. The taxonomy, therefore, offers a good overview of the main views of the 

embodiment of knowledge, without going into excessive detail, and its meaning to different 

generations from an individual and collective perspective. This taxonomy of the definitions of 

knowledge is comprehensive enough to be of meaningful value when deciphering what is 

meant by organisational knowledge. 

2.2.1 Normalising Definitions of Knowledge  

Although Table 2-1 represents a succinct list of the key definitions of knowledge through the 

ages, it is not without fault. The problem lies in the way these definitions are presented. They 

range broadly from definitions of knowledge offered from the times before Christ up to the 

present day, the scope of which have emerged from vastly different contexts. For example, 

some of the definitions relate to how knowledge can be viewed as existing in organisations, the 

collective57, while others relate to the philosophical dimensions of knowledge concerning the 

individual. The latter is somewhat abstract from the organisational context, thus in terms of  

 
54 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

55 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

56 Chen et al., 2009. The Third Category of Knowledge: Concept and Framework p 4609. 

57 Alavi & Leidner as cited in Hemsley & Mason, 2013. Knowledge and Knowledge Management in the Social 

Media Age, p 138-167. 
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Table 2-1: Taxonomies of Knowledge 

Authors Types / Forms of Knowledge and Level of Embodiments 

Socrates 

(Plato, 1953) 

• Mythos refers to that part of “knowledge” that is arguable and can be demonstrated and 

identified with precision and agreement – it is extremely personal 

• Logos derives from gathering, reading, and coming to connote counting, reckoning, 

explanation, rules, or principles and, finally, reasons. Although mythos and logos 

represent two realms that constitute knowledge, they are also complementary and 

interactive poles of knowledge 

Bacon (1605) 

• “Pure knowledge of nature and universality, knowledge by the light where of man did 

give names unto other creatures in paradise…” 

• “Proud knowledge of good and evil, which give intent in man to give law unto 

himself…” 

Boswell (1979) 
• “We know a subject ourselves”; or 

• “We know where we can find information about it.” 

Polanyi (1958, 

1996) 

• Tacit knowledge: Awareness of things that we may not be able to tell; all knowledge is 

either tacit or rooted in tacit knowledge 

• Explicit knowledge: Capable of being clearly stated 

Schank and 

Abelson 

(1977) 

• General knowledge: Information about, and interpretation of, human intention, 

disposition, and relationships (satisfaction, enjoyment, achievement, preservation, 

crisis, instrumental) and “themes” (role themes, interpersonal themes, and life themes) 

• Specific knowledge: A “script”, a representation of the expected sequential flow of 

events in a particular situation (cooking, applying for a job) 

• Expert knowledge: “Factual knowledge” (extensive database about life matters) and 

“procedural knowledge” (mental procedures, heuristics) 

Frantzich 

(1983) 

• Resident knowledge: Insider knowledge residing within networks and gatekeepers 

• Access knowledge: Readily transferable information 

Anderson 

(1985) 

• Declarative knowledge: Describing something 

• Procedural knowledge: How something occurs or is performed 

• Causal knowledge: Why something occurs 

Holliday and 

Chandler 

(1986) 

• Knowledge as a general competence: A dimension that overlaps with local intelligence 

or technical ability 

• Pragmatic knowledge: Based on experience 

• Knowledge as a set of reflective or evaluative meta-analytical skills and abilities 

Blackler 

(1993) 

• Embrained knowledge: Conceptual skills and abilities 

• Embodied knowledge: Acquired by doing 

• Encultured knowledge: Acquired through socialization 

• Embedded knowledge: Organisational routines 

• Encoded knowledge: Signs and symbols 

Nonaka and 

Takeuchi 

(1995) 

• Technical knowledge: “Know-how” 

• Cognitive knowledge: “Mental models” 
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Authors Types / Forms of Knowledge and Level of Embodiments 

Heron (1996) 

• Propositional knowledge: Theoretical ideas about things 

• Practical knowledge: Action related know-how 

• Experiential knowledge: Things as actually experienced 

• Presentational knowledge: A feedback loop from experiential to propositional 

knowledge in a form of a creative output 

Tsoukas 

(1996) 

• “Taxonomic” knowledge: Knowledge that makes the distinction between explicit and 

tacit knowledge 

Edvinsson and 

Malone (1997) 

• Product knowledge 

• Routine knowledge 

• Process knowledge 

their relation to one another, when viewed from the confines of the organisation, they lack 

uniformity. Without a uniform frame of reference to analyse these definitions relationally, on 

common grounds, understanding them in terms of their applicability in organisational and 

management contexts becomes difficult.  

To overcome this problem, I propose finding a common framework relating to the definitions 

and analysing them in terms of their relationship to this framework. The objective will be to 

normalise the definitions into commonly understood themes based upon comparable 

characteristics. Upon examining the relationship of these themes, to the needs of the 

organisation from a KM and security perspective, the selection of a definition of knowledge 

will be possible. Doing so will present a definition that is most relevant to the organisational 

context. Additionally, this must be done without overlooking definitions of knowledge from 

some of the more abstract contexts put forward.  

Keeping this approach in mind, upon examination of the historical progression and various 

emphases placed on the nature of knowledge, as outlined in Table 2-1, it becomes clear that 

two broad themes in the taxonomy of knowledge appear. These themes are namely the concept 

of knowledge as existing in either a tacit or explicit form58. Normalising different views of 

knowledge in this way is effective because, as Joia and Lemos state, “all knowledge has a tacit 

and explicit component”59. By normalising the definitions of the nature of knowledge along 

these lines, there is a common point of departure from which to evaluate the definitions based 

on the same essential elements. In turn, it allows for much more effective adoption, analysis, 

 
58 Joia & Lemos, 2010. Relevant Factors for Tacit Knowledge Transfer within Organisations p 411. 

59 Joia & Lemos, 2010. Relevant Factors for Tacit Knowledge Transfer within Organisations p 411. 
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and application of a definition of knowledge within the Becerra-Fernandez and Sabherwal KM 

framework60, and when developing the knowledge security model in subsequent chapters.  

2.2.2 A Tacit and Explicit View of Knowledge Definitions 

In the light of the definitions presented in Table 2-1, the first clear theme that arises is tacit 

knowledge. In its purest sense, tacit knowledge is the view of knowledge as something arising 

from an internalised, personal perspective or process61 which is outlined in the following 

extract.  

Tacit knowledge is automatic, requires little or no time or thought and helps 

determine how organisations make decisions and influence the collective behaviour 

of their members (Liebowitz and Beckman, 1998)… Polanyi (1967) described tacit 

knowledge as knowing how to do something without thinking about it, like riding a 

bicycle. This highly personal, subjective form of knowledge is usually informal and 

can be inferred from the statements of others (Sternbherg, 1997)62. 

From an organisational perspective, this usually means knowledge that exists within the minds 

of employees, a firm’s intellectual capital, attained as a direct result of experience, reflection, 

and dialogue63. A firm’s approach to the application of tacit knowledge is primarily derived 

through the context of the organisation, in other words, the socialisation processes that take 

place, mixed with an employee’s previous experiences64. Each of these elements can have far-

reaching implications for organisations, when viewed from a management framework65, in 

terms of applying this knowledge to create value for the firm. 

The second theme that becomes apparent from the progression outlined in Table 2-1 is the idea 

that knowledge can be derived from an external, formalised, and systematic context. This is 

what Polanyi calls explicit knowledge, knowledge that is capable of being clearly stated66, 

usually in a codified form. Smith points out that, from the perspective of organisations, the type 

 
60 Jasimuddin, 2005. The Paradox of Using Tacit and Explicit Knowledge: Strategies to Face Dilemmas p 102. 

61 Nonaka & Toyama, 2003. The Knowledge-Creating Theory Revisited: Knowledge Creation as a Synthesizing 

Process p 5-6. 

62 Smith, 2001. The Role of Tacit and Explicit Knowledge in the Workplace p 314. 

63 Joia & Lemos, 2010. Relevant Factors for Tacit Knowledge Transfer within Organisations p 411. 

64 Pathirage et al., 2007. Tacit Knowledge and Organisational Performance: Construction Industry Perspective 

p 115. 

65 Jasimuddin, 2005. The Paradox of Using Tacit and Explicit Knowledge: Strategies to Face Dilemmas p 102. 

66 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

Stellenbosch University https://scholar.sun.ac.za



20 

of knowledge that is seen as explicit knowledge is systemic, codified, and reusable. This type 

of knowledge exists predominantly outside of the minds of employees. 

Most explicit knowledge is technical or academic data or information that is 

described in formal language, like manuals, mathematical expressions, copyright, 

and patents. This "know-what" or systematic knowledge is readily communicated 

and shared through print, electronic methods, and other formal means... Explicit 

knowledge is carefully codified... explicit knowledge assets can be reused to solve 

many similar types of problems or connect people with valuable, reusable 

knowledge67. 

As the above extract indicates, explicit knowledge does not exist completely separately from 

tacit knowledge. Rather, the two forms of knowledge exist in parallel with one another, with 

intersections taking place between the two at critical points of knowledge transfer. Polanyi 

contends that tacit and explicit knowledge are not sharply divided68. While tacit knowledge can 

exist in isolation, explicit knowledge must be understood tacitly and applied to a context. 

Considering this, all knowledge is rooted in tacit knowledge to some degree69. This perspective 

is further elaborated by Tsoukas and Mylonopoulos where they argue that social interaction 

predominantly dictates the type and form that knowledge will take70 in organisations. An 

example of this is outlined by Tsoukas and Mylonopoulos, whereby they highlight that explicit 

knowledge71 is combined with the important social aspect of tacit knowledge. In this sense, 

knowledge is not separated from the social context. Rather, it is seen as resulting from the 

social interaction that takes place in organisations. 

While studying the links between organizational knowledge, learning and 

capabilities has been the focus of several studies (Chandler, Hagstrom and Solvell, 

1998; Choo and Bontis, 2002; Dosi, Teece and Chytry, 1998; Eisenhardt and Santos, 

2002; Moingeon and Edmondson, 1996), accounting for how organizational 

knowledge is established in the first place remains relatively unexplored. It is one 

thing to take knowledge for granted and then show how it is related to learning and 

dynamic capabilities (an important task, no doubt), and quite another to explore 

 
67 Smith, 2001. The Role of Tacit and Explicit Knowledge in the Workplace p 115. 

68 Polanyi, 1966. The Logic of Tacit Inference p 7. 

69 Polanyi, 1966. The Logic of Tacit Inference p 7. 

70 Tsoukas & Mylonopoulos, 2004. Introduction: Knowledge Construction and Creation in Organizations p 4. 

71 Zack, M. 1999. Managing Codified Knowledge p 46-48. 
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questions regarding the social practices in organizations through which what is 

regarded as ‘knowledge’ attains this status, with what effects72.  

The definitions of tacit and explicit knowledge provided here are brief in their approach, and it 

is important to keep in mind that, as with most knowledge-related areas, tacit and explicit 

knowledge are topics that can be debated in detail. However, for this study, a broad view of 

tacit and explicit knowledge is adequate to meet the normalisation requirements of the project. 

Using tacit and explicit knowledge as part of the normalisation process should be considered a 

stepping-stone on the way to adopting a new perspective of knowledge in the organisational 

context. It is important to remember, that the adopted definition of knowledge will be expanded 

in discussing the intersection of tacit and explicit knowledge in greater detail. The definitions 

of knowledge will be analysed broadly to establish their relationships to the definitions of tacit 

and explicit knowledge expressed in this section. 

2.2.3 Normalising Knowledge Definitions Through a Tacit and Explicit 

Framework 

Defining knowledge was a central subject of philosophy and epistemology during the time of 

the ancient Greeks73. Although imperfect in terms of the logic of the definitions offered by the 

ancient Greeks74, their definitions continue to have a prominent influence on views of 

knowledge75 in Western Philosophy76. As highlighted in Table 2-1, some of the earliest attempts 

by the Greeks to define knowledge emerged from the Socratic school of thought. Here, 

reference was made to knowledge as mythos, which can be defined as a personal view of 

knowledge existing from within the self77. This builds upon Plato’s view that knowledge is 

“justified true belief”78, as described in his Meno, Phaedo and Theaetetus79. Emphasising the 

view that knowledge exists from within the self holds true for a tacit view of mythos, as 

 
72 Tsoukas & Mylonopoulos, 2004. Introduction: Knowledge Construction and Creation in Organizations p 2. 

73 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 77. 

74 Nonaka & Takeuchi, 1995. The Knowledge-Creating Company: How Japanese Companies Create the 

Dynamics of Innovation p 60. 

75 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 77. 

76 Nonaka & Takeuchi, 1995. The Knowledge-Creating Company: How Japanese Companies Create the 

Dynamics of Innovation p 60. 

77 Shelburne, 1988. Mythos and Logos in the Thought of Carl Jung: The Theory of Collective Unconscious in 

Scientific Perspective p 107-108. 
78 Plato cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy 

p 76. 

79 Plato cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy 

p 76. 

Stellenbosch University https://scholar.sun.ac.za



22 

internalised knowledge associated with the individual is a key element of tacit approaches80. 

By framing mythos from this perspective, parallels can also be drawn to the tacit dimension of 

individualistic knowledge in organisations, and how that might relate to explicit perceptions 

when carrying out tasks. 

From an explicit knowledge view, the Socratic school’s view of logos can be seen to describe 

many of the characteristics of explicit knowledge. Fine outlines Plato’s logos condition of 

knowledge as concerned with the content of one’s claim to know81. Plato states, according to 

Fine, that logos must be suitably explanatory, “if my definition of x is in terms of y and z... 

Knowledge, Plato believes, must be based on knowledge”82. This hints at the interaction and 

reliance of explicit forms of knowledge upon tacit knowledge for their context, application and 

meaning. Logos may not be expressively explicit, but from the standpoint of tacit and explicit 

interaction, it mirrors many of the important factors of perception and context found in 

organisations83, particularly when dealing with the meaning and application of knowledge. 

Bacon and Boswell also support such a perspective, by emphasising the creation of knowledge 

as an activity that is based heavily on the projection of personalised thoughts and ideas. For 

example, Bacon states “man did give names unto other creatures in paradise”84 and Boswell 

states “we know a subject ourselves”85. These excerpts imply a dependence upon an 

individual’s interpretation, perception, and application of internalised processed knowledge. 

Framed from a tacit understanding of knowledge, these views make sense in terms of how an 

individual incorporates and applies knowledge but makes little mention of the need for 

socialisation as a catalyst for doing so. 

However, these views are aligned with an understanding of the impact of the natural 

environment as a conduit that enables the intersection of human power and knowledge86. By 

taking such a stance, a traditional view of socialisation for knowledge generation is mitigated 

in favour of a contextual one. From Bacon’s perspective, this is seen as a critical factor for the 

 
80 Smith, 2001. The Role of Tacit and Explicit Knowledge in the Workplace p 314. 

81 Fine, 1979. Knowledge and Logos in the Theaetetus p 367. 

82 Fine, 1979. Knowledge and Logos in the Theaetetus p 367.  

83 Gero, 1990. Design Prototypes: A Knowledge Representation Schema for Design p 26. 

84 Bacon cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

85 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

86 Bacon, 2014. The New Organon p 1-7.  
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valid creation and manifestation of knowledge in the individual87. Bacon focuses his attention 

more so on the tacit dimension of knowledge and its use, without leveraging what could be 

considered the explicit dimension in his definition. 

However, Boswell offers an interesting definition of knowledge wherein the author alludes to 

both the tacit, and to some degree the explicit dimensions of knowledge, but without directly 

contrasting the two. By defining knowledge with examples such as “we know a subject 

ourselves”88 or “we know where we can find information about it”89, it is implied that there is 

some feedback and exchange taking place between tacit and explicit forms of knowledge. This 

is implied firstly in the way we interpret and integrate such knowledge into our frame of 

reference, the tacit dimension, through a need to “find information about it”90 and the need to 

explore and integrate codified knowledge within the self; “we know a subject ourselves”91. By 

stating “find information about it… we know a subject ourselves”92, Boswell indirectly alludes 

to the existence of explicit forms of knowledge, manifested through the tacit requirements of 

the individual brought about by contextual challenges. 

What could be considered the first modern definition of tacit knowledge comes from Polanyi, 

who was the first to name knowledge as tacit and explicit93. From Polanyi’s perspective, tacit 

knowledge relates to an understanding of the fiduciary element of the intrinsic belief that exists 

within people94; this whereby Polanyi defines tacit knowledge as an “awareness of things that 

we may not be able to tell”95. The process of tacit knowledge creation, from Polanyi’s 

perspective, thus relies upon each person’s interpretation of external cues governed by their 

perception96. In this instance, a person’s perception acts as a filter through which certain feeds 

 
87 Bacon, 2014. The New Organon p 1-7. 

88 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 
89 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

90 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

91 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

92 Boswell cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

93 Ambrosini & Bowman, 2001. Tacit Knowledge: Some Suggestions for Operationalization p 812. 

94 Polanyi, 2015. Personal Knowledge: Towards a Post-Critical Philosophy p x.  

95 Polanyi cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

96 Conover & Feldman, 1984. How People Organize the Political World: A Schematic Model p 96. 
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pass, the ways of looking and perceiving things from the external world and are in turn inducted 

into their psyche in the form of beliefs97. The induction process shapes a person’s perception 

and further alters the filter through which their external feeds are processed, becoming part of 

their psyche and belief system accordingly. Thus, it can be explained in the form of personal 

schemas, a person’s experience, and expertise, which shape preconceptions of an individual’s 

tacit knowledge and modify it in future interactions. It should be noted that such schemas 

cannot be applied or evaluated from a knowledge perspective if they are devoid of context or 

socialisation. 

This paradigmatic shift in perspectives has led psychologists to focus more on how 

knowledge is stored and how such stored information subsequently influences the 

perceptual process. In such efforts, the concept of a “schema” has played a central 

role… A schema may be defined as a cognitive structure of “organised prior 

knowledge, abstracted from experience with specific instances” that guides “the 

processing of new information and the retrieval of stored information” … For 

example, a schema of the role of “candidate” might include very general beliefs 

about the goals of candidates along with more specific information about the 

particular activities that candidates engage in to get elected98.  

As per Polanyi’s definition in Table 2-1, explicit knowledge is that which is “capable of being 

clearly stated”99. Polanyi contextualises tacit knowledge in relation to explicit knowledge as 

situated around the workings of an individual’s cognitive processes. For example, Polanyi 

states “let us recognise that tacit knowledge is the fundamental power of the mind which creates 

explicit knowing, lends meaning to it and controls its uses”100. This is not to say that Polanyi 

follows a behaviouristic approach; in fact, he firmly rejects this101. Rather, Polanyi makes a 

case for exploring the concept of knowledge as something which does not require the over-

purification of science102 but does require the interaction of tacit and explicit forms of 

knowledge to take place to generate new knowledge. 

 
97 Conover & Feldman, 1984. How People Organize the Political World: A Schematic Model p 96-98. 

98 Conover & Feldman, 1984. How People Organize the Political World: A Schematic Model p 96. 

99 Polanyi cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

100 Polanyi, 1966. The Logic of Tacit Inference p 18. 

101 Polanyi, 1966. The Logic of Tacit Inference p 14. 

102 Polanyi, 1966. The Logic of Tacit Inference p 18. 
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Schank and Abelson’s definition of knowledge reflects the convergence of psychology and 

artificial intelligence (AI) as an approach used to frame the nature of knowledge103. Their view 

using terms such as “general knowledge”, “specific knowledge” and “expert knowledge”104 

lends itself strongly towards a tacit understanding of knowledge rather than an explicit one. 

The taxonomy that they have used implies a view of knowledge that exists not only within the 

individual from a pragmatic developmental standpoint105. It is also one that is dependent upon 

the processes, networks and social contexts for the development, interpretation and framing of 

knowledge106. 

Frantzich builds upon this definition of knowledge, in the first part of his definition, which 

echoes a tacit knowledge view by categorising knowledge as “resident knowledge”107. Resident 

knowledge is explained by Frantzich as insider knowledge residing within networks and the 

gatekeepers within those networks108. Frantzich’s metaphor of a network with interconnecting 

nodes to describe knowledge comes from his background in political science and IT109. These 

he uses in combination to describe and analyse knowledge110. As special attention is given to 

the importance of insider knowledge, which lends itself to a tacit view of knowledge, the 

implications of knowledge networks in politics rely heavily on the importance of individual 

knowledge. From Frantzich’s perspective, this approach is critical for successfully navigating 

the concept of knowledge in diverse political and informational contexts. 

The second part of Frantzich’s definition represents an explicit view of knowledge. From this 

view, Frantzich’s definition refers in part to what he calls “access knowledge”111. Frantzich 

outlines access knowledge as that which has been encoded in the form of information112 and is 

 
103 Schank & Abelson, 1977. Scripts, Plans, Goals and Understanding: An Inquiry into Human Knowledge 

Structures p 190. 

104 Schank and Abelson cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: 

Towards a Taxonomy p 79. 

105 Schank & Abelson, 1977. Scripts, Plans, Goals and Understanding: An Inquiry into Human Knowledge 

Structures p 191. 

106 Schank & Abelson, 1977. Scripts, Plans, Goals and Understanding: An Inquiry into Human Knowledge 

Structures p 191-199 

107 Frantzich cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

108 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

109 Chen et al., 2009. The Third Category of Knowledge: Concept and Framework p 4609. 

110 Chen et al., 2009. The Third Category of Knowledge: Concept and Framework p 4609. 

111 Frantzich cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 

112 Bellinger et al., 2004. Systems Thinking: Data, Information, Knowledge, and Wisdom. 

Stellenbosch University https://scholar.sun.ac.za



26 

thus readily transferable113. This definition which refers to knowledge as an encoded form of 

information, something that can be reused and shared multiple times, falls within the definitions 

and examples of explicit knowledge. 

Anderson attempts to categorise knowledge from a predominantly tacit perspective. He does 

this in three primary ways: 1) As declarative, or descriptive knowledge. 2) As procedural or 

knowing how something occurs or is performed. 3) As causal or knowing why something 

occurs114. These views of knowledge highlight the importance of the individual’s ability to 

process knowledge, and gain meaning based on the cues derived from their environment, 

through routines and processes. As expressed in the earlier definition of tacit knowledge, this 

is a key characteristic. In addition, the individual is central in Anderson’s view of knowledge. 

This is expressed in his definitions of knowledge, where he uses words like “descriptive 

knowledge… knowing how something occurs… knowing why something occurs”115. The 

meanings derived from these words fall directly within the context of tacit definitions of 

knowledge, as they revolve around knowing something rather than relying upon insight from 

the codified forms of knowledge. Anderson does not explicitly mention socialisation as a 

contributing factor to knowledge generation, however, the role of the environment’s influence 

is implied by his references to “application situation”116. This point is illustrated in a later paper 

by Anderson et al. when discussing knowledge acquisition. 

In general, we argue that the goals of advanced knowledge acquisition in complex 

and ill-structured domains can best be attained… by the development of mental 

representations that support cognitive flexibility… foster the ability to assemble 

diverse knowledge sources to adaptively fit the needs of a particular knowledge 

application situation (rather than the search for a precompiled schema that fits the 

situation)117. 

Holliday and Chandler define the concept of knowledge from a slightly different framework, 

with this framework remaining largely tacit based in its approach. They position their view of 

the nature of knowledge from within the paradigm of evaluating the meaning of wisdom. They 

 
113 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

114 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

115 Anderson cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a 

Taxonomy p 79. 
116 Anderson cited in Spiro et al., 1988. Cognitive Flexibility Theory: Advanced Knowledge Acquisition in Ill-

Structured Domains p 556. 

117 Anderson et al. cited in Spiro et al., 1988. Cognitive Flexibility Theory: Advanced Knowledge Acquisition in 

Ill-Structured Domains p 556. 
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do so predominantly in an individualistic and cultural sense through an understanding of the 

concept of wisdom. As they state, “the first step in achieving some better understanding of the 

concept of wisdom lies in the direction of determining more precisely how this notion is 

commonly understood118”. Bearing this view in mind, they outline in Table 2-1 that knowledge 

can be viewed as a general competence, experience-based, and as something reflective or 

evaluative of analytical skills and abilities. These ideas fit within the realms of the earlier 

definition of what could be considered tacit knowledge. The reference is made to knowledge 

as something that exists by and relies on an individual’s internalised processes, skills, and 

abilities in the pursuit of wisdom; from a competence and experience-based paradigm.  

Blackler outlines that within the literature there are five views of knowledge that can be 

identified119. These are listed in Table 2-1 as embrained, embodied, encultured, embedded, and 

encoded knowledge120. Of these definitions of knowledge, embrained, encultured and 

embedded knowledge can lend themselves to a tacit definition of knowledge as they are 

primarily based on conceptual skills and abilities121. Embodied knowledge can be viewed as 

overlapping with both tacit and explicit definitions of knowledge as it not only involves 

codified information but also sensory perception and abilities122.  

The first view of knowledge that lends itself to a tacit definition is that of embrained 

knowledge. Embrained knowledge falls within the realm of what Blackler calls “abstract 

knowledge”123. Abstract knowledge relates to higher-level abilities in understanding, an ability 

to develop complex rules and to understand complex causations within the framework of 

organisational learning124. It is an inherently tacit knowledge process. Embodied knowledge is 

viewed by Blackler as “know-how”125 and depends on peoples’ physical presence, sentiment, 

sensory information, cues and face-to-face discussions. Blackler believes this type of 

knowledge is acquired by doing, which is rooted in specific contexts126. Encultured knowledge 

 
118 Holiday & Chandler cited in Yang, 2001. Conceptions of Wisdom among Taiwanese Chinese p 664. 

119 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1023. 

120 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

121 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

122 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

123 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1023. 

124 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1023. 

125 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

126 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 
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“refers to the process of achieving shared understandings”127. According to Blackler, this is 

achieved through the cultural meaning of systems that are intimately related to the processes 

of socialisation and are open to negotiation128. Encultured knowledge fits within the definition 

of tacit knowledge as it is achieved through processes of socialisation. Embedded knowledge 

is heavily dependent upon an individual’s skills concerning their organisational environment129. 

This environment is made up of a complex mix of processes, systems, routines, interpersonal, 

technological, and socio-structural factors130. These are fundamental processes associated with 

tacit knowledge generation. Knowledge of how to successfully navigate this environment is 

embedded within an organisation’s routines and interactions, in the form of “architectural 

knowledge”131, which is often taken for granted132. 

Blackler also views knowledge from a systems perspective with the use of the terms 

‘embodied’ and ‘encoded’ knowledge relating to definitions of knowledge as explicit. 

However, it should be noted, as Blackler states in a later paper on the forms of knowledge, 

“embodied knowledge is only partly explicit”133. Due to this, Blackler focuses more on encoded 

knowledge as being truly explicit. Blackler states that encoded knowledge is information 

conveyed by signs and symbols: “To the traditional forms of encoded knowledge, such as 

books, manuals and codes of practice, has been added to information encoded and transited 

electronically”134. From this view, knowledge has been codified in informational materials and 

as such has become explicit. It should be noted, however, that in Blackler’s later work he makes 

a case against following an approach of viewing knowledge-intensive firms as dealing simply 

with embodied, embedded, embrained, encultured and encoded forms of knowledge135. Rather, 

Blackler claims that organisations should view knowledge as being the result of the culturally 

located systems and processes through which people interact and thereby generate their 

knowledge. Blackler’s argument is outlined in the following extract. 

 
127 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

128 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

129 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

130 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

131 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

132 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

133 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

134 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

135 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1021. 

Stellenbosch University https://scholar.sun.ac.za



29 

Knowledge (or, more appropriately, knowing) is analysed as an active process that 

is mediated, situated, provisional, pragmatic, and contested. Rather than 

documenting the types of knowledge that capitalism currently demands the 

approach suggests that attention should be focused on the (culturally located) 

systems through which people achieve their knowledge, on the changes that are 

occurring within such systems, and on the processes through which new knowledge 

may be generated136. 

Nonaka and Takeuchi on the other hand view knowledge as existing as either technical “know-

how” or in the form of cognitive “mental models”137 inside the minds of the individuals within 

an organisation. Broda outlines that Nonaka and Takeuchi aim to distinguish between the 

cognitive and technical elements of tacit knowledge138. Nonaka and Takeuchi state that 

cognitive elements include things like “schemata, paradigms, perspectives, beliefs, and 

viewpoints which help individuals to perceive and define their world”139. The technical 

elements are made up of “concrete know-how, crafts and skills”140. Broda elaborates that tacit 

knowledge tends to include knowledge gained through experience, while explicit knowledge 

tends to contain knowledge gained through rational thinking141. The predominant positioning 

of Nonaka and Takeuchi’s view of knowledge in organisations is primarily based upon the use 

and transfer of tacit knowledge142 to tacit and explicit forms. This is done to create innovation 

in organisations to compensate for the uncertainty143 created by the global business 

environment; a result of the information age144.  

Heron aims to define knowledge as constituting four key forms, namely: propositional – 

theoretical ideas about things; practical – action related know-how; experiential – things as 

actually experienced; and presentational – a feedback loop from experiential to propositional 

 
136 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1021. 

137 Nonaka & Takeuchi cited in Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: 

Towards a Taxonomy p 79. 

138 Broda, 2005. Intercultural Challenges of Knowledge Focus Strategy Implementation in China p 4-51. 

139 Nonaka & Takeuchi, 1995. The Knowledge-Creating Company: How Japanese Companies Create the 

Dynamics of Innovation p 60. 

140 Nonaka & Takeuchi, 1995. The Knowledge-Creating Company: How Japanese Companies Create the 

Dynamics of Innovation p 60. 

141 Broda, 2005. Intercultural Challenges of Knowledge Focus Strategy Implementation in China p 4-51. 
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knowledge as a form of creative output145. Heron’s view of knowledge holds true for the tacit 

definition of knowledge, as it relies upon paradigms. This is an inherently internalised 

approach, dependent upon socialisation and context for interpreting meaning. Some 

components of Heron’s explanation, those that relate to presentational knowledge, could be 

considered explicit in the sense that he states that our “resonance with the imagining of our 

world… is symbolised”146 in various art forms. This symbolisation, although holding some 

explicit truth, falls short of aligning with the explicit definition of knowledge as it is not about 

codifying knowledge. It is about the process of encapsulating artistic emotion as an artistic 

artefact. The artistic artefact is a representation of the abstract, presented in a metaphorical 

form. Heron argues that this view of knowledge constitutes a participatory worldview that 

accounts for experiential knowing using these paradigms147. Heron’s explanation of this 

process, and what a participatory worldview means, in terms of knowledge, is outlined in the 

following extract. 

For there is the important if obvious point that knowers can only be knowers when 

known by other knowers. Knowing presupposes mutual participative awareness… 

Experiential knowing thus articulates reality through inner resonance with what 

there is and through perceptually enacting… Its forms of appearing… Presentational 

knowing… is evident in an intuitive grasp of the significance of our resonance with 

the imagining of our world as this grasp is symbolised in graphic, plastic, musical, 

vocal, and verbal art forms. It clothes our experiential knowing of the world in the 

metaphors of aesthetic creation… Propositional knowing is knowing in conceptual 

terms that something is the case; knowledge by description… statements and 

theories… Practical knowing is knowing how to do something, demonstrated in a 

skill or competence148. 

Tsoukas frames knowledge from both a tacit and explicit perspective. He does this based on a 

taxonomic perspective of knowledge149, whereby “the taxonomy of the knowledge elements 

becomes a core aspect”150 in defining knowledge. This allows Tsoukas to draw attention to the 

 
145 Heron & Reason, 1997. A Participatory Inquiry Paradigm p 280-283. 

146 Heron cited in Heron & Reason, 1997. A Participatory Inquiry Paradigm p 275-281. 

147 Tsoukas cited in Heron & Reason, 1997. A Participatory Inquiry Paradigm p 274. 

148 Tsoukas cited in Heron & Reason, 1997. A Participatory Inquiry Paradigm p 275-281. 

149 Al-Mualla, 2013. Tacit Knowledge in Organisations – Towards an Empirical Inquiry p 4. 

150 Cabrera‐Suárez et al., 2001. The Succession Process from a Resource- and Knowledge-Based View of the 

Family Firm p 39. 
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important dependence of knowledge on the context in which it is being applied151. By focusing 

on the taxonomy of the knowledge elements, Tsoukas also reaffirms the importance of 

Polanyi’s original view that explicit knowledge cannot exist without tacit knowledge152. In this 

regard, Tsoukas takes issue with the modern movement of the “de-contextualisation of 

knowledge”153 that has occurred, which he views as having moved too far away from Polanyi’s 

original outline of the role of tacit knowledge154. Al-Mualla highlights that this is an important 

point that becomes particularly relevant when trying to decode knowledge in organisational 

settings155. Tsoukas’ view of how knowledge should be understood, particularly from a tacit 

perspective, is in line with Polanyi’s original arguments156 and outlined in the following extract 

by Crane. 

Tsoukas’ ideas are grounded in the derivative of those theorised by Polanyi… 

Polanyi offers a detailed and reasoned argument for turning away from the 

traditional view and practice of the exact sciences – the pursuit of objective 

knowledge and scientific detachment. Instead, he argues for the importance of the 

scientist – the ‘knower’ – in the act of discovery and validation of scientific 

knowledge. Accordingly, the scientist brings to his scientific practice his own skills, 

commitment and experiences which must necessarily form part of the science. Using 

Polanyi’s arguments, Tsoukas criticises the modern movement towards the de-

contextualisation of knowledge. Arguing for a phenomenological conceptualisation 

of tacit knowledge, Tsoukas, as does Polanyi, insists that explicit knowledge cannot 

exist without the tacit. This personal co-efficient factor suggests that “knowing 

something, then, is always a contextual issue and fundamentally connected to 

action”157. 

 
151 Tsoukas cited in Crane, 2013. A New Taxonomy of Knowledge Management Theory: The Turn to Knowledge 

as Constituted in Social Action p 1-20. 

152 Tsoukas cited in Crane, 2013. A New Taxonomy of Knowledge Management Theory: The Turn to Knowledge 
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Tsoukas and Vladimirou view knowledge as the capability of members of an organisation to 

draw distinctions in the process of carrying out their work158. Tsoukas and Vladimirou suggest 

that this is done by enacting sets of generalisations. The application of these enacted sets of 

generalisations depends on the historically evolved collective understandings that individuals 

have internalised159. In addition to highlighting the contribution Polanyi has made160, Tsoukas 

and Vladimirou also argue that most scholars have failed to engage adequately with Polanyi’s 

work. From Tsoukas and Vladimirou’s view, scholars are often seen to miss the point that 

Polanyi highlights concerning the personal character of knowledge161. This is explained in 

more detail in the following extract. 

Moreover, it needs to be pointed out that, although no self-respecting researchers 

have so far failed to acknowledge their debt to Polanyi for the distinction he drew 

between tacit and explicit knowledge, Polanyi’s work, for the most part, has not 

been really engaged with. If it had been it would have been noticed that, since all 

knowledge has its tacit presuppositions, tacit knowledge is not something that can 

be converted into explicit knowledge, as Nonaka and Takeuchi… have claimed… 

Moreover, and perhaps more crucially, it would have been acknowledged that 

Polanyi… more than anything else, insisted on the personal character of knowledge 

– hence the title of his magnum opus, Personal Knowledge. In his own words: ‘All 

knowing is personal knowing – participation through indwelling’162. 

Finally, Edvinsson and Malone define knowledge from within an intellectual capital 

framework163 which exists under the visible company buildings and products164. Intellectual 

capital in this instance is defined as a collection of knowledge, information, intellectual 

property (IP), and experience165. From this definition, knowledge can be found within the 

intellectual capital frame as existing in the form of products, routines, and processes along with 

 
158 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 973. 

159 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 973. 

160 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 975. 

161 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 975. 

162 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 975. 

163 Bontis, 2001. Assessing Knowledge Assets: A Review of the Models Used to Measure Intellectual Capital p 

42. 
164 Edvinsson & Malone, 1997. Intellectual Capital: Realizing Your Company's True Value by Finding its Hidden 

Brainpower p 11.  

165 Bontis, 2001. Assessing Knowledge Assets: A Review of the Models Used to Measure Intellectual Capital p 

42. 
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some other forms of intangible assets166. Taking this view of knowledge lends itself in both 

tacit and explicit forms. Defining knowledge in the form of routines, processes and intangible 

phenomena, a hidden element within organisations167, mirrors many of the characteristics of 

the tacit definitions of knowledge. While on the other hand, defining knowledge as intellectual 

capital, a part of which is information, alludes to explicit definitions of knowledge.  

Edvinsson and Malone primarily view knowledge as an intangible resource, one that needs to 

have adapted intellectual capital accounting structures in place to measure its true value for 

organisations168. This adapted intellectual capital is coupled with the value derived from 

knowledge’s interconnectedness with the organisational environment169. Along with 

interconnectedness, Edvinsson also highlights the importance of the organisational context in 

understanding the dynamics of knowledge in practice170. Additionally, how organisations can 

understand what knowledge means for them through dialogue. This is done to help 

organisations visualise knowledge assets outside the traditional balance sheet171. Edvinsson 

sees this as a critically important factor to have in place if one is to better grasp how intellectual 

capital can be used, particularly in leveraging the strategic value of knowledge for an 

organisation172. Both views hint at tacit definitions of knowledge by mentioning its intangible 

nature, collective understandings through dialogue and reliance on the organisational 

environment for deriving meaning. 

2.2.4 Key Issues of Knowledge from an Organisational Perspective 

Normalising the definitions of knowledge outlined in Table 2-1, from a tacit and explicit 

perspective, helps to reveal key issues of knowledge from an organisational view. These key 

issues of knowledge are: 1) Context/environment. 2) Social aspects. 3) Knowledge transfer. 

 
166 Bontis, 2001. Assessing Knowledge Assets: A Review of the Models Used to Measure Intellectual Capital p 

11. 
167 Bontis, 2001. Assessing Knowledge Assets: A Review of the Models Used to Measure Intellectual Capital p 

44. 

168 Edvinsson & Malone, 1997. Intellectual Capital: Realizing Your Company's True Value by Finding its Hidden 

Brainpower p 11.  

169 Edvinsson & Kivikas, 2007. Intellectual capital (IC) or Wissensbilans Process: Some German Experiences p 

377. 

170 Edvinsson & Kivikas, 2007. Intellectual capital (IC) or Wissensbilans Process: Some German Experiences p 

377. 
171 Edvinsson & Kivikas, 2007. Intellectual capital (IC) or Wissensbilans Process: Some German Experiences p 

379. 

172 Edvinsson & Kivikas, 2007. Intellectual capital (IC) or Wissensbilans Process: Some German Experiences p 

379. 
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Considering these key issues, I will use these highlighted elements to determine which 

definition of knowledge will be best suited to meet the requirements of organisational 

knowledge. Consideration will also be given to how well the adopted definition can align itself 

with KM and security aspects in addition to the key issues from an organisational perspective. 

As the key issues act as a framework for identifying a relevant and applicable definition of 

organisational knowledge, I explain each, derived from the outlines of the normalised 

definitions of knowledge. Since the key issues are associated with the same objective, that of 

defining organisational knowledge, there will be some overlap. As such, they do not exist in 

isolation from one another and are instead interrelated. 

Firstly, from the perspective of the context/environment issue, knowledge is critically 

dependent upon the context/environment in which it is being applied. In this case, the 

environment acts as a conduit through which the intersection of human power and knowledge173 

takes place. This is a critical factor in the creation and manifestation of knowledge from a tacit, 

individual view174, as well as for the creation of explicit forms of knowledge within 

organisations. These explicit forms of knowledge are manifested through tacit requirements 

brought about by contextual challenges175, which the organisational environment requires. 

Contextual challenges are dealt with in terms of the application of situational factors as a way 

of generating and using knowledge176 in such contexts. 

This aspect also aligns with the importance that external cues play as a means of governing 

perception in these contexts. These cues are derived from the external environment by 

individuals and influence the creation of beliefs and views177 within the individuals. The beliefs 

and views are then actualised through socialisation processes and actions. This can be seen in 

the form of embodied knowledge, which is acquired by socialisation and which remains 

contextually dependent178.  

The environment also holds relevance for embedded knowledge, whereby it is dependent upon 

individual skillsets relating to the requirements of the organisational environment179. The 

 
173 Bacon, 2014. The New Organon p 1-7.  

174 Bacon, 2014. The New Organon p 1-7.  

175 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

176 Spiro et al., 1988. Cognitive Flexibility Theory: Advanced Knowledge Acquisition in Ill-Structured Domains 

p 556. 

177 Conover & Feldman, 1984. How People Organize the Political World: A Schematic Model p 96. 

178 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

179 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 
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organisational environment in this instance is seen to be made up of a complex mix of 

processes, systems, routines, interpersonal, technological, and socio-structural factors180. These 

are the systems through which knowledge flows. Knowledge of how to navigate the 

organisational environment is thus submerged within an organisation’s routines and 

interactions in the form of “architectural knowledge”181, which is generally taken for granted 

by individuals182. The influence of the environment on how knowledge is viewed and used in 

organisations is also relevant to how organisations respond to external uncertainty.  

Uncertainty, and the need to respond to it, comes about due to the shifting nature of the global 

business environment. Organisations try to leverage these uncertainties for their benefit 

through knowledge processes, in the pursuit of innovation183. They do so to ultimately use this 

innovation to achieve strategic advantage through the interconnected processes of the 

organisational environment184 and in response to the global business environment. As such, the 

environment creates meaning for the organisation185 and meaning for the organisation’s internal 

processes186 as perceived by its individuals. Knowledge thus has an important dependence upon 

the context and environment in which it is being applied187. 

Secondly, from the issue of social interaction, organisational knowledge is considered 

dependent upon social interactions for its creation, use and the meaning it holds for how 

knowledge is framed within organisations188. Knowledge, therefore, relies upon the individual 

paradigms of those who make up the organisation, and these individual paradigms are in turn 

dependent upon socialisation and context to garnish meaning189, interpreted by the individual. 

This process is not carried out by individuals in isolation, but rather through the collective 

interactions they experience. These interactions can be in the form of discussions, sentiment or 

 
180 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

181 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 
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184 Edvinsson & Kivikas, 2007. Intellectual capital (IC) or Wissensbilans Process: Some German Experiences p 

377. 

185 Heron & Reason, 1997. A Participatory Inquiry Paradigm p 275-281. 
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187 Crane, 2013. A New Taxonomy of Knowledge Management Theory: The Turn to Knowledge as Constituted in 
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sensory information connected through the organisational environment through which such 

interactions take place190.  

Interactions are further catalysed through a complex environment made up of processes, 

systems, routines, interpersonal, technical, and socio-cultural factors191. Knowledge in this 

environment is referred to as encultured knowledge, which is created through environment-

based processes. In turn, this creates a shared socially based understanding in organisations192, 

constituted by an organisation’s individuals. This relates to the cultural meaning of systems, 

which are also related to the processes of socialisation193. These processes of socialisation are 

enacted through sets of individually based generalisations. The generalisations evolve 

collectively to create understanding through dialogue and rely on the organisational 

environment for the evolution of socially collaborative meaning194. 

Thirdly, regarding the knowledge transfer issue, knowledge is seen to flow from the intangible 

tacit dimension of the individual’s internalised understanding195 to either a tacit individual, tacit 

collective or explicit understanding. The issue of knowledge transfer in organisations is seen 

by some as predicated on the use and transfer of tacit knowledge to explicit knowledge, in 

response to the challenges posed by the business environment196. From a collective view, this 

is brought about when individuals are grouped around particular contextual challenges or 

tasks197. Individuals in this context enact sets of generalisations and historically evolved 

collective understandings198 to produce new knowledge, which will likely be used in future 

interactions. From this point of view, tacit knowledge is contextualised with explicit knowledge 

and is situated around an individual’s cognitive processes. Thus, tacit knowing creates explicit 

knowing and lends meaning to it, as a controlling factor for its uses199. From an organisational 

 
190 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

191 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1025. 

192 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

193 Blackler, 1995. Knowledge, Knowledge Work and Organizations: An Overview and Interpretation p 1024. 

194 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 973. 

195 Kakabadse et al., 2003. Reviewing the Knowledge Management Literature: Towards a Taxonomy p 79. 

196 Kwek, 1995. Review: The Knowledge-Creating Company p 2-3. 
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Stellenbosch University https://scholar.sun.ac.za



37 

perspective, this takes place through processes, networks, socialisation, development, 

interpretation, and the framing of knowledge200.  

From an explicit view, the transfer of knowledge is seen to take place when individuals encode 

their knowledge as information and make it available to others201. In this informational form, 

knowledge is thought of as readily transferable202 and can be integrated into the processes of 

other individuals within the organisation. Further, knowledge transfer can take place through 

organisational learning processes. From this view an individual’s embodied knowledge203 is 

shared as encultured knowledge in the form of collective understandings204, constituting an 

organisation’s culture. Organisational culture is enacted through meaning and business 

processes, a part of which is organisational learning205. To create meaning, intangible 

knowledge assets are transferred from one entity to another through learning processes. This is 

done so individuals can visualise knowledge assets206 and their meaning within the confines of 

the organisation. It is also done so individuals can leverage the strategic value of these assets 

through the organisational environment, to create further meaning207 and thus competitive 

advantage. Encultured knowledge can then be codified as information, often in electronic 

forms208, resulting in the adoption of policy and procedures needed to govern organisational 

culture. Over time, these policies and procedures become explicitly engrained in the actions of 

individuals, forming part of the channels guiding the knowledge transfer process within 

organisations.  

With these key issues of organisational knowledge in mind, Table 2-2 provides a matrix 

overlaying the three key knowledge issues of context/environment, social aspects, and 

knowledge transfer from an organisational perspective in the columns. The rows are made up 

of the various authors’ definitions of knowledge. The intersection points of the matrix offer a 

Yes or No answer. The intersection points also highlight each definition’s ability to meet the 
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key issues of knowledge posed from an organisational perspective. The key issues have 

emerged from the tacit and explicit normalisation process. By intersecting the key 

organisational knowledge issues with the various definitions outlined in Table 2-1, definitions 

that are best placed to meet the requirements of an organisational definition of knowledge can 

be identified. Doing so will allow a compatible definition of organisational knowledge to be 

adopted going forward.  

Table 2-2: Knowledge Definitions & Their Relationship to Key Organisational Knowledge Issues 

Authors Context/Environment Social Aspects Knowledge Transfer 

Socrates (Plato, 1953) No No No 

Bacon (1605) Yes No No 

Boswell (1979) Yes No Yes 

Polanyi (1958, 1996) Yes No Yes 

Schank and Abelson (1977) No Yes Yes 

Frantzich (1983) No No Yes 

Anderson (1985) Yes No No 

Holliday and Chandler (1986) No No No 

Blackler. (1993) Yes Yes Yes 

Nonaka and Takeuchi (1995) Yes No Yes 

Heron (1996) Yes Yes No 

Tsoukas (1996) Yes Yes Yes 

Edvinsson and Malone (1997) Yes No Yes 

2.3 Adopting a Definition of Organisational Knowledge 

Adopting a definition of knowledge that is well-aligned with the key organisational knowledge 

issues is important. It is important as it sets the foundation for an examination of how 

knowledge can be defined from an organisational perspective, as well as add context to the 

Becerra-Fernandez and Sabherwal framework. As can be seen from the Table 2-2, only two 

definitions of knowledge meet all the requirements of the key organisational knowledge issues. 

These are the definitions presented by Blackler and Tsoukas. While certain key issues are 

covered by other definitions of knowledge, the definitions of knowledge offered by Blackler 
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and Tsoukas are more complete and therefore relevant to defining knowledge from an 

organisational perspective without having to follow a piecemeal approach. As such, the other 

definitions that do not meet all the key knowledge issues are not as well-positioned to apply to 

the organisational context, when defining knowledge.  

Tsoukas and Blackler follow a similar approach to defining organisational knowledge, in that 

they both take the view of the organisation as a distributed knowledge system. However, there 

are some key differences in their points of view. From Blackler’s perspective, the focus in 

organisations should not be placed so much on knowledge, but rather on knowing. Regarding 

this point, Blackler outlines how organisational knowledge emphasis has moved away from 

embodied and embedded knowledge to embrained, encultured and encoded forms209 of 

knowledge. Blackler explains that focusing on knowing is important, as it overcomes many of 

the problems in the implication that knowledge relies on some universal truth210. From this 

perspective, knowledge in organisations should be viewed as constituting part of an 

organisation’s activity, a socially distributed element211, that forms part of the organisation’s 

processes rather than remaining a separate entity. Organisational knowledge is not static, but 

rather something that is constantly evolving due to the contestations that exist in socially 

distributed systems. These contestations revolve around the organisational activities taking 

place between various problem solvers212. Blackler thus defines knowledge from an 

organisational point of view in several ways213: 1) Mediated through systems and structures. 2) 

Situated in the context in which it happens. 3) Provisional due to knowledge’s developing 

nature. 4) Pragmatic as knowledge is applied to tasks and activities. 5) Contested around the 

power situations between new problem solvers and their established counterparts. 

Tsoukas and Vladimirou define organisational knowledge in two forms, taking a weak and a 

strong view214. From the weak view, Tsoukas and Vladimirou define organisational knowledge 

simply as being generated, developed, and transmitted by individuals215, which as they claim is 

less revealing about the deeper characteristics of what organisational knowledge is. From the 

 
209 Blackler, 1995. Knowledge, Knowledge Work and Organisations: An Overview and Interpretation p 1038. 

210 Blackler, 1995. Knowledge, Knowledge Work and Organisations: An Overview and Interpretation p 1038 
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strong view, Tsoukas and Vladimirou claim that organisational knowledge emerges when 

individuals within organisations consider the context of their actions216. They do so by drawing 

and acting upon a corpus of generalisations217 which are produced internally because of 

organisational processes and tasks. 

When comparing the definitions of both Tsoukas and Blackler, Tsoukas offers a definition of 

organisational knowledge that is theoretically deeper than that offered by Blackler. Blackler, 

on the other hand, aims to define organisational knowledge from a more practical perspective. 

It is an important distinction, as the aim of adopting a definition of knowledge is to frame what 

is meant by organisational knowledge from a KM and knowledge security perspective, as well 

as the key knowledge issues outlined in Table 2-2. Thus, it highlights the need to have a solid 

theoretical base of understanding to position knowledge security as a KM problem in 

organisations, from the perspective of the key knowledge issues. 

This is not to say that Blackler’s definition is not valuable for understanding knowledge in 

organisations. It offers value in that it is easily understood from a practical perspective. The 

crux of this, however, is that by being practically deeper it is also theoretically shallower than 

the definition offered by Tsoukas. There is also a point of contention that comes to light when 

examining Blackler’s definition of organisational knowledge. This is the issue that Blackler 

raises concerning the contested nature of knowledge in organisations. Suggesting that 

knowledge needs to be contested from a base of power makes sense when looking at the flow 

and intersections of knowledge in an academic context, and rightly so.  

However, from an organisational perspective, when it comes to contesting knowledge around 

tasks, the process runs the risk of causing social abrasion. Such abrasion could create an 

organisational environment where cohesion and the sharing of knowledge around tasks become 

less effective due to conflict. If this conflict were to manifest, it would have the opposite effect 

of applying and transferring knowledge around a task. Contesting knowledge runs the risk of 

people becoming more closed off to one another, decreasing knowledge sharing and 

generation. The tangible effect of this is that individuals will become less effective at 

completing tasks, which can result in lower levels of innovation taking place. If this is a 

persistent problem, it can in due course become a substantial risk for an organisation’s 

competitiveness.  

 
216 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 979. 

217 Tsoukas & Vladimirou, 2001. What is Organisational Knowledge? p 979. 
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Tsoukas, by comparison, aims to avoid such issues by keeping his definition of organisational 

knowledge at a broader level. This allows Tsoukas to avoid the pitfalls of Blackler’s definition 

relating to the contestation of knowledge; in terms of the knowledge processes taking place in 

the organisation. While I do agree that there is a need for some level of contestation to take 

place in organisations, as it creates new forms of knowing amongst participants, I disagree that 

such contestations need to be based on the power dynamics that Blackler suggests. Blackler’s 

point implies an undue need for conflict in organisational knowing. This is not to say that such 

conflicts do not take place in real-world organisations, but the merits and productivity of 

leveraging such an approach must be questioned. Power-based conflict should not be 

established as the norm when defining knowledge processes but rather seen as an unwanted 

consequence that may occur from time to time through the process of socialisation.  

These issues aside, the strength of both definitions lies in their ability to highlight the context 

and environment, social aspects, and knowledge transfer issues of organisational knowledge. 

This is particularly pertinent in that both definitions highlight the importance of viewing 

organisations as distributed knowledge systems. What sets apart Tsoukas’ definition of 

knowledge is that he places a heavier emphasis on the tacit and explicit dimensions of 

knowledge in organisations. This means that Tsoukas’ definition of organisational knowledge 

is more flexible in terms of analysing how knowledge works in organisations, not only in an 

explicit informational sense but also at a deeper tacit level. Therefore, making Tsoukas’ 

definition of organisational knowledge more powerful and versatile.  

As stated earlier, Tsoukas offers a strongly theoretical definition of organisational knowledge 

and due to this offers a deeper understanding of how knowledge processes function in 

organisations. By analysing organisational knowledge from Tsoukas’ definition, it exposes 

many of the deeper issues which other definitions might not illuminate. Thus, using Tsoukas’ 

definition of knowledge as a point of theoretical analysis, from a KM and knowledge security 

perspective, elevates this analysis beyond the bounds of traditional KM thinking. Tsoukas’ 

definition is also more applicable in terms of advancing both KM and knowledge security 

theory than Blackler’s definition. Tsoukas’ definition allows a more in-depth understanding of 

organisational knowledge, where the focus of other definitions might only illuminate issues 

concerning knowledge systems, routines, and processes. 

In addition, Tsoukas also offers a well-aligned definition regarding the key issues of 

organisational knowledge. From a context/environment perspective, Tsoukas places a heavy 

emphasis on the need for context and argues against the trend of other authors who attempt to 

Stellenbosch University https://scholar.sun.ac.za



42 

decontextualise knowledge. Through this de-contextualisation process, knowledge is viewed 

in the same light as the tangible resources of the organisation, meaning it is something that can 

be managed similarly. This is an incorrect assumption according to Tsoukas, as it can be 

intangible in nature. 

Secondly, in terms of the social aspects issue, Tsoukas argues that knowledge cannot be created 

or shared without social interactions taking place. The intersection of business challenges with 

key individuals brings about this socialisation and the application, sharing, flow, and creation 

of knowledge around organisational tasks. In this regard, Tsoukas avoids Blackler’s approach 

by not positioning his definition of knowledge as dependent upon power-based contestations. 

Yet, Tsoukas does not forget to highlight the importance of social interactions as part of the 

organisational knowledge processes.  

Thirdly, in terms of the knowledge transfer issue, Tsoukas argues that knowledge cannot be 

transferred as an entity or product as some authors would like. Instead, knowledge is derived 

from socialisation and internalised or shared through the process of applying an individual’s 

knowledge to a particular context. This knowledge can then be refined according to what is 

being shared with the individual, based on other individuals’ actions around organisational 

tasks. Through these actions, the individual will integrate those cues and meanings with that of 

their own. This is done not by transferring knowledge as a tangible entity, but rather by 

incorporating knowledge within an individual’s perceptions and ideologies to make their own 

meaning.  

Knowledge from Tsoukas’ perspective is not something that can be copied from one individual 

and simply uploaded to another. Rather, it relies on context, where the perceptions and 

socialisation between individuals must be present to offer any real value in the transfer of tacit 

knowledge. It can also be presumed that explicit knowledge, unlike tacit knowledge, due to its 

explicit form, is easily transferred. However, this is not entirely the case. The transfer of explicit 

knowledge is routed in the tacit, as it relies upon an individual’s interaction with information. 

This interaction in each context is filtered through an individual’s generalisations, framed by 

their knowledge, to interpret and add meaning to the explicit form of knowledge they are 

dealing with. Therefore, this process cannot be successful without tacit knowledge, as an 

individual’s tacit knowledge will govern how they interpret explicit knowledge and what 

meaning it holds for them based on their perceptions and internalised beliefs.  
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Considering Tsoukas’ view of tacit and explicit knowledge, of a particular contest for Tsoukas 

is the view of tacit and explicit knowledge argued by Nonaka and Takeuchi in their major work 

The Knowledge Creating Company, which has been widely adopted in management studies. 

Tsoukas disagrees with Nonaka and Takeuchi’s view that tacit knowledge is a definable thing 

in organisations that can be captured and transferred from one person to another. This is 

because Tsoukas holds special relevance for the human emphasis in defining knowledge, as 

given in the work of Polanyi, regarding Polanyi’s views of tacit and explicit knowledge. 

Tsoukas builds upon Polanyi’s view of tacit and explicit knowledge, by outlining that a 

realignment of the current definitions of organisational knowledge is needed; to move them 

closer to the original ideas expressed by Polanyi218. According to Tsoukas, this is because the 

generation, application and contextualisation of knowledge are currently misunderstood219. 

Tsoukas’ conflicting view, with the argument set out by Nonaka and Takeuchi, is outlined by 

Tsoukas in the following extract. 

Tacit knowledge has been greatly misunderstood in management studies… Nonaka 

and Takeuchi’s interpretation of tacit knowledge as knowledge not yet articulated – 

knowledge waiting for its ‘translation’ or ‘conversion’ into explicit knowledge – an 

interpretation that has been widely adopted in management studies, is erroneous: it 

ignores the essential ineffability of tacit knowledge, thus reducing it to what can be 

articulated. Tacit and explicit knowledge are not the two ends of a continuum but 

the two sides of the same coin: even the most explicit kind of knowledge is underlain 

by tacit knowledge. Tacit knowledge consists of a set of particulars of which we are 

subsidiarily aware as we focus on something else. Tacit knowledge is vectorial: we 

know the particulars by relying on our awareness of them for attending to something 

else. Since subsidiaries exist as such by bearing on the focus to which we are 

attending from them, they cannot be separated from the focus and examined 

independently, for if this is done, their meaning will be lost… The ineffability of 

tacit knowledge does not mean that we cannot discuss the skilled performances in 

which we are involved. We can – indeed, should – discuss them provided we stop 

insisting on ‘converting’ tacit knowledge and, instead, start recursively drawing our 

attention to how we draw each other’s attention to things. Instructive forms of talk 

help us re-orientate ourselves to how we relate to others and the world around us, 

thus enabling us to talk and act differently. We can command a clear view of our 

 
218 Tsoukas, 2002. Do we Really Understand Tacit Knowledge? p 4-10. 

219 Tsoukas, 2002. Do we Really Understand Tacit Knowledge? p 4-10. 
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tasks at hand if we ‘remind’ ourselves of how we do things so that distinctions which 

we had previously not noticed, and features which had previously escaped our 

attention, may be brought forward220. 

With these points in mind, I will provide an overview of Tsoukas’ view of organisational 

knowledge. This must be done to expand upon Tsoukas’ definition of organisational knowledge 

by providing the relevant background for it, based on Tsoukas’ view of organisations as 

distributed knowledge systems. I will discuss this by considering the roles of tacit and explicit 

knowledge and their function in organisations, as assigned by Tsoukas. Doing so will set the 

stage for a brief analysis of the benefits and detriments of making use of Tsoukas’ definition 

of organisational knowledge. I will also explore its applicability for adding context to the 

Becerra-Fernandez and Sabherwal framework, as well as helping to better understand KM and 

knowledge security practices in organisations. All of which will be useful for conceptualising 

the relationship between knowledge security and KM.  

2.3.1 Overview of Tsoukas’ Definition of Organisational Knowledge 

Tsoukas’ definition of organisational knowledge aims to clarify the relationship between tacit 

and explicit knowledge in organisations221. He does this by emphasising the role that tacit 

knowledge plays in organisations, stating that explicit knowledge cannot exist without tacit 

knowledge222. This he frames as a knowledge transfer issue, in terms of the capability of the 

members of an organisation to draw distinctions in the process of carrying out their work, rather 

than looking to define the actual transfer of tacit knowledge to explicit knowledge, which 

Tsoukas explains is an erroneous view223. How Tsoukas views knowledge, and the transfer of 

knowledge in organisations, is predominantly centred on the socialisation processes that take 

place to meet organisational tasks. This is expressed in the following extract by Tsoukas and 

Vladimirou as per their definition of knowledge. 

Organisational knowledge is the capability members of an organisation have 

developed to draw distinctions in the process of carrying out their work, in particular 

 
220 Tsoukas, 2002. Do we Really Understand Tacit Knowledge? p 4-10. 
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concrete contexts, by enacting sets of generalisations whose application depends on 

historically evolved collective understandings224. 

As is clear from this definition, Tsoukas emphasises the collective understandings of 

individuals within an organisation in terms of knowledge generation and meaning. Tsoukas 

and Vladimirou explain that one should not take a narrow view of knowledge in organisations 

as purely cognitive but focus more on the process and socialisation elements225. Tsoukas and 

Vladimirou warn that there are several unanswered questions relating to what merits 

organisational knowledge and how knowledge can become an individual possession226. They 

state that this is best overcome by offering not only a theory of knowledge but also a theory of 

organisation. 

Realising that knowledge is indeed a tricky concept, some researchers have gone as 

far as to suggest (mostly in the context of academic conferences) that, perhaps, we 

do not need more formal definitions of knowledge, since they, very likely, end up 

complicating things further. We do not agree with this view. Our understanding of 

organisational knowledge (or any other topic of interest) will not advance if we 

resign ourselves to merely recycling commonsensical notions of knowledge for, if 

we were to do so, we would risk being prisoners of our own unchallenged 

assumptions, incapable of advancing our learning. On the contrary, what we need is 

ever more sophisticated theoretical explorations of our topic of interest, aiming at 

gaining a deeper insight into it227.  

Considering this view, the key perspective is how Tsoukas views organisations as distributed 

knowledge systems. These distributed systems, Tsoukas argues, are governed by six key facets: 

1) The resources of an organisation are not given or discovered but created. 2) The 

organisational problem firms face in the utilisation of knowledge cannot be known in its totality 

by a single mind. 3) The firm is a distributed knowledge system. 4) A firm’s knowledge is 

distributed in an additional sense; it is partly derived from the broader industrial and societal 

context within which a firm is embedded. 5) Normative expectations, dispositions, and 

interactive situations are inevitably in tension. 6) Viewing a firm as a distributed knowledge 
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system helps to refine the view of what organisations are, and consequently of what KM 

processes are about228. I will briefly outline these key facets in the paragraphs to follow. 

Expanding upon the first of these six facets, Tsoukas argues that “it is not so much the resources 

per se that are important to a firm as the services rendered by those resources (Penrose, 

1959)”229. Tsoukas outlines that the services rendered depend on how those resources are 

viewed by members of the organisation in each context230. What Tsoukas means by this is that 

the use of resources in an organisation can be considered a function of the knowledge which is 

applied to them. The way knowledge is applied to the resources is carried out through an 

organisation’s routines231. When these resources are combined with the social processes 

involved with member interactions, innovation emerges. Tsoukas states that “the carriers of 

such knowledge are a firm’s routines (Nelson and Winter, 1982) and, from the point of view 

of how novelty emerges, a firm’s members”232. Adopting this view, an organisation is a system 

through which knowledge is carried, via its routines, and dynamically applied to a given 

context by its members in dealing with a specific task. An organisation can thus be viewed as 

an entity through which knowledge flows systematically.  

Tsoukas’ second facet is that “the organisation problem firms’ face is the utilisation of 

knowledge, which is not, and cannot be, known in its totality by a single mind” 233. Knowledge 

is not the realm of a single individual but rather the use and product of the collective. Building 

on this view, Tsoukas’ third facet argues that “the firm is a distributed knowledge system” 234, 

and as such it requires the coming together of disparate entities to apply and create new 

knowledge235 around organisational tasks. Organisational knowledge is not only distributed in 

the computational sense or the sense that the factual knowledge of the circumstances of time 

and place cannot be surveyed as a whole236. An organisation’s knowledge, according to 

Tsoukas, is distributed in the sense that it is inherently indeterminate. Tsoukas states that 

“nobody knows in advance what that knowledge is, or need be. Firms are faced with radical 
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uncertainty: they do not, they cannot, know what they need to know” 237. Tsoukas goes on to 

explain that organisations are not only distributed systems, but they are also decentred 

systems238. What he means by this is that they lack a centralised cognitive equivalent of a 

“control room”239 as knowledge application, creation and use come together in an ad hoc 

manner. 

The fourth facet that Tsoukas outlines is that “a firm’s knowledge is distributed in an additional 

sense, namely that it is partly derived from the broader industrial and societal context within 

which a firm is embedded (Granovetter, 1992; Spender, 1989; Whitley, 1996)”240. Tsoukas 

states that “a firm’s knowledge is continually (re)constituted through the activities undertaken 

within a firm. The latter’s knowledge is not, and cannot be, self-contained”241. Organisational 

knowledge not only exists internally, within the realm of its individuals, but is also impacted 

by how those individuals’ perceptions have been moulded from the external environment in 

which they operate. Tsoukas outlines in the fifth facet of his argument that normative 

(established) expectations, dispositions (character), and interactive situations are always in 

tension242. This point is explained further in conjunction with the other facets discussed above 

in the following extract by Tsoukas. 

A firm has (greater or lesser) control over normative expectations, whereby the 

behaviour of its members is sought to be made consistent across contexts. However, 

a firm has no control over its members’ dispositions, which are derived from their 

past socialisations in contexts outside the firm. Finally, the normative expectations 

and dispositions of the members of a firm are instantiated within particular 

interactive situations, whose features cannot be fully known by anyone ex ante but 

are actively shaped by practitioners as they confront local circumstance. Thus, a 

firm’s knowledge is emergent (Weick and Roberts, 1993): it is not possessed by a 

single agent; it partly originates ‘outside’ the firm; and it is never complete at any 

point”243.  
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Tsoukas advises that there are always gaps that will exist between these different dimensions 

in addition to normative expectations, dispositions, and interactive situations. These tensions 

exist between various areas244: 1) Official organisational practice and non-official 

organisational practice. 2) Universal and exclusive practices. 3) Formal and corroborative 

rationality. 4) Ideal and practical action. 5) Rules as presented and rules as guides in practice. 

6) The model of reality and the reality of the model. Tsoukas contends that these gaps can only 

be closed through practitioners exercising their judgement. This judgment is based on the 

features that practitioners have decided are relevant, for each one of the three dimensions, 

making up the social practices that contribute towards innovation, normative expectations, 

dispositions, and interactive situations.  

From the preceding analysis, it follows that how normative expectations, 

dispositions and interactive situations are matched is always a contingent, emergent, 

indeterminate event. From a research point of view, what needs to be explained is 

not so much ‘why firms differ’… as what are the processes that make them similar 

– how the infinitude of particularities is tamed, how tensions are managed, and gaps 

are filled; how, in short, in a distributed knowledge system coherent action emerges 

over time”245. 

Tsoukas’ sixth facet concerns the management implications of viewing the organisation as a 

distributed knowledge system246. According to Tsoukas, examining these implications allows 

us to “refine our view of what organisations are and, consequently, of what management is 

about”247. From the facets covered, organisations are not static entities, thus knowledge 

generation and innovation are carried forward and “novel practices are never exhausted”248. 

Based on this view, in terms of managing knowledge in organisations, the practice can then be 

viewed as coordinating the right individuals based upon the requirements of the task, and how 

those individuals interpret context. Sharing expertise and knowledge is coordinated through 

the mechanism of the organisation. This view is explained by Tsoukas in the following extract. 

Organisational members do follow rules but how they do so is an inescapably 

contingent-cum-local matter. In organisations, both rule-bound action and novelty 

are present, as are continuity and change, regularity and creativity. Management, 
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therefore, can be seen as an open-ended process of coordinating purposeful 

individuals, whose actions stem from applying their unique interpretations to the 

local circumstances confronting them. Those actions give rise to often unintended 

and ambiguous circumstances, the meaning of which is open to further 

interpretations and further action, and so on. Given the distributed character of 

organisational knowledge, the key to achieving coordinated action does not so much 

depend on those ‘higher up’ collecting more and more knowledge, as on those 

‘lower down’ finding more and more ways of getting connected and interrelating 

the knowledge each one has. A necessary condition for this to happen is to 

appreciate the character of the firm as a discursive practice: a form of life, a 

community, in which individuals come to share an unarticulated background of 

common understandings. Sustaining a discursive practice is just as important as 

finding ways of integrating distributed knowledge”249. 

2.3.2 The Risks and Benefits of Using Tsoukas’ Definition of Organisational 

Knowledge 

Although Tsoukas’ definition highlights many of the important theoretical elements when it 

comes to organisational knowledge, it is not free from risk. Firstly, Tsoukas’ definition of 

knowledge is largely based on theory. While this is a benefit of Tsoukas’ approach, there is 

also a level of risk involved, in that some of the practical elements of the knowledge processes 

in organisations could be overlooked. As such, one could argue that a definition akin to that 

offered by Blackler would be better suited for categorising organisational knowledge from a 

practical perspective. Blackler’s definition could contextualise organisational knowledge, KM, 

and knowledge security practices more tangibly. I would argue, however, that the level of risk 

posed by potential practical oversight is low. To mitigate this risk, it is pertinent to conduct a 

more careful analysis of the selection of aspects in KM that are being examined, considering 

the need to have a theoretically deeper definition of organisational knowledge. The benefits of 

doing so will far outweigh the risks posed, as definitive practical alignment is not what is being 

examined here and will in any case be provided in part by the Becerra-Fernandez and 

Sabherwal KM framework.  

Secondly, it could also be argued that the broadness of Tsoukas’ definition can be a hindrance 

to understanding knowledge in organisations. From this perspective, Tsoukas’ definition of 

organisational knowledge could struggle to convey meaning if it is lacking context. As such, it 
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could also be argued that more practical or individualistic definitions of organisational 

knowledge can overcome this pitfall, by not placing a heavy emphasis on context to determine 

what organisational knowledge is. However, to argue that Tsoukas’ definition of organisational 

knowledge could be understood without context is to miss much of the meaning of the 

definition. From a practical perspective, Tsoukas’ definition becomes powerful as soon as 

context is added. Since Tsoukas continually re-emphasises the importance of the human 

element in understanding organisational knowledge, it is counterintuitive to try to analyse 

organisational knowledge without context. Individuals always rely on some form of context, 

whether internal or external, to guide their application, integration, and generation of 

knowledge in organisations. Organisations, and by extension individuals, are not free from 

context when dealing with organisational knowledge. 

Thirdly, unlike authors such as Nonaka and Takeuchi, who provide a populist view of 

organisational knowledge, due to the theoretical nature of Tsoukas’ definition, it is arguably 

too complicated. It runs the risk of being too theoretical and convoluted for managers working 

in organisations to grasp easily, as it is a very philosophical approach. This can be a risk; in 

that it creates an undue hindrance to the application of Tsoukas’ definition in practice. 

However, from a research perspective, given the need to contextualise Becerra-Fernandez and 

Sabherwal’s KM framework and knowledge security, it is more beneficial. It allows for a much 

deeper analysis of what organisational knowledge is. Given that for this dissertation a strong 

theoretical definition is needed, Tsoukas’ definition is well suited for this task, thus reducing 

risk in this instance. 

With these risks in mind, there are also several benefits to using Tsoukas’ definition of 

organisational knowledge. Firstly, Tsoukas moves beyond a simplified definition of what 

organisational knowledge is, as often seen in individualistic or entity-based approaches250. The 

strength of Tsoukas’ approach is that it facilitates an understanding of knowledge across the 

length and breadth of the organisation, as well as its impacts as a distributed entity. Secondly, 

by following the distributed view offered by Tsoukas, it enables a position on organisational 

knowledge that is free from the limitations of other views. An attempt is made to categorise 

different types of knowledge for contexts, situations, processes, interactions, or facilitations. 

Thus, Tsoukas’ view is not hindered by the contextual limitations of these definitions, and as 

such is more universally applicable, when trying to understand knowledge from an 
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organisational perspective. Thirdly, as Tsoukas offers a tacit and explicit based distributed view 

of organisational knowledge, his definition ties in well with the broader views of how 

knowledge should be managed in the structural sense within organisations. By doing so, 

Tsoukas can offer context to organisational meaning, in so much as it allows for an 

understanding of the role of knowledge, socialisation and interaction at various intersections 

within the organisation, as part of its KM processes.  

2.4 Conclusion 

Chapter 2 formed the first part of the theoretical analysis and aimed at outlining the existing 

definitions of the concept of organisational knowledge using a literature review. This is in line 

with the research question focused on examining how knowledge is thought about and defined 

from an organisational perspective, as illustrated in Figure 1-2251. To achieve this aim, the 

discussion was contextualised through the organisational management parent body of 

literature. The key definitions of knowledge through the ages were presented and then 

normalised using a tacit and explicit point of view as a common leveller. Following this 

discussion, a definition of organisational knowledge was adopted and discussed. Doing so acts 

as a precursory measure to overcome the agnostic limitations of Becerra-Fernandez and 

Sabherwal’s KM framework, as discussed in Chapter 1. With this understanding in mind, in 

Chapter 3, I will proceed to outline and examine the key positions as they relate to KM. I will 

investigate how these positions enable an integrated need for knowledge security, as an 

opportunity to contextualise Becerra-Fernandez and Sabherwal’s KM framework. This will 

form the second part of the theoretical analysis and pertains to the research objectives of 

examining the key theoretical issues and positions in the literature as they relate to KM, how 

KM can be defined and why there is a need to integrate knowledge security and KM.   
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Chapter 3 

Defining Knowledge Management  

3.1 Introduction 

The chapter consists of a review of the key issues and positions in the literature as they relate 

to KM. This is analysed from the sense of how such issues and positions enable an integrated 

need for knowledge security. Thus, I begin by firstly examining why KM is important for 

today’s organisations to establish context. Building on this context, I then outline the key 

theoretical issues and positions in KM. With this context in mind, I then discuss the problems 

that arise when defining KM and aim to overcome them by arguing for a consolidated 

definition.  

3.2 The Rise in Importance of Knowledge Management 

Webster252 argues that it is accepted that information and knowledge have achieved a special 

place in the contemporary world, what some call the information or knowledge society253. This 

is particularly true of the business environment in which today’s organisations operate, where 

information and knowledge have become a key business resource for generating innovation 

and competitive advantage254. The special importance of information and knowledge contrasts 

with industrial age thinking, where work and the management of organisations were thought 

of and managed from a mechanistic perspective.  

As an academic discipline, management is much younger. Frederick Winslow 

Taylor is often cited as the founder of management studies. His 1911 book "The 

Principles of Scientific Management" portrays managers as organizers: they 

arranged cogs in the industrial machine. Their job was about increasing efficiency 

and productivity. For Taylor, management "studies" meant standing in a workplace 
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with a stopwatch, measuring workers' actions, and devising ways to eliminate "all 

false movements, slow movements and useless movements"255. 

Drucker was the first to highlight the difference between Taylor’s industrial thinking and post-

industrial thinking, concerning the nature of work256, by coining the term “knowledge 

worker”257. Drucker saw this shift to knowledge work as the evolution of industrial thinking258. 

Murray259 explains that by this term Drucker was referring to people whose work primarily 

involves the manipulation of information and knowledge rather than manual labour as the 

means of production. 

The knowledge worker's contribution to an enterprise couldn't be measured with a 

stopwatch or a punch card. It couldn't be forced or controlled by any amount of 

oversight. And it couldn't be encouraged by simple pay schemes tied to hourly 

output260. 

The view of employees functioning in an information or knowledge dependent world, rather 

than a mechanistic paradigm, is not without controversy. Webster points out261 that there are 

those in the literature who debate the credibility of the concept of the information or knowledge 

society as something radically new or rather as a continuum of the industrial revolution. 

However, as Webster also argues262, there is no discord as to the importance of information and 

knowledge in our society, the key factor at hand in this context. Thus, whatever view one may 

hold, it remains important for organisations to be able to glean business value from their 

knowledge. Knowledge must be leveraged in the business environment by an organisation’s 

workers in such a way to create innovation263 and thereby increase competitive advantage for 

the organisation. 

In the past few years, however, there has been a raging interest in treating knowledge 

as a significant organisational resource. The heightened interest in organisational 

knowledge and knowledge management stems from the transition into the 

 
255 Murray, 2010. As Work Changes So Must Managers [Online]. 

256 Murray, 2010. As Work Changes So Must Managers [Online]. 

257 Drucker cited in Murray, 2010. As Work Changes So Must Managers [Online]. 

258 Drucker cited in Murray, 2010. As Work Changes So Must Managers [Online]. 

259 Murray, 2010. As Work Changes So Must Managers [Online]. 

260 Murray, 2010. As Work Changes So Must Managers [Online]. 

261 Webster, 2006. Theories of the Information Society p 2.  

262 Webster, 2006. Theories of the Information Society p 2.  

263 Liu, S. 2002. University of North Carolina - Introduction to Knowledge Management [Online]. 

Stellenbosch University https://scholar.sun.ac.za



54 

knowledge economy, where knowledge is viewed as the principal source of value 

creation and sustainable competitive advantage264.  

Organisational innovation, which leads to competitive advantage, is manifested through the 

use, application, and integration of KM practices within organisational processes, whether 

these knowledge-based activities are called KM or not265. This is done to benefit the 

organisation by increasing its competitive advantage in the market266. Du Plessis267 identifies 

three main drivers related to the process involved in applying KM to organisations as a tool for 

innovation and competitiveness. 

According to the literature there are three main drivers of the application of 

knowledge management in innovation. The first basic driver for knowledge 

management’s role in innovation in today’s business environment is to create, build 

and maintain competitive advantage through utilization of knowledge and through 

collaboration practices… The second driver of the role of knowledge management 

in innovation is that knowledge is a resource used to reduce complexity in the 

innovation process, and managing knowledge as a resource will consequently be of 

significant importance… The third driver of applying knowledge management to 

the benefit of the innovation process is the integration of knowledge both internal 

and external to the organisation, thus making it more available and accessible268.  

Therefore, unlike the industrial based period of economic activity, an organisation operating in 

a knowledge-based economy cannot reach a high level of success without the use, application, 

and management of its knowledge resources269. As such, a prominent facet in the evolution of 

KM was the merging of various management disciplines. Chang-Albitres and Kruger270 explain 

that what is seen as KM today is a result of research started in the 1970s at the Massachusetts 

Institute of Technology and Carnegie Mellon. The research emerged out of the consolidation 

of diverse disciplines including organisational science, human resources (HR) management, 
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computer science, management information systems, management science, psychology, and 

sociology271. 

It was the Carnegie school, best exemplified by the work of Richard M. Cyert and 

James G. March (Cyert and March 1963), that transformed these rudimentary and 

largely anecdotal observations into a formal theory of organizational learning and 

KM… Four decades later, the field is characterized by a wealth of empirical 

evidence and a wide array of theoretical perspectives… The highly differentiated 

nature of organizational learning and KM is the hallmark of the field and is evident 

in the multitude of disciplinary perspectives brought to bear on the topic272.  

Due to this shift in industrial era mechanistic thinking273, KM emerged as a tool to deal with 

the challenges posed by the knowledge-based business environment. Murray274 outlines that 

Drucker suggests deconstructing today’s managers’ jobs into five key objectives: 1) To set 

defined objectives. 2) Delegate work into achievable chunks. 3) Motivate and communicate 

with employees. 4) Measure performance. 5) Develop people through training275. Serban and 

Luan276 point out that in the early 1990s corporations began to formally coin the term KM, 

under the guise of a systematic effort to capitalise on the cumulative knowledge at their 

disposal. Additional reasons for adopting KM practices also included: trying to deal with 

information overload and chaos, information congestion, skill segmentations and 

specialisation, workforce mobility, employee turnover, and competition within the business 

environment277. 

This diverse legacy has resulted in a broad array of approaches to KM being developed without 

one unique, universally accepted method of implementing KM across the board278. The 

development of KM has also been aligned with how organisations viewed knowledge in these 
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contexts, either as being tacit or explicit279, and the relationship between the two terms. It has 

also played a role in the implementation of KM in organisations, the kinds of KM processes 

and tools that they have adopted280, and the different theoretical KM positions taken in the 

literature.  

3.3 Key Theoretical Positions in Knowledge Management 

The term KM was first used in its current form as early as 1987 for an internal study on 

information handling and utilisation at McKinsey281. Historically as Koenig states, “KM went 

public, as it were, at a conference in Boston in 1993 organised by Ernst and Young”282. From 

there, one of the first definitions of KM was offered by Davenport, who was at Ernst and Young 

at the time283. Davenport states that “KM is the process of capturing, distributing and effectively 

using knowledge”284. Koenig285 contends that in their opinion this is still to date one of the 

better single-line definitions of KM that has appeared in the literature.  

In his later work, Davenport built on this perspective further by stating that organisations 

should aim to focus on the lateralised flow of information. To support this focus, tools and 

techniques are implemented286 to increase the effectiveness of the lateralised flow. An example 

of this is the use and application of social software platforms and technologies287 for increasing 

the creation and sharing of organisational knowledge. Davenport’s approach also focused on 

the perspective that organisations manage their knowledge around centralised repositories. 

This approach aims to concentrate management initiatives on transferring tacit knowledge into 

an explicit form which is then stored in centralised knowledge repositories.  

Another position on KM is that of the value-driven approach offered by Wiig288, which is based 

on two key objectives289. The first is to make sure that the enterprise acts as intelligently as 
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possible to secure its viability and overall success290. The second is to realise the value of the 

organisation’s knowledge assets291. Wiig states that this is achieved through several processes, 

namely: “top-down monitoring and facilitation of knowledge activities; creation and 

maintenance of knowledge infrastructure; renewing, organising, and transferring knowledge 

assets; and using knowledge assets to realise their value”292.  

Conner and Prahalad293 offer a different position on KM, recommending that organisations 

take a social and hierarchical approach. They suggest that the way individuals in an 

organisation cooperate will affect and influence the knowledge that they apply to business 

activity framed by the organisation294. This perspective is what Conner and Prahalad call the 

“resource-based theory of the firm”295. Depending on the situation, different knowledge can be 

brought to bear which will affect the outcome of the completion of the task based on the 

collective interaction of individuals associated with that task296.  

In outlining KM, Drucker297 takes a management theorist position to KM. Drucker’s position 

suggests that knowledge work in organisations should revolve around five key factors298. 

Summarised, these factors are: correctly identifying tasks; self-management of activity; 

increasing innovation; continuous learning and teaching; and quality of output, where 

intellectual capital is recognised and valued299. All such work should be aligned with the 

systems in place in the organisation300 and feed the organisation's innovation, decision and 

learning processes.  

Senge builds on this position by arguing that organisations have moved from a resource-based 

view of the firm to a knowledge-based perspective301. Central to this position are the concepts 
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of learning and a shared vision to enable good decisions and inspire people302. Senge303 argues 

that it is critical to hold a shared vision of accomplishment in line with learning practices. 

Otherwise, the focus and energy for learning will seem abstract and meaningless. 

Klein’s304 position on KM is framed from a strategy and competitiveness standpoint. Klein 

outlines that organisations need to manage and leverage their intellectual capital in a systematic 

way, in the face of a cutthroat world of competitiveness305. If an organisation is to survive, it 

must be able to manage its competitive advantage systematically and share ideas across 

functional boundaries. Klein suggests that organisations need to devise strategies, portfolios, 

and initiatives to capture and share ideas if they are to remain competitive306. 

In an environment where innovations are replicated by competitors expeditiously 

and where smaller firms often gain market share from larger ones by introducing 

superior products and services, it is firms’ intellectual capital – their knowledge, 

experience, expertise, and associated soft assets, rather than their hard physical and 

financial capital – that increasingly determines their competitive positions… In 

particular organizations are devising enterprise strategies and portfolios of 

initiatives to capture and disseminate what they learn over time, to facilitate the 

sharing of new ideas and experiences across functional and organizational 

boundaries, to leverage their best practices, and to manage their intellectual capital 

by other deliberate means rather than continuing to rely on haphazard approaches307. 

Becerra-Fernandez and Sabherwal view KM as “simply doing what is needed to get the most 

out of knowledge resources”308. As they outline, this means that the traditional emphasis of 

KM has been on “knowledge that is recognised and already articulated in some form”309. In 

practice, this includes knowledge about processes, procedures, IP, best practices, forecasts, 

lessons learned, and solutions to problems that keep recurring310. They explain that KM has 

also focused on managing the knowledge that exists in the minds of an organisation’s 
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experts311. From this perspective, they position KM as more of an enabling factor for managing 

different types of intellectual capital312.  

An organization’s intellectual capital refers to the sum of all its knowledge 

resources, which exist in aspects within or outside the organization (Nahapiet and 

Ghoshal 1998). There are three types of intellectual capital: human capital, or the 

knowledge, skills, and capabilities possessed by individual employees; 

organizational capital, or the institutionalized knowledge and codified experience 

residing in databases, manuals, culture, systems, structures, and processes; and 

social capital, or the knowledge embedded in relationships and interactions among 

individuals (Subramaniam and Youndt 2005) 313. 

From this perspective, KM is seen as an increasingly important entity that helps to promote the 

creation, sharing and leveraging of an organisation’s knowledge314. In other words, the primary 

mechanism used to manage an organisations knowledge resource315. This means focusing, 

organising, and making available important knowledge, wherever and whenever it is needed316. 

Becerra-Fernandez & Sabherwal state that the benefits of doing so include: “leveraging core 

business competencies, accelerating innovation and time-to-market, improving cycle times and 

decision-making, strengthening organisational commitment, and building sustainable 

competitive advantage (Davenport and Prusak, 1998)”317. 

Snowden’s position on KM is one where he views it as having existed in three ages318. As such 

he offers outlines of KM as perceived in each age. Snowden’s outlines are structured around 

the perception of knowledge, its use and application in organisations and knowledge flows. 

Snowden states that the first age, before 1995, sees knowledge being managed with “the focus 

being on the appropriate structuring and flow of information to decision-makers and the 

computerisation of major business applications, leading to a technology-enabled revolution 

dominated by the perceived efficiencies of process reengineering”319. According to Snowden, 

 
311 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 

312 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 

313 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 

314 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 5. 

315 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 

316 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 

317 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4. 

318 Snowden, 2002. Complex Acts of Knowing: Paradox and Descriptive Self-Awareness p 2. 

319 Snowden, 2002. Complex Acts of Knowing: Paradox and Descriptive Self-Awareness p 2. 

Stellenbosch University https://scholar.sun.ac.za



60 

the problem with this approach was that organisations were starting to recognise that they might 

have achieved efficiencies at the cost of effectiveness320. Snowden explains this meant that key 

experience and knowledge was lost which compromised the effectiveness of their business 

operations leading to the concept of knowledge becoming problematic.  

They had laid off people with experience or natural talents, vital to their operation, 

of which they had been unaware… They failed to recognise the value of knowledge 

gained through experience, through traditional forms of knowledge transfer such as 

apprentice schemes, and the collective nature of much knowledge, was such that the 

word knowledge became problematic321. 

The transition to the second age took place around 1995, with the emergence of the term KM322. 

This was driven forward by the popularisation of the Socialisation, Externalisation, 

Combination, and Internalisation (SECI) model developed by Nonaka and Takeuchi323, with its 

focus on the movement of knowledge between tacit and explicit states through the four 

processes of SECI324. The misunderstanding by professionals following the SECI model was 

one of segmenting tacit and explicit knowledge as two distinct knowledge elements isolated 

from one another325. Snowden points out that the concept of tacit and explicit knowledge was 

not new, having had its roots in the work of Polanyi326, but with one key difference to the way 

it was understood and implemented by knowledge professionals. 

Where Polanyi saw tacit and explicit as different but inseparable aspects of 

knowledge, the de facto use of the SECI model was dualistic, rather than 

dialectical… Nonaka attempted to restate his more holistic and dialectical view of 

tacit and explicit knowledge when he republished the model utilising the Japanese 

word “Ba”, which is a “Shared space for emerging relationships” (Nonaka & Konno 

1998), but by this time the simple two by two of the SECI model was too well 

established in business plans, software brochures and the structured methods of 

consultants to be restored to its original intent327. 
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For example, Nonaka and Takeuchi view KM in organisations as an enabling factor328, which 

takes place through a process of tacit and explicit feedback and exchange. What many 

professionals seemed to miss was that as Nonaka and Takeuchi stated “the creation of new 

knowledge is not simply a matter of processing objective information”329. It is rather a result 

of this tacit-explicit relationship in the context of the organisation and how organisations make 

use of this resource.   

… it rather depends on tapping the tacit and often highly subjective insights, 

intuitions, and hunches of individual employees and making those insights available 

for testing and use by the company as a whole330. 

As Serban and Luan state, Nonaka and Takeuchi have reasoned that “structured or codified 

building blocks are explicit knowledge whereas unstructured, difficult-to-codify building 

blocks are tacit knowledge”331. Organisations from this perspective are entities that can use 

knowledge to their benefit, for the process of self-renewal332, by drawing on these tacit and 

explicit exchanges to innovate and gain competitive advantage.  

For the third age of KM, Snowden takes a more informal systematic view. This is one arising 

due to the perceptions of KM being challenged333. Snowden views the third age of KM as based 

on three different types of informal systems, these being: complicated, complex, and chaotic 

systems. Snowden encapsulates this position in his Cynefin model, where he examines how 

knowledge flows through a process of chaos to complexity, from the knowable with a branch 

to known and then back to chaos334. Snowden advises that what this means for organisations in 

the third age of KM is that they need to realise their dependence on informal networks, rather 

than centrally structured approaches to managing knowledge335. He explains this as a shift from 

second-generation KM to third-generation KM and the creation of just in time knowledge 

ecologies. Knowledge is thus seen to be much more of a dynamic entity rather than as the result 

of rigid business processes. 
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For many years stock was held on the factory floor in anticipation of need at a high 

cost and risk of redundancy. Eventually it was realised that this was a mistake and 

significant levels of stock were pushed back to suppliers entering the factory on the 

just in time basis thus minimising costs. Second-generation knowledge management 

made all the same mistakes. In the third generation we create ecologies in which the 

informal communities of the complex domain can self-organise and self-manage 

their knowledge in such a way as to permit that knowledge to transfer to the formal, 

knowable domain on a just in time basis336. 

Müller337 explains that how knowledge has been viewed in organisations has brought about 

corrections in perceptions and framing of knowledge. According to Müller338, this has resulted 

in the manifestation of these different phases. It is also important to note that each phase is in 

contest with the other and that one phase does not necessarily follow on from the next339. From 

this view, Davenport, Cronin and Tuomi have outlined the evolution of KM340 as comprising 

of these three distinct phases. 

Davenport and Cronin view the first phase of KM as being synonymous with information 

management341. From their perspective, this can be thought about as the management of 

internal and external publications342 through various technical or non-technical mechanisms. 

The second phase of KM is viewed as KM contextualised through an organisation’s business 

processes and activities, with a strong focus on ontologies of activities and capabilities343. In 

other words, the management of an organisation’s “know-how”344. The third phase of KM as 

seen by the authors is one with a focus on knowledge as a capability rather than a resource345. 

From this perspective, KM allows an organisation to use knowledge to respond346 to various 
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challenges as they arise in the business environment. Doing so allows organisations to co-

evolve effectively with and within a given environment347. 

Building on this perspective, Tuomi outlines what he calls the three generations of KM348. 

According to Tuomi349, first-generation KM is a clustering of different approaches, rather than 

one well defined and integrated KM discipline. From this position, knowledge is seen as 

something that can be captured, stored, and managed using software and information 

systems350. This is like Davenport and Cronin’s first phase KM, where it is focused on 

information management activities351 and where knowledge is seen more as a tangible resource.  

From Tuomi’s perspective, second-generation KM differs from the first generation in that it 

focuses on the emergence of the KM specialist352. In this generation, KM activity is combined 

and absorbed into everyday organisational discourse through tools like social learning and 

communities of practice (COPs)353. It means that organisations view knowledge as something 

that can be extended beyond the realm of information systems and software to include 

centralised sharing354. This differs from Davenport and Cronin’s view of second phase KM, in 

that Tuomi’s second generation of KM is seen to be less driven by ontologies355. Rather it is 

seen more as the centralisation of KM, as a managed and integrated organisational activity. 

Tuomi views the third generation of KM as focused on the collective social understanding of 

knowledge356, rather than as a centrally managed and shared entity. Firestone and McElroy357 

argue that collective social understanding is achieved through the interactions that take place 

in the dynamics of organisational culture. This means that interaction is the primary modus for 

creating knowledge and innovation358. Achieving this is done through sense-making processes 

that are framed by the collective culture of the organisation359. It is thus logical to assume that 
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if KM is engrained in an organisation's collective culture it will, as a by-product, become more 

effective at adapting to a changing business environment. 

Viewed in this way, it is like Davenport and Cronin’s view of third phase KM, in that they 

highlight the shift of knowledge from an organisational resource to knowledge as an 

organisational capability360. Using KM as an organisational capability allows an organisation 

to adapt strategically to the needs of its environment by using its collective knowledge. 

Kulkarni361 suggests that the strategic use of KM in this instance takes place when pursuing 

the purpose of increased innovation, using knowledge, to gain competitive advantage in some 

way. 

Knowledge Management (KM) is evolving into a strategically important area for 

most organizations. Broadly, KM can be viewed as the process by which 

organizations leverage and extract value from their intellectual or knowledge assets. 

Knowledge has been described as information combined with experience, context, 

interpretation, and reflection [19]. Knowledge is embedded and flows through 

multiple entities within a firm, including individuals with domain expertise, specific 

best-known methods, or lessons learned from similar experiences, documents, 

routines, systems, and methods362. 

These key theoretical positions help to provide context as to the development and meaning of 

KM activities in organisations. They will also be useful when it comes to analysing why and 

how to frame knowledge security as a KM problem conceptually. However, using them to 

solidify a definition of KM is a trickier task. This is due to several factors which will be outlined 

in the section to follow.  

3.4 The Problem with Defining Knowledge Management  

As in the case of defining knowledge, it is also difficult to achieve consensus when defining 

KM. Davenport and Cronin363 argue that even though there has been a large amount of 

academic attention given to KM, it is still not an area that is unified around a singular approach. 
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In addition, from a professional perspective364, Bolisani365 explains that there is also not a 

unified approach to KM followed by companies. This is because each of them chooses those 

tools and solutions that they deem to be useful for their needs366. This makes it a difficult task 

to provide a definition of consensus regarding KM from the literature. The complexity in 

defining KM, as hinted at here, rests with several contributing factors.  

Firstly, as explained by Terra and Angeloni367, there is little consensus when it comes to 

defining KM. From their perspective, this lack of consensus arises from KM being premised 

on an already fragmented concept, that of knowledge and its definitions368. As seen in Chapter 

2, defining organisational knowledge is not easy to do. This is because knowledge can be a 

solidified or abstract concept that can carry a lot of different meanings, depending upon how it 

is applied and in what context it is used.   

Secondly, as stated in the previous section, KM has arisen from multiple disciplines369. The 

varying nature of these different disciplines has further added to the complexity of 

understanding370 and thus defining KM. When thinking of definitions of KM with this 

background in mind, it could be argued that an additional layer of complexity is added in 

interpreting KM as part of organisational processes. One aspect of KM might be thought of as 

more important to emphasise than another depending on the context it is defined in. Thus, 

selecting a definition and focus relating to KM becomes dependant on sensemaking processes. 

How KM is framed and interpreted will determine how it is defined and implemented as part 

of the intersection between individuals, their environment, and organisational processes371. 

Considering when it is combined with each organisation’s unique set of requirements, the 

background of the practitioners who implement it and the way it is framed in accordance with 

the organisation’s objectives.  
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Thirdly, KM is also a concept that is constantly evolving372 and is thus associated with a certain 

degree of change in the way organisations have viewed and applied KM activities over time. 

With the rise in the importance of information and knowledge as key commodities373, 

organisations have grappled with understanding how to effectively manage these commodities. 

This has meant a growing list of management areas or ‘enthusiasms’ associated with KM374, 

either as precursors to it, or that have now been incorporated under the umbrella term of KM375. 

Thus, KM has often been associated with and presented similarly to ‘fad like’ management 

approaches376, further increasing confusion. This has added even more complexity when trying 

to identify an accepted type of KM or provide a common definition, especially when combined 

with knowledge and the original collection of disciplines that make up KM.  

Though considerable academic and professional attention has been focused on this 

area in the past decade, the concept is not yet stable: the term appears to be used 

differently across domains with each claiming that its partial understanding 

represents a definitive articulation of the concept…377 

Thus, my objective is to outline and consolidate the various common KM definitions from the 

literature. I will do this to find commonalities in the definitions and select a definition that is 

representative of the most common KM views. Having a clear perspective on this will assist 

with analysing the need to integrate knowledge security as part of KM conceptually. It will 

also assist with helping to provide context to any KM frameworks used in later chapters.  

3.5 Consolidating Definitions of Knowledge Management 

As seen in the previous section, some issues make defining KM from a singular perspective 

difficult. This is evident by the broad array of definitions of KM that can be found in the 

literature. Girard and Girard point out that the scope of KM is overly broad and deep, with 

more than 100 definitions included in their analysis of KM definitions from an array of different 
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disciplines378. Thus, attempting to cover all the possible definitions of KM is not a realistic task 

for this study. 

In selecting a definition of KM, there are two primary ways to approach this problem. Firstly, 

I can adopt a definition of KM that is representative of the broader body of definitions. This 

can be done either through an integrated definition or through a consolidation process. 

Secondly, I may select a definition that is not necessarily representative, but one that I decide 

can be justified by its selection when compared to other KM definitions. Considering these 

options, I will select the first approach to choosing a KM definition. The definition will be 

derived from a process of consolidation.  

My reason for choosing this approach is that while there are general similarities concerning the 

idea of sharing knowledge in the definitions, there is not a comprehensive consensus on what 

approaches to include or how to frame all aspects in one definition. Therefore, my justification 

for doing so is that since there is such a broad array of definitions, it would be better to have 

more breadth as to what is common amongst them. Regarding not using an integrated approach, 

initially when examining definitions of KM, I did attempt to do this. However, I found that it 

was difficult to keep the definitions representative enough without becoming cumbersome. I 

also found that it was difficult to include all the key perspectives from the literature and include 

all of them in the argument. As a result, I found the scholarly merit of that approach to be 

weaker. This is also why I chose not to single out one KM definition, and argue for its merits, 

without considering a larger sample of the body of definitions in the literature.   

In their paper on defining KM379, Girard and Girard end by offering a consolidated definition 

of KM comprised of the most prominent keywords found in their analysis. These keywords 

have been aggregated from their list of more than 100 KM definitions380 into a definition of 

KM that is representative of the most common terms. Their two consolidated definitions of 

KM are outlined as follows. 

Knowledge Management is the process of creating, sharing, using and managing the 

knowledge and information of an organization… Knowledge Management is the 
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management process of creating, sharing and using organizational information and 

knowledge381. 

To validate their definition, I chose to conduct a sample study of between 20-30 prominent 

definitions from the literature and replicate Girard and Girard’s approach. This was done to see 

if I would get similar results as derived from their methodology or if any aspects were missing.  

The methodology followed by Girard and Girard382 was to first compile their list of definitions 

from predominantly open sources. Next, they used a word parsing tool to create a list of 

common words. They eliminated the word combination “knowledge management” from their 

list of definitions. They did this to ensure that the emphasis remained on individual words and 

so as not to exaggerate the words knowledge and management. They also grouped root word 

combinations to eliminate the redundancy of terms. They removed all prepositions and 

pronouns as they were not the focus of the analysis. Finally, words that appeared at least four 

times were included on their initial list of words. To cut those down they chose the most 

common words, those which appeared 30 times or more. These words they then used to create 

their consolidated definitions of KM. I followed the same approach with my smaller analysis.  

Firstly, I chose to compile a list of between 20-30 definitions. This offered enough scope to 

include what I perceived as the most prominent definitions of KM as found in the academic 

literature. I ended with a sample size of 22 definitions, with 6 of them overlapping Girard and 

Girard’s list. I applied the same process by removing the word combination “knowledge 

management”, grouping root words, removing prepositions and pronouns, and filtering the 

output for the most common terms. My list of definitions chosen from the academic literature 

is presented in Table 3-3, with the duplicate definitions being indicated as such. 

Following the compilation of this list, I analysed the definitions as per Girard and Girard’s 

filtered approach383 and by using a word parsing tool. Next, I listed my words in a table to 

cross-reference my results with that of Girard and Girard. The idea was that the comparison 

would indicate to me if I could adopt their definition of KM or if another approach were needed. 

Girard and Girard’s analysis found that the most common words, which appeared over 30 

times384 (29.41%), were the words: knowledge (112); organisation (69); process (50);  
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Table 3-3: List of KM Definitions Chosen from the Academic Literature 

Author Definition 

Davenport The process of capturing, distributing and effectively using knowledge385 

Wiig An activity that has the intention to manage knowledge practically and effectively to 

reach broad operational and strategic objectives386 

Skyrme 

(duplicate) 

The explicit and systematic management of vital knowledge and its associated processes 

of creating, gathering, organising, diffusion, use and exploitation. It requires turning 

personal knowledge into corporate knowledge that can be widely shared throughout an 

organisation and appropriately applied387 

Beckman The formalisation of, and access to, experience, knowledge and expertise that create new 

capabilities, enable superior performance, encourage innovation, and enhance customer 

value388 

Murray & 

Myers 

The collection of processes that govern the creation, dissemination, and utilisation of 

knowledge to fulfil organisational objectives389 

Davenport and 

Prusak 

(duplicate) 

Drawing from existing resources that your organization may already have in place-good 

information systems management, organizational change management, and human 

resources management practices390 

Von Krogh A process of identifying, capturing, and leveraging the collective knowledge in an 

organisation to help the organisation compete391 

Duhon A discipline that promotes an integrated approach to identifying, capturing, evaluating, 

retrieving, and sharing all of an enterprise’s information assets392 
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386 Wiig, 2000. Knowledge Management: An Emerging Discipline Rooted in a Long History p 6.  

387 Skyrme, 1997. Knowledge Management – Making Sense of an Oxymoron p 6. 

388 Beckman, 1997. A Methodology for Knowledge Management p 1-6. 

389 Murray & Myers, 1997. The Facts About Knowledge p 29. 

390 Davenport & Prusak, 1998. Working Knowledge: How Organizations Manage What They Know p 163. 

391 von Krogh, 1998. Care in Knowledge Creation p 133-153. 

392 Davenport, 1994. Saving ITs Soul: Human Centred Information Management p 119-131. 
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Author Definition 

O’Dell et al. 

(duplicate) 

A conscious strategy of getting the right knowledge to the right people at the right time 

and helping people share and put information into action in ways that strive to improve 

organisational performance393 

Preston et al. Any process or practice of creating, acquiring, capturing, sharing, and using knowledge, 

wherever it resides, to enhance learning and performance in organisations394 

Alavi & Leidner The systematic and organisationally specified process of acquiring, organising, and 

communicating knowledge of employees so that other employees may make use of it to 

be more effective and productive in their work395 

Davenport & 

Prusak 

A fluid mix of framed experience, values, contextual information, and expert insight that 

provides a framework for evaluating and incorporating new experiences and 

information396 

Mårtensson The management of the “intellectual capital” controlled by the company397… and the 

acquisition and storage of workers’ knowledge and making information accessible to 

other employees within the organisation398 

Thomas, et al. A problem of capturing, organising, and retrieving information, evoking notions of 

databases, documents, query languages, and data mining399 

Watson Something treated broadly and is used to cover all that an organisation needs to know to 

perform its functions400 

 
393 O'Dell et al., 1998. If Only we Know What we Know: The Transfer of Internal Knowledge and Best Practice 

p 4. 

394 Preston et al.,1999. Knowledge Management – A Literature Review p 88. 

395 Alavi & Leidner, 1999. Knowledge Management Systems: Issues, Challenges, and Benefits. Communications 

of the AIS p 1-38. 

396 Dieng & Corby (Eds.), 2000. Knowledge Engineering and Knowledge Management: Methods, Models, and 

Tools p 1-457.  

397 Mårtensson, 2000. A Critical Review of Knowledge Management as a Management Tool p 205. 

398 Mårtensson, 2000. A Critical Review of Knowledge Management as a Management Tool p 205. 

399 Thomas et al., 2001. The Knowledge Management Puzzle: Human and Social Factors in Knowledge 

Management p 863–884. 

400 Watson, 2002. Applying Knowledge Management: Techniques for Building Corporate Memories p 4. 
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Author Definition 

Holsapple Less to do with the relatively trivial operational issues of collecting, sorting, and 

communicating data, even in the vastly greater quantities that now seem both possible and 

necessary, than with a new impetus to examine and perhaps, manage the meaning and 

context of our work and organisational activity401 

Frost (duplicate) The systematic management of an organisation’s knowledge assets for the purpose of 

creating value and meeting tactical and strategic requirements; it consists of the 

initiatives, processes, strategies, and systems that sustain and enhance the storage, 

assessment, sharing, refinement, and creating of knowledge402 

 

Ogrean Managing the processes that act upon knowledge assets, and these processes include: 

developing knowledge; preserving knowledge; using knowledge, and sharing 

knowledge403 

Snowden 

(duplicate) 

Something to provide support for improved decision making and innovation throughout 

the organization. This is achieved through the effective management of human intuition 

and experience augmented by the provision of information, processes, and technology 

together with training and mentoring programmes404 

Milton 

(duplicate) 

As the way you manage with due attention to the value of knowledge405 

Young As the discipline of enabling individuals, teams, and entire organisations to collectively 

and systematically create, share and apply knowledge, to better achieve their objectives406 

Becerra-

Fernandez & 

Sabherwal 

Simply doing what is needed to get the most out of knowledge resources407 

 
401 Holsapple (Eds), 2002. Handbook on Knowledge Management 1: Knowledge Matters p 60-61.  

402 Frost, 2010. Knowledge Management Definition [Online]. 

403 Ogrean, 2006. Knowledge Management – A Source of Sustainable Competitiveness in the Knowledge Based 

Economy p 7. 

404 Snowden, 2009. Defining Knowledge Management [Online]. 

405 Milton, 2009. What is Knowledge Management? [Online]. 

406 Young, 2010. Knowledge Management and Innovation in a Global Knowledge Economy p 17. 

407 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 4-5. 
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information (44); use (40); share (36); create (33); manage (30)408. Using the same method, the 

following words appeared most often in my list: knowledge (22); organisation (18); manage 

(11); process (10); information (8); create (7); share (7). These are words that appear over 6.47 

times (29.41%). A comparison of the results of the two analyses lists is provided in Table 3-4. 

Table 3-4: A Comparison of the Most Common Words Relating to KM Definitions 

Results of Girard & Girard’s Analysis Results of my Analysis 

Knowledge (112) Knowledge (22) 

Organisation (69) Organisation (18) 

Process (50) Manage (11) 

Information (44) Process (10) 

Use (40) Information (8)  

Share (36) Create (7) 

Create (33) Share (7) 

Manage (30)  

Although appearing in a different order, all but one of the words appear on my common KM 

definition word list too; the exception being the word use (40). The omission of this word from 

my list and the difference in the ordering of the lists can be explained by the smaller sample 

size of my list. In addition, I also focused less on open-source KM definitions and obtained my 

definitions from academic literature such as books, journals, etc. Thus, definitions were 

included in my list that potentially have a different focus to some of those included in Girard 

and Girard’s list. For all intents and purposes, they comprise mostly the same list of words.  

Therefore, given the similarities in our lists, for this research, it is safe to say that Girard and 

Girard’s definition of KM is adequately representative of the broader commonalities found in 

the literature. Concerning the format of their consolidated definitions, the second one 

“knowledge management is the management process of creating, sharing, and using 

organizational information and knowledge”409, seems to make the most sense for my purpose. 

 
408 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 13. 

409 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 13. 
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This is due to subtle differences in the phraseology of the definitions. Firstly, in my opinion, 

the phrase “the management process” emphasises the management orientated process-driven 

nature of KM410 more than using the phrase “the process”. Examining KM processes will be 

an important aspect to consider when looking at KM from a security perspective, in terms of 

how to integrate knowledge security with KM conceptually. Secondly, using the phrase 

“organizational information and knowledge” rather than “knowledge and information of an 

organization” implies a broader scope as to where knowledge resides and in what capacity it 

can impact the organisation.  

3.5.1 Limitations of the Approach 

While it is useful to analyse the broad array of definitions in this manner, the process is not 

without limitation. In terms of developing a consolidated definition, there exist some 

limitations with certain aspects of the methodology used. Girard and Girard411 explain that the 

major methodological limitation of their approach was with the collecting of the definitions. 

As they outline, they only made use of definitions that were easily accessible on the Internet412. 

Thus, as they state concerning the definitions selected, “the collection should be considered a 

convenience sample”413. In addition, there was no attempt made to include every definition 

penned and all the definitions were given in English414.  

From my approach, there were also some limitations. Firstly, as this was just a sample 

examination, my list of definitions was much smaller than Girard and Girard’s as indicated 

earlier. Secondly, as I had six overlapping definitions in my sample, it can be argued that it 

would contribute to finding the same common terms as Girard and Girard did. While I did 

consider this aspect, and the possibility of excluding some definitions, I decided not to. I 

retained them because these definitions represent some of the fundamental definitions of KM 

from the academic literature. Leaving them out, it can be argued, could have skewed the results 

in other directions, not relevant to KM. Therefore, I believe the compromise of still including 

them to be valid and the definition adopted appropriate.  

 
410 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 41. 

411 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 2. 

412 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 2. 

413 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 2. 

414 Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 2. 
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3.6 Conclusion 

Chapter 3 formed the second part of the theoretical analysis and aimed at outlining how the 

key theoretical issues and positions in the literature relate to KM, how KM can be defined, and 

why there is a need to integrate knowledge security and KM. This was in line with the research 

questions as illustrated in Figure 1-2415 416. Thus, the objective of Chapter 3 was to add clarity 

by offering a consolidated definition of KM. This was done by reviewing the literature by 

firstly examining the rise in importance of KM to set the context. Building on this context, the 

literature was then examined further to outline the key theoretical positions in KM. I did so as 

a precursor to examining definitions of KM. Next, a discussion was held concerning the 

problems associated with defining KM. Finally, a solution was provided to these problems in 

the form of the selection of a consolidated definition of KM. Forming the final part of the 

theoretical analysis, Chapter 4 will examine the security literature to establish key security 

concepts. The objective of doing so will be to determine what security dimensions are 

expressed therein while keeping the KM paradigm in mind. This pertains to the research 

objectives of examining what security approaches are expressed in the literature that focus on 

KM, how they can be categorised, and why there is a need for knowledge security. 

 

  

 
415 Research sub-question 3.1: What are the key theoretical issues and positions in the literature as they relate to 

KM and how can it be defined?  

416 Research sub-question 3.2: Why is there a need to integrate knowledge security with KM?  
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Chapter 4 

Literature Review of Knowledge 

Security Approaches 

4.1 Introduction 

In this chapter, I review the security literature and examine what security approaches are 

expressed therein, keeping the KM paradigm in mind. Firstly, to add context, I begin by 

outlining why there is a need to integrate knowledge security with KM and why there is a need 

for knowledge security in organisations. Next, through a literature review and categorisation 

process, I establish the core paradigms and perspectives as they relate to knowledge security. 

Using this as a base, I then proceed to outline the key perspectives according to their general 

thematic paradigms. I did this as a precursor to Chapter 7, where the conceptual model is 

discussed, and the concept of knowledge security concerning KM is further refined. 

4.2 The Need to Integrate Knowledge Security with Knowledge 

Management 

With the definition of KM presented in Chapter 3 in mind, I will now outline my arguments as 

to why there is a need to integrate knowledge security with KM. The arguments in favour of 

aligning knowledge security with KM will be outlined in two primary streams. Firstly, that 

there is a difference between information and knowledge, and that this difference echoes into 

how information and knowledge are handled in organisations. This can be seen in terms of the 

requirements for managing and securing information and knowledge. Secondly, that 

organisational knowledge has value and as such should be secured in a way that is far-reaching 

enough to deal with the unique challenges of KM; something which, as I will argue, 

information security cannot always do.  

To begin, in contrast with defining organisational knowledge and its associated complexities, 

as outlined in Chapter 2, defining organisational information is more straightforward. Terra 

and Angeloni state that generally “definitions of information tend to be far more uniform and 
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less complex than definitions of knowledge”417. Definitions of information also tend to be more 

thematic418. Often, they are themed as information defined as being meaning derived from 

codifying and interpreting data419. Or they are themed as information defined as an entity, 

through a process of codification, which can tangibly transfer its meaning420.   

For example, when examining definitions of information from the literature, Probst et al. define 

information as “interpreted data”421, data codified in some way that requires some level of 

interpretation. Drucker defines information as “data empowered with relevance and purpose”422 

and as such, once empowered, its meaning may exist without additional human input. Saint-

Onge defines information as “organised data”423, again echoing the codified nature of 

information. Davenport defines information as “data with relevance and purpose”424, which 

hints at information as being codified and interpreted data whose meaning has value and 

applicability in a relevant situation. Wiig defines information as “facts organised to describe a 

situation or condition”425, thus still hinting at the contained and encoded meaning derived from 

the ability of information to describe something. Continuing this idea, further definitions from 

the literature focus on this component and the conveyance of meaning through the 

transferability of information.  

From this perspective, Nonaka and Takeuchi define information as “a flow of meaningful 

messages”426, hinting at the transfer of tangible data compiled in a meaningful way. Spek and 

Spijkervet define information as “data with meaning”427, further supporting the view of 

 
417 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 2-3. 

418 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 2-4. 

419 Zins, 2007. Conceptual Approaches for Defining Data, Information, and Knowledge p 481. 

420 Zins, 2007. Conceptual Approaches for Defining Data, Information, and Knowledge p 481. 

421 Probst et al. cited in Terra & Angeloni, 2003. Understanding the Difference Between Information Management 

and Knowledge Management p 2. 

422 Drucker cited in Terra & Angeloni, 2003. Understanding the Difference Between Information Management 

and Knowledge Management p 2. 
423 Saint-Onge cited in Terra & Angeloni, 2003. Understanding the Difference Between Information Management 

and Knowledge Management p 2. 

424 Davenport cited in Stenmark, 2002. Information vs. Knowledge: The Role of Intranets in Knowledge 

Management p 929. 

425 Wiig, 1994. Knowledge Management Foundations: Thinking About Thinking – How People and 

Organizations Create, Represent, and Use Knowledge p 2. 

426 Nonaka & Takeuchi, 1995. The Knowledge-Creating Company: How Japanese Companies Create the 

Dynamics of Innovation p 60. 

427 Spek & Spijkervet, 1997. Knowledge Management: Dealing Intelligently with Knowledge. 
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information as something which users derive meaning from when compiled data is interpreted. 

Choo et al. define information as “data vested with meaning”428, alluding to information as a 

collection of data that has been compiled and interpreted in some way to derive its meaning. 

Thus, information is something that does not rely on the same level of human-driven 

tacit/explicit relationship and associated contextual factors for the development of its meaning. 

Rather that meaning is contained in a transferrable, codified form which may or may not be 

interpreted further.  

Given these differences, the difference between information and knowledge also alludes to the 

difference in the role of necessary human interaction for the successful management of each 

entity. While information, and the way it is created and processed, relies on human participation 

to some degree for its success429, individuals play a far more critical role when it comes to 

creating and processing knowledge430. Knowledge relies heavily on deduction, socialisation 

processes, the application and generalisation of understanding and the interplay between 

individuals in contexts around tasks431, as outlined by Terra and Angeloni below: 

The key difference can be summarized by the role played by human beings. In the 

case of knowledge, as simple as it may seem, individuals play a prominent role as 

creators, carriers, conveyors and users. In contrast, in the case of information, these 

same functions can happen “outside” humans and without their direct influence432.   

The echoing effect of this difference can also be seen in the way information and knowledge 

are managed in organisations. While having some level of overlap in the use of technology, 

information management at its core has a different set of requirements to KM433. The 

Association for Intelligence Information Management (AIIM)434 advises that information 

includes both electronic and physical information. The goal in this instance is to structure the 

organisation so it can manage this information throughout its life cycle435, regardless of the 

 
428 Choo et al., 2000. Web Work: Information Seeking and Knowledge Work on the World Wide Web. 

429 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 2-3. 

430 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 3-4. 

431 Tsoukas & Vladimirou, 2002. What is Organisational Knowledge p 973. 

432 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 3-4. 

433 AIIM, 2019. What is Information Management? [Online].  

434 AIIM, 2019. What is Information Management? [Online]. 

435 Virtue & Rainey, 2015. Information Risk Assessment p 133-166. 
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source or format of that information436. The purpose of this structuring is to provide access to 

information resources when needed; mostly through electronic means437. While KM may 

include the use of information technologies to actualise its objectives, it may also use 

socialisation, sense-making and decision-making processes, which are less rigid compared to 

information management processes.  

Based on these views, it can also be argued that the approaches used to securing information 

will not be able to deal with all the complexities that are involved in securing knowledge. 

Without going into detail, as this will be discussed in Chapter 4, information security focuses 

mainly on securing those electronic and physical forms of information that exist within an 

organisation438. Information security is enacted through eight core domains including security 

and risk management, asset security, security architecture and engineering, communications 

and network security, identity and access management, security assessment and testing, 

security operations, and software development security439. The objective of these domains is to 

ensure the confidentiality, integrity, and availability (CIA) of an organisation’s information.  

From an information security perspective confidentiality involves providing access to 

information only to those individuals who are authorised to do so440. Integrity involves ensuring 

that information is not altered by anyone unauthorised to do so441. Availability involves 

ensuring that information is available when needed442. CIA also forms the basis of most data 

protection legislation and industry standards in information security443.   

Even though information security is certainly useful to securing knowledge where information 

and communication technologies (ICTs) are used, I would argue that in the other aspects of 

KM, information security does not extend far enough. Melnick states that "KM is not all about 

 
436 AIIM, 2019. What is Information Management? [Online]. 

437 AIIM, 2019. What is Information Management? [Online]. 

438 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 3. 

439 Chapple et al., 2018. (ISC)2 CISSP Certified Information Systems Security Professional Official Study Guide 

p xxxiii. 

440 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 1-3. 

441 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 1-3. 
442 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 1-3. 

443 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 3. 
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technology. Instead, it involves both information management (technology) and knowledge-

building (people)”444. Thus, the unique factors needed to secure organisational knowledge need 

to be considered. This is because the risks arising from KM processes extend beyond the realms 

of tangible information assets and technical systems. For example, information security 

domains would not be able to deal with the impact of an organisation not having knowledge 

retention or learning strategies. They would not be able to deal with the risks posed by informal 

cross-departmental or organisational social interaction and sharing. They would not be able to 

deal with the knowledge security risks created by the resistance of employees to adopting a 

KM initiative and the impact on innovation. Thus, a different approach to securing knowledge 

assets is needed, one that aligns with KM processes. Knowledge security would be better 

positioned as something aligned with KM to recognise and handle these challenges.  

An additional issue is the lack of integration of information systems security with KM445 446, 

even though information systems security overlaps with knowledge security in some respects. 

Jennex and Durcikova447 contend that information systems security and KM should be viewed 

as complementary business activities, but this is currently not the case. This is evidenced by a 

lack of research literature addressing the integration of KM and security448. It is also evidenced 

by a lack of interest of practitioners in integrating KM and security449, as the authors explain in 

the following extract below.  

The concern is that there is too little integration and that KM practitioners and 

researchers need to put more effort into creating secure KM (SKM). We believe this 

is necessary given the cyber threat environment. The cyber threat is growing… 

Ultimately there are persistent threats that are risks to the knowledge relied upon by 

our organizations. We posit that it is a responsibility of KM researchers and 

 
444 Melnick, 2007. Using KM Principles to Drive Productivity and Performance, Prevent Critical Knowledge 

Loss and Encourage Innovation p 17. 
445 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

446 Becerra-Fernandes & Sabherwal, 2010. Knowledge Management: Systems and Processes p 10. 
447 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 
448 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

449 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 
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practitioners to develop secure KM so that these critical knowledge assets can be 

stored, accessed, and utilized450. 

This is a risk because, as Jennex and Durcikova451 state, “knowledge has value and items of 

value are targets of theft and attack”. There is an ever-increasing growth in cyber-attacks and 

espionage when it comes to IP, with knowledge being a key component of IP452. This risk is 

compounded by the number of pervasive and persistent threats to the organisation coming from 

both insiders453, as well as through an ever-adapting array of technical, social, and 

organisational channels454 used by attackers. If KM, which deals with IP, is to be secured 

effectively, security processes need to be a part of the thinking behind it.  

The integration of security with business or development processes is an argument that is 

echoed in other disciplines. For example, the mention of secure KM by Jennex and 

Durcikova455 relates in many ways to the call for secure coding in software development and 

operations. In this context, if security is not integrated as part of the development process life 

cycle, it can create security vulnerabilities456. Fletcher457 argues that vulnerability is lessened if 

security processes are integrated from the beginning of the coding life cycle. Fletcher explains 

further that it can also lead to less friction between security specialists and developers too458 

when it comes to the balance between functionality and security459. Thus, it could be argued 

that there is a similar need to integrate knowledge security with KM to ensure a reduction in 

 
450 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

451 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

452 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

453 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 
454 Trend Micro Research, 2019. Mapping the Future: Dealing with Pervasive and Persistent Threats, Trend 

Micro Security Predictions for 2019 p 1-3. 

455 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

456 Vaughan-Nichols, 2019. No Love Lost Between Security Specialists and Developers for Linux and Open 

Source [Online]. 

457 Vaughan-Nichols, 2019. No Love Lost Between Security Specialists and Developers for Linux and Open 

Source [Online]. 
458 Vaughan-Nichols, 2019. No Love Lost Between Security Specialists and Developers for Linux and Open 

Source [Online]. 

459 Vaughan-Nichols, 2019. No Love Lost Between Security Specialists and Developers for Linux and Open 

Source [Online]. 
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vulnerability and friction. Again, this is framed in terms of the balance needed between sharing 

and securing knowledge from a KM and security perspective in organisations. 

4.3 The Need for Knowledge Security 

In Section 4.2, I argued that the need to integrate knowledge security with KM concerns three 

primary issues. Firstly, the difference in the requirements for managing and securing460 

information and knowledge461. Secondly, the idea that knowledge has value and is something 

that should be protected462. Thirdly, that there is a lack of integration of information systems 

security with KM463, even though they overlap in some respects464. A fourth point that I would 

like to add, as some authors have mentioned465, is that for KM to be successful in organisations, 

it needs to be leveraged effectively to unlock the value of organisational resources466. This is 

actualised through a series of critical success factors (CSFs)467, which currently do not pay 

much attention to knowledge security as a mechanism for unlocking that value468. When 

examining the need for knowledge security, it can be argued that the first three points will also 

be applicable from the perspective of knowledge security as well as KM. Therefore, they can 

be viewed as somewhat related, both theoretically and academically, when taken from the 

perspective of the need to integrate knowledge security with KM and to subsequently develop 

the concept of knowledge security too.  

Relating to the first point, securing information, as opposed to knowledge, requires a different 

approach due to the differences between information and knowledge in organisations469 and 

 
460 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

461 AIIM, 2019. What is Information Management? [Online]. 

462 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

463  Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

464 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

465 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396.  

466 University of Stellenbosch, 2019. Post Graduate Programmes in Information and Knowledge Management 

[Online].  

467 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

468 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

469 Terra & Angeloni, 2003. Understanding the Difference Between Information Management and Knowledge 

Management p 2. 
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how they are managed470. As information is more product like471 existing in tangible electronic 

or physical forms, security is often focused on protecting these forms472. However, securing 

knowledge is more difficult, as knowledge is not only found in tangible forms but intangible 

forms too473 474. Thus, when it comes to securing organisational knowledge, the argument can 

be made that not all information security domains will be as effective or applicable475. 

Furthermore, as Arora et al. outline, even in those areas where information security is 

applicable, as with the technical aspects of a knowledge management system (KMS), the level 

of complexity associated with securing that knowledge can be daunting476. This is in terms of 

managing permissions, roles, and access rights in a KMS as compared to an information 

system; drastically increasing the cognitive load placed upon IT professionals477. Additionally, 

organisations are also under pressure from regulatory bodies to meet compliance standards, 

which creates an expectation from management that knowledge will be protected478. Combine 

this with the need for updated security policies and practices, due to the increased demand for 

the accessibility and availability of such systems479, and the task becomes even more complex. 

The implication of this, as Arora et al. contend, is that it can make it almost impossible to 

manage the required security aspects of a KMS effectively480, resulting in the potential for 

increased security risk to knowledge.  

 
470 AIIM, 2019. What is Information Management? [Online]. 

471 Desouza, 2006. Knowledge Security: An Interesting Research Space p 4. 

472 Warwick University, 2019. Information and Data Compliance - Quick Guide to Information Security at 

Warwick p 3. 
473 Melnick, 2007. Using KM Principles to Drive Productivity and Performance, Prevent Critical Knowledge 

Loss and Encourage Innovation p 17. 

474 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 10. 

475 Desouza, 2006. Knowledge Security: An Interesting Research Space p 4. 

476 Arora et al., 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 

477 Arora et al., 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 

478 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 404. 

479 Arora et al., 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 

480 Arora et al., 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 
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Relating to the second point, that knowledge has value and should be protected481, so too can 

the argument be made that not having a well-defined approach to securing knowledge482, within 

the ever-increasing threat landscape483, may increase an organisation’s knowledge security risk. 

Additionally, when framed from a practical and academic perspective, concerning the 

advancement of the concept of knowledge security, this point becomes even more critical. 

Practically, authors such as Desousa484, Jennex, and Durcikova485 argue that there is often little 

attention given to knowledge security in organisations. Academically, Manhart and 

Thalmann486 outline that research is also lacking concerning key areas when it comes to 

knowledge protection. The combination of these two factors creates a gap in the development 

of tangible approaches to securing knowledge in organisations and the theory needed to 

improve these tangible approaches. Thus, a situation is created where there is a resource that is 

of value to adversaries, yet the mechanisms needed to protect it are not fully developed. 

Concerning the third point, the lack of integration of information systems security with KM487, 

this too is problematic due to the increase in the growth of cyber threats within the business 

environment488. More so, given that there are some information systems security overlaps with 

KM activities in certain aspects489. Thus, if relevant information systems security aspects are 

not applied to KM activities, it could increase the security risks facing an organisation’s 

knowledge resources and technologies, such as a KMS. From this perspective, as Muniraman 

et al. suggest, security considerations should be integrated into the development of KMS-based 

solutions from the initial development and planning of such solutions and should not be an 

afterthought490.  

 
481 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

482 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 
483 Trend Micro Research, 2019. Mapping the Future: Dealing with Pervasive and Persistent Threats, Trend 

Micro Security Predictions for 2019 p 1-3. 

484 Desouza, 2006. Knowledge Security: An Interesting Research Space p 3. 

485 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 5-6. 

486 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 204. 

487 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

488 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

489 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 1. 

490 Muniraman et al., 2007 Security and Privacy Issues in a Knowledge Management System p45-1-5. 
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Relating to the fourth point, that for KM to be successful it needs to be leveraged effectively 

to unlock the value of organisational resources491, the importance of KM and KMSs lies in their 

ability to generate value and advantage for an organisation. Jennex and Zyngier contend that 

value comes from having something others want or do not have, while advantage comes from 

utilising resources better than competitors492. For KM and KMS to be successful in an 

organisation, they need to be managed and leveraged to generate this value and advantage by 

unlocking the potential of organisational resources493. This can be benchmarked against a series 

of CSFs494 relating to the impact on business processes, strategy, leadership, efficiency, and the 

effectiveness of KM processes495. To determine which KM and KMS success factors are most 

critical, Jennex and Olfman496 synthesised the literature, according to 17 studies and 200 KM 

projects, down to 12 CSFs. These CSFs were then ranked according to the frequency in which 

they appeared in the studies and projects reviewed. Based on the 12 CSFs identified, the 

security or the protection of knowledge was ranked as the least commonly mentioned CSF497.  

Jennex and Zyngier498 point out that of the elements put forward to measure KM success, 

security is also not emphasised or mentioned and in some cases is seen as a barrier to 

knowledge sharing. This could be explained by the larger focus in the research and practice on 

maximising knowledge sharing499. Ilvonen et al. discuss that because of this focus, less 

attention has been paid to other areas of KM research such as knowledge security500; which is 

not to say it is not an important issue. Manhart and Thalmann501, Cheung et al.502 and Ahmad 

et al.503 highlight that the detrimental consequences of ignoring knowledge protection can also 

include: the replication of ideas; innovation being hindered; the possibility of knowledge leaks 

 
491 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

492 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 395. 

493 University of Stellenbosch, 2019. Post Graduate Programmes in Information and Knowledge Management 

[Online]. 

494 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

495 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

496 Jennex & Olfman, 2005. Assessing Knowledge Management Success p 33-49. 

497 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 395. 

498 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

499 Jennex & Zyngier, 2007. Security as a Contributor to Knowledge Management Success p 396. 

500 Ilvonen et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021. 

501 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 204. 

502 Cheung et al., 2012. Development of an Organizational Knowledge Capabilities Assessment (OKCA) Method 

for Innovative Technology Enterprises p 54-65. 

503 Ahmad et al., 2014. Protecting Organizational Competitive Advantage: A Knowledge Leakage Perspective p 

27-39. 
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causing reputational damage; and ultimately a loss of revenue and productivity. Additionally, 

Mills and Smith504 found knowledge protection to be a statistically significant factor in 

organisational performance, further emphasising its importance.  

While these concerns are relevant, the focus on sharing is not unjustified, nor should it be 

ignored. Donnelly505 argues that knowledge sharing is critical to ensuring organisational 

success and competitive advantage. However, only focusing on sharing creates an imbalance, 

in terms of attending to other CSFs, which ironically could lead to less effective knowledge 

sharing in turn506. Ilvonen et al. argue that it would rather make sense to focus on knowledge 

security in conjunction with knowledge sharing507, as they should be viewed as complimentary 

activities508, rather than as factors in opposition with one another. In terms of this balance, 

knowledge security can play a critical role in ensuring that knowledge sharing is more targeted 

by eliminating overload509. Although this balance is complex and sometimes controversial510, 

accounting for both factors can result in more efficient security and KM processes.  

In conclusion, it appears that leveraging knowledge security as a sustainable CSF would allow 

an organisation to ensure the ability of its KM activities and KMSs to continue to generate 

value and advantage for the organisation. Both in terms of protecting the critical knowledge 

that others may want and in terms of utilising the organisation’s knowledge resources more 

efficiently. Achieving this is done through the effective use of knowledge security mechanisms, 

especially if those mechanisms can contribute to enhancing organisational performance as a 

result. Given that organisations rely on knowledge for their innovation capabilities and 

competitive success511, not focusing on knowledge security would seem to be detrimental, 

particularly when considering the benefits that have been outlined of integrating knowledge 

security with KM.  

 
504 Mills & Smith, 2011. Knowledge Management and Organisational Performance: A Decomposed View p 164. 

505 Donnelly, 2019. Aligning Knowledge Sharing Interventions with the Promotion of Firm Success: The Need 

for SHRM to Balance Tensions and Challenges p 344. 

506 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 190-

191. 

507 Ilvonen et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021. 

508 Ilvonen et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021. 

509 Ilvonen et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021. 

510 Ilvonen et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021. 

511 Lafuente et al., 2019. Determinants of Innovation Performance Exploring the Role of Organisational Learning 

Capability in Knowledge-Intensive Business Services (KIBS) Firms p 42. 
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This is an important issue, when contextualised within the highly globalised nature of today’s 

business environment, the growth in connectivity and the increase in threats towards an 

organisation’s information and knowledge512. Thus, if an organisation is concerned with 

deriving the most value and advantage from its knowledge resources, it would make sense to 

give adequate attention to elements such as knowledge security too, since not doing so can lead 

to a reduction in an organisation’s ability to use knowledge to derive value and advantage. All 

of which may result in the organisation risking its ability to remain innovative in a highly 

competitive, globalised marketplace.  

4.4 Identifying Knowledge Security Paradigms 

As outlined in Chapter 1, when thinking about defining KM, particularly in terms of its 

applicability to organisations, most KM authors do not consider security in their approaches to 

managing knowledge513. While some authors have aimed to rectify this oversight, it is not 

always clear if their proposed solutions are broad enough to deal with the complexities of 

securing knowledge in organisations. Further, as Manhart and Thalmann highlight, this lack of 

clarity and scope also corresponds to a lack of research focus on knowledge security, causing 

it to be underdeveloped514. From a knowledge security perspective, this is observed by the lack 

of a unified KM framework through which to overlay and apply knowledge security 

systematically, resulting in increased fragmentation.  

With this context in mind, to add clarity, I reviewed and analysed the literature through a 

process of categorisation and synthesis515. I did this to consolidate the various approaches to 

knowledge security into relevant paradigms and to determine the subsequent perspectives for 

each paradigm. The analysis was framed from the perspective of how knowledge security is 

perceived and discussed in the literature, determined by the focus area of the texts evaluated. 

In terms of my methodological approach to reviewing the literature, my structure was based 

upon components of the literature review process outlined by Manhart and Thalmann516. I 

adapted this from their published literature review of the knowledge protection literature517. 

 
512 Costa et al., 2019. The Security Challenges Emerging from the Technological Developments: A Practical Case 

Study of Organizational Awareness to the Security Risks p 1-6. 

513 Desouza & Vanapalli, 2005.  Securing Knowledge in Organizations: Lessons from the Defence and 

Intelligence Sectors p 86. 

514 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 190. 

515 Russell, 2005. An Overview of the Integrative Research Review p 2. 

516 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 193. 

517 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 193. 
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The decision to use components of their structure was premised on the usefulness of their 

framework as a starting point to identify and categorise the literature. However, it should be 

noted that due to the difference in our objectives, not all aspects of their process were deemed 

to be relevant. Manhart and Thalmann’s process follows three stages, namely: 1) The 

identification of the literature. 2) Structuring the review. 3) Theoretical development. Each of 

these components can be broken down further into a series of sub-steps518, as shown in Figure 

4-3.  

Figure 4-3: Manhart and Thalmann’s Literature Review Process 

 

For Manhart and Thalmann519, the purpose of their review was to firstly identify areas for 

further research, and secondly, to establish a research agenda based around the textual 

relationships identified in their concept matrix. Differing from this, my objective was to first 

categorise the paradigms and perspectives within the literature, and second, to understand the 

concepts and associated approaches to knowledge security. Of the components and sub-steps 

outlined by Manhart and Thalmann, Step 1 was deemed to be the most relevant due to its 

agnostic nature. By this, I mean that for either of our objectives it would be a useful framework 

to follow; structurally but not necessarily methodologically. For Steps 2 and 3, as our research 

objectives differed, the sub-steps were not deemed to be as relevant. For Step 2, my objective 

was to categorise the literature and synthesise it according to the paradigmatic focus of the 

texts. For Step 3, I aimed to outline and discuss the categorised texts and balance of the 

paradigms. Thus, unlike Manhart and Thalmann, I did not need to use qualitative analysis 

software, such as ATLAS.ti, to analyse the texts for complex phenomena hidden in 

 
518 Manhart & Thalmann, 2015. Protecting Organizational Knowledge: A Structured Literature Review p 193. 

519 Manhart & Thalmann, 2015. Protecting organizational knowledge: a structured literature review p 190. 
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unstructured data520. The steps discussed here will be expanded upon in the sections to follow, 

with my adapted review and categorisation process being outlined in Figure 4-4.  

Figure 4-4: Adapted Literature Review, Categorisation and Discussion 

 

4.4.1 Step 1 – Identifying Relevant Literature  

The objective of Step 1 was to identify relevant knowledge security literature. I did this to gain 

an overview of the literature and to help eliminate texts not deemed to be relevant to my 

research objectives. Each of the sub-steps of Step 1 will now be discussed in more detail in the 

sections to follow.  

4.3.1.1 Identification of Search Terms 

Beginning with the first sub-step, a term harvesting521 approach was used in line with general 

term harvesting techniques522. I did this to establish an initial list of search terms and to refine 

them as the search process progressed. As the process was handled iteratively, although 

discussed separately here, sub-steps were sometimes conducted in parallel. I did this due to the 

nature of the process and its requirement for feedback in identifying new terms.  

Acting as an anchor point, the term ‘knowledge security’ was used as the primary search term 

in the initial phase of the research. It is the main term associated with the broader research 

objectives of this dissertation and was used during the proposal phase. Using the term 

‘knowledge security’ to conduct broad searches in Google Scholar and various journal 

databases523, additional terms were harvested. The additional terms were identified as they 

appeared in the search results and as they were found in the subsequently identified texts. When 

 
520 Lewins et al., 2007. Using Software in Qualitative Research: A Step-by-Step Guide p 17-32. 

521 Riesenberg, 2014. Conducting a Successful Systemic Review of the Literature, Part 1 p 16. 

522 University of Pennsylvania Libraries, 2019. Systemic Reviews: Literature Search [Online].] 

523 Examples of databases included were Ebsco, Jstor, Sciverse, ProQuest, Emerald and more.  
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extracting terms from the texts, common or similar terms that appeared in the texts which 

referenced the protection of knowledge were harvested. In addition, terms were also harvested 

from other sources that the articles referenced in their bibliographies. I did this to identify a 

broad enough subset of terms covering an adequate breadth of the published material when 

searching.  

The outcome of this process resulted in a list of core search terms found, and used for database 

searches, as follows: 

• Knowledge security, 

• Secure knowledge management, 

• Securing knowledge, 

• Knowledge management espionage, 

• Secure knowledge sharing, 

• Knowledge management and security, 

• Information security and knowledge management, 

• Knowledge protection, 

• Knowledge risk management, 

• Knowledge management and risk management, 

• Risk management and knowledge and 

• Intellectual capital protection. 

4.3.1.2 Literature Search 

Proceeding with the second sub-step, these terms were then used to conduct searches to identify 

relevant literature. This was done in the form of a digital literature search based on the use of 

Google Scholar. Google Scholar was used as an initial search base to broadly identify relevant 

authors and texts. Following the identification of these initial results, a deeper analysis was 

done by searching through academic journal databases, using the Stellenbosch University 

Library system’s integrated search portal. The portal search covered an array of journal articles, 

books, e-theses, dissertations, digital collections, databases, reports and conference 

proceedings. The purpose of this deeper analysis was to ensure that all articles that were 

possibly accessible, some of which were locked behind pay walls on Google Scholar results, 

were covered. It was also done to focus on certain areas of interest, beyond the realms of the 
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general material presented in Google Scholar’s search results. Through this search process, I 

identified 78 preliminary articles.  

4.3.1.3 Reading 

Proceeding with the third sub-step, I read through each of the article’s abstracts, introductions, 

and summaries. In the case of longer texts, I also looked through their indexes for sections 

deemed to be relevant. This approach was followed to gauge the text’s relevance to my research 

objectives and to eliminate non-relevant texts. Concerning this process, articles were 

eliminated for two reasons. Firstly, if they were incorrectly identified and were thus deemed to 

be completely irrelevant to my research objectives. Secondly, that some articles focused on 

security and KM, but from the perspective of using KM as a mechanism to help manage 

information security knowledge or similar. Having finished the reading and elimination 

process, I was left with 38 texts that were still deemed to be relevant to my research objectives. 

Thus, I began the process of reading through each of them in detail. The purpose of this is to 

extrapolate further search terms, authors or bibliographic references which could be used to 

search for more material. As part of this process, alternative terms relevant to knowledge 

security were highlighted for categorisation. In addition, key sections were also highlighted, 

and notes were made accordingly for further analysis.  

4.4.2 Step 2 – Categorising the Literature  

The objective of Step 2 was to categorise the identified literature in preparation for synthesising 

the results of the categorisations. I did this to structure the identified literature into common 

paradigms and views, in an integrated way524, for the eventual purpose of outlining the 

categorisations. In the sub-section to follow, I will discuss how the literature was categorised, 

followed by an overview of the categories used as relating to paradigms and perspectives.  

4.3.2.1 Identification of Categories 

Beginning with the first sub-step, a literature evaluation approach was used based on the 

principles of observation525 and analysis526. This approach was chosen as it was deemed the 

best fit for constructing the framework needed, upon which to provide a deeper category-based 

 
524 Russell, 2005. An Overview of the Integrative Research Review p 1-2. 

525 Goddard & Melville, 2004. Research Methodology: An Introduction. 

526 Bernard, 2011. Research Methods in Anthropology p 7. 
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comparison. Given points out that categorisation, through observation in the form of deduction 

and/or induction527, is an important step in allowing researchers the opportunity to make 

meaning out of information that has been collected. It is also a major component of qualitative 

data analysis528. Given states that the objective of this approach is to derive “similarities of 

meaning between the individually coded bits as observed by the researcher”529. Given explains 

that this helps to discern semantic, logical, or theoretical links and connections between the 

different categories when abstracted or conceptualised further530. It is also a useful approach to 

use when creating themes, constructs or domains based on the analytical process of examining 

patterns across the categories531.  

When constructing a system of categories, as Given highlights, it is important to continue the 

categorisation process until saturation has been achieved532. Saturation in this instance is 

defined as making sure the “existing system of categories accounts for all meaningful or 

significant aspects of the phenomenon in question”533. In this regard, it is also important that 

the process is completed to validate the internal integrity of each category, based on the level 

of homogeneity, as well as external integrity, based on the level of heterogeneity between 

categories534. The objective of which being that researchers should create a comprehensive 

system of categories so no meaningful area of the analysis falls outside of the array of 

categories.  

Thus, categorising the literature into paradigms and perspectives was done to illuminate the 

most common focus areas and approaches used when engaging with knowledge security. By 

doing so, I was able to identify how the texts framed the importance of knowledge security in 

terms of what aspects of KM they focused on. This allowed me to determine the scope of the 

application when dealing with the concept of knowledge security, both in terms of the research 

focus and the possible practical implementation. Regarding the process of categorising themes, 

it consisted of the initial identification of paradigms and perspectives based on the focus area 

 
527 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

528 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

529 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

530 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

531 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

532 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

533 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 

534 Given (Ed.), 2008. Categorization In: The SAGE Encyclopaedia of Qualitative Research Methods p 73. 
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of the texts. For example, if after reading a text it was deemed that the paradigmatic focus area 

of the text was the application of security mechanisms to a KMS, it would be categorised as a 

‘System Security Paradigm’. Should the same text frame its discussion from a modelling and 

algorithmic view, the text would be categorised as a ‘Model and Algorithmic Perspective’ 

within the ‘System Security Paradigm’ and so on. The paradigms and perspectives were then 

listed with a reference code being given to both the listed paradigm, perspective, and matching 

text. The paradigms, perspectives and texts were then checked again and refined further, as 

needed, to ensure correctness.  

In terms of the categories identified, these were: DIS Paradigm; Systems Security Paradigm; 

Assurance Paradigm; and a Risk Management Paradigm. The ‘DIS Paradigm’ was assigned to 

texts that dealt with knowledge security from a DIS view. These are texts that are framed from 

the perspectives of either looking at how DIS security functions could be applied to knowledge 

security in organisations or the general application of knowledge security in the military 

context. The ‘Systems Security Paradigm’ was assigned to those texts that dealt with issues of 

knowledge security from a systems security perspective. These are texts that are focused on 

perspectives relating to technical security controls, algorithmic approaches for handling 

knowledge security, issues of espionage, and broader architecture and management 

considerations from a computer systems perspective. The ‘Assurance Paradigm’ was assigned 

to those texts that dealt with knowledge security from an assurance driven view. These are texts 

that are focused on non-technical security issues, structural management issues, examining 

security as a success factor for KM, and the integration and research mapping of information 

security approaches with KM. The ‘Risk Management Paradigm’ focused on those texts that 

dealt with knowledge security from a risk management view. These are texts that deal with 

issues related to the retention of employee knowledge, the need for balancing sharing and 

securing of knowledge, and the integrated knowledge risk perspective.  

4.3.2.2 Synthesising the Categorised Texts 

This sub-step was used to help set a structural framework to outline the categorised paradigms 

and perspectives found in the literature. From a methodological perspective, I achieved this by 

using a concept matrix-based synthesis approach535. Taking this approach helped to meet my 

objectives by setting the groundwork for the categorisation and outlining of the literature. 

 
535 University of Nevada, 2019. Writing and Speaking Center: How to Use a Concept Matrix p 1-2. 
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Practically, this meant looking for commonalities when identifying the various paradigms and 

perspectives of the texts, as to how they view and frame knowledge security. This helped me 

to determine what aspects the texts focused on the most and what areas may have been 

neglected. It also allowed for a more relevant analysis of the motivation and applicability of 

knowledge security theory and how this might translate to practice from a conceptual view. 

From this synthesis process, the resultant categorisation-based concept matrix was developed, 

as shown in Table 4-5, which will be discussed in more detail in the section to follow.  

4.4.3 Step 3 – Discussing the Literature 

I began by outlining each of the categorised texts as per their paradigms and perspectives as 

summarised in Table 4-5. I did this to complete the literature review process by examining the 

various security approaches in the literature as they relate to KM. I followed with a brief 

discussion around the composition of the categories, relating to the core paradigms. This was 

framed from the perspective of ascertaining why certain paradigms have more of a research 

focus than others.  

4.3.3.1 A DIS Paradigm Relating to Knowledge Security in Organisations  

In line with the framework discussed above, concerning a ‘DIS Paradigm’, two key 

perspectives were identified from the literature within this general knowledge security 

categorisation. These are: 1) Applying DIS Knowledge Security Principles to Organisations. 

2) General Analysis of KM and Security in the Military Context. These aspects are discussed 

in the paragraphs to follow. 

Applying DIS Knowledge Security Principles to Organisations – Desouza and Vanapalli536 

highlight the dynamic between the growth in importance of knowledge assets for organisations 

and the lack of established measures to protect them from a KM perspective. As this is not the 

case with the DIS sector, they propose that non-DIS organisations can use the DIS model as a 

template for better knowledge protection. This template follows three areas of focus consisting 

of people, products, and processes. Each of these areas also has corresponding sub-facets and 

will be briefly outlined further.  

 
536 Desouza & Vanapalli, 2005. Securing Knowledge in Organisations: Lessons from the Defence and Intelligence 

Sectors p 85-87. 
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Table 4-5: Categorisation-Based Concept Matrix of Paradigms, Perspectives and Authors 

Category Author 

A DIS Paradigm Relating to Knowledge Security in Organisations - Total: 2 texts 

Applying DIS Knowledge 

Security Principles to 

Organisational Perspective 

Count: 1 text 

• Desouza & Vanapalli, 2005. Securing Knowledge in 

Organisations: Lessons from the Defence and Intelligence 

Sectors 

General Analysis of KM and 

Security in the Military Context 

Perspective 

Count: 1 text 

• Putter, 2018. Knowledge Management for the South African 

Department of Defence 

A Systems Security Paradigm Relating to Knowledge Security in Organisations - Total: 18 texts 

A Technical Systems Perspective 

Count: 7 texts 

• Newswire, 2000. Swiss Real Estate Group, Maag Holdings, 

Selects RSA Keon and RSA SecurID to Help Secure Knowledge 

Management System 

• Mundy and Chadwick, 2004. Secure Knowledge Management 

for Health Care Organisations 

• Lee et al., 2005. Secure Knowledge Management and the 

Semantic Web 

• Ahmad & Ewe, 2005. A Model for Secure Knowledge Sharing. 

• Upadhyaya, 2006. Secure Knowledge Management 

• Thuraisingham and Parikh, 2008. Trustworthy Semantic Web 

Technologies for Secure Knowledge Management 

• Ruiz et al., 2011. A Framework and Implementation for Secure 

Knowledge Management in Large Communities 

An Espionage and 

Counterespionage Perspective 

Count: 1 text 

• Lee & Rosenbaum, 2003. Knowledge Management: Portal for 

Corporate Espionage? Defining the Problem Part 1 
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Category Author 

A Model and Algorithmic 

Perspective 

Count: 4 texts 

• Xu & Zhang, 2004. PBKM: A Secure Knowledge Management 

Framework 

• Malatras et al., 2005. Secure and Distributed Knowledge 

Management in Pervasive Environments 

• Arora et al., 2006. Autonomic-Computing Approach to Secure 

Knowledge Management: A Game-Theoretic Analysis 

• Boella & van der Torre, 2006. Security Policies for Sharing 

Knowledge in Virtual Communities 

 

An Architecture and 

Management Perspective 

Count: 6 texts 

• Randeree, 2006. Knowledge Management: Securing the Future 

• Muniraman et al., 2007. Security and Privacy Issues in a 

Knowledge Management System 

• Memon & Daniels, 2007. Special Issue on Secure Knowledge 

Management 

• Hota et al., 2015. Advances in Secure Knowledge Management 

in the Big Data Era 

• Singh & Salam, 2006. Semantic Information Assurance for 

Secure Distributed Knowledge Management: A Business 

Process Perspective 

• Bertino et al., 2006. Secure Knowledge Management: 

Confidentiality, Trust, and Privacy 

An Assurance Paradigm Relating to Knowledge Security in Organisations - Total: 11 texts 

A Non-Technical Security 

Measures Perspective 

Count: 4 texts 

• Desouza, 2006. Knowledge Security: An Interesting Research 

Space 

• Desouza, 2007. Managing Knowledge Security: Strategies for 

Protecting your Company's Intellectual Assets 

• Popescul, 2011. The Confidentiality – Integrity – Accessibility 

Triad into the Knowledge Security. A Reassessment from the 

Point of View of the Knowledge Contribution to Innovation 

• Ilvonen et al., 2016. Knowledge Sharing and Knowledge 

Security in Finnish Companies 
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Category Author 

A Structural Management 

Perspective 

Count: 2 texts 

• Ryan, 2006. Political Engineering in Knowledge Security 

• Harris et al., 2007. Standards for Secure Data Sharing Across 

Organisations 

A Security and Success Factor 

Perspective 

Count: 4 texts 

• Holsapple & Joshi, 2000. An Investigation of Factors that 

Influence the Management of Knowledge in Organisations 

• Park, 2006. Guest Editorial Part 2: Emerging Issues for Secure 

Knowledge Management – Results of a Delphi Study 

• Jennex & Zyngier, 2007. Security as a Contributor to 

Knowledge Management Success 

• Mills & Smith, 2011. Knowledge Management and 

Organisational Performance: A Decomposed View 

An Integration and Research 

Mapping Perspective 

Count: 1 text 

• Jennex & Durcikova, 2014. Integrating IS Security with 

Knowledge Management: Are we Doing Enough to Thwart the 

Persistent Threat? 

A Risk Management Paradigm Relating to Knowledge Security in Organisations - Total: 7 texts 

A Knowledge Retention 

Perspective 

Count: 3 texts 

• IAEA, 2006. Risk Management of Knowledge Loss in Nuclear 
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Firstly, from a people-driven perspective, Desouza and Vanapalli537 outline the sub-facets as 

training and indoctrination, security clearances, and counterintelligence. They explain that the 

objective of training and indoctrination is to instil within new employees a code of conduct, 

using a knowledge-sharing approach, to generate competency and foster allegiance to the 

organisation. As they explain, security clearances are focused on ensuring that only authorised 

individuals have access to relevant knowledge538. Clearance is managed through access 

applications, background checks and interviews to determine competency. 

Counterintelligence, operating independently of other functions, monitors employee activities 

to ensure that classified knowledge is used appropriately. The value lies in the ability of 

counterintelligence to mitigate risk, either by pre-empting a threat or by intervening after an 

incident has occurred.  

Secondly, from a product-driven perspective, Desouza and Vanapalli539 outline the sub-facets 

as documenting, tagging documents, securing devices, and segmenting documents. 

Documenting focuses on processes, activities and repositories used to capture an organisation’s 

explicit knowledge in a highly structured and standardised way. Tagging documents focuses 

on tracking the history and connectivity of documents through an archival database to ensure 

they cannot be deleted without authorisation, are destroyed properly, and no security breaches 

have occurred. Securing devices means tagging digital devices with radio frequency 

identification (RFID) tags to monitor their location and status. The purpose is to ensure they 

are not removed from the organisation, or unauthorised devices brought in. Segmenting 

documents involves sorting them according to security clearance levels and marking them 

appropriately. The objective is to do this in a balanced way, regarding securing and sharing, to 

identify the most sensitive knowledge. It also ensures that only those who have the right level 

of clearance can access specific documents.  

Thirdly, from a process-driven perspective, Desouza and Vanapalli540 outline the sub-facets as 

security of the knowledge process, security of knowledge channels and leadership. Security of 

 
537 Desouza & Vanapalli, 2005. Securing Knowledge in Organisations: Lessons from the Defence and Intelligence 

Sectors p 88-89. 

538 Desouza & Vanapalli, 2005. Securing Knowledge in Organisations: Lessons from the Defence and Intelligence 

Sectors p 88-89. 
539 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 90-93. 

540 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 93-96. 
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the knowledge process focuses on the protection of knowledge generation and application 

processes from unauthorised disclosure, destruction, or modification. To achieve this, focus is 

given to identification, authentication, authorisation, and integrity. Security of knowledge 

channels ensures that only authorised knowledge is communicated over authorised channels 

and that backup communication channels are available. Leadership focuses on having support 

from senior organisational members and ensuring direction and foresight through “clear, 

frequent, and open communication with their staff members on a regular basis”541. The 

objective is to ensure that KM solutions are used and KM initiatives are not wasted.  

General Analysis of KM and Security in the Military Context – Putter examines the 

application of KM to the South African Department of Defence, outlined from the perspective 

of intelligence542, with knowledge security forming part of this approach. Knowledge security 

in this sense should cover both explicit and tacit knowledge not yet imparted543 and ensure the 

protection and quality of knowledge resources544 from an effects and advantage standpoint545. 

As such, Putter discusses that knowledge has more depth than data or information and should 

be secured uniquely546, beyond standard security approaches547. Doing so should support the 

mission command principle of creating a shared understanding by securely connecting the right 

people548. Putter makes an additional observation related to knowledge protection needing to 

be a distinct KM process549 integrated with policy, information management and KM550. He 

outlines that this is currently not the case as it is viewed by some as an inhibitor to sharing and 

innovation551 or that the protection of knowledge is already implicit in IT enablers and policy552. 

If knowledge protection is not viewed as a distinct process, Putter argues that competitive 

 
541 Desouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and Intelligence 

Sectors p 93-96. 

542 Putter, 2018. Knowledge Management for the South African Department of Defence p 352. 

543 Putter, 2018. Knowledge Management for the South African Department of Defence p 42. 

544 Putter, 2018. Knowledge Management for the South African Department of Defence p 81. 

545 Putter, 2018. Knowledge Management for the South African Department of Defence p 96. 

546 Putter, 2018. Knowledge Management for the South African Department of Defence p 137. 

547 Putter, 2018. Knowledge Management for the South African Department of Defence p 137. 

548 Putter, 2018. Knowledge Management for the South African Department of Defence p 133. 

549 Putter, 2018. Knowledge Management for the South African Department of Defence p 75. 

550 Putter, 2018. Knowledge Management for the South African Department of Defence p 133. 

551 Putter, 2018. Knowledge Management for the South African Department of Defence p 132. 

552 Putter, 2018. Knowledge Management for the South African Department of Defence p 75. 
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advantage might be lost due to the occurrence of knowledge vulnerabilities resulting from 

subsequent negligence or oversight553.  

4.3.3.2 A Systems Security Paradigm Relating to Knowledge Security in Organisations  

In line with the framework discussed above, concerning a ‘Systems Security Paradigm’, four 

key perspectives were identified from the literature within this general knowledge security 

categorisation. These are: 1) A Technical Systems Perspective. 2) An Espionage and 

Counterespionage Perspective. 3) A Model and Algorithmic Perspective. 4) An Architecture 

and Management Perspective. These are discussed in the paragraphs to follow. 

Technical Systems Perspective – Most of the authors analysed in the ‘Systems Security 

Paradigm’ focused on the security of KMSs from a technical perspective, like a regular 

information system. Framing a KMS in this way allows for the application of information 

security and assurance measures to it, dealing with many of the same issues. For example, 

Newswire554 reported on the application of RSA technologies to ensure secure access control 

to a Swiss real estate group’s KMS. The approach outlined focused on using two-factor 

authentication and a public key interface system for access, as would be done with regular 

information systems. As it is a news article, the approach reported on is not in-depth and does 

not mention what other elements of the KMS might need to be secured.  

Mundy and Chadwick555 also view KMSs in the same light, by framing their security from an 

information security and risk reduction view. Practically, this means the implementation of 

solutions like hashed passwords, biometrics, cryptography, access control systems, firewalls 

and security policies relating to storage, backups, and the secure disposal of knowledge 

assets556. Thus, they argue that secure KM is essential for securing a KMS when capturing, 

storing, distributing, using, destroying, and restoring knowledge.  

Similarly, Lee et al. highlight the importance of protecting organisational knowledge557 by 

applying an IT-based systems security approach, built for the needs of a KMS, acting as part 

 
553 Putter, 2018. Knowledge Management for the South African Department of Defence p 75. 

554 Newswire, 2000. Swiss Real Estate Group, Maag Holdings, Selects RSA Keon and RSA SecurID to Help 

Secure Knowledge Management System p 1-3. 

555 Mundy & Chadwick, 2005. Secure Knowledge Management for Health Care Organisations p 321-322. 

556 Mundy & Chadwick, 2005. Secure Knowledge Management for Health Care Organisations p 323-329. 

557 Lee et al., 2005. Secure Knowledge Management and the Semantic Web p 50. 

Stellenbosch University https://scholar.sun.ac.za



100 

of the semantic web558. Lee et al. view this as vital and as they outline in addition to information 

systems, attention must also be paid to protecting strategic knowledge resources559. According 

to Lee et al., if this is not done and critical knowledge is stolen, an organisation may lose its 

competitive advantage560. They then propose similar practical solutions as Mundy and 

Chadwick561 but with a focus on Extensible Mark-up Language (XML) and Resource 

Description Framework (RDF)562 related security issues563.  

Ahmad and Ewe564 take an automated security approach related to preserving the authenticity 

and integrity of digital knowledge objects. They propose doing so by using a model centred on 

the CIA triad. The model they propose, the Secure Knowledge Acquisition and Retrieval 

(SKAR) model, aims to automate the detection and recovery mechanisms for tampered 

knowledge objects, to make sure that knowledge processing resources always continue to 

perform correct processing operations within the system565.   

Upadhyaya et al.566, propose a secure content management framework highlighting the 

importance of security for an organisation’s data, information, knowledge, and the applications 

used to retain them. Practically, this means implementing information security elements such 

as authentication control, passwords, cryptography, intrusion detection systems, access control 

systems, and security policies, the objective being to guard against insider threats and protect 

knowledge infrastructure through the refinement and enforcement of the framework.  

Thuraisingham and Parikh take a layered semantic web technology view567 focused on 

protecting knowledge resources through automation568. As with Lee et al., Thuraisingham and 

Parikh discuss security issues relating to XML and the RDF569. The security mechanisms they 

 
558 Lee et al., 2005. Secure Knowledge Management and the Semantic Web p 48. 

559 Lee et al., 2005. Secure Knowledge Management and the Semantic Web p 50. 

560 Lee et al., 2005. Secure Knowledge Management and the Semantic Web p 50. 

561 Mundy & Chadwick, 2005. Secure Knowledge Management for Health Care Organisations p 321-322. 

562 RDF is the standard semantic model for data interchange on the web. 
563 Lee et al., 2005. Secure Knowledge Management and the Semantic Web p 52-54. 

564 Ahmad & Ewe, 2005. A Model for Secure Knowledge Sharing p 1-2. 

565 Ahmad & Ewe, 2005. A Model for Secure Knowledge Sharing p 3-4. 

566 Upadhyaya, 2006. Secure Knowledge Management p 1. 

567 Thuraisingham & Parikh, 2008. Trustworthy Semantic Web Technologies for Secure Knowledge Management 

p 186-187. 

568 Thuraisingham, 2004. Secure Knowledge Management.  

569 Thuraisingham & Parikh, 2008. Trustworthy Semantic Web Technologies for Secure Knowledge Management 

p 186-187. 
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propose are centred on information security principles to secure the handling of customer 

information, supply chains, and digital documents570. Where they differ from Lee et al. is that 

they extend the scope of their framework to include broader KMS security issues. They do so 

by focusing on aspects like collaboration, access rights and the implications of e-business571.  

Ruiz et al.572 discuss the security requirements concerning knowledge and systems from a 

broader ontological framework. They state that organisations need to provide KM tools that 

are convenient to use and help to share knowledge in an easily secured way573. As with 

Thuraisingham and Parikh574, they too highlight the importance of automation as an essential 

component of this process, based on systems security and privacy policies575. The approach 

here again576 is also on using and securing XML and RDF to achieve this purpose577. 

Espionage and Counterespionage Perspective – In Part 1 of their discussion on KM and 

security, Lee and Rosenbaum578 take a corporate espionage view of KM. They highlight that 

KM plays a critical role in gathering knowledge on competitors with KMSs being used to 

leverage this knowledge for competitive advantage. Yet, in doing so, a KMS is also a valuable 

target because of the richness of the knowledge it holds. If a competitor can gain access to an 

organisation’s KMS, it will allow them to gain critical insight into the organisation’s 

knowledge and business practices579. This can result in a competitor identifying where an 

organisation’s knowledge gaps are and how they can be exploited for competitive gain. 
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In Part 2 of their discussion, Lee and Rosenbaum580 pay attention to the security mechanisms 

needed to counter the technical and insider threats targeting KMSs. The controls that they 

suggest are access rights and the monitoring of insider activities. They argue that taking this 

approach helps to balance the needs of restricting and sharing access to KMSs, which should 

be revisited and adjusted over time. Thus, they recommend that for effective security to take 

place, there needs to be a collaboration between the IT security and KM functions of an 

organisation, in developing and securing KM initiatives and systems.  

Model and Algorithmic Perspective – Xu and Zhang581 discuss using a conceptual role-based 

framework for secure KM. They call this the ‘Privacy-preserving and Breaching-aware 

Knowledge Management’ (PBKM) framework582. The PBKM is built around the extraction, 

sharing and utilisation of knowledge for collective problem-solving583. Their approach, when 

applied to a KMS, focuses on the alignment of KM procedures and processes through access 

control and privacy preservation584. These are framed as automated systems rules that govern 

the controls used to manage how knowledge is accessed and shared through the KMS. 

Practically, this involves using automation to determine breaches, focused on algorithmic 

pattern matching, and to ensure privacy by applying cryptographic rule sets to better manage 

service-based requests585. 

Malatras et al.586 discuss the issue of security relating to distributed KM applications in 

pervasive environments. They take a systems-based approach by proposing a KMS architecture 

to enable KM operations to function robustly and securely587. Like the conceptual approach put 

forward by Xu and Zhang, Malatras et al.588 focus on the use of automation to secure KMSs. 

To ensure security and control, they discuss how an algorithmic approach can be used to 

manage the rules and actions of users in a KMS. Practically, they suggest using various security 

 
580 Lee & Rosenbaum, 2004. Knowledge Management: Portal for Corporate Espionage? Defining the Problem 

Part 2: Who Spies? How Can Enterprises be Knowledge Enabled yet Knowledge Secure? p 10-11. 

581 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 2-6. 

582 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 2. 

583 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 1. 

584 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 1-6. 

585 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 5-9. 

586 Malatras et al., 2005. Secure and Distributed Knowledge Management in Pervasive Environments p 79-83. 

587 Malatras et al., 2005. Secure and Distributed Knowledge Management in Pervasive Environments p 80. 
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models for system governance and ensuring security mechanisms are designed into a KMS 

from the beginning.  

Similarly, Arora et al.589 propose an autonomic-computing system approach to managing the 

security requirements of a KMS. This is focused on using high-level system objectives as the 

basis for managing KMS security. Practically, they suggest using algorithms to model the 

required security behaviour and system configuration options590, manifested as self-

configuring, optimising, protecting, and healing elements591. Arora et al.592 argue that doing so 

creates a cyber technical focus for the application of security that can automatically respond 

with deterrence mechanisms if malicious traffic is detected, or to implement healing procedures 

needed if damage has been caused.  

Boella and van der Torre593 propose the use of a security-driven, game-theoretic model to 

secure KMSs. As with the previous authors, the focus is on autonomic access control using 

algorithmic procedures594. They argue that this approach should be followed to respect the 

autonomy of knowledge providers and to meet the security requirements of a KMS when 

framed as a normative multiagent system595. Their approach differs from those proposed by 

Arora et al., Malatras et al., and Xu and Zhang, in that they focus heavily on system policies 

as the central driving force in managing the technical security requirements of the KMS; from 

both a high-level and granular perspective.  

Architecture and Management Perspective – Randeree596 explains that a more inclusive 

approach is needed to manage KMS security requirements due to the difficulties associated 

with the contextual requirements of the knowledge types, infrastructure, and process 

architecture. Randeree outlines that at a minimum KMSs should have the same level of security 

 
589 Arora et al., 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 
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593 Boella & van der Torre, 2006. Security Policies for Sharing Knowledge in Virtual Communities p 5. 

594 Boella & van der Torre, 2006. Security Policies for Sharing Knowledge in Virtual Communities p 6-10. 

595 Boella & van der Torre, 2006. Security Policies for Sharing Knowledge in Virtual Communities p 1. 
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as an information system597, but optimally a more inclusive focus is needed598. The optimal 

focus is based on six core measurements. These are relationship capital (trust and partnerships); 

asset protection (protecting core know-how); knowledge environment (learning focus); 

knowledge transfer (capturing ability); ambiguity (competency and transferability); and 

tacitness (perceived level)599.  

Muniraman et al.600 also discuss a more inclusive approach to securing KMSs based on 

information security and assurance mechanisms. They outline that the aspects that make up a 

KMS need to be viewed from a high-level perspective. They argue that this is important, as 

often KMSs are not thought of as critical systems and are then not afforded the same level of 

security as other IT systems. Further, they discuss that security mechanisms applied to KMSs 

need to be extended as the risks posed are unique601. These risks result from the broad level of 

user access required of a KMS and the need to share knowledge on a large scale. Practically, 

this means focusing on the security issues that arise when having to add, update, share and 

provide knowledge to KMS users.  

Memon and Daniels602 outline the importance of the role played by knowledge processes and 

tools within the broader business and management context concerning KMSs. They argue that 

security issues can arise due to the dynamics of having to provide open and restricted access to 

knowledge, depending on the user and context. Following this introduction, the rest of the paper 

outlines the abstracts from key papers, reflecting this perspective, that were presented at the 

Second Secure Knowledge Management Workshop603.  

Hota et al.604 discuss the need for a high-level view on managing and securing KMSs in the big 

data era. They explain that this is important due to the richness that using knowledge can afford, 

over information or data, in answering how questions and the associated increase in 

complexity605. Complexity in this instance arises as, in addition to traditional KM cycle inputs, 
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big data creates the need to include non-traditional inputs too, thus increasing the richness of 

knowledge captured in the system. Hota et al. argue that this creates the need for knowledge 

specific security requirements since organisations operate in an increasingly interconnected 

world, where the potential risk and threat profile facing KMSs has increased.  

Singh and Salam606 discuss using a semantic information assurance-based framework to secure 

distributed KM elements. The system's objective is to handle reasoning, ontologies, and ways 

to discover common meaning for entity representations. To do this, they propose taking a 

holistic view by integrating three streams of research focused on e-business processes, 

information assurance, and semantic technology. Thus, their framework is primarily based on 

the use of semantic technology, with a focus on knowledge representation, structured 

collections and inference rules linked into a single automated system607. As they outline, 

knowledge codification, storage, retrieval, and sharing do not transpire in a vacuum. Rather, 

they occur through interaction in the context of business processes, be that in scientific, 

governmental, or commercial settings608. In the context of a business process, integrating a 

defined security approach provides the framework on which to develop a secure KM 

architecture. According to Singh and Salam609, this is particularly relevant where the focus is 

on managing explicit knowledge that is declarative enough to be represented by standards-

based representation languages. Singh and Salam state that practically this involves “defining 

the roles, permissions, access, and security of resources of information and knowledge from a 

dynamic business process perspective”610. As the authors explain, besides internal system 

security, combining this with both product, service and process knowledge allows for systems 

to be built for secure distributed KM across different business partner organisations. 

 
606 Singh & Salam, 2006. Semantic Information Assurance for Secure Distributed Knowledge Management: A 
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Bertino et al.611 argue that security needs to be integrated into the KM lifecycle for it to be 

effective612 and aligned with the KM and business strategies of the organisation. In line with 

the KM lifecycle613, their approach centres on utilising the principles of confidentiality, trust, 

and privacy614. Practically, this means following a rule-based systems approach structured 

around access control techniques, trust management and privacy controls hinging on key secure 

KM aspects and architecture. From a systems perspective, this means the application of role-

based access control and usage control, credential mechanisms, and encryption615. It also 

includes the application of trust management and negotiation frameworks. Bertino et al.616 

highlight that these are important, as KM often involves collaboration across multiple 

departments or organisations, and therefore requires adequate rules for managing collaboration. 

Issues of privacy are also important for secure KM to consider and can be managed through 

the application of technologies such as privacy-preserving data mining617.  

4.3.3.3 An Assurance Paradigm Relating to Knowledge Security in Organisations 

In line with the framework discussed above, concerning an ‘Assurance Paradigm’, four key 

perspectives were identified from the literature within this general knowledge security 

categorisation. These are: 1) A Non-Technical Security Measures Perspective. 2) A Structural 

Management Perspective. 3) A Security and Success Factor Perspective. 4) An Integration and 

Research Mapping Perspective. These are discussed in the paragraphs to follow. 

Non-Technical Security Measures Perspective – Desouza618 builds upon his previous 

research as a foundation and outlines that the reason for executives wanting to find mechanisms 

to protect knowledge assets is twofold. Firstly, knowledge assets have value and hold a special 

salience for organisations as they provide an advantage, drive, use resources and are not easily 

substituted619. Secondly, information security falls short as a sole knowledge protection 

mechanism, as knowledge assets are not easily visualised, are not products and are in a 

 
611 Bertino et al., 2006. Secure Knowledge Management: Confidentiality, Trust, and Privacy p 429. 
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614 Bertino et al., 2006. Secure Knowledge Management: Confidentiality, Trust, and Privacy p 429. 
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continuous state of flux; making them difficult to protect. Desouza620 argues that this creates a 

security misalignment, as organisations relegate security efforts to having technical 

mechanisms in place to ensure the security of their information systems. They then apply basic 

protocols such as identity badges for their human assets. In Desouza’s opinion621, these 

mechanisms and protocols do little to secure critical knowledge assets, as most knowledge 

security breaches exploit the non-technical weaknesses of an organisation622.  

Next, building on this research, Desouza argues that from a KM perspective, three barriers 

hinder organisations from effectively protecting their intellectual assets. These being that some 

organisations are still grappling with establishing an effective KM program; view security as a 

risk to sharing, or do not have a clear understanding of what needs to be protected623. To 

overcome these challenges, Desouza explores protecting intellectual assets from a more holistic 

perspective. He highlights that it is important to protect knowledge, which is used by the 

organisation to create value, as not all knowledge can or should be protected624. To protect 

intellectual assets, Desouza focuses on issues related to employees, ICT, alliances, physical 

security and crisis and disaster management.  

As employees are holders of value, knowledge is at risk of compromise through their 

intentional or unintentional actions625. Compromise can occur from sloppiness, obsolescence, 

competition for talent, entrapment of an employee, or malicious intent626. To mitigate these 

risks, mechanisms like background checks, regular check-ups, counterintelligence, incentives, 

education, and aligning security objectives with organisational goals can be used627. Relating 

to ICT security issues, Desouza focuses on the human aspects of security when using 
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technology to carry out business activities628. Compromise can occur from theft of mobile 

devices, their external usage, sensitive discussions in public and using insecure communication 

channels629. To mitigate these risks, measures should be implemented to secure travellers and 

their electronic channels, and to prevent technology-enabled duplication, storage and 

application630. Concerning strategic alliance security issues, Desouza explains that when 

collaborating with an external entity, an organisation opens some aspect of its business to them. 

For example, when entering into licensing agreements, product, or development contracts or 

through joint ventures631. Compromise can occur where the partner has weak security632, sub-

par performance, acting with guile, leaks, moving intellectual assets, hijacking and the 

incapacitation of the alliance633. These risks can be mitigated by ensuring an alliance of trust, 

monitoring behaviours and performance, incentives, and balancing risks634. Physical security 

issues pose a challenge to organisations that have large offices and a global footprint. Desouza 

discusses the importance of securing sensitive knowledge in premises and ensuring that 

facilities used for offsite meetings are secured. Additionally, he discusses the importance of 

protecting executives who travel635. Compromise can occur from intruders, foreign objects, 

offsite facilities, eavesdropping, how assets are handled when removed, assaults and high-risk 

neighbours. To mitigate these risks, measures should be implemented to control access points, 

monitor guests, inspections, working with neighbours and handle security on the go636. Crises 

and disasters can arise from both natural and human events. Here an organisation needs to 

prepare measures not only to protect knowledge loss but also to plan for the resumption of 

operations. Compromise can occur if the organisation is abnormally reactive and does not think 
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through the consequence of its actions637. To mitigate these risks, organisations should think 

through, plan, rehearse and be ready for these situations before they materialise638. 

Finally, Desouza ties this together by discussing how to assimilate these lessons through the 

implementation of several strategic considerations639. These include building a team; public 

relations; evaluation and monitoring of the security function; building or outsourcing it, local 

or global security; and prioritising goals and objectives. The objective of this approach is to 

support an understanding of an organisation’s knowledge security landscape. Practically, this 

means focusing on preventative measures such as contingency plans, scenarios, immediate 

response capabilities, learning capabilities and having virtual monitoring stations in place640. 

Popescul641 argues that current approaches to knowledge security can be overly complicated 

and lack focus on the social nature of knowledge. For example, employees can keep 

information relationships with ex-colleagues and there can be a breakdown in traditional 

structures642. The result of this is increased flexibility and access to organisational resources 

from external entities643. Popescul644 proposes using the CIA triad as a solution to engage with 

these aspects. Popescul645 does so to find a balanced solution that allows an organisation to 

achieve a favourable ratio between openness, protection, and innovation.  

Popescul646 argues that confidentiality involves ensuring that only authorised persons have 

access to relevant knowledge, usually in explicit forms. Applicable controls usually focus on 
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tangible sources of information; however, this focus can create a tacit paradox647. While explicit 

sources are easiest to secure, if tacit knowledge is not captured and converted to an explicit 

form, it will be lost, for example, when an employee leaves a company. According to Popescul, 

employee knowledge should be captured and stored in depositories where possible648. Popescul 

states that integrity involves ensuring that explicit knowledge is “kept in a correct and complete 

form and must not be modified without consent”649. If an employee leaves a company, it can 

result in a loss of integrity, even when not affecting confidentiality. This is because, they take 

their relational capital with them, which can result in unbalanced work teams. Protection in this 

instance must ensure that managers do their best to draw out valuable knowledge from 

employees and store it650. Accessibility focuses on ensuring that access to knowledge resources 

is given to authorised users at the appropriate time651. This is important, as cross-organisational 

and stakeholder collaboration is essential to achieve competitive success. Thus, making 

knowledge accessible in a secure way is important.  

Ilvonen et al.652 discuss that threats to knowledge can include things like employee turnover, 

obsolete knowledge, or leaks to competitors. Knowledge security is the managerial process that 

aims to secure it against these threats. Ilvonen et al.653 also outline that the mechanisms of 

knowledge security can consist of both formal and informal measures. Formal measures focus 

on KMSs and are aligned with information security. Informal measures focus on KM processes, 

cultural awareness, and recognition to deal with the human element. Ilvonen et al. also suggest 

using the CIA triad, but there are some differences from Popescul’s approach. Ilvonen et al.: 

emphasise handling integrity issues first and using this as the basis to ensure confidentiality 

and availability. This is done to improve sharing by minimising knowledge overload and 

defining which knowledge is of importance, as governed by the CIA triad654.  

 
647 Popescul, 2011. The Confidentiality – Integrity – Accessibility Triad into the Knowledge Security. A 
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Structural Management Perspective – Ryan655 explores “the concept of political engineering 

in knowledge security” framed through the need to create a knowledge security architect 

position. Ryan suggests that security bodies recognise the importance of offering information 

security management certifications. Yet, they do not offer similar training for knowledge 

security positions. Ryan contends that to manage knowledge security effectively, there is a 

need to extend training to the development of a knowledge security architect position656. A 

knowledge security architect would need technical skills, legal skills, political engineering 

skills and decision-making skills, like those of senior executives657. According to Ryan, having 

such skills is important, as the position would form an integral part of the knowledge strategy 

team of an organisation. Ryan argues that the importance of this role would be to deal with the 

more difficult broader architectural decisions brought about by the competing intangible needs 

of managing knowledge security. These can include an organisation’s politics, corporate 

culture, idea incubation desires, social interests, and employee culture. Additionally, there is 

often a need to make decisions or implement technology solutions based on less-than-ideal 

data, which would require engineering management skills.  

Harris et al.658 highlight the need for a standards-based approach for secure data sharing across 

organisations but do not provide much in the way of practical suggestions. They outline a series 

of activities for consideration, based on the conflicting need to share data as well as secure it; 

discussed in terms of the high costs involved to organisations. These activities are broadly 

focused on the issues of data management, KM, and security management. From a knowledge 

security perspective, they discuss the need for secure data sharing in KM related to establishing 

strategies, processes, and metrics for decision support659. They also argue that security 

standards must cover KM aspects too660.  

Security and Success Factor Perspective – Holsapple and Joshi661 aim to investigate the key 

success factors that influence KM. While knowledge security is not the primary focus of the 
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658 Harris et al., 2007. Standards for Secure Data Sharing Across Organisations p 86. 
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paper, it is briefly mentioned as forming part of broader KM success factors. In this regard, one 

of the key factors for success is control, particularly relating to human, managerial, and 

financial resources. The authors define control as centred around “ensuring that needed 

knowledge resources and processors are available in sufficient quality and quantity, subject to 

required security”662. As such, there are two critical issues associated with control. The first is 

the protection of knowledge resources, which consists of ensuring that said resources are 

protected against “loss, obsolescence, unauthorised exposure, unauthorised modification, and 

erroneous assimilation” 663. The second is ensuring the quality of knowledge resources, which 

consists of “controls to govern the quality of knowledge used in an organisation” 664.  

Park665 aims to identify the key issues concerning secure KM and to draw consensus among 

domain experts to accelerate research and development in the field. Park666 explains that in 

terms of the digitalisation of KM, information security does not cover a wide enough range of 

KM practices. Additionally, researchers have also largely ignored the question of how to secure 

KM practices effectively. Park argues that while securing knowledge is seen as a barrier to 

sharing, not securing knowledge can also create a barrier to sharing667. The reason Park gives 

is that a lack of security controls can result in a reluctance “to share knowledge because of the 

unknown threats associated with industrial espionage”668. Additionally, making things too open 

can also create the potential to overload employees with irrelevant knowledge669. Achieving 

balance is a difficult task, as it is imperative for organisations to remain competitive while still 
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safeguarding their knowledge resources. Thus, SKM should help to extend the KM concepts, 

tools, and strategies from a security-driven perspective to achieve this balance670.  

Jennex and Zyngier671 explore why security should be viewed as a stronger critical success 

factor when determining KM success672, particularly in KM research673 as integrated into KM 

success models674. For KM to be successful, they outline that it should be focused on capturing 

the right knowledge, getting it to the right users, and using it to improve performance 

securely675. They suggest that security is not something that is intuitive to KM researchers, 

where the focus is generally on overcoming barriers to knowledge transfer676. Where there is 

some focus given to security, they highlight that this generally deals with security technologies 

related to KM systems677. Yet, as they argue, having a broader sense of KM security is 

important, particularly from a governance and integrated model perspective, to mitigate threats 

targeting critical knowledge678. Thus, Jennex and Zyngier679 discuss framing security as a KM 

and governance issue by using a risk management view, combined with the National Security 

Telecommunications and Information Systems Security Committee model (NSTISSC). They 

propose doing so by using the model to develop a KM security plan that is not bound by any 

specific technologies, organisational needs, or characteristics680. When applied to KM, the 

focus of this plan should include management support, leadership, awareness, resource 

allocation, risk management, strategy, controls, and policies focused on protection, access, and 

use681.  
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Mills and Smith682 evaluated the impact of specific KM resources, such as KM enablers and 

processes, on organisational performance. They did this by surveying managers683 to assess the 

links between specific KM resources and organisational performance684. Part of their analysis 

examined the impact of knowledge protection as a contributing factor to organisational 

performance685. They found that knowledge protection is of statistical significance (p ≤ 0.05) 

as a positive contributing factor to organisational performance686. Mills and Smith state that 

“knowledge protection is necessary for effective functioning and control within 

organisations”687. They frame it as focusing on things like copyright and patents as well as IT 

systems used to handle knowledge. They explain further that there is no “silver bullet”688 to 

enhancing organisational performance and managers need to identify which resources and 

capabilities will be most effective in their context689. 

Integration and Research Mapping Perspective - Jennex and Durcikova690 posit that there is 

not a close enough link between information systems security and KM. They contend that this 

is due to a lack of research and practical interest among practitioners and executives, as it is 

seen to conflict with knowledge sharing or create difficulties in balancing KM objectives691. 

Additionally, if information security issues are considered at all, it is done more as an 

afterthought692. Yet, having such a link, they argue, is important due to the growing reliance on 

knowledge in organisations and an environment of persistent threats directed towards 

knowledge assets. The authors suggest that there is a need for KM managers to be more familiar 

with information security and that it would be beneficial for organisations to develop positions 

 
682 Mills & Smith, 2011. Knowledge Management and Organisational Performance: A Decomposed View p 156. 
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focused on SKM. Jennex and Durcikova693 contend that KM governance needs to be integrated 

more with security policies and standards and that security professionals need to work 

alongside KM professionals. 

4.3.3.4 A Risk Management Paradigm Relating to Knowledge Security in Organisations 

In line with the framework discussed above, concerning a ‘Risk Management Paradigm’, three 

key perspectives were identified from the literature within this general knowledge security 

categorisation. These are: 1) A Knowledge Retention Perspective. 2) A Balanced Sharing 

Perspective. 3) An Integrated Knowledge Risk Perspective. These are discussed in the 

paragraphs to follow. 

Knowledge Retention Perspective – The International Atomic Energy Agency694 (IAEA) 

discusses the role of risk management in preventing knowledge loss in nuclear industry 

organisations. The IAEA explains that such loss can take the form of experts retiring or industry 

talent being lost in other ways affecting corporate memory and capability. They state that this 

“poses a clear internal threat to the safe and reliable operation of nuclear facilities” 695, with the 

same idea being paralleled to non-nuclear industries. To tackle this problem, the IAEA696 

proposes using a strategic risk management-based approach “to determine the potential for loss 

of critical knowledge” 697, particularly knowledge that is undocumented and would be lost with 

the departure of experienced industry workers698. The IAEA699 emphasises that as part of this 

process, it is also important to include inputs from programmes based around workforce 

planning, recruitment initiatives, training programmes, succession planning, and leadership 

development as well as KM components. The reason is that these elements build and feed into 

an organisation’s broader critical knowledge retention objectives.  

As with the IAEA publication, Boyles et al.700 also examine taking a risk management approach 

to preventing knowledge loss in nuclear organisations. It appears that the journal publication 
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by Boyles et al. is related to the original IAEA handbook publication, as it follows the same 

paradigm and recommendations and identifies the same problems and solutions. Thus, they 

recommend a process, from the position of organisations, consisting of conducting knowledge 

loss risk assessments to identify specific knowledge loss threats; evaluating the consequences 

of the loss of critical knowledge and skills; developing action plans to retain critical knowledge; 

and using this knowledge to improve the skills and competencies of new and existing workers.  

Jennex701 proposes a methodology for organisations to assess the risk of knowledge loss, based 

on the IAEA approach, should an employee leave. Although the process is the same as that of 

the IAEA, some additional considerations are mentioned. Jennex702 points out that a less 

thought about aspect of an employee leaving is the strategic impact of losing someone with 

decades of experience703. This can be detrimental, as it can fundamentally affect the core 

capabilities of an organisation to perform its objectives, with the subsequent cost, therefore, 

being much higher704. For example, through knowledge worker loss, the capability of energy 

companies in California was diminished, leading to the 2001-2002 energy crisis in that 

region705.  

A further issue raised by Jennex706 is the practice of capturing the knowledge of leaving 

employees. Jennex argues that even when such knowledge is captured, it is not always easily 

translatable and reusable by new employees as it lacks context and universal application. To 

counter this, Jennex707 proposes that instead of focusing on knowledge at the employee position 

level, emphasis should rather be placed on the individual skills level. This distinction is needed 

as most organisations have a project, product or service focus rather than the nuclear industry’s 

focus on systems708. As this focus is different, it means that an individual’s experience in other 

industries can vary widely, making it more important to assess the individual rather than the 

position709.  
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Balanced Sharing Perspective - Ryan710 highlights the challenges associated with how to 

manage the tension between knowledge sharing and IP protection. Ryan does so by using a 

combination of narrative and analysis focused on the importance of return on investment (ROI). 

This is characterised by risk and managing the transience of knowledge through systems, 

processes, and partner organisations711. From a security perspective, Ryan712 outlines the 

difficulty and complexity associated with trying to manage and secure knowledge in a transient, 

essentially borderless, environment. Thus, as Ryan713 discusses, it is not possible to secure 

everything and that there needs to be a middle ground when securing knowledge assets. Taking 

such an approach is important so as not to hinder efficiency, kill innovation or employee 

morale. To overcome this, Ryan proposes using ROI as a mechanism to calculate the expected 

benefit of securing knowledge, to the context value of the knowledge being protected.  

Integrated Knowledge Risk Perspective – Shedden et al.714, take the view that current KM 

philosophies are inherently insecure, resulting in the loss of key knowledge through the failure 

of business processes715. To counter this, they outline that a supportive control process needs 

to be in place, that ensures that required knowledge processors and resources are available in 

enough quality and quantity716. Also, that they are subject to appropriate security requirements. 

They continue by outlining that this insecurity has been perpetuated due to the conflicting 

paradigm between sharing and securing knowledge.  

To tackle this challenge, Shedden et al.717 propose incorporating a knowledge perspective into 

security risk assessments; structured around the Operationally Critical Threat, Asset, and 

Vulnerability Evaluation – Small (OCTAVE-S) methodology. Currently, applying information 

security based approaches to assess knowledge risk directly is problematic, as it may obscure 

key risks associated with the cultivation and deployment of organisational knowledge718. This 

is because information security risk assessments focus on the tangible, while knowledge can 

be intangible too. For example, while typical information security methodologies identify 
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people as critical assets, consideration also needs to be given to detailed accounts of individual 

knowledge, collective knowledge, and their relationship to organisational processes719.  

Padyab et al.720 discuss too how risk methodologies like OCTAVE-S fail to address knowledge 

security issues adequately. They argue that it is in part due to the focus on organisational 

processes as technical activities, combined with a lesser focus on the organisational dynamics 

of information management and knowledge sharing721. Thus, as they explain, knowledge can 

be at risk in situations where it is shared outside of the technical realm, between people and the 

organisation722. Additionally, knowledge sharing may concern both tacit and explicit 

knowledge and involve the knowledge creation modes of SECI as outlined by Nonaka.  

As a solution, Padyab et al.723 propose using a genre-based approach to assess information and 

knowledge security risks. The objective is to orientate the risk assessment methodology toward 

a knowledge-centric paradigm. Padyab et al.  discuss that this can be done by using the genre-

based analytical method or identifying organisational communication patterns through which 

knowledge is shared. According to Padyab et al.724, a genre of organisational communication 

is a typified communicative action invoked in response to a recurrent situation. Additionally, 

genres can also “capture”725 information regarding business practices that are undocumented, 

existing in people’s minds and communication habits726. Taking such an approach, as Padyab 

et al.727 argue, is useful as communication patterns are viewed as the basis for mapping 

knowledge sharing and the related knowledge sharing security risks.  

Thalmann et al.728 contend that there has been a lack of focus on knowledge protection, as 

opposed to sharing, in both the literature and practice. As a result, they suggest that when 

attention is given to protecting data and information, not understanding the balance between 

sharing and protection, could result in a rigid implementation. Rigidity, in this instance, means 
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that the related goals are thought about in a non-systematic way. Similarly to Padyab et al., 

they outline that, while IT security management (ITSM) already proposes frameworks, 

guidelines, and modes729, explicit knowledge is not stored in physical IT systems alone. Rather, 

it is exchanged via social software or media and is difficult to protect by traditional ITSM. 

Further, the implicit knowledge stored within organisational IT, employees and the transfer 

pipeline needs to be protected too730. Thus, Thalmann et al.731 suggest developing an integrated 

risk management framework. They outline that the framework should be developed 

holistically, by incorporating risk management, ITSM, performance measurements and KM, 

covering both the technical and non-technical elements embedded in processes and systems732. 

Technical aspects are associated with process mining techniques, governed by the interaction 

between the different elements. Non-technical aspects are those associated with processes733. 

Thalmann et al.734 point out that a key aspect of this approach is to combine the framework 

with measuring the success of organisational KM and knowledge protection. Additionally, to 

identify and assess the associated risks and suggest controls to help reduce these735. In this 

instance, measurement is aligned with a structured ITSM approach used to gauge things like 

compliance to standards, guidelines, frameworks, etc., through the knowledge auditing 

process736. Thalmann et al.737 suggest that using a measured approach to knowledge protection 

allows an organisation to gauge the effectiveness of the controls and performance of the 

knowledge protection measures they put in place738. 
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Knowledge Protection p 33. 

738 Thalmann et al., 2014. An Integrated Risk Management Framework: Measuring the Success of Organisational 

Knowledge Protection p 33. 
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4.3.3.5 Examining the Balance of Categories  

Upon examining the literature presented in Table 4-5, there is a clear research focus orientated 

towards issues related to systems security (18 texts), assurance (11 texts) and risk management 

(7 texts), with DIS (2 texts) bringing up the rear. The balance of focus appears to be aligned 

with the growth in the importance of information security elements for organisations739 and 

their application to the KM paradigm. In addition, there appears to have been several key 

driving factors from within the knowledge security research community that have contributed 

to this balance.  

Firstly, relating to the focus on the ‘Systems and Security Paradigm’, this appears to be because 

of the outcomes of a series of conferences and workshops on secure KM, originating in the 

mid-2000s. The primary event associated with this development was The First Secure 

Knowledge Management Workshop which took place in 2004740. As part of the proceedings of 

the workshop, Park et al. conducted a Delphi Study on a sub-group of the participants and 

interested parties. They did this to determine the key issues that would need to be thought about 

in terms of developing a coherent research agenda741, related to knowledge security. The results 

of the analysis by Park et al. have been summarised in Table 4-6 and include 18 important 

areas related to secure KM742. 

Upon examination of the 18 important areas, it is apparent that these issues framed the research 

focus of knowledge security in a very technically driven, systems focused way. This approach 

can be seen in the other research papers stemming from The Second Secure Knowledge 

Management Workshop743, where most took a systems security focus. For example, Memon 

and Daniels, who participated in the second workshop, state that “security is a major issue 

 
739 Zurich Insurance Group, 2015. Risk Nexus: Overcome by Cyber Risks? Economic Benefits and Costs of 

Alternate Cyber Futures p 11. 

740 Park et al., 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a 

Delphi Study p 422. 

741 Park et al., 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a 

Delphi Study p 422. 

742 Park et al., 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a 

Delphi Study p 423. 

743 Memon & Daniels, 2007. Special Issue on Secure Knowledge Management p 449. 
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revolving around KMSs”744, thus reinforcing a technically driven745 KMS or semantic web 

security paradigm.  

Table 4-6: Ranking of Important Issues in Secure KM Research by Park et al. 

Key Research Issues by Rank 

1. Developing access controls and policies for organisational knowledge 

2. Datamining/utilisation techniques under security and privacy considerations 

3. Understanding economics of knowledge sharing and information security investment 

4. Designing and developing techniques for SKM systems and secure content management 

5. Adopting semantic web for interoperable KM system/integration of KM across heterogeneous 

systems 

6. Advances in information privacy 

7. Understanding economics of knowledge markets 

8. Aligning business policy, business processes and SKM policy 

9. Improving knowledge representation 

10. Developing trust management mechanisms for networked systems 

11. Securely managing knowledge at the data level 

12. Exploring the roles and implications of government in information security 

13. Developing mechanisms to effectively handle vulnerability/threat responses 

14. Improving interaction between security mechanisms and their users 

15. Improving effectiveness of secure systems 

16. Developing self-defending/healing mechanism in computer systems 

17. Developing metrics for SKM productivity and improving KMS productivity 

18. Secure KM for wireless services 

From this view, the technical focus of the research seems to correlate with technology being 

the driving force for KMSs746. Since the system aspects relating to the functioning of a KMS 

are almost always technically focused, it can be argued that it creates a need for technically 

orientated solutions; as with the focus of cyber security driven solutions747. Further, it is also 

likely due to there being more complicated issues associated with KMSs when it comes to 

 
744 Memon & Daniels, 2007. Special Issue on Secure Knowledge Management p 449. 

745 Memon & Daniels, 2007. Special Issue on Secure Knowledge Management p 449. 

746 Maier, 2005. Knowledge Management Systems: Information and Communication Technologies for Knowledge 

Management p 273-274. 

747 Beard, 2019. Harvard Business Review: Why Cybersecurity Isn’t Only a Tech Problem [Online]. 
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managing access rights, as opposed to traditional information systems748. In addition, there is 

also the complexity of needing to validate the knowledge and documents contained in these 

systems749. Thus, there is a large variety of complexity associated with defining who has access 

to what knowledge resources across teams and how this access is granted and managed when 

conflicting requirements occur750. Since these are driven by ICTs751, it makes sense that there 

would be an interest in researching solutions as to how this can be achieved autonomously. The 

objective is to relieve the cognitive load on IT personnel as mentioned previously752. The 

combination of the direction of the research focus, the increased reliance on technical 

mechanisms and the upswing in the criticality of cyber security related issues in organisations, 

seems to have set the stage for the research focus followed. When examining the more recently 

listed workshop domains of the Secure Knowledge Management Workshop753 from 2017, there 

was still a strong focus on technical approaches to KM and KMS issues. For example, some of 

the domains listed on the conference website include issues relating to cloud computing, big 

data, the internet of things, cyber-physical systems, data mining, threat detection and so on754, 

all of which hold a similar technical focus to more recent developments in the cyber technical 

framework as it relates to KM and KMS issues.  

Secondly, relating to the focus on the ‘Assurance Paradigm’ and ‘Risk Management Paradigm’, 

these appear to be consistent with the increased general research focus into organisational 

information security, assurance, and risk issues. These issues have increased in importance 

from the mid-2000s onwards, seemingly correlating with the rise in the importance of 

information and knowledge from an economic perspective. From an organisational perspective, 

this too aligns with the growth in demand for information security, as indicated by the increased 

spending on cyber security in both the corporate and public sectors755. Having this focus 

appears to create something of a feedback loop into increased research related to these topics 

 
748 Ruiz et al., 2011. A Framework and Implementation for Secure Knowledge Management in Large 

Communities p 1-3. 

749 Ahmad & Ewe, 2005. A Model for Secure Knowledge Sharing p 1-4. 

750 Ahmad & Ewe, 2005. A Model for Secure Knowledge Sharing p 1-4. 

751 Maier, 2005. Knowledge Management Systems: Information and Communication Technologies for Knowledge 

Management p 273-274. 

752 Arora, 2006. Autonomic-Computing Approach to Secure Knowledge Management: A Game-Theoretic 

Analysis p 487. 

753 CSIAC, 2017. Secure Knowledge Management Workshop 2017 (SKM 2017) [Online]. 

754 CSIAC, 2017. Secure Knowledge Management Workshop 2017 (SKM 2017) [Online]. 

755 Zurich Insurance Group, 2015. Risk Nexus: Overcome by Cyber Risks? Economic Benefits and Costs of 

Alternate Cyber Futures p 11. 
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in academia. In turn, reflecting on the popularity of the research interests into KM and the 

framing of knowledge security from a security, assurance, and risk-based view. The research 

focused on systems security, assurance and risk issues seem to relate to those aspects outlined 

by Park et al. as most urgent to deal with756. In this regard, Park et al. found the most important 

issues to be “developing access controls, policies, advances in information privacy and 

designing and developing techniques to secure KMSs and to secure their contents” 757. 

According to Park et al., these issues also need to align with business policy, processes, privacy 

issues, and knowledge security policy. Thus, this requires research focused on both technical 

and non-technical security issues.  

Finally, relating to the smaller focus on the ‘DIS Paradigm’ as applied to commercial 

organisations, this appears to have been driven by the work of Desouza758. Fitz-Gerald759 argues 

that this is a more controversial approach to take, as the DIS view is based on 

counterintelligence principles and other DIS based security mechanisms760 as a means of 

securing knowledge in commercial organisations. Therefore, such approaches do not fit with 

the traditional information security, assurance or risk research agendas of most knowledge 

security authors. However, even though taking such an approach to knowledge security in 

commercial organisations is less popular, it is still of value761 and could be considered 

something of an under-researched area. This becomes evident when facing competitive 

intelligence gathering, which employs a different array of tactics beyond the realm of systems 

security, assurance, or risk tools. Thus, they may not be adequately placed to deal with such 

threats, and it is not necessarily a true reflection of a DIS approaches potential value in securing 

organisational knowledge.  

 
756 Park et al., 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a 

Delphi Study p 425. 

757 Park et al., 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a 

Delphi Study p 425. 

758 Desouza, 2007. Managing Knowledge Security: Strategies for Protecting Your Company's Intellectual Assets 

p 85-99. 

759 Fitz-Gerald, 2008. Review: Managing Knowledge Security: Strategies for Protecting Your Company's 

Intellectual Assets, K.C. Desouza p 342. 
760 Dezouza & Vanapalli, 2005. Securing Knowledge in Organizations: Lessons from the Defence and 

Intelligence Sectors p 89. 

761 Fitz-Gerald, 2008. Review: Managing Knowledge Security: Strategies for Protecting Your Company's 

Intellectual Assets, K.C. Desouza p 342. 
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4.5 Conclusion 

Chapter 4 formed the third and final part of the theoretical analysis and aimed at outlining what 

security approaches are expressed in the literature that focus on KM, how they can be 

categorised and why there is a need for knowledge security. This was in line with the research 

questions as illustrated in Chapter 1, Figure 1-2762 763. Thus, the objective of Chapter 4 was to 

provide an overview of the security literature relating to what security dimensions are 

expressed therein, keeping the KM paradigm in mind. I did this by firstly establishing context, 

through examining the need to integrate knowledge security with KM and the need for 

knowledge security in organisations. Next, the literature was examined in detail based on a 

process of identification and categorisation. The result of this process allowed for the 

identification of key paradigms and perspectives from within the body of literature, as relating 

to securing knowledge in organisations. Finally, a brief analysis was given as to the possible 

reasons for the most common paradigmatic focuses from the literature in terms of examining 

the balance of the categories. Chapter 5 will examine knowledge security in teaching and 

academic programs. I will do this to relate knowledge security activity to the industry 

perspective, to provide as complete a picture as possible for the conceptual model inputs. This 

will form the first part of the empirical analysis and pertains to the research objective of 

examining if knowledge and security are treated as separate entities in the teaching and 

academic programs at leading universities. 

 

  

 
762 Research sub-question 4.1: What security approaches are expressed in the literature that focus on KM and 

how can they be categorised?  

763 Research sub-question 4.2: Why is there a need for knowledge security?  
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Part 2 – Empirical Analysis 
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Chapter 5 

Review of Knowledge Security in 

Leading Academic Programs 

5.1 Introduction  

The chapter deals with the first part of the empirical component of the study following an open-

access approach. Thus, it consists of a review of whether knowledge and security are treated 

as separate entities in the teaching and academic programs of leading universities in the field 

of information science and studies. This approach is premised on the view that what is taught 

at leading universities will provide a representation of what the state of the art is and thus what 

is being pursued in organisations. The initial assumption is that security and KM are treated as 

separate areas in academia and will be treated as separate areas in practice. It sets the foundation 

to confirm or deny this in the second part of the empirical component of the study, examined 

in Chapter 6, and to help provide further inputs for the development of the conceptual model 

outlined in Chapter 7. The chapter begins by firstly outlining how the leading universities were 

identified. This is followed by an overview of the approach used to review these leading 

universities, to establish the relationship between KM and security, if any. Finally, the findings 

of the analysis are discussed, as they relate to each university, and a discussion of the overall 

findings is given.  

5.2 Identifying Relevant Universities 

The first task of the investigation was to identify and compile a list of relevant universities. 

The objective here was not to identify the teaching and academic activities relating to KM and 

security at all universities. Rather, it was to examine if the selected leading universities in the 

field of information science and studies conducted such activities and to establish if these were 

integrated or not. For this purpose, five universities in the United States of America (USA) and 

five in the European Region (EUR), who are perceived to be academic leaders in the field of 

information science and studies, were chosen. There are several reasons for focusing on the 
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USA and EUR regions. Firstly, these regions are perceived to be at the forefront of having to 

deal with security threats. For example, according to the Malwarebytes Lab764, the USA and 

EUR regions have the highest level of threat detections by their software. Secondly, according 

to the International Monetary Fund (IMF)765, the USA and EUR regions contain 11 of the 20 

biggest economies in the world. Thirdly, based on the World Bank’s Knowledge Economy 

Index (KEI), which is derived from the four pillars related to the knowledge economy766, 16 of 

the top 20 countries listed (last available data from 2012) are found in these regions. Fourthly, 

according to the Times Higher Education (THE) World University Rankings767, based on 13 

performance indicators which include teaching, research, and knowledge transfer, 19 of the top 

20 universities listed are found in these regions. Thus, assuming based on these factors that 

how leading universities in these regions handle the concept of knowledge security will reflect 

the state of the art as it currently stands in academic training and, therefore, how it translates 

into practice.  

5.2.1 The Identification Process  

The identification of the institutions was done based on the use of rankings systems relevant to 

information science and studies. Although several ranking bodies were examined768, not all 

were deemed to be relevant for this investigation because some rankings were too broad in 

their approach, either listing only broad concepts like “IT”, or only drilled down to a faculty 

level, such as “Humanities”. As the rankings used needed to be relevant to information science 

and studies, I eliminated those that did not have a specific focus on these areas. Thus, I was left 

with the following rankings: 1) U.S. News & World Report for Library & Information Science 

and Studies Rankings. 2) Quacquarelli Symonds (QS) rankings for Library and Information 

Management. 3) Academic Ranking of World Universities for Library and Information Science 

and Studies.  

 
764 Malwarebytes Labs, 2020. State of Malware Report - 2020 p 6. 

765 IMF, 2020. IMF Data Mapper, GDP - Current Prices [Online]. 

766 Wikipedia, 2019. Knowledge Economic Index [Online].  

767 Times Higher Education, 2020. World University Rankings 2020 [Online]. 

768 Examples of the university ranking bodies considered include: The National Taiwan University Rankings, 

Leiden Ranking, Webometrics, CHE University Rankings, European Classification of Higher Education 

Institutions, Multirank University and College Rankings, U.S. News & World Report Rankings, Cybermetrics 

Lab Rankings, Academic Ranking of World Universities (Shanghai Rankings), University Ranking by 

Academic Performance, The Times Higher Education World University Rankings, Clarivate Analytics 

Rankings and The Quacquarelli Symonds University Ranking. 
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While university rankings are perceived to be somewhat controversial, I decided that they were 

still suitable for use in the objectives of this research. My justification is that the objective was 

not to get an absolute definitively ranked and ordered list, where the position would be 

important, but rather to identify a general array of factors that related to the institutions that are 

seen to be leaders in the field. As an additional check to see that the rankings were 

representative of information science and studies, and as a precursor to the filtering and 

selection of the final five universities in each region, I also cross-checked the ranking lists with 

the iSchools organisation members list.  

The iSchools organization was founded in 2005 by a collective of Information 

Schools dedicated to advancing the information field in the 21st Century. The 

organization incorporated as iSchools Inc. in 2015 and was granted 501(c)(3) non-

profit status by the IRS in 2016. These schools, colleges, and departments have been 

newly created or are evolving from programs formerly focused on specific tracks 

such as information technology, library science, informatics, and information 

science/studies. While each individual iSchool has its own strengths and 

specializations, together they share a fundamental interest in the relationships 

between information, people, and technology769. 

While not a completely representative list of all information science and studies institutions, it 

was useful to check if most of those institutions found were listed there too. Of my list of 

preliminarily identified institutions from the rankings for the USA, 75% were also listed on the 

iSchools organisation database and 37.5% for the EUR region. As the iSchools organisation 

was founded in the USA, the higher representation of US universities made sense with the 

37.5% from the EUR region being proportional to their lower representation in the database. 

Through the filtering and aggregation process, I aimed to further refine my list by using the 

iSchools group as a representative filter, as discussed in the section to follow. The list of 

identified institutions per ranking body is shown in Table 5-7. This consists of the ranking 

body, the year of the ranking, the region from which the universities are from and the 

universities as listed by the ranking bodies.  

  

 
769 iSchools, 2020. About the iSchools Organisation [Online]. 
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Table 5-7: List of Identified Institutions per Ranking Body 

Ranking Body Year University 

United States of America 

U.S. News & World Report – Library & Information 

Science and Studies Rankings770 

2017 • University of Illinois, Urbana-

Champaign 

• University of Washington 

• University of North Carolina, 

Chapel Hill 

• Syracuse University 

• University of Michigan, Ann 

Arbor 

Quacquarelli Symonds – Library & Information 

Management Rankings771 

2020 • University of North Carolina, 

Chapel Hill 

• University of Illinois, Urbana-

Champaign 

• University of Washington 

• Syracuse University 

• Indiana University 

Bloomington 

Academic Ranking of World Universities – Library & 

Information Science and Studies Rankings772 

2019 • Harvard University 

• University of Michigan, Ann 

Arbor 

• Indiana University 

Bloomington 

• Vanderbilt University 

• University of Washington 

Europe 

Quacquarelli Symonds – Library & Information 

Management Rankings773 

2020 • University of Sheffield 

• Loughborough University 

• University of Amsterdam 

• Tampere University 

• University College of Borås 

Academic Ranking of World Universities – Library & 

Information Science and Studies Rankings774 

2019 • University of Amsterdam 

• University of Wolverhampton 

• KU Leuven 

• University of Granada 

• University of Sheffield 

 
770 US News & World Report, 2017. Best Library and Information science/studies Programs [Online]. 

771 QS World University Rankings, 2020. Library and Information Management [Online]. 

772 Academic Ranking of World Universities, 2019. Shanghai Ranking's Global Ranking of Academic Subjects 

2019 - Library and Information science/studies [Online]. 

773 QS World University Rankings, 2020. Library and Information Management [Online]. 

774 Academic Ranking of World Universities, 2019. Shanghai Ranking's Global Ranking of Academic Subjects 

2019 - Library and Information science/studies [Online]. 
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5.2.2 The Filtering and Aggregation Process  

Upon completing the compilation of the list, I moved on to conduct a process of filtering and 

aggregation to determine the final five universities chosen for each region. To do this, I used 

my spreadsheet software’s “Conditional Formatting” function to eliminate duplicates. After 

doing so, I was left with a list of eight universities for both the USA and EUR regions. To cut 

the list of identified universities down to the final five, I proceeded to rank the remaining entries 

on the list further according to five selected criteria: 1) If they have an iSchools listing. 2) The 

most recent year they appeared on a ranking list. 3) How often they appeared on my chosen 

rankings’ lists. 4) If they had an information science and studies related department in their 

university. 5) If there was a website available for their information science and studies related 

university or department and if it was available in English. For each of these elements, I 

assigned a score. One point was assigned for each element listed and one point for each time 

the listing appeared in my chosen rankings list, to keep its weighting relative to the other 

criteria’s scores, as shown in Table 5-8. 

In terms of my selection of the different criteria, the iSchools listing was chosen as it helps to 

identify more reputable universities in the field and thus adds some validity to the universities 

included on my list. The criterion of year was chosen where more recent 2020 listings were 

favoured. I assigned a point for any university that appeared in a 2020 ranking list as this 

indicates a more recent representation of their listed ranking. The listed frequency in my 

selected rankings lists was chosen as a factor in that those universities that appear more on the 

rankings’ lists are likely to be more representative of being leading institutions in the field 

based on the criteria of the different lists. Having an information science and studies orientated 

department was chosen as a criterion, as it seems indicative of a more formal academic and 

teaching focus in the field, where special attention has been assigned to information orientated 

studies within the respective university. Finally, having an English version of the relevant 

universities websites was chosen as important, as some universities are in non-English speaking 

countries. As, it would not be easy for me to search their teaching and academic content in this 

regard if there was not an English version available. The final five universities chosen for each 

region that were analysed, in no order, are presented in Table 5-9. 
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Table 5-8: Filtering Matrix Used to Select the Final Universities for Analysis 

University iSchools Year List 

Frequency 

Info 

Studies 

Website Score 

United States of America 

Washington Yes 2020 3 Yes Yes 7 

Indiana 

Bloomington 

Yes 2020 2 Yes Yes 6 

Syracuse  Yes 2020 2 Yes Yes 6 

Illinois, Urbana-

Champaign 

Yes 2020 2 Yes Yes 6 

North Carolina, 

Chapel Hill 

Yes 2020 2 Yes Yes 6 

Michigan, Ann 

Arbor 

Yes 2019 2 Yes Yes 5 

Harvard  No 2019 1 No No 1 

Vanderbilt  No 2019 1 No No 1 

Europe 

Sheffield Yes 2020 2 Yes Yes 6 

Amsterdam Yes 2020 2 Yes Yes 6 

Borås Yes 2020 1 Yes Yes 5 

Tampere  Yes 2020 1 Yes Yes 5 

Loughborough  No 2020 1 Yes No 3 

Granada No 2019 1 Yes No 2 

KU Leuven No 2019 1 No No 1 

Wolverhampton No 2019 1 No No 1 
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Table 5-9: Aggregated Lists of USA and EUR Universities 

United States of America Europe 

• Indiana University Bloomington 

• Syracuse University 

• University of Illinois, Urbana-Champaign 

• University of North Carolina, Chapel Hill 

• University of Washington 

• University of Sheffield 

• Tampere University 

• University of Borås 

• University of Amsterdam 

• Loughborough University 

 

5.3 Analysis of Selected Universities 

For my investigation into what is taught at leading universities with regards to information 

science and studies, I aimed to cover as broad a scope as possible. To do so, I decided to follow 

a competitive intelligence gathering approach based on open-source intelligence gathering 

(OSINT)775, whereby I searched each university’s website for all public information available 

relating to the concept of knowledge and security. Any findings identified because of this 

process were then captured in a spreadsheet to be able to discuss and analyse them further as 

needed. The approach used was thus qualitative, as the material being examined relied on 

personal knowledge and insight and was not based on capturing statistics relating to the 

occurrences of the terms or some other form of statistical relationship.  

The terms used to search the relevant websites were identified from the texts examined for the 

literature review as carried out in Chapter 4. I did so, as I considered that this would be 

indicative of the accepted terms relating to the concept of knowledge security if it were being 

taught in any of the universities being investigated. When I initially classified the original texts 

in Chapter 4, apart from assigning the texts a reference code relating to their area of focus, I 

also assigned a reference code relating to the key semantic terms used in the texts. This was in 

terms of how the texts referred to the concept of knowledge and security. I then took these 

results and processed them, again using spreadsheet software, into a list of the most common 

terms found in the literature. The list of commonly identified terms/phrases relating to 

knowledge and security from the literature review conducted in Chapter 4 are as follows: 

1. Secure Knowledge Management, 

2. Knowledge Security, 

3. Knowledge Protection, 

 
775 CIA, 2010. Intelligence: Open-Source Intelligence [Online]. 
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4. Knowledge Loss, 

5. Knowledge Retention and 

6. Secure Knowledge Sharing. 

When compiling the terms, I aimed to avoid listing abbreviations. I did so as using 

abbreviations would run the risk of cluttering the search results with irrelevant information as 

abbreviations can mean different things in different fields of study. I, therefore, focused on 

using whole search terms, as I assumed that these would appear in any related material on the 

universities’ websites in full format at least once. 

Commencing with the searches, I decided to use Google Advanced Site Search to search each 

of the listed universities’ websites. I did so, as it allowed for a faster more comprehensive 

search to take place of the whole website, rather than manually exploring each page on an 

information orientated department’s website. To conduct the search, I thus focused on using 

each university’s domain name, as part of the advanced search criteria, to keep the scope broad. 

I took such an approach to cover any potential cross-departmental collaborations, or research 

being done by research centres in addition to the primary information science and studies 

focused departments. The relevant information science and studies focused departments were 

thus also covered by using this broad approach as it included any subdomains in the search 

results too. The site search was based on the search formulation of ‘Your Term Here 

site:yoursitehere.edu’. This was a valid approach to take, as doing so also covered any relevant 

subdomains falling under the root domain searched. For example, domains such as 

‘name.yoursitehere.edu’ or ‘yoursitehere.edu/name’. 

Before commencing with the search, I also checked to see that each university site searched 

had the same root domain for their departmental websites. I took this approach to ensure that 

the relevant subdomains used were covered by the root domain and that the domains for certain 

parts of their websites were not completely different. I found only one instance where some 

course information was stored under a different domain name, which was not a subdomain of 

the root domain, while the main department and university sites were stored as subdomains 

under the university’s root domain. For example, where a university website was listed in the 

format ‘yoursitehere.edu’ and part of the course information listed fell under a different domain 

name such as ‘differentsitename.com’. Fortunately, there was only one such difference found, 

that being for the University of Washington, where some course module information was stored 

under a different domain name, and I thus integrated the findings from the two different domain 
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searches into a single representation of the findings. As I conducted the searches, any relevant 

information was captured in the spreadsheet as the process progressed to write it up later. 

Once the search results had been returned by Google Advanced Site Search, I manually filtered 

the results. I did this by reading the different page titles listed and examining the page 

descriptions relating to the context of their highlighted key terms. Pages that appeared to be 

relevant to what I was searching for, I opened in new tabs and used my browser’s built-in 

search function to search for the keywords from the original search terms used. So, for example, 

if I had searched for the term ‘Knowledge Security’ and I found a page that I considered to be 

relevant, I then opened that page in a new tab and searched for the phrases and words 

‘Knowledge Security’, ‘Knowledge’ and ‘Security’. If a word or term was found on the 

relevant page, I read the text around it to determine if it had something to do with my topic of 

interest or was used in a different context. I read the titles and, where possible, the 

descriptions/abstracts, for each page to gain more context. I also drilled down further into any 

relevant links found on the pages that I examined as relating to my identified search terms to 

look for possible additional information.  

I continued this manual process for the first five pages of the Google Advanced Site Search 

results delivered per search term used. I did so as I generally found beyond this point results 

started repeating or were not relevant to my original search term used any longer. If a term was 

still delivering relevant results on page five, I then continued several pages further until I found 

that results were repeating or were no longer relevant to my original search term used. With 

this investigative process in mind, an overview of the information relating to the different 

universities targeted will now be discussed in more detail in the two sections to follow. I will 

begin by discussing the results for the USA universities followed by the results for the EUR 

universities. This will be done in brief, and I will only outline those elements where some 

relationship between knowledge and security in teaching and academic programs for the 

various universities was found.  

5.3.1 USA Universities Results and Findings  

Indiana University Bloomington – In terms of the relationship between knowledge and 

security present in the academic programs at the university, while there was no direct reference, 

the closest I could find was activity related to the protection of IP from a legal perspective, 

when searching for the term ‘Knowledge Protection’. This dealt with elements such as 

trademarks, trade secrets, copyrights, patents, rights of publicity, licensing, biopharma, e-
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commerce, internet law, social media and more776. There was no direct mention of teaching or 

research related to the search terms/phrases of ‘Secure Knowledge Management’, ‘Knowledge 

Security’, ‘Knowledge Loss’, ‘Knowledge Retention’ or ‘Secure Knowledge Sharing’.  

Syracuse University – As with Indiana University Bloomington, there was no direct reference 

to the relationship between knowledge and security in academic programs at the university. 

The closest I could find in this instance was also activity related to the protection of IP from a 

legal perspective; this when searching for the term ‘Knowledge Protection’. Again, this dealt 

with elements such as patents, policies, trade secrets, copyright, trademarks, internet law and 

more777. There was also no direct mention of teaching or research related to the search 

terms/phrases of ‘Secure Knowledge Management’, ‘Knowledge Security’, ‘Knowledge Loss’, 

‘Knowledge Retention’ or ‘Secure Knowledge Sharing’. 

University of Illinois, Urbana-Champaign – When searching for the term ‘Secure 

Knowledge Management’, there was some evidence of an awareness of security being 

important for KM activities, but not as a directly taught subject. In one of the courses taught at 

their iSchool, they outline that they aim to explore “information knowledge management 

strategies”778. The description given outlines things like building effective KM strategies and 

examining technologies for KM. They combined this with topics like information governance 

and standards which would imply some level of consideration for security issues, at least from 

an information systems security perspective. Unfortunately, a deeper breakdown of the syllabus 

was only available with login credentials. There were some historic indications of interest in 

the subject whereby I found a 2011 doctoral dissertation by Cho779, that dealt with KM and 

organisational performance. As part of the analysis in the dissertation, Cho wrote briefly about 

the role and implication of secure KM as a contributing factor to organisational performance. 

There was also a news article, found on the university website, from 2014780 that commented 

on a former doctoral student from the university who had won a prize for their cloud-sharing 

start-up which aimed to integrate researchers’ workflows to allow for secure KM and 

collaboration.  

 
776 Indiana University Bloomington, 2020. Centre for Intellectual Property Law and Innovation [Online].  

777 Syracuse University, 2020. Syracuse Intellectual Property Law Institute [Online]. 

778 University of Illinois, 2020. Illinois School of Information Science/Studies – The iSchool at Illinois: IS 590IK 

Explore Information Knowledge Management Strategies [Online]. 

779 Cho, 2011. Knowledge Management Capabilities and Organizational Performance: An Investigation into the 

Effects of Knowledge Infrastructure and Processes on Organisational Performance p 57-58. 

780 Cation, 2014. Rithmio, AVriculture, and Inscites Win Big at 2014 Cozad Competition [Online]. 
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When searching for the term ‘Knowledge Protection’, again as with other universities on this 

list, there was information dealing with courses and research relating to IP protection from a 

legal standpoint781. There was also some mention of IP issues from a previously conducted 

economics course on the economics of innovation and technology782. These courses dealt with 

the same kind of content as the examples listed earlier. When searching for ‘Knowledge 

Retention’, while again providing no direct evidence of teaching related to this term, there was 

some evidence of interest in the topic when examining the legacy research interests of certain 

academic staff of the university. For example, Foss and Mahoney783 explored knowledge 

governance with an element that focused on knowledge retention. When discussing employees’ 

acceptance of KMSs and their impact on creating learning organisations, Yoo and Huang784 

mentioned that organisations are eager to become learning organisations to contribute to the 

retention of workers who possess valuable organisational knowledge, in addition to some other 

factors. Finally, in Burnette’s785 research paper examining the nature of tacit knowledge sharing 

among library colleagues in the context of a mentor/mentee relationship, she mentions that an 

objective of their research was to help inform future tacit knowledge retention efforts that are 

lacking in many libraries. Thus, while appearing not to be a formal course, this does indicate 

some awareness of the issue at least on a fringe level. There was no direct mention of teaching 

or research related to the concepts of ‘Knowledge Security’, ‘Knowledge Loss’ or ‘Secure 

Knowledge Sharing’.  

University of North Carolina, Chapel Hill – For the terms ‘Secure Knowledge Management’ 

and ‘Knowledge Protection’, there was no direct evidence related to courses being taught in 

this regard. The only information that came up in the search was that related to IP protection 

and security which was driven from an IT systems and leadership perspective as per previous 

short courses held in 2015786. Reference to IP was also found in the university’s law school and 

was offered as a clinic course787. The content of the courses was like those discussed relating 

 
781 University of Illinois, 2020. Illinois College of Law: Intellectual Property and Technology Law [Online]. 

782 Chalioti, 2014. Econ 483: Economics of Innovation & Technology p 1-7. 

783 Foss & Mahoney, 2010. Exploring Knowledge Governance p 93-101. 

784 Yoo & Huang, 2013. Employees’ Acceptance of Knowledge Management Systems and its Impact on Creating 

Learning Organizations p 434-454. 

785 Burnette, 2017. Tacit Knowledge Sharing Among Library Colleagues: A Pilot Study p 382-397. 

786 University of North Carolina, 2015. School of Information and Library Science: Special Course Topic Archive 

[Online]. 

787 University of North Carolina, 2020. School of Law: Intellectual Property Clinic [Online].  
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to other universities already mentioned and dealt with elements such as patents, copyright and 

more.  

When searching for the term ‘Knowledge Loss’, no specific evidence was found course-wise 

that would not fit within normal information systems or KMS courses or thinking. There was 

some mention of preventing knowledge loss through archival processes in some appointment 

interviews788 and guest lectures, but this appeared to be framed more from an information and 

library perspective or to achieve knowledge preservation for open access purposes789 rather 

than as an organisational security concern. In terms of the term ‘Knowledge Retention’, there 

was also no direct evidence found course-wise that focused specifically on the issue of 

knowledge retention for security purposes. There were some historical references from a health 

informatics research seminar relating to knowledge retention found from an IT systems 

perspective or as part of a knowledge retention strategy790. From an HR perspective, there were 

some course references relating to the importance of retaining staff791, which would be 

applicable for knowledge retention too, but the reason for doing so was not specifically framed 

as a knowledge security concern. There was no direct mention of academic activity related to 

the concepts of ‘Knowledge Security’ or ‘Secure Knowledge Sharing’.  

University of Washington – For the terms ‘Secure Knowledge Management’ and ‘Knowledge 

Protection’, no direct evidence was found relating to teaching and academic programs 

specifically linking knowledge and security. As with other universities, there was reference to 

issues around IP law792. There was also some reference made to IP and security in the 

communication leadership curriculum relating to law and policy793. When searching for the 

term ‘Knowledge Security’, there was no current evidence found with regards to a teaching or 

academic focus around the topic. There was some mention of the topic in research and news 

articles still present on the university’s website, but this mostly related to the work of 

 
788 University of North Carolina, 2012. School of Information and Library Science: SILS Alumna, Meredith R. 

Evans Raiford Appointed Associate University Librarian [Online]. 

789 University of North Carolina, 2017. School of Information and Library Science: Brewster Kahle: "Universal 

Access to All Knowledge" [Online]. 

790 University of North Carolina, 2011. School of Information and Library Science: Connecting Clinical 

Informatics and Cancer Outcomes Research [Online].  

791 University of North Carolina, 2015. School of Information and Library Science: Special Course Topic Archive 

[Online]. 

792 University of Washington, 2020. School of Law: Intellectual Property LL.M [Online]. 

793 University of Washington, 2020. My Plan: COMMLD 558 Law and Policy (5) [Online]. 
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Desouza794 while he was an academic at the university’s information school, the majority being 

from the 2006-2007 period. After he left the university, it seems that this branch of research 

did not continue in any formal sense. 

For the term ‘Knowledge Loss’, there was no direct reference found in the teaching curriculum. 

There was some indicative indirect engagement with the topic from a research perspective in 

the form of a 2014 student Capstone Project by Leung795, which dealt with the loss of 

experience and institutional knowledge in the University of Washington’s library system due 

to employee retirement. While not a direct reference in teaching, it indicates some informal 

engagement around the topic, either as an element mentioned in class or through the interest of 

an academic advisor. There was also no direct mention of teaching or research related to the 

concepts of ‘Knowledge Retention’ or ‘Secure Knowledge Sharing’.  

Having completed the overview of findings for the USA universities, I will now discuss the 

findings in terms of the representation of knowledge concerning security as per the analysis of 

each of the targeted EUR universities. I will again outline those elements relating to a 

relationship found in teaching and academic programs where applicable.  

5.3.2 EUR Universities Results and Findings 

University of Sheffield – When searching for the term ‘Knowledge Protection’, as with other 

universities from the previous section, there was no direct evidence found other than results 

relating to IP protection from a legal standpoint in the fields of law796, engineering797 and 

international business development798. This is mostly related to things like data protection in 

the case of engineering, patents, trade secrets, trademarks and so forth as outlined in previous 

iterations of similar courses799. For the term ‘Knowledge Retention’, as with previous 

 
794 Examples of references to Desouza's research interests in relation to knowledge security can still be found on 

the university website relating back to the 2006-2007 period, for example: 

http://www.washington.edu/alumni/partnerships/ischool/200703/desouza.html; 

https://www.washington.edu/news/2007/05/31/kevin-desouza-small-office-big-impact/; 

https://www.washington.edu/news/2007/03/01/forum-looks-at-threat-of-cyber-terrorism/ 
795 Leung, 2014. Information School Capstone Research Poster - Forecasting the Future of Library Leadership 

at the UW Libraries [Online].  

796 The University of Sheffield, 2020. Undergraduate Prospectus Law LLB - Property Law (Land Law, Equity 

and Trusts) [Online]. 

797 The University of Sheffield, 2019. General Engineering - MGT388 Finance and Law for Engineers [Online]. 

798 The University of Sheffield, 2020. Programme Regulations Finder, Departments & Services - MGT376 

International Business [Online]. 

799 The University of Sheffield, 2015. Programme Regulations Finder, Departments & Services - LAW3020 

Intellectual Property: Patents, Trade Secrets [Online]. 
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universities, from an HR perspective, there were some course references relating to the 

importance of staff retention800, which would be applicable for knowledge too, but the reason 

for doing so was not specifically framed as a knowledge security concern. There was no direct 

mention of teaching or research related to the concepts of ‘Secure Knowledge Management’, 

‘Knowledge Security’, ‘Knowledge Loss’, ‘Knowledge Retention’ or ‘Secure Knowledge 

Sharing’.  

Tampere University – For the term ‘Knowledge Protection’, while there was no confirmable 

evidence of teaching taking place in this regard, as the university website was not clear on this, 

there was solid evidence of research being done into knowledge protection by some members 

of staff. Under the profile of university instructor Ilona Ilvonen, whose research was mentioned 

in the literature review done in Chapter 4, they list knowledge protection as one of their 

research interests801. In one of their previous research papers, they outlined a study that they 

had done related to the state of knowledge protection in Finnish companies of different sizes802 

confirming their research interest. There was no direct mention of teaching or research related 

to the search terms of ‘Secure Knowledge Management’, ‘Knowledge Security’, ‘Knowledge 

Loss’ or ‘Secure Knowledge Sharing’.  

University of Borås – Concerning the information available on the university website, not 

much could be found. For the term ‘Knowledge Security’, no direct evidence was found, with 

only some partial legacy evidence of interest in the topic from 2011, relating to a workshop 

with the focus on the web of the future. In the workshop presentation document, there was 

some mention of digital preservation when talking about the Sustaining Heritage Access 

Through Multivalent Archiving (SHAMAN) European Union project related to information 

and knowledge803. This was not specifically linked in terms of a connection between knowledge 

and security issues. There was also no direct mention of teaching or research related to the 

search terms of ‘Secure Knowledge Management’, ‘Knowledge Protection’, ‘Knowledge 

Loss’, ‘Knowledge Retention’ or ‘Secure Knowledge Sharing’.  

 
800 The University of Sheffield, 2020. Sheffield University Management School - Management School, MSc 

Human Resource Management with CIPD Pathway modules [Online]. 

801 Tampere University, 2020. Profile, Ilona Ilvonen: University Instructor, Information and Knowledge 

Management [Online]. 

802 Ilvonen, et al., 2016. Knowledge Sharing and Knowledge Security in Finnish Companies p 4021-4030. 

803 Darányi, 2011. Discussion Workshop - The SHAMAN EU Project in a Nutshell: What next? University of 

Borås [Online]. 
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University of Amsterdam – For the term ‘Knowledge Protection’, while no direct evidence 

could be found, there appears to be some indirect legacy evidence related to teaching in this 

regard. In 2016, there was a short course in entrepreneurship for master’s students804. One of 

the topics listed to be covered in the course was IP and knowledge protection. While it is not 

clear as to the contents of the topics, as the course details are no longer available, this likely 

meant dealing with things like patents, copyright, trademarks etc., based on what other 

universities have done in this regard. What is interesting is that they linked the concepts of IP 

and knowledge protection directly.  

For the term ‘Knowledge Retention’, while no direct evidence was found concerning teaching 

and academia, some postgraduate research indirectly dealt with knowledge retention issues. 

This was in the form of a doctoral dissertation done by Kuvik in 2015. Kuvik805 examined the 

global competition for talent and framed the issue from the perspective of ensuring that groups 

of people remain in a country so their knowledge would not be lost. The idea is that by 

implementing measures to retain people and their knowledge, the country could stay 

competitive and compete in the global knowledge economy. There was no direct mention of 

teaching or research related to the search terms of ‘Secure Knowledge Management’, 

‘Knowledge Security’, ‘Knowledge Loss’, ‘Knowledge Retention’ or ‘Secure Knowledge 

Sharing’.  

Loughborough University – For the term ‘Knowledge Protection’, while no direct evidence 

was found concerning teaching, within the university system there was some mention of legacy 

research into issues related to IP protection from an economics driven perspective, concerning 

patents806. However, nothing was specifically mentioned in terms of IP protection as a 

mechanism of knowledge protection. For the term ‘Knowledge Retention’, there was a recent 

mention in the School of Business and Economics Inspire Magazine when discussing the Centre 

for Corporate Entrepreneurship and Innovation807. This took the form of mentioning that a lack 

of knowledge retention in organisations can inhibit an organisation’s ability to innovate and 

stay competitive, but this was very minimal and did not go into any detail. Apart from this, 

there was no direct mention of teaching or research related to the search terms of ‘Secure 

 
804 University of Amsterdam, 2016. 2-day Course in Entrepreneurship for Master’s Students (2 ECTS Credits): 

How to Successfully Start a Company or New Venture [Online]. 

805 Kuvik, 2015. Summary: The Global Competition for Talent: Life Science and Biotech Careers, International 

Mobility, and Competitiveness. 

806 Mukherjee, 2014. Patent Protection Under Endogenous Product Differentiation p 80-83.  

807 Hughes, 2020. Introducing the Centre for Corporate Entrepreneurship and Innovation [Online]. 
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Knowledge Management’, ‘Knowledge Security’, ‘Knowledge Loss’ or ‘Secure Knowledge 

Sharing’.  

5.4 Discussion of Findings 

In the section to follow, I will discuss these findings and how they relate to my initial 

assumption, as well as provide a brief discussion on the limitations of the research. Concerning 

my general observations of the findings for each of the universities analysed, it seems that any 

activities which could be related to the security of knowledge are largely based around the 

concepts of IP protection, staff retention and information security activities. There also 

appeared to be some minimal research interest into the topic at a staff level and postgraduate 

level, but not always directly. Each of which will be discussed in more detail. I will also discuss 

my final thoughts as to how this relates to my initial assumptions of a link between knowledge 

and security in academia, as well as the limitations of this chapter’s analysis.  

5.4.1 General Observations of the Findings 

Firstly, in terms of IP, this appears to be framed from a legal, IT systems, leadership, 

international business development, economic or engineering standpoint. Ultimately, the 

different flavours of these approaches mentioned all boil down to the implementation of legal 

mechanisms to secure the proprietary knowledge of an organisation. This is done through 

mechanisms like patents, copyrights, non-disclosure agreements (NDAs) and so forth. 

Generally, apart from the University of Amsterdam, there was no attempt to make a direct link 

between knowledge protection and IP in other listed universities’ teaching and academic 

materials. Ultimately, whether mentioned or not, they all relate back to the same general legal 

concepts and mechanisms.  

Secondly, in terms of the retention of people, which could be construed as a mechanism of 

knowledge protection from a KM perspective too, there was some mention of this. It was 

generally framed from a knowledge governance or HR perspective to retain key individuals, 

and by proxy their knowledge and skills, to remain innovative and competitive. There was 

some mention too, from a postgraduate research perspective, related to preventing knowledge 

loss due to staff retiring and how to mitigate its impact. Additionally, this was mentioned from 

an archival process and systems perspective. Some postgraduate research also mentioned the 

importance of retaining workers and their knowledge, to allow a country to remain innovative 

and thus competitive in the global knowledge economy. This, however, was generally not a 
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common view, although it was mentioned in Chapter 4, when conducting the literature review 

pertaining to the retention of individuals with nuclear industry knowledge. 

Thirdly, in terms of linking the topic to information security issues, there appeared to be some 

minimal attempts of doing this, but from the perspective of teaching both KM and IM together 

and linking them in that way. However, any security mechanisms given were discussed from 

an information security perspective and not a knowledge security perspective. This would 

relate to things like information systems and could be conceived of applying to things like 

KMSs too. While there was some mention of security being important for KM, it was not 

specifically focused on KM and security, but rather appeared to be generally linked to the 

objectives of organisational information governance.  

Fourthly, from a research perspective, there was some minimal evidence found relating to 

issues of knowledge and security, but this was not at a substantial level across the board. It 

appeared that any departmental research into topics linking knowledge and security were 

largely driven by the research interests of certain academics and any research groupings they 

may have belonged to. Some indirect indication of interest in the topic was also observed 

through the research topics of a few postgraduate students in the respective universities 

analysed. For example, at Tampere University, there appears to be some current interest and 

research into the topic of knowledge protection, but it appears to be mostly driven by the 

research interests of a single person or small research group. At some universities, it seems that 

there was an interest in the security of knowledge in the past, based on previous legacy research 

conducted, but this appears to relate more to the interests of key champions of the topic. Once 

these champions left, the research tapered off and was no longer as popular. Concerning 

postgraduate research into the topic, some dissertations referred to aspects of the idea of the 

security of knowledge, as a contributor to organisational performance; a similar position taken 

by some authors mentioned in the literature review as discussed in Chapter 4. Thus, based on 

these findings, it appears that while there seems to be some interest in the topic, its success is 

largely driven by key individuals who champion the concept in their respective universities. 

Once they move on, it appears that in most cases so does that departments interest in the topic 

too.  

5.4.2 Validity of Original Assumptions Made 

My original assumption was that I would not find much evidence linking knowledge to security 

in leading universities’ teaching and academic programs. Concerning how these findings relate 
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to my original assumption, there was perhaps more interest in the topic than I was initially 

expecting, but overall, it was still quite minimal and certainly not mainstream in most instances. 

This relates to the legal and HR focus as well as information security and knowledge 

governance issues mentioned. Thus, I would make the conclusion that even though there are 

pockets of interest in the topic, or where there are other fields that cover issues related to the 

topic, it is not generally taught as a formal course across the universities investigated. This is 

not to say that it is not taught at all in any other academic programs at different universities. 

For example, a masters level course in KM and security was mentioned by Padyab et al. as part 

of their research into the genre-based approach to assessing information and knowledge 

security risks808. But rather, that it is not taught as a formal course at those universities perceived 

to be at the forefront of research in the field of information science and studies.  

In terms of this finding being translated into practice, I would thus also expect there to be a 

focus on issues surrounding IP, HR retention issues, some general knowledge archiving and 

transfer and some focus on information security as a mechanism that can also be used to secure 

KMSs from a knowledge governance perspective. Beyond that, I do not expect there to be 

much more of a development in terms of linking KM with security within organisations and 

their relevant functions. This assumption will be analysed and tested in Chapter 6, relating to 

the completion of my interview process with relevant employees of companies perceived to be 

leaders in the field of KM.  

5.4.3 Limitations of the Research and Analysis 

Finally, while I did do as much as possible to mitigate the effects of any research limitations 

within the scope of my research objective, it is important to note that there are still some factors 

to be aware of. Firstly, the sample size examined is small and is not representative of the 

knowledge security teaching activities taking place in all universities. As initially stated, this 

was justified as the objective was to examine what is happening at the top level of academic 

teaching to see where leading universities in the field are focusing their attention. Additionally, 

when looking at the quantity of the literature available, as discussed in Chapter 5’s literature 

review, there appears to be a much smaller body of knowledge available. This to me would 

indicate that there is less research being done with regards to this topic at other universities too. 

 
808 Padyab et al., 2014. Genre-Based Approach to Assessing Information and Knowledge Security Risks p 20. 
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Secondly, there is also the risk that I might have missed some information relating to teaching 

or research activities at these leading universities, as it is not always possible to examine the 

finer details of courses or general mentions of the topic on their websites. In their teaching 

activities related to KM, there is the possibility that some departments at the universities 

examined may have included some information related to knowledge and security in their 

course work but did not list it as a separate area of study, rather being placed under the broader 

KM course headline or module. Additionally, there might also be some information that is not 

publicly accessible but that would be accessible through a university portal and as such I would 

not be able to access this material for further analysis. This could therefore potentially limit the 

depth of some of my results to a small degree, by only being able to focus on what is open and 

accessible. 

Thirdly, as certain universities are in countries whose primary language is not English, some 

documents or website entries related to what is being taught or researched within their 

respective departments may have been missed as my searches were conducted in English. As 

stated earlier in this chapter, I did aim to choose those universities that also offered an English 

version of their respective websites to mitigate this risk. However, there is still a possibility 

that I failed to find some material that was not in English, but in the primary language of the 

institution; potentially limiting my scope to a small degree once again.  

5.5 Conclusion 

Chapter 5 formed the first part of the empirical analysis and aimed at examining if knowledge 

and security are treated as separate entities in the teaching and academic programs at leading 

universities. This was in line with the research question as illustrated in Chapter 1, Figure 1-

2809. To achieve this aim, Chapter 5 followed an open-access approach. The approach consisted 

of a review of the leading universities’ websites to establish whether knowledge and security 

are treated as separate entities in their teaching and academic programs. The approach was 

premised on the view that what is taught at leading universities in the field will provide a 

representation of what the state of the art is and thus what is likely being followed by 

organisations too. The chapter began by firstly outlining the process of identifying the leading 

universities. Next, the universities websites were examined in greater detail using advanced 

search parameters to establish if such a relationship exists. The findings of the analyses were 

 
809 Research sub-question 5.1: Are knowledge and security treated as separate entities in teaching and academic 

programs at leading universities?  
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outlined for each university in turn for the regions under investigation. Finally, the findings 

were discussed, and observations from the findings were drawn. With this analysis acting as 

the theoretical foundation of the state of the art, the examination of what is being done in 

practice, with regards to KM and security, will be discussed in Chapter 6 to follow. This will 

form the second part of the empirical analysis and pertains to the research objectives of 

establishing if what is done in practice reflects those elements found in academic teaching and 

what the relationship between KM and security is in practice. 
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Chapter 6 

Review of Knowledge Security in 

Practice 

6.1 Introduction  

This chapter forms the second part of the empirical component. It outlines the research process 

and findings related to determining if what is done in practice reflects the elements found in 

academic teaching as discussed in Chapter 5. It also helps in obtaining a practical perspective 

of KM and its relationship with security. The objective of this is to inform Chapter 7’s 

discussion concerning the conceptual model inputs. To achieve these objectives, a qualitative, 

interpretive research approach was used810. Practically, this consisted of a series of semi-

structured interviews with industry experts, resulting in the output of several case study 

narratives. The research process and the findings are discussed in more detail in the sections to 

follow. These are structured around the research design, research method, analysis, and 

findings.  

6.2 Research Design  

For the final part of the empirical analysis, I examined what is being done in practice by those 

considered to be experts in the use and application of KM. I did this to fulfil the research 

objectives of garnering a practical insight into KM and security and to determine the alignment 

of academic teaching with knowledge security issues. It should be noted that unlike larger 

academic studies where the empirical research forms the entire project, this aspect is but one 

component of my broader research. The primary objective here is to examine the relationship 

between those elements mentioned in academic teaching relating to knowledge security. It is 

also to garner a practical understanding and input for the discussion of the conceptual model. 

Thus, it is not the sole focus of the project, and as such was dealt with in a slightly less in-depth 

 
810 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 535-550. 
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way than would be if it were the entire basis of the research. However, it is still appropriate to 

the outcomes and objectives of the broader project and was therefore felt to adequately meet 

these needs in context. My approach to this has been adapted from the research approach 

outlined by Ponelis811 related to using interpretive qualitative case studies in information 

systems research. As such, I have used those relevant elements mentioned by Ponelis as a guide 

to structuring this phase of the research presented in this chapter. In the sections to follow, the 

components of the research design are discussed in more detail. These consist of discussions 

around the research paradigm, case-based research, the unit of analysis used and the selection 

of cases.  

6.2.1 Research Paradigm 

When conceptualising this part of the research, it was suggested that I conduct a series of 

qualitative interviews to obtain a practical understanding of KM and security. However, as the 

selected research design is dependent on the chosen research paradigm812, I first needed to 

examine in more detail how to approach my analysis. Two of the most common views used in 

information studies and systems are the interpretivist and positivist paradigms813, framed within 

the qualitative methodological base814. 

Firstly, concerning the interpretivist paradigm, Coffey and Atkinson815 state, as mentioned by 

Ponelis816, that “knowledge generation happens when relevant insights emerge naturally 

through researcher-participant discourse”. In essence, this means that our knowledge of reality 

is a social construct, based on perception817, occurring from the interaction between human 

actors within their environment818. Thus, the assumption here is that the researcher’s view will 

be centred within the findings of a study because meaning is constructed through this 

 
811 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 535-550. 

812 Creswell, 2009. Research design: Qualitative, Quantitative, and Mixed Methods Approaches. 

813 Leitch et al., 2010. The Philosophy and Practice of Interpretivist Research in Entrepreneurship: Quality, 

Validation, and Trust p 67-84. 

814 Mason, 2002. Designing Qualitative Research p 2. 

815 Coffey & Atkinson, 1996. Making Sense of Qualitative Data. 

816 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 70. 

817 Cavana et al., 2001. Applied Business Research: Qualitative and Quantitative Methods. 

818 Burrell & Morgan, 2017. Sociological Paradigms and Organisational Analysis: Elements of the Sociology of 

Corporate Life. 
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interaction819. While this can create a perceived risk of bias, the interpretivist paradigm assumes 

that a study can never be bias-free and eliminating bias would not be a research intention820. 

Myers explains that access to reality is attainable only through the social constructs of language 

and shared meaning821. The objective of interpretive research is thus to understand rather than 

predict822, where variables are not predefined823. Rather the researcher plays an active role in 

that they would attend to how their thoughts, feelings, opinions, and experiences might 

influence what they record in terms of jointly constructing knowledge824.  

Secondly, concerning the positivist paradigm, Ponelis825 states that it is “based on a realist 

ontology that assumes observation is theory-neutral and the role of scientific research is to 

make generalisations to account for what was observed”. From the positivist view, emphasis is 

placed on overarching patterns of human behaviour, with little value seen in capturing in-depth 

information about the experiences of individuals826. Rather, the effects of an intervention would 

be examined, either quantitatively or qualitatively827, within the positivist paradigm828. Bunniss 

and Kelly829 further discuss that from a positivist paradigm; data collection in naturalistic 

settings would be avoided as it introduces further variables. Instead, the focus would be on 

measuring “predetermined characteristics of a particular phenomenon”830, thus eliminating the 

need to be responsive to participants in the same way during data collection. 

All of these characteristics of data gathering reflect the ontological assumption that 

reality exists objectively and the epistemological assumption that it can be most 

accurately described using deductive reasoning. These design characteristics reflect 

 
819 Weaver & Olson, 2006. Understanding Paradigms Used for Nursing Research p 459-469. 

820 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366.  

821 Myers, 2009. Qualitative Research in Business and Management. 

822 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 70. 

823 Kaplan & Maxwell, 2005. Qualitative Research Methods for Evaluating Computer Information Systems p 30-

55. 

824 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366.  

825 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 70. 

826 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366. 

827 Park et al., 2020. The Positivist Paradigm of Research p 690-694. 

828 Chua et al., 2019. Capturing the Patient Voice Through Patient Experience Debriefs: How Medical Student-

Led Debrief Interviews of Hospitalized Families Influence Learning and Reflection p 86-94. 

829 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366. 

830 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366. 
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the ontological and epistemological assumptions that are particular hallmarks of the 

positivist paradigm831. 

In light of this and given the context I am examining, I chose to follow a qualitative 

interpretivist paradigm, as is commonly used in information studies832 and systems research833. 

While some authors834 view the interpretive paradigm as a minority position, its use still holds 

merit in certain cases such as this one, where the qualitative interpretivist view is particularly 

applicable when trying to gain an understanding of something in context835. Al-Busaidi836 points 

out that under the umbrella of qualitative research, interpretative techniques seek to describe, 

decode, translate, and come to terms with the meaning, not frequency, of naturally occurring 

phenomena in the social world. According to Bygrave837, using the interpretive approach 

enables the researcher to yield a richer understanding of the key issues being examined, 

particularly in organisational contexts. The reason for this is that it allows for a more flexible 

analysis based on linguistic meaning and understanding, where a numerical analysis would be 

less appropriate838. Therefore, as my objective is to better understand KM in practice and its 

relationship with security from an expert’s view, it was deemed most appropriate.  

6.2.2 Case-Based Research  

With the qualitative interpretivist paradigm in mind, I selected to make use of a qualitative 

case-based research methodology. According to Perry et al.839, as cited in Ponelis840, case-based 

research is an appropriate methodology used to answer research questions within the 

interpretivist paradigm and is one that can be applied to a range of topics and purposes841. 

 
831 Bunniss & Kelly, 2010. Research Paradigms in Medical Education Research p 358-366. 

832 Kankam, 2019. The Use of Paradigms in Information Research p 85-92. 

833 Goldkuhl, 2012. Pragmatism vs Interpretivism in Qualitative Information Systems Research p 135-146. 

834 Bevir & Kedar, 2008. Concept Formation in Political Science:  An Anti-Naturalist Critique of Qualitative 

Methodology p 503-517. 

835 Kankam, 2019. The Use of Paradigms in Information Research p 85-92. 

836 Al-Busaidi, 2008. Qualitative Research and its Uses in Health Care p 11–19. 

837 Bygrave, 1989. The Entrepreneurship Paradigm (I): A Philosophical Look at its Research Methodologies - 

Entrepreneurship Theory and Practice p 7-26. 

838 Elliott & Timulak, 2005. Descriptive and Interpretive Approaches to Qualitative Research: A Handbook of 

Research Methods for Clinical and Health Psychology p 147. 

839 Perry et al., 1999. Realismʼs Role Among Scientific Paradigms in Marketing Research p 16-23. 

840 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 75. 

841 Stewart cited in Jane Mills & Melanie Birks (Eds.), 2014. Qualitative Methodology: A Practical Guide p 145-

159. 
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Harrison et al.842 suggest that the essential requisite for employing a case study approach stems 

from the motivation to illuminate understanding of complex phenomena. They proceed to 

explain that case studies are primarily exploratory and explanatory and are used to gain an 

understanding of the issue in real-life settings. Ponelis states that “when seeking understanding, 

as in exploratory research, case studies are the most appropriate method” 843 to use. Case studies 

also have the benefit of increasing the relevance of research, due to their ability to illuminate 

practice in ways that surveys or laboratory experiments cannot844. 

6.2.3 Unit of Analysis 

To garner a broad level understanding of KM in practice, and any relationship to security 

issues, required the views of experienced experts within leading organisations where possible, 

on an individual level. This view is validated by Rowley845, as cited in Ponelis846, who explains 

that the unit of analysis, amongst others, can be an individual who has experience or interest 

for the study or an organisation or part thereof. Similar studies in KM have been done using 

multi-case analysis, such as that by Cranfield and Taylor847, where the unit of analysis was a 

series of organisations and where interviews were conducted with identified knowledgeable 

participants in the selected organisations. Hence, the relevant experienced individual within the 

appropriate organisations, where possible, is the primary unit of analysis in this investigation.  

It should be noted that the initial approach proposed was to investigate a group of key 

individuals within two leading KM orientated companies. However, in practice, this was found 

not to be possible due to a lack of access to key individuals within the same organisations. It 

was therefore decided to extend the study to include those experts referenced by participants 

outside of the initial scope of the two leading organisations, but who was still ranked by their 

peers as experts in the field. Newington and Metcalfe state that when it comes to overcoming 

recruitment issues, “strategies need to be relevant to the target population and the research 

 
842 Harrison et al., 2017. Case Study Research: Foundations and Methodological Orientations. 

843 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 70. 

844 Arnott & Pervan, 2005. A Critical Analysis of Decision Support Systems Research p 67-87. 

845 Rowley, 2002. Using Case Studies in Research p 16-27. 

846 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 77. 

847 Cranfield & Taylor, 2008. Knowledge Management and Higher Education: A UK Case Study p 85-100. 
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methodology used, and therefore the optimum strategy is likely to vary”848. The approach taken 

in this instance was still deemed justifiable after consultation with academics and business 

professionals on how to overcome the issue and was taken in the light of their suggestions849. 

Further, it was not deemed to compromise the integrity of the investigation greatly, since the 

research is focused on gaining understanding from experts and was still deemed to be relevant 

to the methodological framework and target group of the study.  

6.2.4 Selection of Cases 

The initial approach to the selection of cases aimed to make selections from a pool of award-

winning KM organisations. These were to be based on the current list of winners of the Most 

Admired Knowledge Enterprise (MAKE) awards, a globally recognised KM award850. 

Unfortunately, since the time of writing my initial research proposal, the MAKE awards have 

ended851, with the last year of global winners available for 2017852. In 2018, a new award was 

launched called the Most Innovative Knowledge Enterprise (MIKE) awards. This award is 

structured on the original MAKE framework853 but with an updated focus and body responsible 

for administering it. While it would make sense to substitute the MAKE for the MIKE winners 

in my selection, the MIKE awards are still relatively new and still in the process of expanding 

to be globally inclusive854. Currently, the MIKE awards are focused on regional representation, 

with each iteration of the award being expanded to be more globally representative. The 

objective of the MIKE awards is to eventually identify the top 100 best KM global winners in 

2020855, but at the time of writing has not currently been released. In terms of my research 

objectives, this creates a situation where the older MAKE awards are globally representative, 

but not as up to date. Similarly, where the MIKE awards are up to date, but not as globally 

representative.  

 
848 Newington & Metcalfe, 2014. Factors Influencing Recruitment to Research: Qualitative Study of the 

Experiences and Perceptions of Research Teams p 10. 

849 This was done through an anonymous brainstorming session using the Crealogic collaboration software. 

850 The Hong Kong Polytechnic University & Arup University, 2020. Knowledge Management and Innovation 

Research Centre: Hong Kong MIKE Award 2020 Briefing Session [Online]. 

851 The Hong Kong Polytechnic University & Arup University, 2020. Knowledge Management and Innovation 

Research Centre: Hong Kong MIKE Award 2020 Briefing Session [Online]. 

852 Most Innovative Knowledge Enterprise, 2020. About Us [Online].  

853 Most Innovative Knowledge Enterprise, 2020. About Us [Online]. 

854 The Hong Kong Polytechnic University & Arup University, 2020. Knowledge Management and Innovation 

Research Centre: Hong Kong MIKE Award 2020 Briefing Session [Online]. 

855 The Hong Kong Polytechnic University & Arup University, 2020. Knowledge Management and Innovation 

Research Centre: Hong Kong MIKE Award 2020 Briefing Session [Online]. 
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To overcome this issue, I approached the selection of organisations by integrating the two lists 

through a process of aggregation and filtering. I did so to build a more comprehensive 

representation of organisations likely to be consistently recognised for their KM efforts. This 

was modelled on the process followed in Chapter 5 when selecting relevant universities to 

examine. For this integration, I chose to include the MAKE winners lists from 2015-2017, to 

keep the inclusion as recently representative as possible. For the MIKE winners, I selected the 

currently available lists from 2018-2019, to keep the inclusion of organisations as recently 

applicable as possible. The identified MAKE and MIKE winners for the respective years are 

listed in Tables 6-10 and 6-11. These consist of the awarding body, the region covered, the year 

of the award, and the list of winning organisations for the respective year.  

Having compiled the list, I proceeded with the aggregation process using “Conditional 

Formatting” and the “COUNTA” function in my spreadsheet software to group and count the 

KM winners. Each time an organisation appeared on a list, I awarded them one point. For the 

MIKE awards lists, where the same company appeared multiple times for different regions, as 

with EY, I consolidated these entries and assigned the single company with the relevant points. 

When prioritising companies to contact, I proceeded to filter the remaining companies, as 

shown in Table 6-12, according to two criteria: 1) Organisations with a point score ≥ 2 awarded 

points. 2) Organisations that had local representation (represented by “L” in Table 6-12).  

For criterion one, having two or more points as a filter was considered important, as those 

organisations that won multiple times are likely to be more representative of consistency in 

KM and thus performance when it comes to the extenuation of their KM efforts. For criterion 

two, I gave preference to companies with local representation to ease the barrier of access to 

relevant people within the chosen organisations. I based this on the assumption that they would 

be more familiar with my university, academic department or possibly know people in my 

academic or business network and would thus be more open to engaging with me. Guillermin 

et al.856 point out that when it comes to case study research, participants indicated that 

familiarity with the researcher’s university played a pivotal role in their willingness to 

participate. It was assumed by research participants that the university played a role as a 

guarantor for the research and that the researcher would be governed by the institution’s 

 
856 Guillemin et al., 2018. Do Research Participants Trust Researchers or Their Institution? p 285-294. 
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research ethics regulations857. Thus, local familiarity with my institution was considered as a 

trust factor when selecting participants for the study.  

Table 6-10: List of Identified MAKE 2015-2017 

Region Year Winners List 

Most Admired Knowledge Enterprise (MAKE) 

Global (All Regions)858 2015 • Accenture 

• Apple 

• BMW 

• ConocoPhillips 

• EY 

• Facebook 

• Fluor 

• FMC Technologies 

• Google 

• IBM 

• Infosys Limited 

 

• Microsoft 

• Phillips 66 

• PwC 

• Samsung 

• Schlumberger 

• Siemens 

• Tata Group 

• Tesla Motors 

• Wipro Limited 

 

Global (All Regions)859 2016 • Accenture 

• Alphabet 

• Amazon.com 

• Apple 

• ConocoPhillips 

• Deloitte 

• Ecopetrol 

• EY 

• Fluor 

• FMC Technologies 

• IBM 

 

• Infosys Limited 

• Microsoft 

• PwC 

• Samsung Group 

• Schlumberger 

• Siemens 

• Tata Group 

• Tesla Motors 

• Wipro Limited 

 

Global (All Regions)860 2017 • Accenture 

• Alphabet 

• Amazon.com 

• Apple 

• ConocoPhillips 

• Deloitte 

• EY 

• Facebook 

• General Electric 

• IBM 

• Inditex 

 

• LEGO 

• McKinsey & Company 

• Microsoft 

• PwC 

• Samsung Group 

• Schlumberger 

• Siemens 

• Tata Group 

• Wipro Limited 

 

 

  

 
857 Guillemin et al., 2018. Do Research Participants Trust Researchers or Their Institution? p 285-294. 

858 Teleos, 2015. 2015 Global Most Admired Knowledge Enterprises (MAKE) Report p 1-14.  

859 Teleos, 2016. 2016 Global Most Admired Knowledge Enterprises (MAKE) Report p 1-14. 

860 Teleos, 2017. 2017 Global Most Admired Knowledge Enterprises (MAKE) Report p 1-15. 
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Table 6-11: List of Identified MIKE Winners 2018-2019 

Region Year Winners List 

Most Innovative Knowledge Enterprise (MIKE) 

Asian/Regional (Asia 

including Australia and 

New Zealand)861 

2018 • Afcons Infrastructure 

Limited 

• BINUS University 

• China Petroleum & 

Chemical Corporation 

(Sinopec Corp) 

• China Southwest 

Architectural Design and 

Research Institute Corp., 

Ltd 

• CinnaGen Company 

• CLP Power HK Ltd 

• EY, Australia & New 

Zealand 

• EY, Hong Kong 

• Faculty of Sciences, 

Saint-Joseph University 

of Beirut, Lebanon 

 

• Hong Kong Correctional 

Services Department 

• Hong Kong Police Force 

• Infosys Limited 

• Mindtree Ltd 

• NetEase Games 

• Sansan, Inc. 

• Wipro Limited 

 

Asian/Global (Asia 

including the Middle 

East/North Africa)862 

2019 • Afcons Infrastructure 

Limited 

• Architectural Services 

Department 

• BINUS University, 

Indonesia 

• China Asset 

Management Co., Ltd 

• China Petroleum & 

Chemical Corporation 

(Sinopec Corp) 

• China Southwest 

Architectural Design and 

Research Institute Corp., 

Ltd 

• CinnaGen Company 

• CLP Power Hong Kong 

Limited 

• Cognizant Technology 

Solutions 

• EY 

• Far East Holding Group 

Co., Ltd. 

 

• Fung Academy 

• Hong Kong Correctional 

Services Department 

• Infosys Limited 

• Mobarakeh Steel Company 

(MSC) 

• NetEase Games 

(Guangzhou Boguan 

Information Technology 

Co., Ltd) 

• NKE Corporation 

• Petroleum Development 

Oman LLC 

• Sino Innovation 

Laboratory Limited 

• Tata Chemicals 

• Think&Act,Inc. 

• Wipro Limited 

 
861 Global MIKE Study Group, 2018. MIKE Award: Winners of the Asian Global MIKE Award 2018 (in 

Alphabetical Order) [Online]. 

862 Global MIKE Study Group, 2019. MIKE Award: Winners of the Global MIKE Award 2019 (in Alphabetical 

Order) [Online]. 
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Table 6-12: Consolidated List of Identified MIKE and MAKE Organisations 

Consolidated Winners List 

• EY    5 (L) 

• Wipro Limited   5 (L) 

• Tata Group   4 (L) 

• Accenture   3 (L) 

• Apple    3 

• ConocoPhillips   3 

• IBM    3 (L) 

• Infosys Limited   3 (L) 

• Microsoft   3 (L) 

• PwC    3 (L) 

• Samsung   3 (L) 

• Schlumberger   3 (L) 

• Siemens    3 (L) 

• Alphabet   2 

• Amazon.com   2 (L) 

• Deloitte    2 (L) 

• Facebook   2 (L) 

• Fluor    2 (L) 

• FMC Technologies  2 

• Tesla Motors   2 

• Afcons Infrastructure Limited 2 

• BINUS University, Indonesia 2 

• China Petroleum & Chemical… 2 

• China Southwest Architecture…  2 

• CinnaGen Company  2 

 

• Hong Kong Correctional Servi… 2 

• NetEase Games (Guangzhou B… 2 

 

----- 

 

• BMW    1  

• Ecopetrol   1 

• Google    1  

• General Electric   1  

• Inditex    1 

• LEGO    1 

• McKinsey & Company  1 

• Phillips 66   1 

• Architectural Services Depart… 1 

• China Asset Management Co… 1 

• Cognizant Technology Soluti… 1 

• Faculty of Sciences, Saint-Jo… 1 

• Far East Holding Group Co. … 1 

• Fung Academy   1 

• Infosys Limited   1 

• Mobarakeh Steel Company (MSC) 1 

• NKE Corporation   1 

• Petroleum Development Om… 1 

• Sino Innovation Laboratory… 1 

• Hong Kong Police Force  1 

• Think&Act,Inc.   1 

• Mindtree Ltd   1 

• Sansan, Inc.   1 

 

Through this process, I shortlisted a group of 15 preferred KM orientated organisations to 

contact. The hope was that the required number of participants from 2 of the 15 organisations 

listed would agree to participate in line with the objectives of the research approach. The 

number of organisations identified is also in line with other similar types of studies done in the 

field of information science863. This means that while interviews would only be conducted at 

two organisations, a longer list was compiled to account for any non-replies, rejections, 

withdrawals, or organisations found not to meet my criteria after further evaluation. While 

there is no agreement as to how many cases a researcher should select864, there are still several 

recommendations made in the literature865.  

 
863 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 535-550. 
864 Vissak, 2010. Recommendations for Using the Case Study Method in International Business Research p 370-

388. 

865 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 535-550. 
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For example, Rowley866 suggests that a study of 6 to 10 cases works well, with Crabtree and 

Miller867 suggesting that a sample size of 6 to 8 subjects is best suited for homogeneous 

samples. Eisenhardt868 contends that a study of 4 to 10 cases works well while having less than 

four cases can make it more difficult to generate theory and having more than 10 cases can 

make the volume of data difficult to cope with. This view is also supported by Miles and 

Huberman869, who argue that selecting more than 15 cases can make a study unwieldy. Opposed 

to this view is Gummesson870, who states that almost any number of cases can be justified, even 

hundreds of cases. But as Vissak871 states, “it can be questioned if it is reasonable to spend 

considerable time on making hundreds of case studies”, even if increasing the generalisability 

of the results, as the richness and depth of the results can be lost. Thus, defeating the purpose 

of using a case-based approach in the first place.   

Based on these recommendations, I chose to interview 5 to 10 participants for my research. 

Concerning the profile of the participants, I aimed for knowledgeable individuals who had a 

minimum of five years’ experience. Five years was chosen as a cut-off point, as this was 

advised to me by an HR professional to be the minimum threshold to be considered as senior 

for a role872. My initial approach to finding the participants, as suggested in the literature873, 

consisted of identifying contacts at the relevant organisations through my networks and word-

of-mouth referrals874. I also tried contacting the organisations directly to see if there would be 

individuals willing to participate or to suggest who I might contact internally.  

Once initial participants had been identified, I would find further participants using snowball 

exponential non-discriminative sampling875. Practically, this would mean asking existing 

participants for references to other relevant participants in their organisation. As I was not 

 
866 Rowley, 2002. Using Case Studies in Research p 16-27. 

867 Crabtree & Miller, 1992. Doing Qualitative Research. 

868 Eisenhardt, 1989. Building Theories from Case Study Research p 532-550. 

869 Miles & Huberman, 1994. Qualitative Data Analysis: An Expanded Sourcebook. 

870 Gummesson, 2003. All Research is Interpretive p 482-492. 

871 Vissak, 2010. Recommendations for Using the Case Study Method in International Business Research p 370-

388. 

872 Paulsen, Z. 2020. Personal Interview. 

873 Hartley, 1994. Case Studies in Organisational Research p 208-229. 

874 Chibelushi & Costello, 2009. Challenges Facing W. Midlands ICT-Oriented SMEs p 210-239. 
875 Dudovskiy, 2016. The Ultimate Guide to Writing a Dissertation in Business Studies: A Step-by-Step 

Assistance. 
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dealing with a set of hard to pin down respondents876, the snowball technique was thought to 

be a valid form of investigation in this instance. Bias in the selection of respondents, and as 

such the results, would be reduced as I was targeting organisations and respondents with 

defined boundaries and allocated positions. As this is in line with general research principles 

in business studies877, it was decided that following a similar approach would allow me to gain 

a more complete picture of an organisation’s KM activities.  

Practically, I aimed to use an interpretive case-based analysis approach, by conducting semi-

structured interviews with various participants within each organisation. The approach 

followed would focus on discussions with relevant key individuals about how their 

organisation’s KM programs are structured and to indirectly determine whether knowledge and 

security are treated as wholly separate functions in practice. This was based on my initial 

assumption that KM and security are largely treated as separate entities in practice. It was also 

done to help confirm or deny the results outlined in Chapter 5 concerning the relationship 

between academia and practice. Finally, this approach would help to provide further inputs for 

the development of the conceptual model.  

While this method seemed like a plausible approach to finding participants, practically, it did 

not yield much in the way of results. Most of the companies that I contacted were not able to 

put me in touch with the appropriate people, and my contacts were not able to assist in finding 

many appropriate individuals at the desired organisations. In some cases, where they were able 

to find appropriate individuals, these individuals were not willing to participate. In total, 

including the other methods I discuss to follow, I contacted approximately 170 individuals. 

Given the limited time and resources available, I was concerned that I would not be able to find 

an adequate number of participants. Following consultations with two senior business 

professionals878 879 and my supervisors, it was decided to tackle the problem by taking an expert 

centred approach in three ways: 1) By expanding my search approach to include using 

LinkedIn’s paid search and contact services. 2) To expand my reach to include experts from 

more than two of the identified 15 organisations. 3) To expand my reach to recommended 

experts, through the snowball technique, residing outside of the 15 identified organisations.  

 
876 Heckathorn, 2002. Respondent-Driven Sampling II: Deriving Valid Population Estimates from Chain-Referral 

Samples of Hidden Populations p 11-34. 
877 Dudovskiy, J. 2016. The Ultimate Guide to Writing a Dissertation in Business Studies: A Step-by-Step 

Assistance. 

878 Singh, 2020. Personal Interview. 

879 Sudbury, 2020. Personal Interview. 
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With regards to point 1, by using LinkedIn’s paid search and contact services, I was able to 

target key individuals in the organisations of interest, by using search terms such as “knowledge 

management”, filtered by company and region. Through this process, I compiled a list of 

preliminary individuals for further analysis. From the list, I then opened and scanned through 

their work experience for relevance to KM activities and roles, any articles, or publications 

they had posted relating to the topic, as well as their listed skills and endorsements. If identified 

as appropriate, I proceeded to shortlist them, culminating in sending them a brief introduction 

via LinkedIn’s paid InMail service.  

This process seemed to offer a higher response rate than my previous attempts for a few 

reasons. Firstly, where possible I used individuals’ articles and publications as a talking point 

to get the conversation going, which also proved very insightful. Secondly, for some 

individuals, we had worked in the same companies at different times and had this as a shared 

connection. Thirdly, for some individuals, we had shared second or third level contacts who 

they knew and were, therefore, more open to seeing if they could assist. Fourthly, in some 

instances individuals had academic work experience and were aware of the challenges faced 

by student researchers in finding participants. Fifthly, some individuals were interested in 

doing or had done their doctorates and were keen to find out more about the research process.   

With regards to point 2, by expanding my reach to include experts from more than two of the 

identified 15 organisations, I was able to extend my reach. While I would have liked to find 

the relevant numbers of participants within the same company, it proved to be difficult due to 

the structure of their organisations. In most of the organisations contacted, their KM functions 

were segmented into different business units that were somewhat insular from one another. 

Thus, most of them did not have enough team members in their immediate networks, within 

the same organisation, that met my criteria and who could participate in interviews. In some 

instances where there were adequate numbers, certain members who they approached to assist 

did not follow through with the interview process. This was largely because those members 

had limited time available due to heavy workloads.  

With regards to point 3, by expanding my analysis to recommended experts residing outside of 

the 15 identified organisations, I was able to get further participants and get some unique 

insights. Taking this approach tied up with the constraints of having too few willing participants 

within the selected organisations and served as a mechanism to overcome this. The individuals 

who I spoke to in this regard were in most cases referenced to me by the participants in the top 
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KM companies. These were people they thought were leaders in the field and who they rated 

as highly competent experts.  

I considered that these points were justified modifications to overcome the challenges faced 

without drastically compromising the integrity of the research. As per the literature, this is also 

a justifiable approach to take, given that the fundamental objective of this phase of the research 

was to gain an understanding of KM and security issues from experts in practice. Thus, from a 

theoretical perspective, I based these modifications on the underlying principle of the purposive 

sampling technique as applies to qualitative studies. Patton states that it is mostly “used in 

qualitative research to identify and select information-rich cases”880. Further, Etikan et al.881 

explain that purposive sampling is a deliberate choice on the part of the researcher to find 

participants with relevant qualities considered to be important for the research. As Ilker states, 

the researcher finds participants who “are willing to provide the information by virtue of their 

knowledge or experience”882. Participants are thus identified based on how well-informed they 

are about the topic of interest883 and on their willingness to participate884. While not a perfect 

solution, as Carson et al. discuss885, relevance to the research questions rather than 

representativeness should be the primary criterion when selecting cases. Thus, based on this 

recommendation, I deemed it an adequate approach to garner appropriate individuals with deep 

experience in the field, in line with my research objectives.  

Some key points relating to the structure and profile of the final participants are summarised 

as follows: 

• Fourteen individuals initially agreed to participate, with nine following through with 

the final interviews,  

• Six of the participants were locally based and three were internationally based,  

• Seven of the participants were director level and two were senior management level, 

• Six had experience in at least one of the 15 listed organisations and three did not, but 

still resided in large organisations,  

 
880 Patton, 2002. Two Decades of Developments in Qualitative Inquiry: A Personal, Experiential Perspective p 

261-283. 

881 Ilker, 2016. Comparison of Convenience Sampling and Purposive Sampling p 1-4. 

882 Ilker, 2016. Comparison of Convenience Sampling and Purposive Sampling p 1-4. 

883 Cresswell & Clark, 2017. Designing and Conducting Mixed Method Research. 

884 Ilker, 2016. Comparison of Convenience Sampling and Purposive Sampling p 1-4. 

885 Carlsson & Turban, 2002. DSS: Directions for the Next Decade p 105-110. 
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• The average industry experience of the participants was 24 years,  

• All participants had some knowledge of KM, with three participants primary focus 

being on broader information security, assurance, and privacy issues and,  

• Five of the participants spoke to me in the context of their organisations, while four 

participants preferred to speak with me in a general capacity as subject matter experts 

not representing a specific organisation.  

Finally, it should be noted that three of the participants, identified as part of the extended 

process, knew me from previous interactions such as conferences, classes, or work projects. 

Ponelis states that this can create a chance for some level of reactivity to occur, where 

participants have “difficulty adjusting to the researcher in the role of interviewer” 886. Ponelis 

states further that while it is impossible to determine the impact of this, “reactivity is 

unavoidable in research where participants are aware of being part of a study”887. Ponelis goes 

on to explain888 that given that qualitative interviews are sensitive conversations where a level 

of trust is required, having some familiarity can act as a greater positive rather than a negative 

effect. This positive effect is on the quality of the data gathered due to the increased level of 

trust in the researcher. From a personal perspective, I believe that any such impact of reactivity 

was somewhat mitigated. I based this on the fact that I did not have a close personal relationship 

with any of the participants and had only interacted with them very broadly previously.  

6.3 Research Method 

With the research paradigm and design forming the base of the approach taken, in this next 

section, I outline the research method and data collection component, as per the research design 

and objectives for this section. In the sections to follow, the components of the research method 

are discussed in more detail. This consists of a discussion around data collection, ethics, the 

data collection process, analysis, interpretation, and the outlining of the case study narratives.  

 
886 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 80. 
887 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 80. 

888 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 81. 
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6.3.1 Data Collection 

As stated previously, the objective of the data collection phase was to understand how KM 

works in practice and if there was any relationship to security. To gain this understanding, a 

semi-structured qualitative interview process was followed, which is often regarded as a 

reputed and effective method of obtaining data from experienced organisational elites889. 

DiCicco-Bloom and Crabtree890 point out that research interviews are among the most familiar 

strategies for collecting qualitative data, with less structured interview strategies being a 

conduit for the making of meaning rather than insular information retrieval. In the case of 

qualitative case studies, Yin891 describes interviews as an appropriate data collection method, 

particularly when examining social and behavioural contexts, as in business studies892.    

As outlined in the research methodology literature, interviews can take several forms primarily 

focused around a structured, unstructured, or semi-structured approach893, offering different 

pros and cons as to their use894. According to Ponelis895, in a structured interview, the 

interviewer is restricted to a standardised list of questions from which there is no freedom to 

deviate. This can be thought of as “a survey that is delivered face-to-face”896. While this does 

improve the consistency of the data gathered and can streamline processing897, it limits the 

exploration of additional topics that may arise during the interview898. In an unstructured 

interview, there is no standardised list of questions, making it possible for the interviewer to 

cover a broad range of topics. While this provides additional freedom, it can make keeping 

focus on the topic at hand difficult, leading to increased difficulty in conducting cross-case 

 
889 Drew, 2014. Overcoming Barriers: Qualitative Interviews with German Elites p 77-86. 

890 DiCicco‐Bloom & Crabtree, 2006. The Qualitative Research Interview p 314-321. 

891 Yin, 2012. Case Study Research: Design and Methods p 106. 

892 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 82. 

893 Azarpazhooh et al., 2008. Structured or Unstructured Personnel Interviews? p 33-43. 

894 Low, 2013. Researching Health: Qualitative, Quantitative and Mixed Methods p 87-106. 

895 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 82. 

896 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 82. 

897 Azarpazhooh et al., 2008. Structured or Unstructured Personnel Interviews? p 33-43. 

898 Clifford et al., 2010. Key Methods in Geography p 103-115. 
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comparisons899. Ponelis explains900 that in a semi-structured interview, elements of each are 

combined to strike a balance between rigidity and flexibility. Instead of an interview schedule, 

an interview guide is used which comprises a list of themes or general questions based on the 

conceptual framework that has a bearing on the research objectives of the interviewer, should 

the participant not raise these themselves901. The benefit of this approach is that it allows the 

interviewer the option to focus on certain themes in greater depth while being able to address 

any new areas as they emerge during the interview902.   

I structured my interview guide around six broad sections, focused on different aspects of my 

research objectives concerning KM and security. The first section provided context by 

establishing the participant’s broad view of organisational knowledge, the objectives of KM, 

the role of elements such as structure, culture, the physical environment, and IT infrastructure. 

The next four sections included general questions relating to the four core KM processes of 

knowledge discovery, capture, sharing, and application903. These sections were used as a 

general guide, or where necessary, to provide more information on a particular sub-facet. Not 

all questions in these sections were asked, as not all were relevant to the different participants’ 

approaches to KM. The final section dealt with questions related to KM and security, to 

examine any relationships, and to establish any links back to academia. Questions asked in this 

section were related to the protection of intellectual capital, the retention of people, the role of 

information security and whether security was a contributing success factor in KM. The 

interview guide with the themes and questions is attached as Appendix A.  

Practically, the interview questions were not followed linearly and were asked when more 

information was needed, or where a participant did not cover a certain area where more 

clarification was warranted. Yin904 suggests that semi-structured interviews should be more of 

a guided conversation than a structured enquiry. While in some cases I probed deeper into 

certain issues, I did so to stay within the scope of the research objectives. Carson et al.905 explain 

 
899 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 83. 

900 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 83. 

901 Welman et al., 2005. Research Methodology. 

902 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 83. 

903 Becerra-Fernandes & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66. 

904 Yin, 2012. Case Study Research: Design and Methods p 106. 

905 Carlsson & Turban, 2002. DSS: Directions for the Next Decade p 105-101. 
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that while providing space to explore new issues that emerge, this has the effect of allowing 

the researcher to recognise when something important has been said as well as to keep the 

interviews focused to facilitate cross-case analysis. Additionally, Rowley906, as cited in 

Ponelis907, outlines that much of the success of the data collection process relies on the abilities 

of the interviewer. By this, Ponelis means asking the right questions, asking probing questions, 

listening carefully, not judging participants’ answers or asking questions the participant does 

not understand908.   

To mitigate some of these practical concerns, and to ensure I was able to conduct the interviews 

more appropriately, I set up three trial interviews with friends who had experience working in 

large organisations. I used these as an opportunity to work out any problems with the set-up 

used, to get used to asking the appropriate questions and listening, and to gain feedback from 

them about what areas could be improved upon before conducting the real interviews. Their 

feedback was useful in the refinement of the interview process and helped me to develop a 

more streamlined approach. I supported this further by watching training material on how to 

conduct effective interviews909 910 and worked through my university’s online training material 

relating to the interview process and ethical considerations911.  

6.3.2 Ethics  

The initial assumption made during the proposal phase of the project was that organisations or 

members of those organisations would not be willing to divulge information relating to their 

KM or security activity, as this could be a competitive advantage. Upon discussing this further 

with business professionals for advice, during this phase of the research, it was apparent that 

assurances of privacy and confidentiality would be an important factor to potential participants. 

Further, in addition to privacy and confidentiality, when conducting the ethics evaluation, four 

other key risk areas were also identified and considered. These were psychological risks, social 

and economic risks, legal risks, and participant inconvenience. While all these risks were 

 
906 Rowley, 2002. Using Case Studies in Research p 16-27. 

907 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 85. 
908 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 85. 

909 Quirkos, 2019. Using Semi-structured Interviews in Qualitative Research.  

910 Chrzanowska, 2014. Demonstration Qualitative Interview - How it Should be Done [Online]. 

911 Stellenbosch University, 2020. Postgraduate Skills Development Online Training and Courses [Online]. 
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considered low for participants, I did institute measures to mitigate risk and maintain trust 

where possible.  

Firstly, concerning the mitigation of data privacy and confidentiality risks, I aimed to ensure 

that the information presented in any publications is anonymised. I made provisions to secure 

any interview recordings and notes and did not share them with any third parties. I only kept 

the original data for as long as was needed to finalise the research. Additionally, I gave 

participants the option to have their data deleted, should they have chosen to withdraw from 

the study before the publication of any results. Secondly, concerning psychological risks, I 

informed participants that they may request that the interview be stopped at any stage and that 

they had the right to refuse to answer any questions with which they were not comfortable. 

Additionally, if they were not comfortable with the interview medium or the location, they 

were free to suggest better-suited alternatives. I informed them that none of their actions would 

count against them negatively. Thirdly, concerning social and economic risks, I informed 

participants that they were under no obligation to do anything that they felt would undermine 

their integrity, privacy, or confidentiality. They were also informed that they could request to 

inspect any transcripts made before publication. Fourthly, concerning legal risks, no interviews 

were conducted without their express permission, and none were to be included in the results 

if additional written permission was not obtained. I gave participants the option to ask questions 

about the documentation and make any amendments to their satisfaction. Fifthly, concerning 

inconvenience risks, I gave participants the option to conduct the interviews at a time and place 

that they deemed convenient for them, and I tried to keep the interviews within the agreed-

upon meeting window.  

Following Stellenbosch University’s research ethics requirements, to collect data from human 

subjects, I submitted an ethics application through the Research Ethics Committee for Social, 

Behavioural and Education Research. This was approved unopposed on 26 June 2020, with 

project reference number 16552. The application included the following: an overview of my 

project, participant selection, the process of obtaining informed consent, the risks and benefits 

of participation, a data management plan, a data collection plan, an evaluation of my 

documentation and question guide, and the overall project risk classification. 

6.3.3 Data Collection Process 

The initial requests to participate in my research were sent out to potential participants on 23 

May 2020, on the provision that my ethics application was approved by the university. 
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However, due to the implications of the coronavirus disease 2019 (COVID-19) outbreak and 

the resulting delays from both the university and the participants’ side, I was only able to get 

the first participant to agree to an interview on 3 September 2020, with the final participant 

being interviewed on 21 October 2020. Due to the health risks posed by the virus, as well as 

differences in geographic location, all the interviews were conducted via voice or video chat, 

usually from the participants’ homes, using telecommunications software. On average, each 

interview took 30 to 45 min to complete. All participants permitted me to do an audio recording 

of the interviews before proceeding with the discussions, which I did by using two voice 

recorders to mitigate the risk of equipment failure. As I was not reliant on having to take 

physical notes to record the interview, I attempted to keep it to a minimum. I did so to not 

distract from the interview discussion and to keep the flow of the interview going. While taking 

physical notes can be beneficial912, it can also be somewhat detrimental to the flow of the 

interview. Muswazi and Nhamo913 discuss that in some settings an observer taking notes might 

distract participants or cause the interviewer to miss important points. Additionally, note-taking 

may also disrupt the effectiveness of communication between the interviewer and the 

participant914. Thus, as the interviews were already done online, I decided to rather focus on 

using the audio recording equipment so as not to create further barriers to the engagement.   

Before conducting the interviews and in addition to the ethics documents, some of the potential 

participants wanted to know more about who I was and the details of the research project. In 

such cases, I arranged an introductory call with the potential participant, where I could answer 

their questions and give them more details about the research project. I found this to be a 

beneficial step, as doing so allowed me to establish rapport with the participants and increased 

our engagement during the full interviews. In some cases, there was no introductory call, so I 

used the first 5 to 10 minutes of our discussion to help establish rapport and explain the purpose 

of the research. I also used this time to answer any questions relating to the required informed 

consent and gatekeeper documents and any other ethical considerations. 

Upon completion of the interview, I thanked the participants for their time and stopped the 

recordings. I sent a thank-you note to all participants via email or messaging service and 

informed them that I would send them copies of the dissertation and relevant findings upon 

completion of the project. It should be noted that all the participants offered valuable insight 

 
912 Muswazi & Nhamo, 2013. Note Taking: A Lesson for Novice Qualitative Researchers p 15. 

913 Muswazi & Nhamo, 2013. Note Taking: A Lesson for Novice Qualitative Researchers p 15. 

914 Muswazi & Nhamo, 2013. Note Taking: A Lesson for Novice Qualitative Researchers p 15. 
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concerning KM and security issues. They also went out of their way to be helpful and assist 

me with identifying further participants. The time they devoted to this was very much 

appreciated given how demanding their work schedules were.  

6.3.4 Analysis and Interpretation 

In terms of analysing and interpreting the data, I chose to use Cope’s 4 levels of analysis915, 

applied where relevant to my research, with the additional ‘Level 0’ being the interview phase 

as outlined by Ponelis916. These levels of analysis were handled iteratively and consisted of 

“transcribing and capturing notes; writing up case study narratives and within-case analysis; 

determining findings through cross-case analysis; and interpreting and enfolding the 

findings”917.  

These levels are summarised briefly in the paragraphs to follow, relating to my approach, as 

taken from the overview provided by Ponelis918: 

• Level 0: Interviews – The process of inductively analysing data commences as soon 

as the researcher starts collecting the data during the interview phase. During the 

interview phase, the dual roles of interviewer and researcher co-exist with the 

researcher engaged in analysing and interpreting the perspectives of the participants, 

while simultaneously being the interviewer. It is for this reason, that the primary 

researcher should conduct all the interviews where possible. It was thus to my benefit 

that I was able to conduct the interviews myself.  

• Level 1: Transcription and capturing notes – With the data collection completed, 

Level 1 comprises analysing the transcripts and notes which is a crucial step of data 

analysis. The transcription of interviews falls somewhere on the continuum between 

naturalism, capturing all utterances, and denaturalism, removing idiosyncratic elements 

of speech. For my transcriptions, I chose to follow a denatrulistic approach as I was 

more concerned with the classification of the core thematic outputs from the interviews. 

I thus took the audio recordings made during the interviews and transcribed them 

 
915 Cope, 2005. Researching Entrepreneurship Through Phenomenological Inquiry, Philosophical and 

Methodological Issues p 163-189. 
916 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 541. 
917 Ponelis, 2015. Using Interpretive Qualitative Case Studies for Exploratory Research in Doctoral Studies: A 

Case of Information Systems Research in Small and Medium Enterprises p 541. 

918 Ponelis, 2011. An Exploratory Study of Business Intelligence in Knowledge-Based Growth Small, Medium and 

Micro Enterprises in South Africa p 89-91. 
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according to their main thematic points. To analyse the transcripts, I read through them 

and grouped their content on a case-by-case basis according to these chosen themes. 

This was useful as it helped to streamline the evaluation and analysis of the interview 

data.  

• Level 2: Case study narratives – The transcribed notes are then compiled into a 

narrative for each case. These are in a form that functions as a readable, descriptive 

picture of the information necessary to understand the case as it pertains to the inquiry. 

These can be presented chronologically, thematically, or both. In my research, I chose 

to structure and present my narratives according to the themes discussed in line with 

the objectives of the research. As such, they were structured along the lines of 

examining the role of KM, security and KM, their alignment with academic teaching 

and additional inputs and considerations from each of the participant’s perspectives. I 

did this to be able to present the interview data logically and to enable an easier analysis 

of the cases.   

• Level 3: Cross-case analysis – Cross-case analysis consists of comparisons between 

the different cases to identify coherent and important themes and patterns in the data. 

Through this process, the identification of general and unique themes can be gleaned 

by analysing the cases for topics that recur and those that are unique. The outcome of 

this level of analysis is the findings derived, based on the data collected. In my case, as 

I had structured the case narratives according to their themes, the analysis was 

simplified, and the results of the cross-case analysis were presented and discussed as 

part of the general summary. This was done relating to their alignment with the research 

objectives.   

• Level 4: Interpreting and enfolding the findings – In cases where the findings are 

clustered together, without the use of any relevant theoretical literature, these findings 

are discussed in the context of extant literature, or enfolding literature. Thus, the 

outcome of this level of analysis is the subjective interpretation of the findings as 

discussed in the context of extant literature. In my case, as I had already discussed the 

theoretical literature concerning knowledge, KM, knowledge security and practically 

examined academic teaching, I determined that the results of the cases presented did 

not need to be associated again with the theory. Additionally, as I was aiming to 

examine the findings in terms of the stated research objectives, their outputs were used 

to decide upon the validity of my initial hypothesis.  
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6.3.5 Case Study Narratives 

The cases are presented in the sections to follow and segmented according to two main themes. 

These are the role of KM in organisations and the relationship between security and KM. Both 

are framed from the participant’s perspective based on the feedback they provided. The case 

study narratives form the basis of the discussion to follow in terms of determining any 

alignment with academic teaching as discussed in Section 6.4. Any additional inputs and 

considerations mentioned by the participants, not within these initial two broad themes have 

been excluded in this section. These are summarised and discussed separately when dealing 

with the analysis of the findings in Section 6.4. Cases A-E consist of the input from those 

participants who have a primary focus on KM roles, while Cases F-H consists of input from 

those participants who have a primary focus on security roles. For Case B, as the participants 

were from the same organisation, their findings were condensed into a single case.  

6.3.5.1 Case A - Participant 1  

Role of KM – In the participant’s organisation, knowledge is managed using a KMS. The 

purpose of this is to support the employees by allowing them to find relevant content or experts 

when working on consulting projects. They need to be able to land projects by writing effective 

proposals and to collaborate efficiently with team members when executing client proposals. 

They view IP as critically important to their success. As such, they focus on codification 

processes, aligned with a defined KM strategy and supporting technologies, to capture and use 

their knowledge.  

Security and KM – Their security activities focus on protecting their KMS, underpinned by 

information security principles. Their KMS is governed by risk controls that determine how 

knowledge is handled by employees and who has access to it once it has been codified. This 

takes the form of technical security mechanisms, role management and accountability based 

on employee seniority within a project. For the knowledge contained in the system, client 

confidentiality is seen as key. To ensure confidentiality, any knowledge added to the system 

goes through a sanitisation process to remove all client identifiers. Employees are also trained 

on how to ensure client confidentiality is maintained when interacting with other clients or in 

public contexts.  
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6.3.5.2 Case B - Participants 2 & 3  

Role of KM – The participants’ organisation views knowledge as critical to their operations 

and takes a systems and culture approach to KM. This is determined by the individual 

requirements of their respective business units and is embedded as part of their processes. The 

focus of their KM activities varies accordingly with a focus on content management in some 

units, the development of proposals for customers and knowledge harvesting for quick problem 

solving. From a systems perspective, the primary aim is to connect people and content using a 

framework based on the KM principles of tacit knowledge, explicit knowledge, and meta-data 

definitions. This framework governs how people deal with knowledge in the organisation. To 

actualise this, the organisation makes use of COPs and has cultivated a culture that is focused 

on sharing to drive knowledge collaboration. To ensure this, the organisation has made it a 

requirement of their employee rewards model. The rewards model is associated with 

performance management and is based on expected targets for the generation, sharing and 

consumption of knowledge.   

The organisation also has a strong emphasis on the adoption of AI, neural networks, and 

machine learning as part of its KM approach. They do so in several ways. Firstly, they use 

these tools to reduce the administration load associated with knowledge sharing, due to the 

rapid rate at which their data grows. Secondly, they use these tools to assist with knowledge 

discovery in their information and knowledge systems as it can illuminate new patterns which 

can help these systems to better “understand” the knowledge contained therein. Thirdly, they 

integrate these elements into their COPs so critical IP is not left behind when consulting with 

customers or in their general business practices. Fourthly, they use these tools to spot trends in 

their knowledge, taken from multiple inputs, to assist with things like budgeting.  

Security and KM – The organisation views the security of their knowledge as important to 

organisational performance. Their security activities are focused on the protection of their IP 

and KM is governed across all business units. The organisation’s IP management strategy is 

structured around business-critical, community and individual level IP. They focus on what 

knowledge is critical to the business as they realise that they cannot capture everything. The 

business-critical IP is embedded in the organisation’s business processes and is highly 

structured and maintained through strong quality assurance processes. The community and 

individual level IP are less formally governed and are rather driven by the needs of the relevant 

COPs.  
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From a practical security perspective, the organisation focuses on stringent KMS security 

controls, underpinned by information governance, information security, risk aversion, legal and 

compliance requirements. These elements are integrated into their policies and processes. 

Knowledge in their systems is classified according to a governance framework in terms of high, 

medium, and low business impact. The organisation uses this governance framework to 

automatically determine the level of access to knowledge according to the employee’s role and 

business function. These governance processes also help to automatically determine the 

classification of documents.  

From an AI perspective, the organisation makes use of automatic security tools to monitor its 

systems by looking for unusual patterns and spikes in behaviour. If found, the system will 

notify their security team about the problem. In certain situations, where the organisation holds 

highly confidential meetings, they will use machine learning security tools to monitor people’s 

activities to ensure that they do not share or capture anything they are not supposed to.  

Additionally, all employees undergo security training several times a year which focuses on 

how to identify and manage things like social engineering, phishing, email scams, maintaining 

confidentiality in social situations and identifying insider threats. This training forms part of 

their conditions of employment. Finally, in some instances, the organisation will force certain 

key individuals to go on paid leave for six months before starting a new job at a rival 

organisation. They do this to ensure that the critical value of the knowledge the employee has 

will have diminished, or to allow their organisation time to establish market dominance should 

the value of the employee’s knowledge not be diminishable.  

Most of their work was focused on short-term projects and project teams, with employees 

typically remaining in a role for 18-24 months. They indicated that due to the nature of their 

business, workforce skills change fast and what they do is designed for obsolescence. The 

participants indicated that they felt that the approach they take is proactive and works well. In 

their view, it is effective in getting critical IP from people by capturing this knowledge through 

their IP process models. This is then formalised into those things that will have long term 

business value and the highest impact on the organisation. Finally, they indicated that if there 

are any issues with the induction of new employees into a role, they are still able to access the 

organisation’s COPs to consult with people who have those original skill sets.  
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6.3.5.3 Case C - Participant 4  

Role of KM – From the participant’s view, KM should be positioned as a centralised function, 

coupled with an organisation’s governance processes for a couple of key reasons. Firstly, it 

will ideally result in a blanket set of rules that govern policies and standards documentation. 

From the participant’s experience, not having this in place can lead to fragmentation and 

ultimately the capturing of low-quality knowledge in an organisation’s systems. Secondly, it 

can make finding experts more difficult, thus resulting in the re-inventing of solutions that 

already exist. The participant indicated that KM is a function of business strategy and should 

only be implemented when it makes sense to do so. They noted that the objective of KM is to 

pull together a lot of smaller practices, but that this will be highly contextual as not every 

process will be applicable in all cases. They indicated that KM also helps to define the culture 

of the organisation in terms of how people work and engage with content.  

Practically, this is actualised by having tools in place that function well and are easy to use. 

For example, this can mean having relevant COPs which are combined with well-defined 

policy and processes to ensure the CIA of the knowledge being captured in their KMS. For the 

participant, KM needs to be supported by a good organisational structure and must be driven 

by people on the business strategy side too. From the participant’s experience, the requirement 

to share knowledge should not be motivated by financial rewards. Rather, there needs to be a 

culture of sharing created that is motivated by helpfulness and a desire to want to assist one 

another.  

Security and KM – From the participant’s experience, the measures that they observed were 

highly governed by IT and information security policies, with less emphasis being placed on 

the softer non-technical elements. There was also a heavy emphasis placed on compliance and 

some risk management, but only in so far as it related to meeting compliance requirements for 

the industry. The participant noted that the products they develop for customers are highly 

secure, but the mechanisms and IP used to develop that was not something to which the 

organisation was overly attached. The important things were customer information and some 

work information related to interactions with customers. Anything created inside the 

organisation, from a knowledge and innovation perspective, was not seen as that valuable.  

The participant explained that the capturing and retention of knowledge, from experienced 

people, was focused on intensively in certain parts of the organisation. The objective of this 

was to be able to reuse their knowledge for business projects. However, in other parts of the 
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organisation, there was not such a focus, resulting in a lot of re-inventing of things. The 

participant mentioned that this is very industry specific and will depend on the kinds of projects 

and employee turnover the organisation has. From their experience, based on the organisations 

they have worked for, it would not be hard to induct a new person. They stated that this was 

because the projects they worked on would not require the intensive transfer of intellectual 

knowledge. They indicated that this could be done through training or by providing the new 

employee with what had already been documented. 

6.3.5.4 Case D - Participant 5  

Approach to KM – In the participant’s organisation, knowledge is managed through a 

combination of cultural interventions and a strong focus on document and KMS tools. They 

view knowledge as something that exists beyond an employee’s head and is part of the broader 

organisational community. The organisation has long-established COPs which allow 

employees to find best practices and have technical questions answered. The organisation 

works on large long-term projects, that can extend for decades, and is therefore heavily focused 

on managing IP as part of their KM strategy. On a project basis, their KM focus is on capturing 

high impact lessons from previous projects. The organisation has hundreds of approved subject 

matter experts who are high-level experts in their field and have a lot of access to knowledge. 

As part of this, they aim to foster a culture of sharing, where captured knowledge is vetted by 

these high-level experts, as the integrity of the knowledge captured in their systems is 

extremely critical to safely executing their projects for clients.  

The organisation also focuses on a process of continuous learning since the projects they deal 

with are so extensive. The participant indicated that doing so at the end of a project does not 

work as many project members will be gone or will not remember what they did given the long 

timeframes. From a KM perspective, they try to prompt employees as they learn things or 

submit things of significance so new project teams and employees can learn from them. As 

their KM strategy is culturally driven, no financial incentive is given to employees to 

participate in the program. Rather they focus on getting people from different areas of the 

organisation to talk to and help one another.  

Security and KM – From a technical perspective, the participant indicated that the 

organisation has a heavy focus on security as the industry in which they operate is very 

secretive. Their chosen security approach is one governed by information security, as most of 

the attacks they face are aimed at compromising their information and knowledge systems. The 
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organisation thus focuses on having extremely strict IT systems security controls in place. 

These controls are centred around protecting the client IP that resides in their systems.  

When considering confidentiality, the organisation examines who will be allowed access to 

any of the knowledge that has been generated. For example, for each phase of a project, they 

determine who needs to know what knowledge. Once determined, this is segmented according 

to an employee’s level within the organisation. They also aim to share just the right amount of 

knowledge with the right people both forward and backward in the project process to limit and 

control the knowledge. Access control to the project information is shared only with those who 

are working on the team. Additionally, one primary team is responsible for the project roadmap 

and management of the project. They then split the relevant sections of the project into chunks 

and assign different project teams for each of those chunks. The participant indicated that there 

is also a focus on risk, but that this is framed in terms of the legal ramifications of making 

mistakes in their projects or security.  

From a cultural perspective, concerning the security of their COPs, they take a common-sense 

approach to trust. By this, they aim to trust that people will learn from the culture of the 

company what is expected of them and not do or share things they should not when 

collaborating. In those rare instances where people have shared knowledge they are not 

supposed to, they are quickly corrected. The organisation does this in a kind, non-critical way 

through feedback from other employees of the organisation. Thus, the participant indicated that 

new employees would learn this common-sense approach, as it is the culture of the company. 

The participant also noted that most of what is discussed in their COPs is related to the technical 

challenges with the products they provide and is rarely client specific. The participant indicated 

that new employees would soon see the general trend of what is expected behaviour and that 

they would realise what is appropriate.  

Due to the nature of the projects that the organisation works on, the participant indicated that 

they do take measures to counter the loss of experts. To counter the loss of experts, they have 

a program in place that identifies the next experts, with 3 to 4 per category, who are then 

integrated through an induction process. The organisation also aims to build a culture that 

allows people to thrive and learn because, as the participant indicated, the exit interview stage 

is too late. They consider this a better approach as buying in experts can be expensive. They 

also have job level tracks for people to gain and grow in experience and a learning platform 

with hundreds of online courses.  
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6.3.5.5 Case E - Participant 6  

Approach to KM – In the participant’s view, KM is required to democratise knowledge. Thus, 

the objective of KM programs is to take on the overarching responsibility for the management 

of tacit and explicit knowledge in an organisation. This is achieved through a variety of 

systems, tools and management techniques which include implications for information 

management and records management too. This is because, in the participant’s view, KM 

functions as an umbrella term that encompasses these and other disciplines too. The KM team 

is also responsible for defining several elements in this regard: the collaboration platforms 

used, ensuring that activities are aligned with regulatory requirements, how knowledge is to be 

used, how COPs should manage their content, how the intranet is used, and where high-quality 

documents must go.  

Security and KM – From the participant’s view, knowledge security is important. It should 

lead governance in terms of knowledge protection, which in turn should lead projects to do 

with the promotion of access to information. The participant discussed that from their 

experience, it is especially important to look at how securing knowledge will impact KM 

programs. They outlined that this is because knowledge security is different to information 

security, as it not only focuses on the explicit but also on the people of an organisation.  

From a technical knowledge security perspective, security is more tangible, as it can be focused 

on securing an organisation’s information systems. As such this would involve the application 

of information security controls, records management, and classification principles. They also 

control access rights based on seniority, job role, project role and project scope in the workflow 

process. Access to knowledge, in this regard, is defined at a project level by the information 

management, KM team or various experts including records management. This includes what 

knowledge should be made public, internal, confidential, or top secret etc. and what those 

things mean for employees when dealing with knowledge. Knowledge captured in the system 

should also be managed by a specific team and go through a refinement and approval process 

before being published.  

From a non-technical knowledge security perspective, the participant indicated that 

organisations also need to train their employees about what should and should not be shared, 

and particularly how to counter things like social engineering and so forth. Otherwise, sensitive 

organisational knowledge could be disclosed unintentionally. The participant mentioned that 

an organisation should also focus on not keeping any knowledge for longer than is necessary. 
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Additionally, the participant highlighted the importance of having a knowledge transfer 

program in place to identify the critical knowledge that people are working on. In this regard, 

they outlined that there is a need to understand the key tasks and knowledge to which the 

organisation relies. To do this, they examine what sources experts are using to keep up to date, 

who they interact with and who in the organisation aspires to be like them. They also do so by 

analysing KMS activity and identifying what people are looking for, what they are sharing and 

who they are sharing it with. Through these processes, they can identify the future generations 

of experts, and induct them into the program, partnering them with relevant mentors. Doing so 

allows knowledge to be transferred tacitly beyond the explicit and to ensure continuity should 

an expert leave the organisation.  

From a social perspective, the participant explained that organisations need to have strong 

processes in place to force people to share and convert personal knowledge into organisational 

knowledge. This is done to mitigate knowledge security risk through harvesting and transfer 

processes. Risks can include employees only superficially sharing some of their knowledge, 

keeping valuable knowledge to themselves, or developing profound solutions and then leaving 

the organisation. To counter this requires an in-depth understanding of what employees are 

working on. For example, the KM team might aim to identify employees who work on their 

own and develop valuable solutions but do not share their knowledge of how they do this. If 

their knowledge is not harvested and transferred, they can in essence hold the organisation to 

ransom. This is because they know the organisation would not be able to let them go without 

significant loss.  

6.3.5.6 Case F - Participant 7  

Approach to KM – From the participant’s experience, what is considered knowledge in an 

organisation will vary depending on the context in which the organisation operates. 

Additionally, the participant noted that this can also vary depending on the spectrum on which 

it is observed. This is in terms of the transition from data to information to knowledge. Thus, 

what might be considered knowledge in one organisation can differ from what will be 

considered knowledge in another organisation. With this view in mind, the participant indicated 

that for them KM should be based around the organisation’s business initiatives as required 

and can be examined from an integrity and availability perspective, as this links up with the 

core principles of KM.  
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Practically, the participant observed that there were attempts made in the organisations they 

worked for, to capture working papers, standard operating procedures (SOPs), train other 

members of staff, capture experiences and the engineering of COPs to codify performance 

management procedures. Participation in the KM program was motivated by soft rewards 

rather than financial rewards. The participant noted that this sometimes created a problem, as 

it was up to individual employees to initiate knowledge sharing and take things forward with 

their teams. Thus, potentially creating a lack of consistency in implementation if the individual 

was not willing to champion the initiative as much.  

Security and KM – The participant noted that in terms of security and KM, there is a lot of 

focus on protecting IP and that litigation readiness is a big part of that, either to protect former 

employees from suing the organisation or to sue employees for disclosures. The participant 

discussed that organisations could focus on the protection of IP from multiple perspectives and 

recommended taking an integrated approach, considering things like litigation readiness, 

financial exploitation, diversified income streams, current management, political context, and 

staff happiness, etc. They indicated that the organisation’s leadership would help to determine 

what the balance is between these different aspects. Each organisation would have a different 

view and do things according to their approach.  

The participant frames security issues from a risk management point of view and outlined that 

security can be both an enabler and a barrier to KM. For example, as an enabler, security can 

drive data quality and ensure knowledge is up to date. It can also enable staff to actualise things 

like better privacy controls and provide the motivation to maintain these controls. As a barrier, 

when dealing with legislation and IP, particularly concerning cross-border negotiations, the 

participant noted that in some cases delays to contracts and work outcomes were caused. This 

was because the legal firms they were dealing with would apply the same stringent default 

clauses across the board. This meant that often there were clauses in the contracts that did not 

apply to what was being requested and would hinder progress.  

In some of the participant’s recent roles, they have been focused on managing privacy issues. 

Thus, they take this view when thinking about information and knowledge security governance. 

For the participant, what makes the implementation of security and privacy difficult is that it 

needs to be understood in the context in which it is used. The value that knowledge holds should 

correlate between the value of that knowledge for the organisation as well as for malicious 

users. How long this knowledge will be of value to either party should also be considered, as 

well as that value in context. The participant indicated that things with the highest classification 
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level should be considered as the pinnacle of knowledge. Thus, if it is easy to launch an attack 

against something currently valuable, the more harmful the attack and the bigger the impact.  

The participant outlined that knowledge should be classified according to a classification 

framework, but that there can be many complexities associated with doing so. Using the 

example of personal information, in certain contexts the participant noted that that same 

personal information may be considered both public and private. Apart from the complexities 

of classification, the participant outlined that anything that an organisation decides to 

implement in this regard should be implementable. Additionally, compliance checks should be 

put in place to ensure correct classification in terms of how employees understand what is 

considered confidential and what is not. The participant noted though that the focus should not 

just be on compliance but rather where things like compliance are a by-product of doing other 

security activities well. Frameworks can be used to identify security gaps in an organisation’s 

KM activities, which should be in line with an organisation’s policies and internal 

requirements. An organisation can also use approaches from one framework which will then 

by default cover another. From that point, the organisation would then aim to fill in the gaps 

where needed.  

Finally, the participant discussed that losing key employees is a risk and is often driven from 

two perspectives. Firstly, where employees have exportable skills combined with increasing 

push-pull factors external to the organisation. In these cases, the participant mentioned that 

attempts can be made to outright retain these employees through increased compensation. 

Secondly, where employees are highly skilled but are not able to integrate with the culture of 

the organisation. In these cases, the participant mentioned that attempts can be made to 

integrate employees with the cultural fit and expectations of the organisation. If this is not 

possible, it is often better to let these kinds of employees go, as it can create too much internal 

conflict.   

6.3.5.7 Case G - Participant 8 

Approach to KM – For the interview, the participant purposively chose to frame the discussion 

on the process of securing knowledge and how that works from their experience. The 

participant did have a grasp of core KM principles but felt it would be best to focus the 

discussion in this way. This was likely due to the participant having a strong security 

background in addition to broader organisational experience.    
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Security and KM – The participant began by highlighting the importance of identifying what 

knowledge within the organisation needs to be protected. For the participant, this would include 

any knowledge that is business-critical, and which makes the organisation unique in the 

competitive landscape. From a KMS security perspective, they handle this by having a 

classification system, as defined by the knowledge manager, that would be enforced with 

relevant controls. Doing so allows for the identification of sensitive knowledge, its 

categorisation, and what protection mechanisms would be required. From the participant’s 

experience, this is when information security would come into play and would suggest the 

required controls for the types of classifications that have been defined. The participant 

discussed that from a security standpoint, this process should be a collective effort with ultimate 

responsibility remaining with the organisation’s head of security.     

In terms of the security mechanisms to apply, the participant explained that this should also be 

governed by the risk profile of each organisation. The risks need to be identified, understood, 

and prioritised to know which of the risks are most critical and need to be eliminated first. 

These decisions would be based on the likelihood of something going wrong and what the 

impact of that would be for the organisation. The participant emphasised the importance of 

always evaluating your organisation’s risks first and then looking at what standards to apply to 

mitigate those risks. The participant also highlighted that following a particular compliance 

framework alone can lead to a false sense of security. This is because it can potentially create 

some security gaps, which may increase the risk to the organisation. 

The participant outlined that there are no defined controls to protect someone’s tacit 

knowledge. Rather they suggested focusing on the security principles of least access, NDAs, 

restraint of trade, policies and processes governing sharing practices to protect the 

organisation’s IP. The participant indicated that the balance of this protection will differ from 

one organisation to the next. Further, the participant mentioned that if people share knowledge, 

it will get transferred into their heads. Thus, the only real way to deal with this is through 

contract management and to hold people accountable to those contracts. Such contracts should 

be signed before a new employee starts their job and should be part of the organisation’s 

onboarding process. An additional control is that an organisation should aim to keep its 

employees happy. They should be paid appropriately for their skills as it may increase loyalty 

and keep key employees with the organisation longer, thus limiting the effect of knowledge 

loss.  
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In terms of an experienced employee leaving, for the participant, this is not such a risk. From 

their perspective, the likelihood of this happening is high, but generally the impact is low. The 

participant mentioned that employees who remain may struggle for a while, but they would be 

able to figure it out, provided there is some support in place. Ideally, according to the 

participant, it is important to capture SOPs so for those who remain there is something to 

follow. Additionally, they mentioned that there should also be other employees shadowing 

experts to learn how things are done. The idea is that if the expert leaves, the shadow employee 

can take over their activities. For the participant, this is a good approach to knowledge transfer, 

to keep the engine running when someone leaves with specific knowledge. However, the 

participant did mention that it would still be important to ensure that an employee does not 

leave with the organisation’s IP, or where they have not transferred their knowledge to those 

who remain.  

Finally, for the participant, using the CIA principle can be a good way to assist with achieving 

a balance between sharing and restriction. The participant noted, however, that each 

organisation will have a different CIA weighting and amount of access depending on their 

needs. They also noted that concerning the confidentiality aspect, it needs to be defined. For 

integrity and availability, these can then be managed using technology tools.  

6.5.5.8 Case H - Participant 9  

Approach to KM – The participant views knowledge as the collective wisdom of the 

application of information, or information put to use. From the participant’s experience, KM 

is largely systems focused, acting as a conduit for knowledge sharing and learning to take place. 

As the participant has a security background, they take a predominantly security-focused 

approach when considering knowledge and chose to frame the discussion in this way.  

Security and KM – Concerning knowledge security, within their current security role, the 

focus is on securing the organisation’s IP in its business systems, in the form of explicit 

knowledge at rest in systems. The value of the organisation’s IP is determined by the business 

leaders, and once this has been distilled into a product or service, relevant legal protections are 

then applied. The participant thus views the security of knowledge as an important factor that 

contributes to organisational performance and success. Broadly speaking, the participant 

indicated that a value-driven approach is taken to the protection of knowledge in this regard. 

For the participant, this is focused on maintaining the balance between sharing knowledge and 

protecting it from a value life cycle perspective. For example, data has value, analysis of that 
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data adds more value, and as an organisation engineer and applies their collective knowledge 

into a product, it is hugely valuable. However, the participant explained that once a product is 

released/patented it is less valuable, as it is hard to protect something out in the public and the 

organisation has less control over who could reverse engineer it.  

Concerning the relationship between security and KM, from a technical perspective, this would 

have a KMS focus, driven by information security controls. The participant indicated that there 

should also be a focus on operations security, where employees are trained not to divulge 

sensitive knowledge. When it comes to protecting an organisation’s knowledge assets, the 

participant explained that while legal protections do help in some circumstances, regarding IP, 

it is important to remember that malicious entities do not care about legal protections.  

Further, the participant recommended that organisations need to be aware that often malicious 

entities will aim to compromise a human asset in the organisation. For example, a target might 

be a member of an engineering team that is involved with the distillation of information to 

create knowledge and a product. The compromised target would then be able to inform the 

malicious actor on which systems and technologies to focus. From the participant’s 

perspective, the value apex of that knowledge would be right before a product is released, when 

at its highest, so they could gain a competitive shortcut very rapidly. Once the malicious entity 

has gained persistence, they would be able to look for themselves and indicate, depending on 

their objectives, what could either be used to escalate their processes or create a competing 

product. In other words, what would offer the highest ROI for the attack? The participant 

indicated that from their experience this is typically the way it is done and is therefore also 

about compromising the right employees in addition to the right systems.  

Lastly, the participant indicated that concentrating important knowledge on a few key people 

in an organisation is a risk for a couple of reasons. Firstly, they are single points of failure and 

can carry a lot of critical knowledge around with them tacitly. Secondly, it is hard to manage 

and keep knowledge in an organisation when it comes to people, as they may come and go. 

They highlighted that there needs to be a process of knowledge capture in place to ensure that 

knowledge transfer can take place to subordinates where required. Additionally, they indicated 

that organisations should be capturing this risk in their business risk assessments if done from 

the broader business perspective, and that focus should not just be given to malicious entities 

or natural disasters concerning the organisation’s security practices. 
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6.4 Cross-Case Analysis and Discussion of Findings 

In the section to follow, I will discuss some general observations relating to the participants 

and their feedback. Next, I will outline the feedback from the interview process, relating to the 

areas found, concerning the security of knowledge in academic programs as presented in 

Chapter 5. This will be followed by a summary of some additional considerations provided by 

the participants that may also be of interest to the discussion around modelling knowledge 

security to be presented in Chapter 7. Finally, I will provide a brief discussion about some of 

the limitations of the research conducted.  

6.4.1 General Observations  

Before outlining the findings, I will begin by delving into some of the more general 

observations relating to the participants and their feedback. Firstly, the level of knowledge 

about the topic from an industry perspective was greater than expected. While for all the 

participants it was not a formalised practice, some had considered this issue quite seriously. 

Secondly, I found there to be a general alignment with the materials being taught in academia 

but not specifically relating to knowledge security as its own entity or field. Thirdly, the level 

of insight gained from the participants proved to be valuable in helping to better frame and 

understand the problem. They provided a great deal of nuance and practical insight, which 

could not be gained from the academic material alone. In this regard, I think the participants’ 

extensive industry experience was highly valuable, as they had a lot of knowledge and expertise 

to share which is often not always related to the formalised view of how things operate in 

practice.  

6.4.2 Alignment with Academic Teaching 

The feedback provided by the participants during the research interviews about knowledge 

security issues, as outlined in Chapter 5, has been summarised in Table 6-13. This has been 

structured in terms of the key areas identified in academic teaching as found in practice, based 

on the participants’ feedback. The areas marked with an “X” in Table 6-13 relate to those 

elements expressly focused on by the participants during their interviews. It may be that some 

areas are still covered within their broader organisations or experience, but it is rather a 

representation of what they chose to focus on during the interviews.  
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Table 6-13: Alignment with Academic Teaching 

Case Legal 

Mechanisms 

Employee 

Retention 

Measures 

Archiving 

Key 

Knowledge 

(Explicit) 

Transferring 

Key 

Knowledge 

(Tacit) 

Information 

Security 

Mechanisms 

Governance, 

Risk and 

Compliance 

Mechanisms 

A   X  X X 

B X  X  X X 

C   X  X X 

D   X X X X 

E   X X X X 

F X X    X 

G X X X X X X 

H X   X X X 

To begin, the implementation of legal mechanisms to secure proprietary knowledge in 

organisations, in 50% of the cases, was indicated as a mechanism of knowledge security 

control. This follows a similar paradigm to that expressed in Chapter 5, where the use of 

patents, NDAs, contracts, and other similar legal documents was mentioned for this purpose. 

From the interview process, the focus on these legal control mechanisms appears to be more 

common with those participants who have a security background. Of the four cases where the 

legal requirement was mentioned, only one came from a participant who had a focus primarily 

on KM. This is likely an indication of the difference in focus between a KM view and a security 

view, where there would be more emphasis on having to meet legal and compliance 

requirements. 

Next, in terms of the retention of key employees through HR management mechanisms, this 

was mentioned in 25% of the cases. The ratio in popularity of this approach also seems to be 

in line with that discussed in Chapter 5, where there was some mention of this aspect, but it 

was perhaps not a primary area of focus. It was somewhat surprising that this aspect was only 

mentioned by those who had a security focus, with both the participants who mentioned this, 

coming from a security background. Based on KMs closer strategic alignment with HR 
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functions in some organisations919, I would have expected this to be more of a consideration 

from a KM perspective, particularly when it comes to retaining key experts.  

Regarding the archiving of explicit knowledge in systems, this was mentioned in 75% of the 

cases and relates to those measures found in academic teaching as listed in Chapter 5. All KM 

focused participants mentioned this aspect, while only one participant who had a more security-

focused perspective mentioned it. The balance of this result being in favour of those with a 

greater focus on KM, as opposed to security, does make sense as knowledge capture is one of 

the primary objectives of KM920. In a security context, the focus would thus not be so much on 

the actual capturing processes but rather protecting the explicit knowledge residing within the 

organisation’s relevant IT systems.  

Regarding the transfer of tacit knowledge from experts to future experts, this was mentioned 

in 50% of the cases and relates to those measures found in academic teaching as listed in 

Chapter 5. It was again interesting to note that there was more of a weighting given to this from 

the cases examined where the participants had a security focus. The lower occurrence by those 

participants operating from a KM perspective can be explained by the variance in need for this 

based on their organisation’s focus. Where there were long-running projects, it appears that 

this aspect was more of a concern as opposed to those organisations with shorter project time 

frames. Speculating from the security perspective, this aspect might have had greater weight, 

as needing to ensure continuity is important. Additionally, if continuity is not ensured, the 

impact of failing at security is much greater. So, it would thus make sense that this would be 

more of a consideration.  

In terms of approaching the topic of knowledge security from an information security 

perspective, 87.5% of participants mentioned this in some capacity. This was usually directed 

towards the use of information security controls to protect KMSs and other KM related 

technology tools. The one case that did not mention this specifically was a participant who had 

a security focus but framed from a privacy, compliance, and governance perspective. The role 

played by information security in this capacity aligned with the focus as found in academia in 

Chapter 5. Given the increased awareness of information security issues921, it would make sense 

 
919 Gloet, 2006. Knowledge Management and the Links to HRM: Developing Leadership and Management 

Capabilities to Support Sustainability p 402-413. 

920 Becerra-Fernandes & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66. 

921 Wiley et al., 2020. More than the Individual: Examining the Relationship Between Culture and Information 

Security Awareness p 1-3. 
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that participants who have a KM or security focus would both view this as an important aspect 

in today’s business context.  

Finally, while there was some mention of governance, risk and compliance as found in 

academic teaching, which was discussed in Chapter 5, in this case, 100% of the participants 

made some reference to this aspect. While it was not always framed from the perspective of 

knowledge security directly, it did play a role in the determination of security, risk and 

compliance relating to the mechanisms needed to govern issues around employee roles, access 

control, and the identification of knowledge at risk. Given that one of the focal points of KM 

professionals is on systems and other types of KM technologies, it would also make sense that 

the mechanisms needed to govern these would be considered important to both KM and 

security-focused professionals.   

6.4.3 Additional Knowledge Security Considerations 

During my discussions with the participants, they also highlighted some additional areas to 

consider that may inform the discussion in Chapter 7 concerning modelling knowledge 

security. These included several aspects, with four of them having been mentioned by two or 

more participants. The identified aspects are the need for a balance between effective 

technology and a culture of sharing; instances of security being too stringent; a lack of focus 

on encouraging innovation by an organisation; awareness of the value of knowledge for 

malicious entities; and general issues that fit within the CIA triad paradigm.   

Concerning the need for having a balance between effective technology and a culture of 

sharing, the impact of a lack of balance manifested in several ways. Firstly, participants 

mentioned that if you have good KM technology in place but not a culture that is supportive of 

using it, the initiative will fail. Conversely, if there is a culture that is supportive of promoting 

KM but the KM technology in place is weak, it will also fail as employees will not be able to 

make effective contributions. Secondly, if there is a culture favourable to sharing and the KM 

technology in place is not streamlined, employees may attempt to come up with their own 

solutions. This can be on a business level or where the employees still require social connection 

and so will use non-sanctioned tools for their social communications. In doing so, this can 

create additional risks for the organisation as these are not controlled. Even after effective KM 

technologies have been implemented, if the use of non-sanctioned tools has been going on for 

some time, it may lead to bad habits being ingrained in how employees do things, leading to a 

continuation of the risk.   
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Regarding instances of security being too stringent, several examples were given by 

participants. The first was where employees in a particular function had locked down their 

KMS, only making it available to themselves. This in turn created a silo, with others in the 

organisation not being able to access this knowledge. The participant indicated that this had 

potential implications for the organisation’s data mining activities as this knowledge could not 

be incorporated. The second example given was where change control practices were 

universally applied across all systems in an organisation. This manifested in non-essential 

internal systems being subjected to the same level of change restriction as critical client-facing 

systems. From a KM perspective, this led to delays where they were not able to quickly adapt 

these internal systems to their needs, as well as downtime. The third example given, as 

mentioned previously in the case study narratives, was related to contract management, where 

the same legal templates were applied across all contract negotiations. In some instances, this 

was required, but in many others, it was not. The participant indicated that this led to delays 

through unnecessary legal wrangling and a lot of wasted time having to get the irrelevant 

sections removed.  

For a lack of focus on encouraging innovation by an organisation, several aspects were 

mentioned. Firstly, where knowledge was used to create a customer product, but the 

organisation saw no value in capturing or protecting the knowledge related to the development 

of that product or seeing how it could be applied in other ways. Secondly, where innovative 

solutions were developed by employees that would have saved the company money, but where 

these were not capitalised on by the organisation. Thirdly, where there was a general lack of 

focus on innovation in the culture of the organisation and little encouragement to innovate or 

explore was given. In all these cases, the participants indicated that they saw this as a potential 

risk to their organisations in the future. These were from the aspects of the organisation missing 

key trends and developments in the industry, being overtaken by more innovative competitors 

and then not being able to catch up, or where innovative people were side-lined eventually 

leaving the organisation.  

In terms of needing to be aware of the value of knowledge for malicious entities, the 

participants highlighted two aspects to consider. The first was that consideration should be 

given to where in the value chain knowledge will offer the greatest ROI for an attacker. This 

appears to be organisation and industry-specific but could be, for example, at the planning 

phase of a project, or just before a completed product has been developed. The second was that 
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consideration should also be given to how seemingly insignificant knowledge might be 

combined by an attacker with other pieces of knowledge to become more valuable.  

Finally, participants also mentioned several other issues individually, which when combined 

can be explained from a CIA triad perspective. From a confidentiality view, these include 

issues relating to oversharing knowledge without consideration of the implications for privacy 

or security. For example, as outlined by some participants, in social settings outside of work, 

or where trying to help a customer, another customer’s competitive knowledge is inadvertently 

shared. Further, where an employee may have made a knowledge sharing contribution, but 

what was shared was compromised reflecting badly on the employee. An additional example 

also mentioned was where an executive might share sensitive knowledge with someone who 

should not have the rights to access that knowledge, but due to the delegation of work, or where 

asking a subordinate for assistance, this knowledge becomes exposed, which can lead to 

knowledge leaks.  

Next, from an integrity view, participants also mentioned how having a low level of integrity 

of the knowledge in a system can contribute to mistrust by employees and a lack of use. 

Additionally, where the knowledge in the system, while initially containing value for 

employees, has been overly sanitised for privacy reasons, leaving what is contained in there of 

no use to employees. A further example was given by a participant related to the integrity of 

tacit knowledge. This was from the perspective of the manipulation of knowledge conveyed, 

the use of deception, or disinformation to meet personal political objectives. This can lead to 

bad decision making, fraud, corruption and the organisation being held to ransom by critical 

employees. These employees may have developed profound solutions for the business but have 

not shared what they know. Thus, knowing they are the only ones who can assist with such 

solutions, they leverage this to their advantage, as mentioned previously in the case study 

narratives.  

Finally, from an availability perspective, this can extend to situations where employees are not 

able to gain access to relevant KM technologies, not for a lack of wanting to adopt these but 

due to external factors like slow internet access. One participant mentioned that due to slow 

internet access, in certain regions, it was impossible for employees to effectively use the 

knowledge resources available to them. Another participant mentioned that in some cases there 

were issues too with the availability of employees to participate in their KM programs. This 

occurred where employees were so overworked that they had no time to devote to their personal 

growth and development or to share or consume knowledge through learning activities.  
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6.4.4 Limitations of the Study  

While I did do as much as possible to mitigate the effects of any research limitations, it is 

important to note that there are still some potential limitations of which to be aware. These 

include aspects like the potential risk of bias through the interview process or having to modify 

the range of the participants chosen. I have already addressed these two issues previously in 

the chapter, and as such I will not outline them again here. However, there are some further 

aspects relating to the research limitations, which I thought should also be considered.     

Firstly, when processing the interview results, to protect the participants' privacy, certain 

aspects of the discussions had to be rephrased, as presented in this chapter, to ensure anonymity. 

The implication of this is that this rephrasing may have been influenced by my frame of 

reference to some degree. Therefore, this could lead to some changes in the original intent of 

what was expressed by the participants. I did attempt to mitigate this as far as possible by 

remaining conscious of it and trying to ensure that what I listed reflected the core elements 

discussed during the interviews. However, as mentioned previously in the chapter, bias cannot 

be eliminated922 and there is always a possibility that in some instances this may have crept into 

the results.  

Secondly, concerning the open nature of the interviews, there is the potential that discussions 

leading in a certain direction may also have created a confirmation bias feedback loop. For 

example, where the interviewer is driving the conversation according to their preconceived 

notions or where the participant is providing information to the interviewer in a more 

favourable light, according to what they think the interviewer will want to hear923. I again tried 

to limit this by not discarding or re-enforcing any one point, but it is a possibility that I was not 

always able to remain completely objective in these discussions, even when consciously trying 

to do so.  

6.5 Conclusion 

Chapter 6 formed the second and final part of the empirical analysis and aimed at establishing 

if what is done in practice reflects those elements found in academic teaching and what the 

relationship between KM and security is in practice. This was in line with the research 

 
922 Salazar, 1990. Interviewer Bias: How it Affects Survey Research p 567-572. 

923 Salazar, 1990. Interviewer Bias: How it Affects Survey Research p 567-572. 
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questions as mentioned in Figure 1-2924 925. To achieve this aim, a qualitative, interpretive 

research approach was used. This consisted of a series of interviews with leading experts in the 

field to get further insight into KM and security issues in organisations. The chapter began by 

firstly outlining the research design followed. Next, the research method was discussed and 

finally, the findings were presented and analysed. This was done to confirm if what is taught 

at leading universities in the field is reflected practically in the approach taken by organisations. 

Additionally, it was also done to highlight some further considerations that may be of relevance 

to the discussions around modelling knowledge security. With the completed empirical 

component and previous theory discussed in the dissertation acting as a foundation, Chapter 7 

will commence with a discussion around how knowledge security can be modelled as a KM 

problem conceptually. This will form the final section of the research related to conceptual 

model development, with the objective being to examine how knowledge security can be 

modelled conceptually as a KM problem and be presented as a model. 

 

  

 
924 Research sub-question 6.1: Does what is done in practice reflect the elements found in academic teaching?  

925 Research sub-question 6.2: What is the relationship between KM and security in practice?  
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Part 3 – Conceptual Model 
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Chapter 7 

Modelling Knowledge Security as a 

Knowledge Management Problem 

7.1 Introduction  

Chapter 7 forms the final part of the research and discusses the process of conceptualising 

knowledge security as a KM problem, presenting it as a model. Thus, the chapter begins by 

selecting a conceptual modelling approach, through an examination of how conceptual 

modelling has been applied to KM. A conceptual modelling approach is then compiled from 

the array of modelling approach factors identified. In addition, a brief examination of the 

literature is done relating to other conceptual models of knowledge security. This is necessary 

as several models of knowledge security have emerged in recent years since this project began. 

Apart from keeping up to date with developments in the literature, these models may provide 

additional insights and inputs for the development of my model. Next, the process of 

developing the conceptual model is outlined and discussed, as derived from the compiled 

modelling approach, and relevant actions are taken. Following this, the limitations of the model 

are briefly discussed and ideas for future research are presented.  

7.2 Selecting a Conceptual Modelling Approach 

To establish this approach, I firstly provide an overview of what conceptual modelling is and 

how it is used, including those aspects that are important to follow concerning developing a 

conceptual model. I aim to link this back to my proposed approach presented in this 

dissertation. Secondly, I examine what conceptual models can be found in the literature, 

relating to knowledge security, to determine a base of existing research and to help provide any 

further inputs relating to the development of the conceptual model. Thirdly, I integrate these 

aspects and present the process that I followed to develop and document my conceptual model 

of knowledge security. Doing so provides a framework for the discussion to follow, expanded 

upon in the remaining sections of this chapter.  
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7.2.1 Brief Overview of Conceptual Modelling  

From within the broader construct of scientific modelling926, which aims to understand, define, 

quantify, visualise, or simulate something through references to commonly accepted 

knowledge927, conceptual modelling has been applied to and used in a variety of fields928. 

Examples of this application include computer science929, information systems, software 

design, database design930, simulations931, product design932, information security933, business 

process engineering934, KM935 and many other fields. In each field, variations in approaches 

taken can be observed depending on the context in which it is used and the objectives of that 

field.  

In its most basic form, conceptual modelling often follows a system focus with Dragicevic et 

al. defining it as a “simplified representation of a target system”936. From this view, it is seen 

as independent of design or implementation concerns937and may be based on a mathematical938 

or non-mathematical approach939, depending on the objective of the model. Thalheim states 

that while there is a technological and scientific component to conceptual modelling, depending 

on the field, its success also depends on understanding the environment through “comparatively 

sophisticated skills of literacy and numeracy”940. Thalheim further states that “at the same time, 

modelling is an art. Modelling is a highly creative process”941. Through this simplified 

 
926 Hacking & Hacking, 1983. Representing and Intervening. Introductory Topics in the Philosophy of Natural 

Science.  

927 Wikipedia, 2021. Scientific Modelling [Online]. 

928 Wikipedia, 2021. Scientific Modelling [Online]. 

929 Science Direct, 2021. Conceptual Model [Online]. 

930 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1669. 

931 Balci & Ormsby, 2007. Conceptual Modelling for Designing Large-Scale Simulations p 175-186. 

932 Beju et al., 2013. A Conceptual Model of Product Design p 908-912. 

933 Bharathi & Suguna, 2014. A Conceptual Model to Understand Information Security Awareness p 402-405. 

934 Robinson & Arbez, 2015. Conceptual Modelling: Definition, Purpose and Benefits p 2822. 

935 Karagiannis et al., 2017. How can Diagrammatic Conceptual Modelling Support Knowledge Management? p 

1-18. 

936 Dragicevic et al., 2020. A Conceptual Model of Knowledge Dynamics in the Industry 4.0 Smart Grid Scenario 

p 208. 

937 Definitions.net, 2021. Definitions for Conceptual Model [Online]. 

938 Singleton & Straits, 2010. Approaches to Social Research p 537.  

939 Morgan, 2005. Basic Guidance for Cross-Cutting Tools: Conceptual Models. Guidance for Conceptual 

Models p 1. 

940 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

941 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 
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representation, conceptual models can be used to describe the nature of a concept942 or series 

of concepts and the key activities that are encompassed therein943. This includes the 

relationships between the concepts, providing a framework in the organisational sense, of the 

knowledge of a particular discipline or to determine its focus944. It thus serves as a guide for 

observation and interpretation that can deepen understanding, which may include aspects of 

the physical or social world945. In some instances, it can also be used to simulate the subject of 

that model946. Within a conceptual model, the relationship between the collection of concepts 

can also be represented graphically. Heemskerk et al. state that this “is typically drawn as a 

series of diagrams with boxes and arrows that show the main elements and flows of material, 

information and causation that define a system”947.  

Thalheim948 explains that conceptual models are in essence schematic descriptions of a system, 

a theory, or a phenomenon of an origin that form a model. According to Thalheim949, their 

development requires planning, making, or executing through a deep insight into the 

background area as well as skills, simplification, experience, and ingenuity. Further, while each 

field will have its own culture or approach to modelling, this is often learned and shared within 

communities950. Thalheim951 argues that each community will have its own approach, thus 

making modelling a non-formalised approach, in that communities heuristically use 

operational and scientific terms. This view is also supported by Brooks and Wang952, whereby 

they state that “it is unrealistic to expect one set of guidelines or one method to apply to all 

applications” of conceptual modelling. Rather, Brooks and Wang953 explain that it is best to 

find a compatible approach for specific domains as required.  

 
942 Gregory, 1993. Cause, Effect, Efficiency & Soft Systems Models p 333-344. 

943 Ale et al., 2005. A Distributed Knowledge Management Conceptual Model for Knowledge Organizations p 1-

14. 

944 Miller & Keane, 1983. Encyclopaedia and Dictionary of Medicine, Nursing and Allied Health. 

945 Mylopoulos, 1992. Conceptual Modelling, Databases, and Case - An Integrated View of Information Systems 

Development p 49-68. 

946 Wood, 2016. Conceptual Models: Definitions and Characteristics [Online]. 

947 Heemskerk et al., 2003. Conceptual Models as Tools for Communication Across Disciplines. 

948 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

949 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

950 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

951 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

952 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1672. 

953 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1672. 
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7.2.2 Conceptual Modelling as Applied to Knowledge Management 

In line with this discussion, as there appears not to be one formalised approach across fields 

due to variance amongst subject domains954, it becomes important to select an approach that is 

relevant to a KM perspective. Therefore, to better evaluate how conceptual modelling is applied 

in KM, from a methodological standpoint, I chose to summarise a random sample of KM 

modelling approaches used. The approaches were outlined in 10 articles selected through a 

brief examination of the literature and covered 12 years. Once the articles had been identified, 

I proceeded to read through each of the articles and summarise the processes followed through 

their various sections. The conceptual modelling approaches that I identified through this 

process were then compiled from a high-level view as presented in Table 7-14.  

Next, to identify the most common steps, I used spreadsheet software to analyse the approach 

summaries from Table 7-14, looking for commonalities amongst the terms used. To do this, I 

consolidated and then counted the number of times each of the steps were mentioned in Table 

7-14. I also did this to help ensure that whatever process I chose to follow would account for 

the most important elements used when developing conceptual models from a KM perspective. 

The key steps identified and their listed popularity as analysed, not in order of appearance, are 

presented in Table 7-15. 

7.2.3 Choosing an Approach to Conceptual Modelling  

According to Kotiadis et al.955, in developing a conceptual model, the modeller needs to decide 

what to model and how to model it. This is done to create a justifiable representation of the 

system being modelled. Therefore, since choosing an approach to developing a conceptual 

model needs to be relevant to my objectives while aligning with the standards of the 

community956, I chose to adopt those steps from Table 7-15 as deemed appropriate to my needs. 

In my view, this is a justifiable approach to take for two reasons. Firstly, in doing so it positions 

my conceptual model within the broader domain of KM approaches to conceptual modelling. 

Secondly, as not every researcher outlined in Table 7-14 uses every step but rather those 

relevant to their objectives, choosing those steps applicable to my needs is also justifiable. 

 
954 Thalheim, 2012. The Science and Art of Conceptual Modelling p 76-105. 

955 Kotiadis et al., 2014. A Participative and Facilitative Conceptual Modelling Framework for Discrete Event 

Simulation Studies in Healthcare p 197-213. 

956 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1672. 
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Table 7-14: Examples of Conceptual Modelling Approaches in KM 

Overview Summary of Approach 

Authors: Dragicevic et al.957 (2020) 

General KM Area – Knowledge Dynamics 

1. Outline problem and objectives 

2. Review literature 

3. Extract required inputs related to objectives  

4. Use inputs to construct model  

5. Discuss model and implications  

Authors: Helmy et al.958 (2020) 

General KM Area – Social Business Processes 

1. Outline problem and objectives 

2. Review literature 

3. Identify gaps in the literature  

4. Establish concepts 

5. Integrate concepts into model  

6. Discuss model and implications 

Authors: Elliott et al.959 (2019) 

General KM Area – Knowledge Security 

1. Outline problem and objectives 

2. Review literature 

3. Extract required inputs related to objectives 

4. Use inputs to construct model 

5. Discuss and describe inputs 

6. Conduct case study for further understanding  

7. Discuss model and implications 

Authors: Farooq960 (2019) 

General KM Area – Value Creation 

1. Outline problem and objectives 

2. Review literature 

3. Identify gaps in the literature 

4. Establish concepts 

5. Integrate concepts into model 

6. Discuss model and implications 

 
957 Dragicevic et al., 2020. A Conceptual Model of Knowledge Dynamics in the Industry 4.0 Smart Grid Scenario 

p 208. 

958 Helmy et al., 2020. A Conceptual Ontological Framework for Managing the Social Business Process to 

Enhance Customer Experience p 262-271. 

959 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

179-193. 

960 Farooq, 2019. Developing a Conceptual Framework of Knowledge Management p 139.  
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Overview Summary of Approach 

Authors: Ilvonen961 (2016) 

General KM Area – Knowledge Security 

1. Outline problem and objectives 

2. Review literature 

3. Establish concepts and present model 

4. Discuss concepts of model 

5. Provide illustrative case study 

6. Discuss model and implications 

Authors: Pennington962 (2016)  

General KM Area – Knowledge Integration 

1. Outline problem and objectives 

2. Review literature 

3. Synthesise current research 

4. Identify core concepts and inputs 

5. Integrate concepts into model 

6. Discuss model and implications 

Authors: Waheed & Kaur963 (2014) 

General KM Area – Knowledge Quality 

1. Outline problem and objectives  

2. Review literature 

3. Identify gaps in the literature 

4. Synthesise current research and models  

5. Identify core concepts and inputs 

6. Integrate concepts into models  

7. Discuss concepts of models 

Authors: Sedighi & Zand964 (2012) 

General KM Area – Critical Success Factors 

1. Outline problem and objectives 

2. Establish concepts and integrate into a model 

3. Discuss concepts of model 

4. Discuss model and implications 

 
961 Ilvonen et al., 2016. Towards a Business-Driven Process Model for Knowledge Security Risk Management: 

Making Sense of Knowledge Risks p 1-18. 

962 Pennington, 2016. A Conceptual Model for Knowledge Integration in Interdisciplinary Teams: Orchestrating 

Individual Learning and Group Processes p 300-312. 

963 Waheed & Kaur, 2014. Knowledge Quality: A Review and a Revised Conceptual Model p 1-15. 

964 Sedighi & Zand, 2012. Knowledge Management: Review of the Critical Success Factors and Development of 

a Conceptual Classification Model p 1-9.  
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Overview Summary of Approach 

Authors: Bhatti et al.965 (2011) 

General KM Area – Innovation and Performance 

1. Outline problem and objectives 

2. Review literature 

3. Identify gaps in the literature  

4. Outline contribution of research  

5. Identify core concepts and inputs 

6. Integrate concepts into a model  

Authors: Zanjani et al.966 (2008)  

General KM Area – Customer KM 

1. Outline problem and objectives 

2. Review literature 

3. Identify core concepts and inputs 

4. Discuss core concepts and inputs 

5. Integrate concepts into a model 

6. Provide illustrative case study 

 

Table 7-15: Summary of KM Conceptual Modelling Steps and their Popularity 

Element Appearance in Articles Reviewed 

Outline problem and objectives 10 

Review literature 9 

Identify gaps in literature/contribution 5 

Synthesise current research 2 

Identify/establish core concepts/inputs 10 

Integrate inputs/concepts into a model 10 

Discuss/describe concepts/inputs of model 5 

Discuss model and implications 7 

Provide illustrative case study 3 

 
965 Bhatti et al., 2011. The Effect of Knowledge Management Practices on Organisational Performance: A 

Conceptual Study p 2847-2853. 

966 Zanjani et al., 2008. Proposing a Conceptual Model of Customer Knowledge Management: A Study of CKM 

Tools in British Dotcoms p 303-307. 
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It should thus be noted that not all the broader KM modelling steps listed in Table 7-15, as 

related to each of my steps, will be applicable. Thus, the steps that I have chosen to follow, in 

line with my broader research objectives, have been summarised in Table 7-16. I have also 

indicated their general relationship to the broader KM modelling elements as shown in Table 

7-15 to add context.  

Table 7-16: My Selected Conceptual Modelling Approach in Relation to KM Modelling Steps 

My Selected Approach Relationship to Broader KM 

Modelling Steps 

1.) Establish the objectives of the model Outline problem and objectives (10) 

2.) Review sources of information 

 

Review literature (9) 

Identify gaps in literature/contribution 

(5) 

Synthesise current research (2) 

3.) Extract relevant model inputs from the reviewed sources 

of information  

 

Identify/establish core concepts/inputs 

(10) 

4.) Integrate relevant model inputs into a model 

 

Integrate inputs/concepts into a model 

(10) 

5.) Discuss the model and implications  

 

Discuss/describe concepts/inputs of 

model (5) 

Discuss model and implications (7) 

 Provide illustrative case study (3) 

As can be seen in Table 7-16, most of my steps relate to the broader KM modelling elements 

as shown in Table 7-15. The only element that is not covered by my approach is that of 

providing an illustrative case study. While this would have been useful to include, it is beyond 

the current scope of this research, which is focused on laying the framework for the 

development of the conceptual model. Additionally, as shown from the process examples 

provided in Table 7-14, it is also not a component that is included in the first phase of all 

conceptual modelling research in KM. A further point to note is that while each of the steps of 

my chosen approach is presented sequentially, some aspects in practice are handled iteratively, 

Stellenbosch University https://scholar.sun.ac.za



198 

as a certain degree of reworking and remodelling is required. I will now briefly outline each of 

the steps in Table 7-16 concerning my objectives and how I will proceed going forward. The 

steps outlined below will be discussed and expanded upon in Section 7.3 and form the sub-

sections of that discussion. 

• Step 1: Establish the objectives of the model – This step will outline the objective of 

the model in the context of the broader research objectives of the dissertation.  

• Step 2: Review sources of information – This step will outline the different sources 

of information that will need to be reviewed to derive the inputs for the model. 

• Step 3: Extract relevant model inputs from the reviewed sources of information – 

This step will list and discuss the identified elements from the chosen sources of 

information that will be integrated to form the model. 

• Step 4: Integrate relevant model inputs into a model – This step will integrate the 

various identified inputs and represent them graphically as a conceptual model. 

• Step 5: Discuss the model and implications – This step will discuss the fit and 

relationship of the integrated inputs in the model and provide more details relating to 

each component of the model. The implications of combining the various inputs in the 

model will also be discussed. 

Finally, before proceeding to the discussion in Section 7.3, one aspect that needs to be updated 

from the literature is the published research on existing models of knowledge security. While 

conceptual models of knowledge security were not present at the start of this dissertation 

process, several have emerged in the literature in recent years. I decided that it is important to 

include these here for two reasons. Firstly, they inform the discussion and development of my 

model as they may illuminate different approaches to developing a conceptual model of 

knowledge security or highlight different aspects of importance to focus on. Secondly, they 

may also provide useful insights and further inputs that can be used in the development of my 

conceptual model. This may be in the form of separate approaches, or whereby I may be able 

to relate their research to that of my model, thus more effectively covering the topic and in turn 

remaining better up to date with developments in the literature. 

7.2.4 Overview of Conceptual Models in Knowledge Security 

As mentioned, conceptual modelling has also been used to conceptualise knowledge security 

issues related to KM but less prolifically. Thus, while conducting a literature search for 

examples of conceptual models focusing on knowledge security, only a few examples could be 
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found. I will briefly outline these models in the paragraphs to follow to determine a base of 

existing research and to help provide any further inputs relating to the development of the 

conceptual model. 

To begin, Ilvonen conducted, for her doctoral research, a conceptual analysis of knowledge 

security967. Ilvonen examined how the concept of information security management, framed to 

meet the requirements of the CIA triad, could be extended to encompass KM activities too. 

Ilvonen did this by aiming to determine what knowledge security means, by developing an 

integrated view of information security management and KM activities and their overlap. These 

two domains were then combined as an integrated concept, that of knowledge security and 

presented as a model. Ilvonen’s approach also consisted of a theoretical analysis and an 

empirical component which were used to provide inputs for the synthesisation processes. 

Ilvonen concluded her analysis by stating that, in her view, “knowledge security is a process 

aimed at the security of knowledge that is embedded in the people working for a company and 

in their interactions”968. Ilvonen969 suggests that it is important for an organisation to be able to 

identify the threats to knowledge and for KM initiatives to be examined in a coherent form.  

In a subsequent publication, Ilvonen et al. also highlighted the importance of knowledge 

security risk management as a factor in contemporary organisations970. They outline that 

knowledge security risk management should be developed toward a more proactive 

management of the potential future risks of knowledge sharing971. They explain that this is 

important as the environment is more dynamic than traditional information security 

management models972. Thus, they propose a model for knowledge security risk management 

(KSRM) consisting of the process elements of: 1) Business need or problem and expected 

benefits from change, 2) Knowledge identification, 3) Threat identification, 4) Risk analysis, 

5) Cost/benefit assessment, 6) Mitigation and 7) Monitoring973. By following the approach 

 
967 Ilvonen, 2013. Knowledge Security - A Conceptual Analysis p 1-172. 

968 Ilvonen, 2013. Knowledge Security - A Conceptual Analysis p 1-172. 

969 Ilvonen, 2013. Knowledge Security - A Conceptual Analysis p i. 

970 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3941. 

971 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3941. 
972 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3941. 

973 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3944-3947. 
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outlined in the KSRM, they argue that it provides a useful approach to evaluate what knowledge 

is important, how it should be shared and what should be considered when securing it974. As a 

further refinement to their KSRM model, Ilvonen et al. expanded their approach in an 

additional research paper, whereby they highlighted the importance of sense-making975 as a 

mechanism for adding context. They did this to improve the KSRM process by helping the 

organisation to understand its business situation, environment, and appropriate knowledge976. 

By highlighting this aspect, Ilvonen et al. explain that it also helps to describe the business case 

of the intended change and what kind of benefits are sought by implementing that change977.  

Next, Elliott et al. propose a conceptual framework that examines the organisational methods 

of knowledge protection, whose objective is to strike a balance between sharing and 

protection978. The framework highlights the benefits of sharing and risks, as moderated by 

several factors within the context of intra- and inter-organisational sharing. These factors, 

Elliott et al. argue affect the procedures that organisations implement to govern their 

knowledge protection and sharing processes979. Elliott et al. state that through the framework a 

basic trade-off is highlighted between “improving decision-making and innovation through 

communication and mitigating security risks by imposing restrictions on communication 

flows”980. The mediating factors are the sensitivity of the information, the degree to which 

employees can be trusted with such information and the firm’s level of legal protection 

mechanisms981. An important factor that Elliott et al. highlight is the context in which such 

sharing takes place, which can influence the cost-benefit analysis of information restrictions982. 

 
974 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3948. 

975 Ilvonen et al., 2016. Towards a Business-Driven Process Model for Knowledge Security Risk Management: 

Making Sense of Knowledge Risks p 4-7. 

976 Ilvonen et al., 2016. Towards a Business-Driven Process Model for Knowledge Security Risk Management: 

Making Sense of Knowledge Risks p 4-7. 
977 Ilvonen et al., 2016. Towards a Business-Driven Process Model for Knowledge Security Risk Management: 

Making Sense of Knowledge Risks p 4-7. 

978 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

182. 

979 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

182. 

980 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

179. 
981 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

179-183. 

982 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

179-183. 
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They note that the knowledge sharing risk within an organisation as opposed to external sharing 

with partners, suppliers and customers is lower. In this regard, Elliott et al. view sharing 

information externally as more hazardous as it can be a risk to the firm’s distinctive 

competencies983.  

7.3 Developing a Conceptual Model of Knowledge Security 

With my modelling approach acting as a guide, as outlined in Table 7-16, I proceeded to work 

through each of the various steps in more detail. Through this process, and the discussions in 

each of the sections, my conceptual model of knowledge security was developed. Each of these 

elements is discussed in greater detail in the sub-sections to follow. This is in terms of 

establishing the objectives of the model, reviewing sources of information, extracting relevant 

model inputs, integrating relevant inputs into a model, and discussing it and its implications. 

7.3.1 Establishing the Objectives of the Model 

In terms of the objectives of the model, it aligns broadly with the primary research objective of 

the dissertation. The primary research objective is focused on developing a conceptual 

modelling approach that will help conceptualise knowledge security as a KM problem. 

Practically, this means creating a simplified representation that integrates the different 

dimensions of KM with those of knowledge security. The model thus acts as a representative 

framework to increase understanding through alleviating the unclear relationships between the 

concepts. In providing a theoretical structure, it also creates a base framework upon which 

further research can be built or tested.  

7.3.2 Reviewing Sources of Information 

The sources of information that I reviewed consisted of the theoretical and empirical elements 

presented in the previous chapters of this dissertation. From the theoretical perspective, this 

related to the topics discussed around the composition of possible KM solutions and activities 

(Chapter 1), defining organisational knowledge (Chapter 2), defining knowledge management 

and the need for an integrated approach to security (Chapter 3), the literature review of 

knowledge security approaches (Chapter 4) and any other elements illuminated through the 

discussion of modelling knowledge security as a KM problem (Chapter 7). From the empirical 

 
983 Elliott et al., 2019. Knowledge Protection in Firms: A Conceptual Framework and Evidence from HP Labs p 

183. 
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perspective, this related to the practical outcomes investigated around the review of knowledge 

security in leading academic programs (Chapter 5) and the interview discussions related to KM 

and knowledge security in practice (Chapter 6). 

7.3.3 Extracting Relevant Model Inputs 

In this section, I list and discuss any identified elements as chosen from the identified sources 

of information. The focus is on examining the objective outcomes of the listed sources of 

information, in this case, the various chapters of this dissertation, and then choosing what was 

regarded as the most relevant inputs for my model. It is important to note that as part of this 

process, there was some overlap in the identification of the inputs derived from each of the 

chapters. However, where possible, any such overlaps were consolidated and refined before 

inclusion into the final version of the model. I also considered some additional elements from 

the chapters, where relevant, but these were not my primary focus. As the arguments and 

justifications have been explained in those individual chapters, for the development of the 

various inputs, I chose not to discuss them again here. Rather, focus was given to their 

relevance in the context of the development of the model and to what they can contribute. The 

inputs derived from the analysis of the chapters are summarised in Table 7-17. 

7.3.3.1 Chapter 1 – Discussion and Inputs 

As part of the introductory discussion in the chapter, the need for knowledge security to be 

aligned with KM activity was examined. Part of this discussion focused on the view of KM 

solutions put forward by Becerra-Fernandez and Sabherwal984, whereby they developed a 

consolidated framework of KM activities that can be found in organisations. The framework 

outlines intra-organisational KM activity made up of processes, systems, mechanisms, 

technologies, and infrastructure.  

From the perspective of model development, this framework can be used as a comprehensive 

representation of KM activity. It also acts as a practical tool to identify those dimensions where 

knowledge security issues will be found within the broader realm of KM. The collection of 

KM solutions frames which relevant KM governance activities are applied. From a knowledge 

security perspective, the collection of KM solutions frames how knowledge security risk can 

be assessed and controls implemented in the context of the organisation and its requirements. 

 
984 As referenced in Section 1.1, paragraph 9. 
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Table 7-17: Summary of Model Inputs Derived from the Analysis of the Chapters 

Chapter Primary Objectives Inputs Derived from Analysis 

Chapter 1 • Introductory concepts and discussion 
• KM solutions, as per Becerra-

Fernandez and Sabherwal’s view of 

KM activities in organisations 

Chapter 2 • Define organisational knowledge 

through an analysis of the literature 

• Context, as per Tsoukas’s 

definition of knowledge 

Chapter 3 • Define KM through an analysis of the 

key views from the literature 

• Examine the need for an integrated 

approach between security and KM 

• Context with the addition of 

strategic focus 

• Alignment between information 

security, knowledge security and 

KM 

Chapter 4 • A literature review of current 

approaches to knowledge security 

while keeping the KM paradigm in 

mind 

• Technical and non-technical 

knowledge security paradigms, 

with an emphasis on risk 

management elements 

Chapter 5 • Review of knowledge security in 

leading academic programs in the EUR 

and USA as part of the investigation 

into knowledge security 

• To determine if knowledge and 

security are treated as separate entities 

• Intellectual property protection 

mechanisms 

• Employee knowledge retention 

mechanisms 

• Information protection mechanisms 

Chapter 6 • Discuss the results of a series of case 

study interviews done with leading 

experts in relation to the findings 

presented in Chapter 5  

• Obtain a practical view of the 

relationship between knowledge and 

security in organisations 

• Risk management 

• Information security elements 

• Knowledge security controls 

• Balance between KM solutions and 

culture 

• Balance between security and KM 

objectives 

• Knowledge value considerations 

Chapter 7 • Developing a conceptual model of 

knowledge security  

• Alignment between information 

security and KM 

• Importance of risk 

• Importance of context in the 

determination of value and 

acceptable levels of sharing  
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The collection of KM solutions also forms a focal point for the intersection of KM governance 

and knowledge security activities in practice. Thus, the input of KM solutions as per Becerra-

Fernandez and Sabherwal’s view of KM activities in organisations is seen as important.   

7.3.3.2 Chapter 2 – Discussion and Inputs 

The objective of the chapter was to define organisational knowledge through an analysis of the 

literature. Through this process, I chose to adopt the definition offered by Tsoukas985  consisting 

of two forms: the weak and strong views of organisational knowledge. I made this choice due 

to the definition’s ability to frame key organisational knowledge issues of the context and 

environment, social aspects, and knowledge transfer from a deeper theoretical perspective. The 

deeper theoretical perspective is enabled by Tsouka’s emphasis on the tacit and explicit 

relationship and how it manifests in organisations as distributed knowledge systems. To recap, 

from the weak view, Tsoukas and Vladimirou define organisational knowledge simply as being 

generated, developed, and transmitted by individuals, which as they claim is less revealing 

about the deeper characteristics of what organisational knowledge is. From the strong view, 

Tsoukas and Vladimirou define organisational knowledge as emerging when individuals within 

organisations consider the context of their actions. These individuals do so by drawing upon 

and acting upon a corpus of generalisations that are produced internally because of 

organisational processes and tasks.  

The important aspect of this definition, in the scope of developing a conceptual model of 

knowledge security, is that it highlights the importance of context in the way organisations 

view and manage their knowledge. By doing so, it helps to emphasise the processes, 

socialisation elements and intersections of interests rather than the individual KM mechanisms 

alone. If framed in this way, knowledge can be seen to be dependent on context and meaning 

derived by those using it within the context of an organisation. At the same time, it can be seen 

to be feeding back to what is viewed and applied as knowledge in that context. From a 

knowledge security perspective, this is important as without context it is not clear as to what 

knowledge is of value to an organisation and where that value lies. Further, context will have 

implications for the way knowledge is governed by KM. It will also have implications for the 

way it is applied to KM solution areas such as processes, systems, mechanisms, technologies, 

and infrastructure within an organisation986. How this is framed by the said context will then 

 
985 As and referenced in Section 2.2.3, paragraphs 23-26; Section 2.2.4, paragraph 7; Section 2.3. 

986 As referenced in Section 1.1, paragraph 9. 
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also determine where knowledge security risks may be found. It can also help to determine in 

what areas of these KM solutions they may be most prominent. Thus, the input of context as 

per Tsoukas’s definition of knowledge is seen as important.  

7.3.3.3 Chapter 3 – Discussion and Inputs 

There were two main objectives of the chapter. These were to define KM through an analysis 

of the key views from the literature and to examine the need for an integrated approach between 

security and KM. Firstly, in terms of defining KM, I chose to adopt Girard and Girard’s 

integrated definition whereby they define KM as “the management process of creating, sharing 

and using organisational information and knowledge”987. I did this due to the definition’s ability 

to highlight the management process aspect of KM as opposed to a purely process-orientated 

view. It in turn relates to Becerra-Fernandez and Sabherwal’s KM framework in that they 

highlight the importance of KM processes which will be important to any security approach. 

The definition also highlights the different ages, phases, or generations988 that KM may take in 

an organisation and whether knowledge in that context is seen as a resource or a capability989. 

Using KM as a capability allows an organisation to adapt strategically to the needs of its 

environment by using its collective knowledge. The different approaches to KM will thus have 

different security implications too. This is an important aspect from the perspective of model 

development, as it reaffirms the importance of context. It also emphasises the strategic focus 

that an organisation has as to their KM needs and how that is applied in practice. From a 

knowledge security perspective, it again becomes important to keep the context and strategic 

focus of any KM initiative in mind. Thus, the input of context with the addition of strategic 

focus is seen as important in this regard.  

Secondly, concerning the need for an integrated approach between security and KM, and the 

need for knowledge security, several factors were discussed. These factors relate to the 

difference between information and knowledge and how these differences translate to different 

requirements for managing and securing them. For example, as discussed in the chapter, IM 

takes a more resource-based view, focused on managing information in electronic or physical 

 
987 As referenced in Section 3.5. paragraph 5. 

988 This in terms of the views put forward by Snowden (structuring and flow of information, SECI model, systemic 

flow view), Davenprot and Cronin (information management, business process contextualisation, knowledge 

as a capability) and Tuomi (clustering of approaches, centralised sharing, collective social understanding). 

989 As referenced in Section 3.3. paragraphs 22-26; Section 3.4, paragraph 1. 
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forms990. This differs from KM, which can take both a resource-based view (the handling of 

knowledge in a KMS), while also extending to a capability-based view requiring further social, 

sense-making and decision-making processes. This difference highlights the degree of social 

interaction needed in the management of knowledge as opposed to information. As with KM, 

people are often at the core of creating and processing knowledge991. It thus relies on deduction, 

socialisation processes, understanding and the interplay between individuals in a particular 

context. These are important perspectives and both aspects would need to be catered for in any 

approach to securing an organisation’s knowledge that is aligned with KM. 

In terms of model development, this is also important for two reasons. Firstly, to ensure that 

both the technical resource elements are protected in addition to the broader non-tangible 

strategic and socialisation aspects. Secondly, to ensure that both aspects of information security 

and knowledge security mechanisms are aligned with KM practices and tasks, to know what to 

focus on. Jennex and Durcikova992 suggest that information systems security and KM should 

be viewed as complementary activities. From a knowledge security perspective, these inputs 

are important as they highlight the need for an approach that accounts for the broader contextual 

and strategic dynamics of KM. Yet, an approach that also acts as a conduit to better align 

information security practices and knowledge security practices with KM, as per their 

contextual and strategic objectives. Thus, the input of the alignment between information 

security, knowledge security and KM should be viewed as important in this regard.  

7.3.3.4 Chapter 4 – Discussion and Inputs 

The chapter focused on conducting a literature review of current approaches to knowledge 

security while keeping the KM paradigm in mind. Several knowledge security paradigms were 

identified and categorised according to various perspectives presented within each paradigm. 

It was found that there is a clear research focus orientated towards approaches related to 

systems security (18 texts), assurance (11 texts), risk management (7 texts), and DIS (2 texts). 

The balance of this focus appears to be aligned with the growth in the importance of 

information security elements and their inevitable application to aspects of KM, as discussed 

in Chapter 4. As such, there is a substantial focus on knowledge security approaches dealing 

with technical factors. To a lesser degree, there is also a focus on management issues aimed at 

 
990 As referenced in Section 4.2, paragraph 7. 

991 Yadav & Singh, 2013. A role of knowledge management in organizational performance p 195-201. 

992 Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are We Doing Enough to 

Thwart the Persistent Threat? p 3452. 
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mitigating the complexity of securing knowledge in KMSs as opposed to traditional 

information systems993. An important point, concerning this second aspect, is the focus on 

assurance and risk management issues. From a practical perspective, there is a need for more 

alignment with business policy, processes, privacy issues and knowledge security policy994. 

Thus, this perspective indicates a need for approaches focused on both technical and non-

technical security issues. It is also important to consider the DIS perspectives. These are based 

on counterintelligence principles and have the potential to mitigate many of the less tangible 

threats targeted towards organisational knowledge, such as intelligence gathering.  

From a perspective of model development, it will be important to represent both these technical 

elements and non-technical paradigms and perspectives. Additionally, the paradigms related to 

knowledge security risk management will be important, as they contribute to determining the 

application of security mechanisms and controls relevant to a particular context. Risk 

evaluation will also help in this regard, by identifying what knowledge is of value to a particular 

organisation.  

From a knowledge security perspective, focusing on technical and non-technical elements will 

enrich the security controls available and provide a link to relevant information security 

elements from within the broader knowledge security focus. It will also help shape how these 

elements can be related to the KM objectives of an organisation to determine what security 

controls would be needed from a risk perspective. This would be framed by the organisational 

context and focus regarding knowledge and KM as applied through relevant KM solutions. An 

added benefit of this approach is that it would also help to determine the right balance between 

sharing and protecting knowledge from a strategic perspective. The balance between the two 

would be governed by the determination of the value that the knowledge holds for the 

organisation, as opposed to the relevant level of determining risk. Therefore, it would follow a 

risk to benefit trade-off, possibly actualised through security models such as the CIA triad and 

would apply to each organisation’s particular set of needs. Thus, the input of technical and non-

technical knowledge security paradigms, with an emphasis on risk management elements will 

be important in this regard.  

 
993 As referenced in Section 4.3.3.5, paragraph 4. 

994 Park, 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a Delphi 

Study p 425. 
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7.3.3.5 Chapter 5 – Discussion and Inputs 

The focus of the chapter was to review knowledge security in leading academic programs in 

the EUR and USA as part of the investigation into knowledge security. The purpose was to see 

if knowledge and security are treated as separate entities and to provide additional inputs for 

the development of the conceptual model. It was found that while there was some mention of 

security and knowledge in certain academic programs, most had a broader focus on related 

concepts. These concepts included IP protection mechanisms (legal), employee knowledge 

retention mechanisms (employee retention, archiving the explicit, and transferring the tacit) 

and information protection mechanisms (information security, governance, risk, and 

compliance).  

Firstly, in terms of IP protection mechanisms, the focus was predominantly centred on legal 

elements applied to things like IT systems, leadership, international business development, 

economic, and engineering considerations. Practically, examples of these legal elements 

include patents, copyrights, NDAs and so forth. Secondly, in terms of employee knowledge 

retention mechanisms, it was generally framed from a knowledge governance or HR 

perspective. The purpose of doing so was to retain key individuals and thus their knowledge 

and skills. Practically, this was actualised through elements such as retaining highly skilled 

people within an organisation with appropriate benefits, having processes in place to archive 

knowledge in systems and being able to capture or transfer the knowledge of key employees 

who might leave. Thirdly, in terms of information protection mechanisms, in some instances, 

concepts from information security were linked to the topic through IM. This manifested in 

situations where it was taught in conjunction with KM, focused largely on information systems, 

and as applied to KM technologies too. There was also a general link to security being 

important for KM, as framed from within the broader objectives of organisational information 

governance, risk and compliance.  

From the perspective of model development, the security concepts highlighted above will be 

important. Their importance is in terms of forming part of the list of the broader knowledge 

protection elements available. This relates to the inclusion of both IP protection mechanisms 

and employee knowledge retention mechanisms. These elements form part of the set of 

knowledge protection elements available within the broader knowledge security approach. The 

focus on information protection mechanisms also highlights the importance of having a link 

between KM, knowledge security and information security objectives. The purpose is to form 

part of the broader organisational governance and risk strategy of the organisation.  
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From a knowledge security perspective, the combination of these mechanisms will help to 

provide a more comprehensive list of possible knowledge and information security controls. 

These controls are framed from within the broader framework of the knowledge security 

approach taken. Relevant controls can thus be determined and applied through the inclusion of 

knowledge security risk management processes. The application of these controls will then be 

relevant to the various KM solutions that have been implemented. They will also be dependent 

on the defined context of the organisation and will form part of the organisation’s broader 

strategic governance objectives. Thus, the inputs of IP protection mechanisms, employee 

knowledge retention mechanisms and information protection mechanisms will be important in 

this regard.  

7.3.3.6 Chapter 6 – Discussion and Inputs 

The focus of the chapter was to discuss the results of a series of case study interviews done 

with leading experts related to the findings presented in Chapter 5. The purpose of doing so 

was to obtain a practical view of the relationship between knowledge and security in 

organisations and to garner any additional inputs for the conceptual model that might be of 

importance. In terms of the importance of the findings concerning Chapter 5, there was a strong 

focus on governance, risk, and compliance (100%), knowledge security from an information 

security perspective (87.5%), and the archiving of explicit knowledge in systems (75%). There 

was a medium focus on legal mechanisms to secure proprietary knowledge in organisations 

(50%) and the transfer of tacit knowledge, from current to future experts (50%). There was a 

lower focus on the retention of key employees through HR management mechanisms (25%). 

The participants also highlighted some additional areas to consider concerning modelling 

knowledge security. These were: the need for a balance between effective technology and a 

culture of sharing, instances of security being too stringent, a lack of focus on encouraging 

innovation by an organisation, awareness of the value of knowledge for malicious entities, and 

general issues that fit within the CIA triad paradigm.   

From the perspective of model development, it will be important to identify security concept 

inputs, applicable in practice, and to be able to prioritise which of these components to focus 

on. In this case, these will include the need for the incorporation of governance, risk and 

compliance elements, the information security perspective, control mechanisms like archiving, 

legal, expert tacit knowledge transfer, and appropriate HR interventions. In terms of the 

additional considerations mentioned, the need for a balance between effective technology and 
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a culture of sharing will be important. This is because it highlights the need for strategic 

alignment between KM infrastructure and technologies as forming part of the broader KM 

solutions of an organisation. The balance of this relationship needs to be viewed from within 

the framework of the broader organisational context and focus. Additionally, two other 

elements will also need to be considered. Firstly, the correctly formulated balance between 

securing and sharing. Secondly, the recognition and identification of knowledge value as part 

of risk management processes and CIA triad considerations. These will form part of the 

balanced structure of any security controls implemented and will therefore be important to 

include.  

From a knowledge security perspective, this will mean once again focusing on risk as a critical 

element of any approach to knowledge security. It will also mean considering information 

security concerning other knowledge security practices and their integration as part of KM. 

Thus, emphasis will need to be placed on the inclusion of control mechanisms like archiving 

critical knowledge, having appropriate legal protections in place, ensuring the transfer of expert 

knowledge, and retaining key employees as part of the broader set of available knowledge 

protection elements. In terms of the additional considerations mentioned, it will be important 

for an organisation to have their KM solutions well defined and implemented. The reason for 

this is to effectively meet their objectives based on the requirements of their knowledge context 

and focus.  

The correctly formulated balance between sharing and security will also need to be considered, 

as governed by their strategic focus and determined by an effective analysis of risk. This will 

need to be thought of in terms of the organisation’s knowledge risk profile. The same will apply 

when determining the value of knowledge, which will need to be considered in the collective, 

as part of any approach to risk mitigation. Further, considerations related to the balance of the 

CIA triad will need to form part of the application of any combined security controls 

implemented. Finally, these will also need to be framed by the organisation’s knowledge risk 

profile and its objectives in terms of knowledge context, focus and strategy. Thus, the inputs 

related to risk management, information security elements, knowledge security controls, a 

balance between KM solutions and culture, a balance between security and KM objectives, and 

knowledge value considerations will be important in this regard.  
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7.3.3.7 Chapter 7 – Discussion and Inputs 

The objective of the chapter was to provide a brief overview of conceptual models relating to 

knowledge security as discussed in Section 7.2.4. To begin, two points were illuminated as 

important to take into consideration when conceptualising knowledge security as discussed by 

Ilvonen and Ilvonen et al. Firstly, the need for the alignment of information security 

management activities with KM995. Secondly, the importance of a knowledge risk management 

model and a subsequent proactive approach to the management of self-contextualised 

knowledge security risk996. From this view, context is determined by decision and sense-

making practices to achieve a greater level of understanding.  

Next, two factors were also illuminated as important to take into consideration when 

conceptualising knowledge security as discussed by Elliot et al. Firstly, the importance of being 

able to strike a balance between sharing and protecting knowledge997. Secondly, the importance 

of context from both an inter and intra-organisational perspective. Context and the balance 

between sharing and protecting are discussed in terms of how they impact the organisational 

procedures needed to govern knowledge protection and sharing processes998. This was 

discussed in terms of the cost-benefit ratio based on knowledge value, acceptable risk, and risk 

mitigation factors such as sensitivity, trust, and legal protection mechanisms999.  

From the perspective of model development, the illuminated factors of the need for alignment 

between information security management and KM, the importance of risk management and 

associated activities, organisational context and the balance between sharing and protecting 

will be important. Concerning the intersection between information security management and 

KM, even if taking a different view to that of Ilvonen, their approach still highlights the 

importance of aligning information security elements within a knowledge security approach. 

The emphasis on risk management and its associated elements is again important. This 

importance is because any security controls provided by information protection elements will 

need to be determined by an organisation’s knowledge security risk assessments. From the 

perspective of context, this again will play a major role in helping to determine what knowledge 

is of value, how it is to be managed, shared and the implications for doing so. The use of any 

 
995 As referenced in Section 7.2.4, paragraph 2. 

996 As referenced in Section 7.2.4, paragraph 3. 

997 As referenced in Section 7.2.4, paragraph 4. 

998 As referenced in Section 7.2.4, paragraph 4. 

999 As referenced in Section 7.2.4, paragraph 4. 
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mechanisms such as cost-benefit in the context of value and risk will be determined by the 

establishment of each organisation’s definition of context. This, in turn, will help to determine 

what is seen as an acceptable balance between sharing and securing knowledge, based on their 

strategic requirements.  

From a knowledge security perspective, these elements will form some of the core structures 

of any approach to securing organisational knowledge. These are discussed in terms of the 

alignment of security activities with KM, how relevant risks and mitigation strategies are 

determined and what applies to each organisation’s context. This is in terms of their need for 

sharing or securing knowledge based on their own unique set of contextual requirements. Thus, 

the inputs of the alignment between information security and KM, the importance of risk and 

finally context in the determination of value and acceptable levels of sharing will be important 

in this regard.   

7.3.4 Integrating Relevant Inputs into a Model 

With the various inputs having been established, the next objective was to formulate the inputs 

into a conceptual model of knowledge security. Willemain1000 advises that when it comes to 

developing the model structure, there can be a lot of switching between the different inputs. 

Willemain1001 goes on to discuss that this is something of a less formal procedure and generally 

requires experience, analytical ability, and a component of creativity. Since there is not one 

formally accepted method on how to do this, taking a looser approach is important as modellers 

should not be too constrained in their view1002. If the approach followed is too constrained, it 

could hinder creativity and the initial analysis1003. Brooks and Wang1004 point out that this means 

when models are developed by experts, they often consider various aspects of how the problem 

can be modelled. Through this process, they critically evaluate their ideas and further revise or 

develop the model iteratively according to their own set of requirements. This is not to say that 

there are no common practices that could be beneficial to follow, but rather that it is context 

and situation-specific as to what aspects of those common practices to consider.  

 
1000 Willemain, 1995. Model Formulation: What Experts Think About and When p 916-932. 

1001 Willemain, 1995. Model Formulation: What Experts Think About and When p 916-932. 

1002 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1670. 
1003 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1670. 

1004 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1669. 
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To add some guidance, from the view of experts in practice, I examined the research done by 

Brooks and Wang1005 on conceptual model development, in this case in the field of simulations. 

As part of their research, Brooks and Wang1006 surveyed 102 experts to examine the different 

aspects of developing a conceptual model practically. Through their analysis, they identified 

several considerations and approaches those experts used, when developing their models. The 

main aspects that they identified can be categorised as: the modelling style used, the methods 

for understanding the real system and problem, the methods used for developing the initial 

conceptual model, and the methods used for documenting the conceptual model1007. The most 

common sub-aspects relating to each of these main aspects used by experts in the field are 

summarised in Table 7-181008.  

It should be noted that since Brooks and Wang’s approach was based on the development of 

conceptual models in the field of simulations, not all aspects will apply to the context of KM 

and security. The aspects of interest for my purposes do not relate to the whole process of 

conceptual model development. Rather they relate to being able to get a better sense of the 

practical insights needed when integrating my identified inputs and representing them 

graphically. This forms part of the broader process of developing a conceptual model of 

knowledge security. Additionally, the aspects presented by Brooks and Wang are not a 

formalised method. Thus, they should rather be considered as a series of findings representative 

of the most common aspects in the field. Having made this distinction clear, the aspects that 

they outline still provide a useful base of ideas to consider. These considerations can be thought 

of in terms of the practical development of the conceptual model and the process of translating 

that into a diagrammatic representation.  

Regarding the main aspects listed, several sub-aspects were found to be useful considerations 

for helping with the development of the conceptual model of knowledge security. These were 

taken and adapted to be in line with my context and objectives and to help me to better 

understand the practical process of representing the conceptual model graphically. Firstly, from 

 
1005 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1669-1685. 

1006 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1669. 
1007 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1673-1676. 

1008 Brooks & Wang, 2015. Conceptual Modelling and the Project Process in Real Simulation Projects: A Survey 

of Simulation Modellers p 1673-1676. 
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Table 7-18: The Main Aspects Followed by Experts When Creating Conceptual Models 

Main Aspect Sub-Aspect 

1.) The modelling style used (no 

percentages provided) 

• Start small and add 

• Always draw/doodle 

• Make single model or make alternative models 

• Look at data first 

• Follow a systematic process 

2.) The methods for understanding the real 

system and problem 

• Analyse system data (74%) 

• Talk to management (69%) 

• Observe the system (53%) 

• Talk to system operators/servers (51%) 

• Talk to customers (35%) 

• Problem structuring method (30%) 

• Other (19%) 

3.) The methods used for developing the 

initial conceptual model 

• Previous experience of modelling a similar 

system or problem (71%) 

• Preliminary analysis of the system (e.g. simple 

analytical model) (64%) 

• Brainstorming session (43%) 

• Any other formal method (11%) 

• None of the above methods (6%) 

4.) The methods used for documenting the 

conceptual model 

• Process flow diagram (63%) 

• List of assumptions and simplifications (57%) 

• Logic diagram (31%) 

• Component list (22%) 

• Activity cycle diagram (19%) 

• UML (15%) 

• Other (4%) 

• None 

the main aspect of the modelling style used, I chose to incorporate the ideas of starting small 

and adding to the model, drawing out many different versions of possible models on paper and 

making many alternative models. Secondly, from the main aspect of developing the initial 

conceptual model, I chose to incorporate the ideas of preliminary analysis of the system and 

brainstorming sessions. Lastly, the main aspects of understanding the real system and problem, 

and the methods used for documenting the conceptual model, did not produce any direct input 
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for my process but were rather more informative. For the aspect of understanding the real 

system and problem, the sub-aspects of this step had already been incorporated under the 

broader umbrella of my KM orientated modelling approach. For the aspect of the methods used 

for documenting the conceptual model, the findings were more relevant to modelling technical 

systems as opposed to management orientated knowledge and security issues. With these 

considerations in mind, I proceeded to develop and incorporate the identified inputs into a 

conceptual diagrammatic representation of knowledge security.  

To do this, I aimed to frame the objective of what I was wanting to achieve with the model and 

to set limitations on the boundaries of what I was aiming to identify from the material. This 

was based on the context and scope of the research as defined by the primary research question. 

The limitations were set according to the objectives and outcomes of each chapter in line with 

the sub-research questions as outlined in Chapter 1. Each sub-research question dealt with a 

segment of the primary research question and therefore helped to form the scope from which 

the inputs for the model could be derived.  

Thus, I began by firstly re-reading my initial draft chapters to refresh my grasp of the material. 

While doing so, I also highlighted and summarised the key points and outcomes from the 

individual chapters to get a broader overview of what I could consider as part of the 

construction of the diagrammatic representation of knowledge security. Following this, I took 

my initial summaries and identified the most obvious outputs of the chapters, in line with the 

broader research objectives. I then proceeded to begin the process of constructing a series of 

draft models. To do this, I began by brainstorming the possible combinations of inputs and 

various options and implications that arose from these combinations. Next, I took these ideas 

and began to draw out multiple versions of possible models on paper, including different 

alternatives for each model. I based this on the aspect of starting small and adding in additional 

details as required. 

Once I had constructed enough draft models, by reaching a saturation point of no more unique 

ideas, I evaluated them for their fit with my research objectives. This was followed by a process 

of reduction consisting of two steps. Firstly, I eliminated models that were too far removed 

from my original objectives and framework. Secondly, I consolidated aspects and ideas from 

the different models to achieve a more inclusive draft version. I undertook this process by 

taking my paper drafts and consolidating them into a unified whole using concept mapping 
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software1009. After this process was complete, I took the elements as presented in my concept 

map and further refined these into a preliminary draft model. Next, I examined how the 

different components of the model might best fit together, based on further analysis and critical 

thinking. Through this process, I arrived at the primary draft of my conceptual model. My 

objective in this regard was to construct the simplest model possible1010, one that was still 

representative enough to relate to practice. Using this principle, I further refined my primary 

draft and continued to simplify it as necessary. 

Once this process was complete, I gave a draft version of the model to my supervisors for their 

inputs about the concept and considered any feedback that they provided. I also consulted with 

other academic experts, some of whom have extensive experience in developing models, to get 

additional insight into aspects of the modelling process that I may have forgotten to include. 

The experts did not observe or provide feedback on my actual model, but rather provided some 

tips and further reading material to consult. This allowed me to see how the process of 

conceptual modelling fits within the broader domain of scientific modelling, which I found 

useful for a couple of reasons. The first was that it helped me to better understand my position 

in the process of model development. The second was that it allowed me to better solidify my 

position within the broader approaches used.  

Upon completion of the primary draft, with this information at hand, I proceeded to outline and 

refine the process related to the development of the final version of the model. This culminated 

in the development of the process outlined in Section 7.3 of this chapter. The final approach 

taken was framed in terms of its applicability to the field of KM and knowledge security. 

Through this process, I further refined my chapter summaries and examined them more 

critically to establish a summarised set of final model inputs as listed in Table 7-17. Once these 

had been established, I proceeded to overlay this final set of identified inputs with my draft 

model and added in any additional considerations. I again critically analysed my model to 

identify any gaps or anomalies in my representation that needed to be corrected. I also aimed 

to further simplify it based on the inputs and feedback I had obtained. This resulted in a few 

small adjustments and additions to the initial primary draft version I had created. Finally, I 

proceeded to turn the primary draft version of the model into a formal and final graphical 

representation of a conceptual model of knowledge security as a KM problem as shown in 

Figure 7-5. The details and relationships of the various components of my conceptual model 

 
1009 This was done using CMap Tools. 
1010 Robinson, 2008. Conceptual Modelling for Simulation Part 1: Definition and Requirements p 278-290. 
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will be outlined in greater detail in Section 7.3.5. Some illustrative examples of the sub-

concepts have also been provided in Table 7-19. These should by no means be considered 

comprehensive but are provided to rather help with a broader understanding of the concepts.   

Figure 7-5: Conceptual Model of Knowledge Security Framed as a KM Problem 
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Table 7-19: Illustrative Examples of Model Sub-Concepts 

Sub-Concepts Illustrative Examples 

A: Knowledge Security Approach 

A1: Knowledge 

Security 
See Section 7.3.5.1 Description of Concepts - A: Knowledge Security Approach 

A2: Knowledge 

Protection 

Paradigms 

Technical Paradigm Examples1011:  

• Systems Security… 

Non-Technical Paradigm Examples1012:  

• DIS Principles; Assurance; Risk… 

A3: Information 

Protection Practices 
Information Security Examples1013: 

• Security and Risk Management; Asset Security; Security Engineering; 

Communications and Network Security; Identity and Access Management; 

Security Assessment and Testing; Security Operations; Software 

Development Security… 

Information Assurance Examples1014: 

• Information Security Governance; Information Risk Management; 

Information Security Program Development and Management; Information 

Security Incident Management… 

Cyber Security Examples1015: 

• Frameworks and Standards; Physical Security; Risk Assessment; 

Governance; Threat Intelligence; User Education; Security Operations; 

Security Architecture… 

 
1011 See Chapter 4, Section 4.3.3.2. 

1012 See Chapter 4, Sections 4.3.3.1, 4.3.3.3 and 4.3.3.4. 

1013 Brecht, 2019. The CISSP CBK Domains: Information and Updates [Online]. 

1014 Obbayi, 2019. CISM: Overview of Domains [Online]. 

1015 Jiang, 2017. The Map of Cybersecurity Domains - Version 2.0 [Online]. 
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Sub-Concepts Illustrative Examples 

A4: Knowledge 

Security Controls 
Knowledge Protection Controls1016: 

• Access controls; Automation Processes; Awareness and Training; 

Compliance Checks; Contingency Planning; Counterintelligence; Cultural 

Considerations; Employee Retention Mechanisms; Induction Processes; 

Innovation Processes; IP Protection; KMS Protection; Knowledge Approval; 

Knowledge Architecture; Knowledge Classification; Knowledge 

Depreciation Procedures; Knowledge Identification and Authentication; 

Knowledge Integrity; KM Processes; Knowledge Quality; Knowledge 

Refinement; Knowledge Security Governance; Knowledge Transfer 

Processes; Leadership Considerations; Legal Mechanisms; Mentoring; 

Monitoring; Risk Management; Policy; Political Engineering; Privacy 

Management; Records and Document Management; Role Management; 

Secure Communications; Strategic Management; Trust Management… 

Information Protection Control Examples1017: 

• Access Controls; Awareness and Training; Audit and Accountability, 

Assessment; Authorisation and Monitoring; Configuration Management; 

Contingency Planning; Identification and Authentication; Incident Response; 

Maintenance; Media Protection; Physical and Environmental Protection; 

Planning; Program Management; Personnel Security; Personally Identifiable 

Information Processing and Transparency; Risk Assessment; Systems and 

Services Acquisition; Systems and Communications Protection; Systems and 

Information Integrity; Supply Chain Risk Management… 

B: Knowledge Risk Profile 

B1: Risk 

Management 

Processes 

See Section 7.3.5.3 Description of Concepts – B: Knowledge Risk Profile 

 
1016 See Chapter 4, Section 4.3.3; Chapter 5, Section 5.4.1; Chapter 6, Section 6.3.5. 
1017 Joint Task Force, 2020. Security and Privacy Controls for Information Systems and Organisations Rev 5. p 

428-465. 
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Sub-Concepts Illustrative Examples 

B2: Knowledge 

Security Risk 

Assessment 

Knowledge Security Risk Assessment Examples
1018

: 

Business Need/Benefits: 

• Cost of Implementation; Expected Monetary Business Benefits 

Knowledge Identification: 

• Identify Communication Genres and Containers  

Threat Identification: 

• Identify Vulnerabilities and Motives to Exploit them; Identify Threat Agents 

Risk Analysis: 

• Identify Risks Connected to the Most Important Communication Genres; 

Analyse the Size of Risk and Costs of Risk Realisation; Identify Mitigation 

Means 

Cost/Benefit Assessment. 

• Business Benefits vs. Implementation Costs; Mitigation Costs vs. Mitigation 

Benefits 

Mitigation: 

• Implementation of Mitigation Means that are Deemed Reasonable  

Monitoring: 

• Set Triggers for Action; Any Change Should Trigger Re-evaluation of 

Business Need and Threats  

 
1018 Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a Proactive 

Approach p 3944-3947. 
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Sub-Concepts Illustrative Examples 

B3: Knowledge 

Security Risks 
• Unauthorised Access; Overload; Disasters; Espionage; Cultural 

Misalignment; Employee Loss; Lack of Innovation; Lack of Legal 

Protections; Incorrect Classification; Low Knowledge Integrity; Low 

Knowledge Quality; Ineffective Governance; No Transfer Processes; Lack of 

Leadership Support; Lack of Mentoring and Training; Ineffective 

Monitoring; Lack or Misalignment of Policy; Social Political Issues; 

Ineffective Records and Document Management; Lack of Role Management; 

Insecure Communications Channels; Ineffective Strategy; Trust Management 

Issues; Ineffective Risk Management; Cyber Attacks; Malware; Hacking; 

Breaches; Theft; Device Compromise… 

 

C: Knowledge Management Approach 

C1: Knowledge 

Environment 

Context 

• Industry Type; Project Duration; Project Complexity; Organisation Type; 

Knowledge Focus; Desired Outputs… 

Strategic Focus 

• Centralised KM Focus; Technical KM Focus; Social KM Focus; Level of 

Support Needed; Required Knowledge Use; Perceived Value; Perceived 

Importance… 

Culture 

• Level of Support for KM; Effectiveness of KM; Perceived Value; Perceived 

Importance; Impact of Knowledge Sharing… 

C2: Organisational 

Knowledge 

Knowledge Type 

• Explicit; Tacit; Implicit… 

Knowledge Source 

• Individuals; Groups and Teams, Structural Elements, Collective Memory… 

Knowledge Value 

• Perceived Value; Perceived Importance; Phase of Development; 

Refinement… 

C3: Knowledge 

Management 

7.3.5.5 Description of Concepts – C: Knowledge Management Approach 
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Sub-Concepts Illustrative Examples 

C4: Knowledge 

Management 

Solutions 

KM Solutions Examples
1019

: 

KM Processes: 

• Knowledge Discovery Processes (Combination/Socialisation); Knowledge 

Capture Processes Externalisation/Internalisation); Knowledge Sharing 

Processes (Socialisation/Exchange); Knowledge Application Processes 

(Direction/Routines) 

KM Systems: 

• Knowledge Discovery Systems; Knowledge Capture Systems; Knowledge 

Sharing Systems; Knowledge Application Systems 

KM Mechanisms: 

• Analogies and Metaphors; Brainstorming Retreats; On-the-Job Training; 

Face-to-Face Meetings; Apprenticeships; Employee Rotation; Learning by 

Observation… 

KM Technologies: 

• Decision Support Systems; Web-Based Discussion Groups; Repositories of 

Best Practices; Artificial Intelligence Systems; Case-Based Reasoning; Web 

Pages… 

KM Infrastructure:  

• Organisational Culture; Organisational Structure; IT Infrastructure; Common 

Knowledge; Physical Environment 

D: Knowledge Approaches Balanced by Risk Profile 

Underpins existing 

primary concept 

areas and sub-

concepts 

7.3.5.7 Description of Concepts – D: Knowledge Approaches Balanced by Risk 

Profile 

7.3.5 Discussion and Implications  

Concerning the conceptual model of knowledge security shown in Figure 7-5, the concepts are 

grouped under three primary concept areas. The three primary concept areas are: ‘A: 

Knowledge Security Approach’, ‘B: Knowledge Risk Profile’, and ‘C: Knowledge 

Management Approach’. A fourth primary element, ‘D: Knowledge Approaches Balanced by 

 
1019 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66-68. 

Stellenbosch University https://scholar.sun.ac.za



223 

Risk Profile’, underpins and emphasises the balance in the relationship needed between the 

other three primary concept areas. The alphanumeric codes assigned to each concept do not 

reflect the rank or importance of a concept but have been added for ease of reference when 

discussing the concepts and their relationships with one another. Three precursory issues need 

to be taken into consideration when reading the explanations to follow for each of the 

discussions related to the primary concept areas.  

Firstly, there is a great deal of complexity that can be discussed relating to each concept and 

the composition of its possible elements, as relevant to many different types of organisations. 

However, given the scope of the research, in terms of time and space constraints, covering all 

possible complexity would be too broad. Therefore, it is important to note that I have not 

attempted to include every possible aspect or control related to each concept here. Rather, I 

have attempted to give a general sense of how the different concepts can relate to one another, 

particularly knowledge security and KM, keeping the primary research question in mind. The 

examples of any elements that I may provide, such as those in Table 7-19 related to the 

concepts, serve only as illustrative mechanisms. As such, they should not be considered in any 

way as a fully comprehensive list of all possible options available. Developing a 

comprehensive list will require further research and testing. To have any real meaning in that 

regard, it would also need to be related to the findings of the application of the model in 

practice. Thus, these aspects are beyond the scope of the current research project.  

Secondly, if my model were to be followed in practice, it would likely be implemented 

differently than the way it has been outlined here, depending on the context and approach taken. 

For example, instead of outlining and discussing it sequentially from left to right, for clarity, it 

could be better to rather start with the risk environment and then expand out to the KM and 

security approaches as required. Taken as such, it would also require that any risk assessment 

begins with an initial set of questions related to identifying an organisation’s view of 

knowledge and its subsequent use of KM solutions. These aspects would also need to be 

considered within the broader context of its KM approach.  

Thirdly, the model as I have discussed here will act as a framework upon which further aspects 

can be built concerning any knowledge security and management approaches taken. To do this, 

I have attempted to show how the relationship between knowledge security and KM can be 

better imagined. I have also attempted to frame this relationship around the interplay between 

the two areas and how this relates directly to securing KM activities in an organisation. 

Therefore, conceptually, this relationship requires a strong emphasis on knowledge risk which 
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acts as a fundamental link between the two approaches. In this regard, knowledge risk should 

be considered as part of the larger risk processes of an organisation in terms of its high-level 

governance and operational objectives.  

Thus, with these considerations in mind, I will describe and discuss each of the model concepts 

in more detail. The description of the model concepts will be done without considering their 

relationships to one another, or their implications, to set a base level of understanding. 

Following the description of the model concepts, I will proceed to discuss their relationships 

more broadly and consider any implications that follow from this analysis. It should be noted 

that as the primary concept areas are interrelated, some overlap in points discussed will occur 

between the sections and concepts.  

7.3.5.1 Description of Concepts – A: Knowledge Security Approach 

A1: Knowledge Security – Is the starting concept under investigation and acts as a linking 

point between the knowledge security approach required and the evaluation of the knowledge 

risk profile as filtered by elements of the KM approach.  

A2: Knowledge Protection Paradigms – Includes the possible technical and non-technical 

knowledge security paradigms relating to the protection of knowledge. Technical paradigms 

might include a focus on knowledge technologies and systems. Non-technical aspects might 

include a focus on DIS mechanisms, assurance issues and risk management implications.  

A3: Information Protection Practices – Includes a focus on information security and its 

associated practices of information assurance and cyber security, focused towards protecting 

organisational information.  

A4: Knowledge Security Controls – Are the combined controls used to secure organisational 

knowledge, as actualised by, and derived from the technical and non-technical knowledge 

protection paradigm mechanisms and the information protection practice mechanisms of 

information security, information assurance and cyber security.  

7.3.5.2 Discussion of Concepts – A: Knowledge Security Approach 

The primary concept area of ‘A: Knowledge Security Approach’ relates to the identified sub-

concepts of ‘A1: Knowledge Security’, ‘A2: Knowledge Protection Paradigms’, ‘A3: 

Information Protection Practices’, and ‘A4: Knowledge Security Controls’. As identified in 

Chapter 3, in the context of the primary concept area, knowledge security can be summarised 

as having two main requirements: 1) The alignment of knowledge protection paradigms with 
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information security practices. 2) A linking of knowledge security with an organisations KM 

approach. 

Firstly, concerning the alignment of knowledge protection paradigms with information security 

practices, a relationship between the two is required. This is important to be able to fully 

actualise an applicable set of knowledge security-focused controls. If this is not done, it could 

create some redundancy or missed gaps between knowledge security and information security 

controls. For example, Becerra-Fernandez and Sabherwal1020 outline that an organisation’s IT 

infrastructure is a critical component of its KM infrastructure too. As such, from an information 

security perspective, there are already standards guiding which controls can be used to protect 

this infrastructure. One possible standard that can be used in this regard is the National Institute 

of Standards and Technology’s Special Publication 800-53 (NIST 800-53) on security and 

privacy controls1021. The NIST 800-53 standard lists an array of available security controls for 

this purpose. Therefore, broadly speaking it would not make sense to cover these controls again 

through knowledge security practices.  

However, even with the application of an array of information security controls, some 

knowledge security gaps may still exist, even if focusing on the same area. These gaps would 

be due to the increased complications that manifest when managing knowledge as opposed to 

information, even in a technical sense. An example of this could be where the increased 

complexity associated with managing the rules and actions of a KMSs user base1022 exceeds the 

resource capacity of an information security team and overload occurs1023. In this case, such a 

scenario could increase knowledge security risk if not managed effectively. Thus, security 

controls would need to be extended to include an algorithmic approach, managed through a 

mathematically driven framework, to automate these requests and reduce the associated 

complexity. Practically, this would manifest as ensuring better control over access to the 

system, privacy preservation in knowledge-extraction procedures, breaching awareness in the 

knowledge-dissemination procedures and abuse-accountability being incorporated as part of 

these additional considerations1024. 

 
1020 Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66-68. 

1021 NIST, 2020. Security and Privacy Controls for Information Systems and Organisations Rev 5. p 428-465. 

1022 Malatras et al., 2005. Secure and Distributed Knowledge Management in Pervasive Environments p 79-83. 

1023 Malatras et al., 2005. Secure and Distributed Knowledge Management in Pervasive Environments p 79-83. 

1024 Xu & Zhang, 2004. PBKM: A Secure Knowledge Management Framework p 1. 
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Thus, a balance and understanding from both an information security1025, knowledge security1026 

and KM perspective1027 are key in this regard. It is therefore important to collaborate on 

identifying the scope of controls available from a knowledge security perspective, based on the 

KM requirements determined by the knowledge environment. It is also important to establish 

if these elements are already covered by information security practices, or if they need to be 

included as complimentary or additional controls.  

Secondly, concerning the linking of knowledge security with an organisation’s KM approach, 

this is important as there is a need for balance and understanding. Balance and understanding 

will influence how knowledge security controls are chosen and to which KM solution areas 

they will be applied. Thus, there needs to be a link between the two, to identify and outline the 

fit of the security and KM requirements. This fit will largely be determined by the factors of 

influence related to the knowledge environment, with each organisation having a different 

focus as to what knowledge will be important to them. Practically, to define the level of balance 

and understanding needed, as per an organisation’s knowledge security and KM approaches, a 

risk assessment process would need to be conducted to determine its risk profile. The 

composition of the risk management process, in the light of the knowledge risk profile, and its 

relationship to the knowledge security and KM approaches will be discussed in the next sub-

section.  

7.3.5.3 Description of Concepts – B: Knowledge Risk Profile 

B1: Risk Management Process – Is the central linking concept point between the knowledge 

security approach and the KM approach of an organisation in determining this association and 

balance through the establishment of a knowledge risk profile.  

B2: Knowledge Security Risk Assessment – Is the risk assessment process followed to 

identify and determine the level of the security risk posed to an organisation’s knowledge. 

B3: Knowledge Security Risks – The collection of identified risks found that will negatively 

affect the security of an organisation’s knowledge.  

 
1025 Ryan, 2006. Political Engineering in Knowledge Security p 266. 

1026 Park, 2006. Guest Editorial Part 2: Emerging Issues for Secure Knowledge Management – Results of a Delphi 

Study p421. 

1027  Jennex & Durcikova, 2014. Integrating IS Security with Knowledge Management: Are we Doing Enough to 

Thwart the Persistent Threat? p 3457. 

Stellenbosch University https://scholar.sun.ac.za



227 

7.3.5.4 Discussion of Concepts – B: Knowledge Risk Profile 

The primary concept area of ‘B: Knowledge Risk Profile’ relates to the identified sub-concepts 

of ‘B1: Risk Management Process’, ‘B2: Knowledge Security Risk Assessment’, and ‘B3: 

Knowledge Security Risks’. As identified in Chapters 3, 6 and 7, in the context of the primary 

concept area the knowledge security risk profile is presented as having two main requirements: 

1) The establishment of a risk profile through the application of a risk assessment process to 

determine, manage and reduce knowledge risk. 2) To use the risk assessment process to create 

a link between the broader knowledge security approach and the KM approach based on a need 

for balance.  

Firstly, concerning the establishment of a risk profile through the application of a risk 

assessment process to determine, manage and reduce knowledge risk, this is actualised by 

conducting a knowledge security risk assessment. The focus of the risk assessment process will 

be filtered by the view taken as to the organisation’s knowledge environment. This is because 

the knowledge environment will determine the focus of KM and how it is applied in an 

organisation. In turn, this will determine what is to be evaluated for risk and where possible 

risks may be identified. To be more effective in this regard, the risk assessment process 

followed would need to be focused on assessing knowledge. While many risk assessment 

frameworks could be used, I chose to incorporate the KSRM process as outlined by Ilvonen et 

al.1028. I did so as the KSRM was developed specifically to focus on assessing knowledge 

security risks in organisations. If another risk assessment process is adopted, it would be 

important to adapt it to focus on knowledge security specifically. An alternative approach could 

also be to adopt a risk assessment process from a complementary field to knowledge security 

such as counterintelligence1029. The use of a risk assessment from a counterintelligence view, 

in an organisation, would need to be framed from a business counterintelligence perspective, 

which already has a strong knowledge focus1030.  

Secondly, concerning using the risk assessment process to create a link between the broader 

knowledge security approach and the KM approach based on a need for balance, the risk profile 

of the organisation needs to be determined. To do so effectively, consideration first needs to be 

given to the KM approach taken by an organisation. This will be based on the factors 

 
1028  Ilvonen et al., 2015. Knowledge Security Risk Management in Contemporary Companies - Toward a 

Proactive Approach p 3941-3950. 

1029  Ilvonen, 2013. Knowledge Security - A Conceptual Analysis p 106. 

1030  Shear, 2009. Business Counterintelligence: Sustainable Practice or Passing Fad? p 87. 
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contributing to its knowledge environment consisting of context, strategic focus, and culture. 

For example, this could mean considering factors such as the type of industry the organisation 

operates in; the duration and complexity of its projects; if it has a strategic KM focus that is 

centralised, technical or social; and how supportive its culture is to the idea of knowledge 

sharing. These factors will in turn influence how an organisation frames knowledge relating to 

its type, source, and value, which will be managed through an appropriate selection of applied 

KM solutions. The level of balance between sharing and securing will be determined by an 

organisation’s leadership, relevant to these contextual needs. By determining the knowledge 

approach in this way, it can then be evaluated through the chosen risk management processes 

to determine where knowledge security risks reside. In turn, this will help to identify what 

knowledge security controls should be implemented to mitigate those risks. Thus, doing so will 

help to establish a balanced link between the broader knowledge security approach and the KM 

approach followed by an organisation. The composition of the KM approach, and its 

relationship with the knowledge risk profile and security approach, will be discussed in the 

next sub-section.  

7.3.5.5 Description of Concepts – C: Knowledge Management Approach 

C1: Knowledge Environment – Helps to define the KM approach taken through the 

evaluation of context, strategic focus, and culture as relating to the organisation. It also acts as 

a linking point between the different concepts of the KM approach and as a filtering mechanism 

for the evaluation of the knowledge risk profile.   

C2: Organisational Knowledge – Is the primary asset of value that is enacted through sets of 

generalisations1031. This is achieved through the social and business processes of the 

organisation based on historically evolved collective understandings1032. Knowledge exists as 

different types and is found in a variety of sources within an organisation. How this is framed 

is determined by the knowledge environment, as the construct of the balance between these 

components will be different for each organisation. 

C3: Knowledge Management – Is the management process of creating, sharing, and using 

organisational information and knowledge1033. In this instance, it is governed by how 

 
1031  Tsoukas & Vladimirou, 2001 What is Organisational Knowledge p 973. 

1032  Tsoukas & Vladimirou, 2001 What is Organisational Knowledge p 973. 

1033  Girard & Girard, 2015. Defining Knowledge Management: Toward an Applied Compendium p 13. 
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organisational knowledge is defined and contextualised, as framed by the knowledge 

environment and applied through KM solutions. 

C4: Knowledge Management Solutions – Consists of the collection of processes, systems, 

mechanisms, technologies, and infrastructure through which KM can be facilitated1034. It is also 

the area where most knowledge security risks will be found. The application and composition 

of these solutions, and thus possible risks, are determined by an organisation’s KM practices. 

These practices are framed within the broader context of the knowledge environment and are 

thus influenced by the KM approach followed.  

7.3.5.6 Discussion of Concepts – C: Knowledge Management Approach 

The primary concept area of ‘C: Knowledge Management Approach’ relates to the identified 

sub-concepts of ‘C1: Knowledge Environment’, ‘C2: Organisational Knowledge’, ‘C3: 

Knowledge Management’, and ‘C4: Knowledge Management Solutions’. As identified in 

Chapters 1, 2, 3, 6 and 7, in the context of the primary concept area, the KM approach is 

presented as having two main requirements: 1) The evaluation of the knowledge environment 

and determining what is seen as knowledge. 2) The alignment between the knowledge security 

approach and the KM approach through the determination of risk.  

Firstly, concerning the evaluation of the knowledge environment and determining what is seen 

as knowledge, it is important as it frames how an organisation will view and manage its 

knowledge. How knowledge is viewed will impact an organisation’s KM approach and what 

KM solutions are applied to manage it. This is in terms of what types of knowledge they define, 

what sources of knowledge they identify, and the subsequent value seen to exist in this 

identified knowledge. These aspects will also help to determine the context in which any risk 

management processes will be conducted, and as such will help to link an organisation’s KM 

approach to its knowledge risk profile. Within the knowledge environment, there are three 

framing aspects to consider; these being context, strategic focus, and culture.  

The context of the organisation will impact how knowledge is viewed and managed through a 

variety of factors. These include elements such as the duration of projects, the type of 

organisation, its knowledge focus, the outputs produced and the variance in KM need. For 

example, as discussed in Chapter 6, for organisations with short-term projects, there may be an 

emphasis placed on capturing project and customer-related knowledge in a repository, while 

 
1034  Becerra-Fernandez & Sabherwal, 2010. Knowledge Management: Systems and Processes p 66-68. 
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for organisations with long-term projects, perhaps running for decades, they may have an 

additional need to retain or transfer tacit knowledge from key experts to future experts. 

Additionally, as also mentioned in Chapter 6, what is seen as knowledge by some organisations, 

may not be knowledge for another. This could relate to situations where a particular 

organisation needs to view collective meta-data as important knowledge; while for another 

organisation in a different context, this would not be considered knowledge in the traditional 

sense. 

Next, the strategic focus of the organisation will influence how knowledge is viewed and 

managed. This is determined by the degree to which knowledge is needed to support an 

organisation’s strategic objectives. In turn, this aspect will influence the degree to which 

knowledge is used, the value it holds, and the importance placed on managing it properly. From 

a strategic perspective, framing organisational knowledge by evaluating an organisation’s 

knowledge environment will be important as it will determine what that knowledge is, how it 

is to be managed and what solutions need to be put in place to manage it. 

The culture of an organisation will also play an important role in the effectiveness of KM and 

the value seen in adopting KM solutions. This will be particularly important regarding the 

impact on knowledge sharing. From this view, a culture that is supportive of KM but where 

KM solutions do not support that culture will limit the effectiveness of the KM approach. 

Conversely, a culture that is not supportive of KM but where there are KM solutions that would 

benefit a supportive culture will also limit the effectiveness of the KM approach. Thus, both 

aspects are related to cultural misalignment between the knowledge environment, KM, and the 

application of KM solutions, which could result in an increase in knowledge security risk 

through the failure of KM initiatives. 

Secondly, concerning the alignment between the knowledge security approach and the KM 

approach, through the determination of risk, it is important as risk determination will help 

create an alignment between the two approaches. The alignment will be based on the view an 

organisation takes as to its knowledge environment. The view the organisation takes of its 

knowledge environment will also have a cascading effect. This concerns the framing and 

managing of organisational knowledge and to which KM solutions need to be implemented to 

achieve this. Thus, risk management processes will be needed to evaluate these KM solutions, 

as filtered by an organisation’s knowledge environment. These processes will need to link back 

to the knowledge security approach to help determine the required set of knowledge security 

controls needed.  
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Without such an alignment, an imbalance could occur. If there is an imbalance, it could lead to 

a misalignment between what knowledge an organisation thinks is important to manage and 

protect and what is important for their knowledge context. For example, where a small 

organisation is critically reliant upon the expertise of a key director without whom they could 

not function. From a knowledge security perspective, the loss of the director would be 

catastrophic, as it would be a single point of failure from which the organisation may not 

recover. In such a case, the organisation may not realise the importance of the director for their 

knowledge security and may instead focus their attention on capturing key knowledge in a 

KMS. While this is important, more would need to be done to transfer the director’s experience 

to others in the organisation through training and mentorship. It would also be important to 

institute measures to make sure the director is retained by the organisation and to assess the 

director’s work activities through risk evaluation. Thus, the KM approach that an organisation 

follows will need to be aligned to its knowledge security approach. This needs to be balanced 

by its risk profile, which underpins and links the two aspects, as will be discussed in the sub-

section to follow.  

7.3.5.7 Description of Concepts – D: Knowledge Approaches Balanced by Risk Profile 

D: Knowledge Approaches Balanced by Risk Profile – Underpins all the concepts and the 

broader primary concept areas of the knowledge security approach, knowledge risk profile and 

KM approach. It represents the linking and interdependence of the different concepts. 

Additionally, it outlines too how there needs to be an association between the knowledge 

security approach and the KM approach taken. The link and level of balance between the two 

are thus determined by an organisation’s knowledge risk profile.  

7.3.5.8 Discussion of Concepts – D: Knowledge Approaches Balanced by Risk Profile 

The primary concept area of ‘D: Knowledge Approaches Balanced by Risk Profile’ relates to 

all the other identified primary concept and sub-concept areas. As this primary concept area 

underpins the other primary concept areas, it does not have any additional sub-concepts 

contained under it. As identified in Chapters 3, 6 and 7, this primary concept area has one main 

requirement. This is to use the established risk profile as a key alignment and balancing 

mechanism between the knowledge security and KM approaches.  

Thus, in terms of the alignment and balancing between the two approaches, it is important to 

do so as it ensures that there is a balanced link between knowledge security and KM activities. 

The relationship between the two is determined and maintained through an organisation’s 
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knowledge risk profile. The risk process in turn helps to establish what knowledge security 

controls need to be in place to mitigate the identified risks. This is related to the application of 

KM solutions, based on the knowledge environment factors as outlined through the identified 

KM approach.  

Concerning this balance, with the re-evaluation of risks as part of the KSRM cycle, it is 

important to note that the balance may change over time. This will be due to changes in the 

organisation’s knowledge environment. In this sense, changes in the knowledge environment 

will act as a filter down factor in the determination of knowledge value and acceptable levels 

of sharing. It will also relate to how knowledge will be secured, as determined through the 

updated risk management profile. Such updates may be needed due to changes in the 

organisation’s mandate, direction, services, strategic focus, or culture. Therefore, through using 

an organisation’s knowledge risk profile, a link can be made between the objectives of 

knowledge security and the focus of the KM approach taken. In turn, this will help to align an 

organisation’s security and KM objectives in a balanced way.  

Finally, when referring to balance, it is important to note that I am not only talking about the 

balance needed in the application of the controls, for example, as would be filtered through 

security mechanisms like the CIA triad, when applying them to a specific KM solution. Rather, 

I am referring to the broader balance needed between the application of resources to aspects of 

knowledge security and KM approaches. How these resources are applied will have a direct 

impact on both the success of securing and sharing knowledge. From this view, it could mean 

either not devoting enough resources to protecting knowledge that is of value or devoting too 

many resources to knowledge that is of less value. Additionally, balance can also be considered 

from the view of the strategic balance needed between the objectives, relating to securing and 

sharing knowledge appropriately. In this regard, consideration is given to the broader security 

and KM functions of an organisation where misalignment between the security and KM 

objectives could increase their risks. The linking of objectives, and thus balance here, is 

therefore about identifying what to protect and at what level to protect it. How this is achieved 

practically will be up to each organisation based on its internal requirements and processes. 

Any determination of acceptable balance will also need to be done in consultation with an 

organisation’s executive management, security, and KM professionals. The professionals will 

need to consider these factors relevant to those of their knowledge environment, as discussed 

in Chapter 6.  
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7.4 Limitations of the Model 

While I have attempted to mitigate the effects of my research limitations, given the volume, 

complexity and project constraints associated with such research, there will be some 

limitations. Those that I have discussed already, relevant to other parts of the research in 

different chapters, will not be outlined again here. Rather, I will focus on discussing five further 

potential limitations as they relate to the development of the conceptual model of knowledge 

security as a KM problem. 

Firstly, it is important to note that the model is purely theoretical at this stage. It has not been 

tested in practice either for refinement or practical application. As such, the model would need 

to be tested and refined further before any conclusions as to this approach’s effectiveness and 

validity can be drawn.   

Secondly, since I have aimed to develop this approach theoretically and conceptually, the 

examples or insights I have given in this chapter often have an element of conjecture associated 

with them. While they may make sense to me as the researcher, this view could differ greatly 

in practice or with the addition of more data. As I have not tested this, what looks reasonable 

to me may not look reasonable to someone else. 

Thirdly, given the theoretical and conceptual nature of the model, I have aimed to treat it as 

more of a guide, one that would need to be tested practically. In my view, it has set the 

groundwork upon which more research could follow. After testing and expansion, if what I 

have presented here is found to be radically wrong in its approach, it could help set the direction 

for future research that tackles the problem from a more informed perspective.  

Fourthly, as the model is theoretical and conceptual, and has not been tested and refined in 

practice, it should by no means be considered fully comprehensive. It is highly likely that upon 

conducting additional research related to the model, its aspects would be expanded upon. In 

addition, it may be found that they could also be constructed in a more logical way than what 

I have presented here. 

Fifthly, the model that I have presented here is by no means the only way to approach this 

problem and may not even be the most effective. Without further testing, refinement, or 

development, I can only make determinations from the data which I have collected and framed 

from my own experience. Possible future approaches could be done with better ideas and a 

better understanding of how these relate to practice. While that which I have presented in this 
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dissertation is still of value and can be a useful contribution to the broader domain, and body 

of knowledge, it is important to keep this context in mind.  

7.5 Recommendations for Future Research 

While the model presented here has several limits, these limits also present the opportunity for 

more research to be conducted in the future. The model and the associated research that I have 

done here will be useful in this regard as it will provide a good starting base for future 

investigations. Three possible recommendations come to mind relating to the expansion and 

extension of the model and associated research.  

Firstly, since the conceptual model has not been tested at this stage, this provides an opportunity 

to gather more data by testing and refining it in practice. This could be done by conducting 

more case studies, getting additional research input from a greater number of experts or even 

possibly some form of trials to test it in practice. Such an approach would help to alleviate 

many of the limitations mentioned above in Section 7.4.  

Secondly, if the model could be tested and developed into a comprehensive representation of 

knowledge security, it could be expanded into a list of best practices or even a formal standard. 

Doing so could help to better define knowledge security requirements for an organisation’s 

information security and KM teams and could be adopted as a compliance requirement by their 

assurance function.  

Thirdly, the conceptual model could also be developed into a digital knowledge security risk 

assessment tool for organisations. For example, when initially considering ideas for the 

conceptual model, concerning the focus on risk, one of the drafts I created was a spreadsheet-

based risk assessment process, which I did not complete. However, with further refinement of 

the model, this could easily be completed and structured into a digital self-assessment tool. The 

tool could remain purely as an add-on for spreadsheet software, or it could be expanded upon 

as stand-alone software or a web-based application. Additionally, the ideas of Monte Carlo 

simulation1035 could be incorporated into it, or it could be combined with a fuzzy logic 

approach1036 to add a predictive probability dimension. Unfortunately, given the limitations in 

the scope of this current research project, this is not possible to do here. After some exploratory 

 
1035  IBM Cloud Education, 2020. Monte Carlo Simulation [Online]. 

1036  Stanford University, 2017. Fuzzy Logic (Stanford Encyclopaedia of Philosophy) [Online]. 
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discussions and the development of some test cases, it could be an interesting area for a future 

research project.  

7.6 Conclusion 

Chapter 7 formed the final part of the research and aimed at examining how knowledge security 

can be modelled conceptually as a KM problem and be presented as a model. This was in line 

with the research question as mentioned in Chapter 1, Figure 1-21037. Thus, Chapter 7 consisted 

of a discussion around the process of conceptualising knowledge security as a KM problem 

and presenting it as a model. This formed the final part of the research project. The chapter 

began by selecting a conceptual modelling approach, through an examination of how 

conceptual modelling has been applied to KM. A conceptual modelling approach was compiled 

from the array of modelling approach factors identified. In addition, a brief examination of the 

literature was done relating to other conceptual models of knowledge security. This was 

necessary as several models of knowledge security had emerged in recent years since this 

project began. Apart from keeping up to date with developments in the literature, these models 

offered the possibility of gaining additional insights and potential inputs for my model. Next, 

the process of developing the conceptual model was outlined, discussed and the relevant 

actions were taken. These included establishing the objectives of the model, reviewing sources 

of information, extracting relevant model inputs, consolidating these inputs into a model, and 

discussing the model and its implications. Following this, the limitations of the model were 

briefly discussed and ideas for future research were presented.  

 

  

 
1037 Research sub-question 6.1: How can knowledge security be modelled conceptually as a KM problem and be 

presented as a model?  
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Appendices – Appendix A 

A Semi-Structured Interview Question Guide 

A1 Overview of Knowledge Management 

1. How do you define knowledge in your organisation? 

2. What do you see as the objective of KM in your organisation? 

3. What role does organisational culture play when it comes to KM in your organisation? 

4. What role does organisational structure play when it comes to KM in your organisation? 

5. What role does IT infrastructure play when it comes to KM in your organisation? 

6. What role does common knowledge play when it comes to KM in your organisation? 

7. What role does the physical environment play when it comes to KM in your 

organisation? 

A2 Knowledge Discovery 

1. Do you make use of any combination mechanisms to support knowledge discovery? 

Examples include meetings, telephone conversations, documents, and the collaborative 

creation of documents. 

2. Do you make use of any combination technologies to support knowledge discovery? 

Examples include databases, web-based access to data, data mining, repositories of 

information, web portals, best practices and lessons learned. 

3. Do you make use of any socialisation mechanisms to support knowledge discovery? 

Examples include employee rotations across departments, conferences, brainstorming 

retreats, cooperative projects, and initiation. 

4. Do you make use of any socialisation technologies to support knowledge discovery? 

Examples include video conferencing, electronic discussion groups, chat, and e-mail.  

A3 Knowledge Capture 

1. Do you make use of any externalisation mechanisms to support knowledge capture? 

Examples include models, prototypes, best practices, and lessons learned. 
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2. Do you make use of any externalisation technologies to support knowledge capture? 

Examples include expert systems, chat groups, best practices databases and lessons 

learned databases.  

3. Do you make use of any internalisation mechanisms to support knowledge capture? 

Examples include learning by doing, on the job training, learning by observation and 

face to face meetings. 

4. Do you make use of any internalisation technologies to support knowledge capture? 

Examples include computer-based communication, artificial intelligence-based 

knowledge acquisition and computer-based simulations. 

A4 Knowledge Sharing 

1. Do you make use of any socialisation mechanisms to support knowledge sharing? 

Examples include employee rotations across departments, conferences, brainstorming 

retreats, cooperative projects, and initiation. 

2. Do you make use of any socialisation technologies to support knowledge sharing? 

Examples include video conferencing, electronic discussion groups, chat, and e-mail. 

3. Do you make use of any exchange mechanisms to support knowledge sharing? 

Examples include memos, manuals, letters, and presentations. 

4. Do you make use of any exchange technologies to support knowledge sharing? 

Examples include team collaboration tools, web-based access to data, databases and 

repositories of information, best practices databases, lessons learned systems and 

expertise location systems. 

A5 Knowledge Application 

1. Do you make use of any direction mechanisms to support knowledge application? 

Examples include traditional hierarchical relationships in organisations, help desks and 

support centres.  

2. Do you make use of any direction technologies to support knowledge application? 

Examples include capture and transfer of experts’ knowledge, troubleshooting systems, 

case-based reasoning systems and decision support systems. 

3. Do you make use of any routine mechanisms to support knowledge application? 

Examples include organisational policies, work practices and standards.  
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4. Do you make use of any routine technology to support knowledge application? 

Examples include expert systems, enterprise resource planning systems and 

management information systems.  

A6 Examining Links Between Academia and Practice 

1. Are security issues ever a consideration when it comes to KM in your organisation?  

2. Do you pay any attention to intellectual property protection? 

3. Do you make any efforts to retain people and/or their knowledge should they leave? 

4. Is there any role played by information security in your KM practices? 

5. Do you view the security of your knowledge as a contributing factor to your 

organisational performance? 
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