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ABSTRACT 

Cyberspace is expanding at a rapid pace and extends its reach into the functioning of 

society. The pervasive nature of cyberthreats poses a significant security challenge to 

governments, businesses, organisations, and individual users. The contribution this 

study makes to the field of cybersecurity lies in its methodological approach to focusing 

on South African military officers, which is a hitherto under-researched subject in the 

South African domain. This study locates itself within the securitisation theory, which 

suggests that the military is a key tool in orchestrating a “security move”. This research 

explored perceptions of cybersecurity among South African military officers. Three 

sample groups were selected from institutions where South African military education, 

training, and development are provided. The military is often considered a unique 

population and is therefore frequently overlooked. The overarching aim of this study 

was to provide an exploration of the perceptions that govern the views of the military 

officer regarding cybersecurity in the South African National Defence Force. This study 

utilised a mixed-methods research design, which was conducted in two phases. A 

sequential design was also used in order to engage in the two phases of the study. 

Furthermore, this study utilised purposive sampling in Phase 1 of the research. Phase 

1 used a qualitative approach by conducting semi-structured interviews at the South 

African National Defence College. Thereafter, the researcher constructed the 

Cybersecurity Orientation Questionnaire, which was quantitative. Cluster sampling 

was used for data collection in Phase 2. The researcher administered the 

questionnaire at two South African military education, training, and development 

institutions, namely the South African Military Academy and the South African National 

War College. In doing so, the researcher determined that cybersecurity awareness 

was a central factor in identifying cyberthreats and that amended security behaviour 

could play a role in resolving potential vulnerabilities. Furthermore, cybersecurity best 

practices and policy guidelines in the organisation were identified as requiring greater 

emphasis across units. Cultivating cybersecurity in the organisation was found to be 

challenged by the knowledge and experience relating to cyberspace usage. The way 

technology is viewed was also found to challenge prevailing efforts to develop a digital 

culture. The study found that a need exists for efficient technology in the organisation.  
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SAMEVATTING 

Die kuberruimte brei teen ’n snelle pas uit en die invloed daarvan het die funksionering 

van die samelewing bereik. Die verreikende aard van kuberbedreigings 

verteenwoordig ’n betekenisvolle sekuriteitsuitdaging vir regerings, 

sakeondernemings, organisasies, en individuele gebruikers. Die bydrae wat hierdie 

studie tot die veld van kubersekuriteit maak berus in die metodiese benadering tot die 

fokuspunt van Suid-Afrikaanse offisiere in die militêre magte; ’n onderwerp waaroor 

dusver min navorsing in die Suid-Afrikaanse domein onderneem is. Hierdie studie is 

gelokaliseer in die teorie vir sekuritering, wat aan die hand doen dat die militêre magte 

’n sleutelrol speel in die meebring van ’n “sekuriteitsbeweging”. Hierdie studie het 

ondersoek ingestel na die persepsies wat Suid-Afrikaanse militêre offisiere van 

kubersekuriteit het. Drie steekproefgroepe is by Suid-Afrikaanse instellings gekies 

waar militêre onderrig, opleiding, en ontwikkeling plaasvind. Die weermag word 

dikwels as ’n unieke bevolking beskou en word dus gereeld oorgesien. Die doel van 

hierdie navorsing was om ondersoek in te stel na die wyse waarop militêre offisiere in 

die besonder bewustheid van die kubberruimte en die konstuksie van 

kuberbedreigings in die konteks van die Suid-Afrikaanse Nasionale Weermag 

konseptualiseer. Hierdie studie het die gemengde navorsingsontwerp gebruik, wat in 

twee fases onderneem is. Die aaneenlopende ontwerp is verder gebruik om aan die 

gebruik van die twee fases van hierdie studie gestand te doen. Verder is ’n 

doelbewuste steekproefmetode vir Fase 1 van die studie gevolg. Fase 1 het ’n 

kwalitatiewe benadering gevolg deur die voer van semi-gestruktureerde onderhoude 

by die Suid-Afrikaanse Nasionale Weermagkollege. Daarna het die navorser die 

Kubersekuriteitsoriëntasievraelys, wat kwantitatief was, saamgestel. Die klos-

steekproefmetode is in Fase 2 vir die insameling van data gebruik. Die navorser het 

die vraelys by twee Suid-Afrikaanse militêre instellings aangebied waar opleiding, 

onderrig, en ontwikkeling plaasvind, naamlik die Suid-Afrikaanse Militêre Akademie en 

die Suid-Afrikaanse Nasionale Krygskollege. Hierdeur het die navorser vasgestel dat 

bewustheid van kubersekuriteit ’n sentrale faktor in die herken van kuberbedreigings 

is en dat die aanpassing van sekuriteitsgedrag ’n rol in die uitskakeling van moontlike 

swakhede kan speel. Daarby is bevestig dat beste praktyk in kubersekuriteit en 

beleidsriglyne in die organisasie oor eenhede meer benadruk moet word. Daar is 

bevind dat die ontwikkeling van kubersekuriteit in die organisasie bemoeilik word deur 
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die bestaande kennis en ondervinding rakende die gebruik van die kuberruimte. Hoe 

tegnologie beskou word was ook as ’n uitdaging geïdentifiseer vir huidige pogings om 

’n digitale kultuur te ontwikkel. Die studie het bevind dat daar ’n behoefte aan 

doeltreffende tegnologie in die organisasie is. 
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CHAPTER 1:  

INTRODUCTION 

1.1  Introduction 

The exploration of emerging domains such as cybersecurity and cyber warfare is 

viewed in the so-called grey zones (Wirtz, 2017). Grey zones are considered to be 

where criminal activity is performed – the space between active warfare and 

peacetime. Cybersecurity becomes more intricate when confronted with a variety of 

actors that are connected to criminal activities such as espionage and those committed 

by hacktivists (Stevens, 2020). Cybersecurity protects users and the larger part of 

society from harm done by data breaches performed by nefarious actors using 

computer systems (Stevens, 2020). Traditionally, security as a concept has been 

identified as negative, which implies a failure of the state to address the matter 

coherently and to introduce mechanisms to deal with challenges relating to normal 

politics (Wæver, 1998). However, there has been a shift away from the dominant 

emphasis on state interest. Instead, the focus is on multiple threat sectors in society. 

Threats originating from the maritime and cyberspace sector could be regarded as 

examples of this (Bueger, 2015; Larsen et al., 2022). 

The increasing digitisation in Africa allows opportunities in multiple sectors to 

advance (Cilliers, 2020). However, Cilliers (2020) indicates that Africa’s potential to 

promote stability among its various governments lies in developing its capacity to 

enforce security and advance human development. While Cilliers (2020) did not 

explicitly focus on cyberspace and cybersecurity, the concept of digitisation and 

technological integration is highlighted. Cyberspace thus becomes an important 

dimension in facilitating these aforementioned elements of development in Africa, as 

noted by Cilliers (2020). The users of cyberspace navigate between the physical 

domain (which requires devices and infrastructure) and the digital domain (which refers 

to software and cyberspace). Individuals, businesses, organisations, and government 

entities all interact with cyberspace in order to carry out their daily activities. These 

actors all interact with cyber matters and have the human component in common. The 

level of security attributed to the safety of these actors is linked to their level of 

awareness of security and potential threats, knowledge linked to precautions, online 

security behaviour, training and education in cybersecurity, and their level of trust in 
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specific platforms (Chandarman & Van Niekerk, 2017; Mukiibi, 2019; Potgieter, 2018). 

The construction of security framed within the cyber domain is equally important for 

understanding cybersecurity and developing awareness thereof (Lehto, 2015). In 

expanding the aforementioned notions, the current reality of these modern times rests 

on the idea that the Internet is entirely integrated into people’s lives (Zwilling et al., 

2020). Lehto (2015) believes that the types of Internet-connected devices will increase 

over time. Zwilling et al. (2020) agree with this by suggesting that, along with the 

increase in the demand for Internet-connected devices, the issue of dependence on 

these devices cannot be avoided. However, along with a growing dependence on 

Internet-connected devices comes the risk of vulnerability and possible victimisation 

of governments, institutions, individuals, systems, and society at large. 

1.2  Chapter overview 

This chapter commences with a discussion of the proliferation and expansion of 

cyberspace in Africa. Internet usage and its implications for economic progression are 

emphasised. The focus then moves to the development of cyberspace in the South 

African context. The military is introduced, along with its connection to cyberspace as 

a domain. Furthermore, the chapter emphasises how cyberspace might be an 

emerging threat in the armed forces context. The focus then shifts to the South African 

military officer as a key human component in the cybersecurity process. The final 

component of this chapter is a discussion of the securitisation theory (ST) and how 

cybersecurity could be identified as an emerging threat. 

The literature component is followed by the study’s methodological 

considerations and the pertinent research questions. Firstly, the problem statement is 

presented, followed by the rationale of the research. The research questions and 

research design used in this study are discussed. The data collection, description of 

the participants, and methodological approach used to collect data are presented in 

this chapter, with reference to the three institutions where South African military 

education, training, and development take place. The final part of this chapter 

comprises the delineation of the chapters that follow. 
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1.3  Cyberspace as an emerging threat to armed forces 

Cyberspace has increased the vulnerability of user information and sensitive state 

data. The volumes of data that are housed in government organisations might increase 

the vulnerability to potential cyberthreats and data hacks, which necessitates the need 

for precautionary measures to safeguard against security challenges (Toch et al., 

2018). Furthermore, housing volumes of data gathered by cybersecurity systems may 

also pose a threat to users’ privacy and even enable access to sensitive information 

connected to government organisations (Toch et al., 2018). Apart from infrastructural 

vulnerabilities, Zukic (2020) denotes that enhancing the knowledge of members of the 

military in matters relating to cyberspace is crucial as it is a maturing space that poses 

significant threats to national security. In addition, the armed forces’ relationship with 

cyberspace and emerging technology can be described as a double-edged sword. 

While the domain and technology can be integrated to act as force multipliers, it may 

also pose a security risk to its personnel (Martin, 2020; Sayler, 2020). There is an 

expectation that the armed forces context is responsible for protecting national 

cybersecurity and preserving the cyber sovereignty of the state but the specific 

perception and expectation are not without vulnerabilities (Kolton, 2017). 

Cybersecurity has become a global security matter for a variety of reasons: (1) 

nation states are advancing their cybersecurity capability in order to compete with their 

adversaries and nefarious groups (Lehto & Henselmann, 2020; Gazula, 2017), (2) 

cyberthreats and attacks have devastating consequences for the socio-economic 

capacity of a country; therefore, whatever measures are taken should ensure that civil 

society and national security interests are taken into account (Hlase, 2018), and (3) 

nations also invest in cybersecurity so that they are not only able to build and maintain 

modern armed forces, but also to use cyber capabilities and protect themselves from 

cybersecurity threats (Mulazzani & Sarcia, 2011). This includes armed forces that 

either lock onto civilian programmes or develop their own awareness programmes to 

equip their personnel to deal with potential cyberthreats. Moreover, a global movement 

has been started that is geared towards the establishment of military divisions that are 

mandated to create a firm stance towards and being a presence in cyberspace. 

According to the United States (US) Army Joint Chiefs of Staff (2018), there is a shift in 

the understanding and conceptualisation of cyberspace as a new domain of warfare, 

which demands a new way of thinking. Cyberspace has a connection with the physical 
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world and while it is established in the realm of the information environment, it is firmly 

entrenched in the features of air, land, the maritime arena, and space (US Army Joint 

Chiefs of Staff, 2018). Cyber is therefore being integrated into military activities such as 

intelligence-gathering operations, surveillance measures, and reconnaissance 

activities (Sayler, 2020). Apart from military systems using cyberspace and emerging 

technologies, civil society is also becoming more dependent on cyberspace as more 

daily functions are associated with online platforms, where communication, education, 

and monetary transactions take place (Van der Waag-Cowling, 2017). 

Furthermore, the borderless nature of cyberattacks and the rise of new 

technology with a wide range of capabilities pose greater geopolitical risks to nation 

states. This can be identified in the strategic air strikes launched by Israel against a 

Hamas target that was believed to be engaging in cyber warfare (Sverdlov, 2020; 

Allen, 2021). A distinction must be made regarding the military engaging in cyber 

warfare for offensive or defensive purposes. Kinetic warfare best describes an armed 

force being active and using means such as missiles and armed land vehicles along 

with weaponry to engage military targets. Kinetic activity is typically engaged in the four 

domains of warfare: land, air, sea, and space. The type of action taken during cyber 

warfare may dictate whether there are physical casualties or not. This view 

demonstrates the multifaceted capability of cyber warfare (Lehto & Henselmann, 2020; 

Gazula, 2017). Kinetic activity uses physical tools to carry out offensive and defensive 

measures (Lehto & Henselmann, 2020). However, cyber measures have the ability to 

jam certain tools or machinery and computers used for offensive tactics. Furthermore, 

the military is able to conduct cyberattacks and engage in cyber defence operations if 

there is a threat to national security. Cyber warfare1 is a more cost-effective way of 

engaging in warfare. Gazula (2017) suggests that smaller militaries might benefit from 

engaging in asymmetrical warfare as an entire cyber warfare campaign can be 

launched for the cost of replacing a tank. Whereas kinetic warfare is considered 

expensive for smaller militaries, the use of a cyberattack for offensive and defensive 

purposes makes this domain attractive (Gazula, 2017). 

Manley (2015) highlights that armed forces and private organisations often work 

in collaboration when engaging in issues such as cyberthreats that have national and 

 
1  It is worth noting that the terms “cyber warfare” and “cyberattack” are colloquial and do not necessarily represent the true 

meaning of war or an attack.  
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international implications for security. This indicates that civil-military collaborations 

are possible but are influenced by factors such as a restricted military budget and low 

broadband Internet connection (MacNamara, 2019; Lewis & Timlin, 2011). These 

collaborative efforts are often challenged by the anonymity of threats and the responses 

to threats (MacNamara, 2019). Stevens (2020) argues that the aforementioned makes 

it increasingly difficult for security clusters in nation states to engage with cybersecurity 

threats as cyberspace locates itself in grey zone territory, which makes it challenging 

to locate threat actors and enforce measures positioned between warfare and peace 

in the 21st century (Stevens, 2020; Lewis & Timlin, 2011). Furthermore, research that 

has been conducted in the field of cybersecurity focused on users external to the 

military context. The reason for this might be that the military is a site where information 

is considered restricted and is withheld from the public. However, not all information 

that is in flow in the military context can be declared as classified information. Owing 

to the integration of the Internet in operational activities, it has become increasingly 

difficult for the military to be immune to cyberthreats (Geers, 2011). 

1.4  Information sharing and its importance to cybersecurity 

The previous section noted that information is an important element for the armed 

forces context; however, not all information may be considered restricted. This section 

focuses on the notion of information sharing in organisational contexts by briefly 

addressing the activities and the prominence thereof in the South African context.  

Information sharing is described as the activity where information is shared 

between the sender and the receiver (Pala & Zhuang, 2019). In the context of 

cybersecurity, information sharing becomes an integral element to the notion of trust 

in organisational settings. Information sharing is commonly associated with trust 

(Ahmad & Huvila, 2019). It is noted that there are two types of information-sharing 

activities that may be conducted in relation to cybersecurity, namely cyberthreat 

indicators and defensive measures. Cyberthreat indicators can be linked to 

information-sharing activities where the vulnerabilities of the organisation are 

disclosed. This information regarding the organisation’s vulnerability might be of a 

sensitive nature. Defensive measures, on the other hand, include information 

situational awareness, guidelines, and best practices to manage the threat (Pala & 

Zhuang, 2019). Linking the activities to the armed forces context, the researcher 
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argues that to address cybersecurity in the organisation, both information-sharing 

activities need to be in place for effective communication on the subject matter. It is 

argued that within the information-sharing activities indicated, the perception of the 

interpretation of the activity becomes important. Information sharing is thus worth 

exploring, especially pertaining to elements of decision making, communication, and 

collaboration. Pala and Zhuang (2019) note that information sharing is an act that 

requires participation. With the notion of cybersecurity in organisational contexts, the 

sharing of threat information and acting thereon are essential for the foundation of 

security in any organisation.  

From a wider focus on literature regarding information sharing, Ahmad and 

Huvila (2019) engage with the idea that change in organisational settings and trust 

among employees may have an impact on information-sharing activities. Falco et al. 

(2019) argue that the information-sharing activity is essential for the political value of 

decision making by the state to be considered by communities. In terms of local 

literature on information sharing, studies conducted by researchers in the South 

African context have focused on the role of trust in information-sharing activities 

(Chinje & Chinomona, 2015). Additionally, Nelwamondo and Njenga (2021) explored 

information-sharing activities between communities and the South African 

government. The researcher argues that in the South African context, the notion of 

information sharing has not yet taken a position where it is viewed within the armed 

forces perspective, although aspects of knowledge management practices have been 

engaged from a governmental perspective (Mange, 2019).  

1.5  Impact of cyberspace on the South African National Defence Force 

(SANDF) 

When viewing the role of the military as a state entity that is serving the executive, it 

must be highlighted that the role of the armed forces is to respond as directed by the 

political authorities to any external threat that is identified by the state (Montesh & 

Basdeo, 2012). This, according to Huntington (1957), can be carried out on the basis 

that an external threat compromises the civil liberties of its inhabitants when the 

equilibrium of the two tenets is threatened. Relating this to cybersecurity and the 

accompanied threats in this space, it should be emphasised that cyberthreats and 

defence have been a focal point in South Africa in recent times, as noted in the South 
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African Department of Defence’s (DoD) annual report (Republic of South Africa [RSA], 

2020b). The report states that a Cyber Defence Action Plan is currently in the approval 

phase, which is owing to immediate threats that could challenge the network security 

of the SANDF. The DoD’s annual report (RSA, 2020b) suggests that data breaches 

and malware that continuously threaten network systems, as well as artificial 

intelligence (AI) used for hacking organisational systems, were identified as the main 

threats to DoD systems. 

For example, Gerber (2017) reports that sensitive SANDF information 

pertaining to operations and personnel information was leaked on social media 

platforms. In addition, a memo related to the deployment of military members during 

the COVID-19 outbreak also surfaced online (Tshwane, 2020). The Policy on the 

Disclosure of Defence Information (RSA, 2011c) states that, ultimately, the 

dissemination and sharing of DoD information may only be done by the Chief of 

Defence Intelligence. The leaking of information and a breach of policy may also 

suggest that when security is not acknowledged and applied in practice as a priority, 

non-state actors may strategically disrupt and change the flow of data, which places 

the organisation and its users at greater risk (Bontea, 2017). 

Tsagourias and Buchan (2018) further argue that legislation can be used by the 

state to exercise authority in cyberspace. However, enforcing legislation that can 

protect users and their information in cyberspace is but one way to create cyber 

defence other than by forming collaborative partnerships with private entities. This is 

reflected in the South African context by the efforts being made to create collaborative 

associations concerning cybersecurity measures. Daniels (2020) indicates that the 

Council for Scientific and Industrial Research (CSIR) collaborates with the SANDF 

regarding capacity building and knowledge sharing relating to cyber warfare. The 

reason for the state entering into these public-private partnerships is that most physical 

infrastructure is owned by the private sector. Entities that own critical infrastructure 

may therefore hold power and in the case of the state being unable to purchase and 

own all forms of critical infrastructure, might force the state into public-private 

partnerships (MacNamara, 2019). 

Armed forces are dependent on cyberspace to secure national interests and 

maintain sovereignty (Nielsen, 2016). The increasing cyberthreat rate poses a major 

problem for armed forces as strategic operations now rest on a combination of 
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conventional and unconventional approaches to adopting symmetrical and 

asymmetrical methods (RSA, 2015b; Grobler & Jansen van Vuuren, 2012). This 

development denotes that military Internet users must adapt their approach to 

cyberspace to lower vulnerabilities to unconventional or asymmetrical threats (Leenen 

& Jansen van Vuuren, 2019). The emphasis should therefore be placed on 

cybersecurity awareness training on the perception of cyberthreats, knowledge, and 

psychological constructs, which might indicate some possible risk factors relating to 

individuals (Van’t Wout, 2019). Van der Waag-Cowling (2017) suggests that training 

and education in cybersecurity in the SANDF should consider following well-defined 

learning streams. In order to develop a cyber corps that is robust in mitigating threats, 

Van der Waag-Cowling (2017) asserts that the SANDF should adopt an approach 

through which its members can use tertiary education presented at various institutions 

and training offered by a tertiary military institution. This implies that the only relevant 

tertiary military education institution is the South African Military Academy (SAMA). 

Modern armed forces tend to develop their cyber capabilities as force 

multipliers against the potential of being threatened by cyberattacks that could pose a 

danger to the flow of information (Bontea, 2017; Aschmann et al., 2015). Leenen and 

Jansen van Vuuren (2019) suggest that cultivating a digital security culture is important 

for military personnel. Furthermore, in order to cultivate a cybersecurity culture, the 

relevant stakeholders must be mindful of perceived knowledge and perhaps a 

generational gap in organisations (Leenen & Jansen van Vuuren, 2019). Creating a 

culture motivated by maintaining online security behaviour will promote the appropriate 

security behaviour in cyberspace, as well as when engaging in information security 

practices. Aschmann et al. (2015) suggest that educating military personnel is 

necessary for creating an African cyber army. Garcia (2017) adds that cybersecurity 

capacity is following a development pathway in the context of the South African armed 

forces. 

This section indicates that cyberspace has entered the armed forces domain 

together with its own type of security risks. National security alongside a variety of 

threats and vulnerabilities is impacted by this emerging domain. One of these is the 

aspect of training and capacity building in military organisations to respond to the 

threats and opportunities that arise. The section that follows discusses the role of the 
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military officer as a key human component in developing cybersecurity capacity, which 

has strong connections with the current section. 

1.6  The South African military officer as a key human component in 

developing cybersecurity capacity 

The SANDF serves in a democratic dispensation and is subject to the civil authorities 

of the state (Janse van Rensburg, 2019). It is worth noting that civil control of the 

military denotes the hierarchical nature of armed forces, which serve the executive 

branch of the state (Aldis & Drent, 2008). In addition, the relations between the state 

and the military rest on the idea that there is a mutually exclusive relationship between 

the political powers of a state, the armed forces, and society. The armed forces context 

is an important component in the quest for national security and they are essentially 

only as good as the human capital they recruit, train, and employ. The human factor 

is thus central to cybersecurity in organisations (Van’t Wout, 2019). 

Four central reasons underpin the human factor as being the weakest link in the 

cybersecurity chain, namely:  

1) A military officer can be misled by nefarious online actors into disclosing 

sensitive organisational information that is important to operational activities by 

targeting human psychological vulnerabilities (Zwilling et al., 2020; Rauf, 2019).  

2) The Internet is integrated into the everyday lives of people, especially with the 

use of mobile devices. The bridge between organisational and personal 

information being shared on convenient communication platforms such as 

WhatsApp may therefore pose a security risk to the online security credibility of 

the organisation (Ani et al., 2019).  

3) The military officer might also be vulnerable and create involuntary or voluntary 

points of access for malicious software into organisational networks, which 

means that these officers might be exploited by nefarious actors to enter the 

organisation’s network (Ani et al., 2018; McMahon, 2020; Rauf, 2019).  

4) The increasing importance placed on information security and how users 

respond to threats by using security protocols and behaviour is a factor in 

individual cybersecurity awareness (Zwilling et al., 2020). 
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The South African military officer is therefore placed in a unique position concerning 

cybersecurity as he or she ultimately forms part of an organisation that needs to ensure 

that the sovereignty of the country is protected at all times (Van der Waag-Cowling, 

2017; RSA, 2015b). It is further argued that the military officer is entrenched in the 

civilian domain, and functionally in the wider military community. The military officer is 

endowed with specific security mandates and accountability. This domain duality has 

largely to do with the nature of cyberspace and the element of threats that may target 

anyone. This view also alludes to the vulnerability of the human element; thus also 

posing a challenge for the military officer. What makes the military officer unique is 

that cyberthreats might have a detrimental impact on a variety of sectors that are 

critical for the sound functioning of the country. In addition, cybersecurity threats do not 

discriminate, which implies an even greater risk to the armed forces and the 

sovereignty of a nation. Moreover, cyberthreats are not conventional and require the 

military officer to adapt to the cyber domain and an adversary that is unseen. 

According to the National Cybersecurity Policy Framework (NCPF) (RSA, 

2015b), the military is a key organisation in the South African security cluster that is 

responsible, along with other stakeholders, for preventing and managing cyberattacks 

and threats. The military officer must therefore not only protect his or her own individual 

cybersecurity, but must also be in a position to protect and maintain national 

sovereignty. The military has an interest in cyberspace as it allows for the identification 

of internal and external countermeasures, as well as increasing opportunities to 

achieve greater resilience against threats, thereby extending operational activities and 

protecting its own interests and maintaining national cybersecurity (Couldry & Mejias, 

2019; Garcia, 2017; Bardwell et al., 2017; Nielsen, 2016; RSA, 2015b). Cybersecurity 

perception is an important component of the adoption and retention of security 

behaviours, as well as for understanding this (Jibril et al., 2020). Based on the 

aforementioned view, exploring the perceptions of the military officer concerning 

cybersecurity appears to be a way to contribute to achieving cybersecurity. 

Consequently, further emphasis should be placed on exploring military officers’ 

perceptions concerning cybersecurity as the human component has already been 

identified as the main vulnerability in managing security (McMahon, 2020). Military 

officers are but a small component of the military in comparison with the greater 

number of lower-ranking members such as non-commissioned officers (NCOs) and 
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other members. The senior military officer is in a position to display leadership skills 

and is able to provide recommendations for policy and best practices, as well as issue 

guidelines in their respective units. Furthermore, senior military officers are primarily 

decision makers. Those who are in leadership and decision-making positions have the 

ability to influence the perceptions of lower-ranking officers. The knowledge of the 

senior military officer regarding a social phenomenon may influence the strategies 

that will be used in planned activities (Kacała, 2020; 2015). This section notes that the 

military officer is an essential component in the cybersecurity chain as they need to 

practise and speak security. This view is aligned with the importance placed on 

cybersecurity in the Defence Review (RSA, 2015a). The military officer can engage in 

decision making and inform cybersecurity directives; exploring the perceptions of 

these officers is therefore key to understanding the element of awareness and the 

precautionary behaviour applied in cyberspace. The element of decision making is an 

important facet in the role of the military officer, as they develop and execute policy 

and doctrine decisions, but are still vulnerable in their behaviour. Military officers are 

therefore custodians, as well as weak links, through their information-sharing 

behaviour. These military practitioners are key for maintaining cybersecurity in the 

SANDF, as well as for employing policies and directives. Military officers are said to 

have specialised skills and knowledge pertaining to the defence force but may also 

possess a higher form of abstract thinking (Djozo et al., 2015). In this regard, Djozo et 

al. (2015) argue that military officers have educational and professional experience, 

which supports the idea that they are active problem solvers and embrace 

collaborative learning. In addition, the creation of defence policy generally takes place 

at the national level (Louw, 2013). National security is therefore to a larger extent still 

influenced by the military and its members, in particular the officers.  

The NCPF (RSA, 2015b, p. 29) states the following regarding the SANDF taking 

the stance of being a custodian of cybersecurity in South Africa:  

The Department of Defence and Military Veterans (DOD&MV) has overall 

responsibility for coordination, accountability and implementation of cyber 

defence measures in the Republic as an integral part of its National defence 

mandate. To this end, the Department will develop policies and strategies 

pursuant to its core mandate.  
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The direct quotation above suggests that the SANDF has been granted overall 

responsibility to direct and manage cyber defence activities in the country. The 

argument may be made that cybersecurity also threatens the safety of military officers; 

not only in the professional context, but also in their personal context. The elevation 

of cybersecurity as a contemporary threat to national security is therefore linked to the 

notion that the threat landscape is widening as the functioning of the armed forces is 

threatened, along with security in the public ambit. 

1.7  Understanding cybersecurity from the securitisation theory (ST) 

perspective 

The previous section focused on the role of the military officer as a key human element 

in the cybersecurity process. This section focuses on the study’s theoretical framework 

of choice, namely ST. This study is positioned within the security studies discipline and 

explores cybersecurity threats as a new security challenge in the context of ST to 

understand how threats are recognised, communicated, and responded to. ST is used 

in this study to capture the security process aspect of cyber in the context of the armed 

forces and to highlight the actors involved. Cyberspace securitisation is an issue of 

contention, specifically in the use of policies and how threats are identified, as well as 

responded to through official governmental means (Bote, 2019). In order to describe 

securitisation, the constituent elements of its definition must be identified. 

Securitisation is defined as follows: 

... the discursive process through which an intersubjective understanding is 

constructed within a political community to treat something as an existential 

threat to a valued referent object and to enable a call for urgent and exceptional 

measures to deal with the treat (Buzan & Wæver, 2003, p. 491). 

Buzan and Wæver’s (2003) definition describes the securitisation process as 

emphasising the presence of a security issue that is moving to a level classified as an 

existential threat. An existential threat can be narrowly defined as a threat to survival 

(May et al., 1958). Not all threats can, however, be classified as existential or demand 

an emergency response (Philipsen, 2018). The traditional approach of ST has been 

criticised for being rigid and not flexible enough to address newer threats. This study 

engages with cybersecurity as a later conceptualisation of how threats enter national 
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security agendas, with emphasis on non-traditional security threats emanating from 

cyber actions and vulnerabilities. According to Van Ooijen (2020), the way threats are 

verbalised and responded to can be measured on a scale. Philipsen (2018) denotes 

that not all security threats require an extraordinary response from actors in the 

securitisation process. Philipsen (2018) points out that security iterations change over 

time and that securitisation is never the same across contexts as new meaning is 

progressively added. Buzan et al. (1998) argue that through the securitisation process 

the extraordinary response is justified based on the severity of the issue. Securitisation 

denotes the process through which a normal threat transitions from the ordinary to 

existential and therefore acts as a threat to an individual’s safety. Floyd (2020) 

highlights that securitisation is not a once-off event, but rather a political process where 

issues are transformed into security threats through a series of steps over time. Floyd 

(2020) outlines the process of securitisation by stating the sequence, which 

commences with the securitising actor who engages in a speech act or makes a 

securitising move. The speech is geared towards a declaration about a referent object 

being threatened (Floyd, 2020). This is followed by the audience, who must accept the 

securitising move, which then enables the deployment of extraordinary responses 

required to deal with the perceived threat (Floyd, 2020). Philipsen (2018) highlights 

that these securitising moves may not always be applicable in all contexts and that the 

process of addressing a threat with extraordinary reactions is not always necessary. 

Van Ooijen (2020) argues that the discourse regarding cyberattacks is 

gradually increasing and while the effects of the attacks can be felt in a physical space, 

the ultimate consequences are often only experienced by those with expertise in and 

access to the cyber arena. Cybersecurity can be seen as the ultimate response to 

threats in the digital space. Bourbeau et al. (2015) acknowledge that the state is by far 

not the only referent object that is threatened by security issues. Philipsen (2018) 

suggests that new actors may intervene and challenge the traditional 

conceptualisations of security. New actors may thus redefine elements of “what” and 

“who” constitutes a referent object other than the state. As the spectrum of national 

security is widened to embrace a collective system, one that is inclusive of technical 

and social systems, factors greater than the state and its political regime could be 

threatened, and often more severely so (Bourbeau et al., 2015). Philipsen (2018) notes 

that while there might be new actors in the securitisation process, new 
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conceptualisations of security may still rely on older ideas of security; therefore not 

completely limiting the role of the military and the state. The development of ST 

thinking to include newer threats in the security debate allows for alternative 

conceptualisations of threats and security to be introduced. Adding to this, new actors, 

and institutions other than only politicians and the military, are able to enter, 

emphasise, and address threats through security measures (Philipsen, 2018). Security 

concerns are therefore no longer a strict or dominant political-military concern, but 

space is created for more actors to enter a broader range of security concerns to enter 

the securitisation process and debate.  

Furthermore, Floyd (2020) suggests that perceptions are of central relevance 

as they establish the legitimacy of securitisation, although very little is mentioned in 

the literature about those who execute the securitisation process. It is therefore 

important to explore the perceptions of the actors that need to implement the 

securitisation process. The implementation of securitisation would follow after such a 

process has elevated cyberthreats in the overall risk profile of the country and its 

institutions. The ST directed the research questions of this study, which were 

formulated to explore the defining features of cybersecurity among South African 

military officers and as how dangerous they viewed cyberthreats to be to the national 

interest and that of their own organisation. 

The SANDF recognises that cyberthreats are a serious concern and the 

perceptions of South African military officers of cybersecurity play an important part in 

how the organisation’s views of cyberthreats and responses unfold. The researcher 

also argues that the referent object is both the SANDF as an organisation and the 

military officer, which together represent the security attached to the human factor.  

The reason for this is that the military is an important factor in the security cluster, 

which maintains national security and carries out strategic operations relating to 

national security (Van der Waag-Cowling, 2017). Adding to the aforementioned 

information, it is important to establish why the South African military officer is an 

important element in the cybersecurity process, but more specifically their role in 

securitisation. Philipsen (2018) notes that security actors need to perform and speak 

security. The South African military officer takes on two positionalities in ST, namely 

(1) the military officer must implement the security measures as directed by the 

SANDF, and (2) the military officer must engage in a vocabulary act that acknowledges 
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that cyber is a threat and that the topic requires the necessary attention. The military 

officer is also in a unique position to inform decision making and to inform the directives 

that are used in the organisation to address security issues. The military officer 

typically takes on a role of being involved in the planning, organisation, and execution 

of operations in the organisation. This role of being a security actor aligns itself with 

the notion that the securitising actor does not always have to be part of the political 

elite or powerful decision-making entities. The actor must merely speak security to 

capture the essence of the security threat (Philipsen, 2018). Philipsen (2018) 

expresses this role to distinguish from “anyone” becoming an actor by noting that the 

presence of power should be evident in the security process. However, it is worth 

noting that historically institutionalised actors still have a very strong hold on displaying 

power in the speech act.   

It is argued that while the first two positionalities may take the form of 

performative actions, there is a third role that undoubtedly connects with the notion 

that the military officer is not isolated from society. This refers to the idea that while 

the military officer takes on a performative stance within the ST process, he or she 

may also be vulnerable to threats and is impacted by the security measures employed. 

Cybersecurity has become a defence responsibility as noted in the NCPF (RSA, 

2015b). It is argued that the acting of security and speech acts beyond the military 

raised the prominence of cyber threats, which has led to the SANDF becoming a key 

actor responsible for maintaining cyber defence. This responsibility allows the military 

officer to enter the process of coordination, ensure accountability, and maintain cyber 

defence measures. These acts of ensuring cyber defence link with the notion that the 

military officer speaks and practises security, which is in alignment with the speech act 

and that security is a performative act.  

Furthermore, there are many referent objects that need protection through 

emergency measures. Thus, although the state might be the referent object, as its 

national interests and sovereignty must survive at all costs, other referent objects also 

require consideration (Hirsch Ballin et al., 2020). The researcher believes that there 

are additional layers containing objects of reference that require survival and 

emergency measures to ensure their survival. The researcher also argues that if the 

threat becomes densely framed and repeated as a national security threat, it is bound 

to be taken up in the threat spectrum and that national decision makers must take note 
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of it. It is worth noting that the new South African Minister of Defence highlighted in the 

budget speech debate on the Defence Vote 2022/2023 (RSA, 2022) that cybersecurity 

is one of the SANDF’s primary defence directives by suggesting the following: “... 

protecting South Africa’s intangible sovereignty through support to the National Cyber 

Resilience Initiative and ensuring Defence Digital Protection” (RSA, 2022, para. 44). 

This focus on cyber resilience is echoed in the South African Defence Review (RSA, 

2015a). With the human factor (South African military officer) being the focus of this 

study, it is argued that the psychological vulnerabilities of the human must be protected 

as cyberthreats and attacks are engineered to exploit the behaviour and emotions of 

human users (Rauf, 2019). The discussion surrounding ST is developed in more detail 

in Chapter 3. The next section focuses on the problem statement of this study. 

1.8  Problem statement 

In the preceding section, the reviewed literature identified an increase in cybersecurity, 

as well as a theoretical framework that is able to capture the severity and increasing 

danger of threats.  

The SANDF is linked with the cybersecurity debate and response to threats in 

cyberspace, along with several official policies, protocols, and legislation, as well as 

its own operating procedures and doctrine. With cyberthreats on the rise, it is of key 

relevance that the military human component, particularly military officers, has the 

knowledge and awareness to counteract cybersecurity threats in the digital domain 

(Bardwell et al., 2017). Exploring the perceptions of South African military officers of 

cybersecurity might provide insight into how the promotion and mitigation of 

cybersecurity threats are carried out. This leads to the question of how prepared and 

educated South African military officers are to fulfil this role of promoting or mitigating 

threats. In addition, this study focused on the exploration of the cybersecurity 

perceptions of South African military officers who were part of three cohorts at three 

different education or training institutions. The views of junior and senior military officers 

were important in this matter as they provided an indication of how the three cohorts 

approached cybersecurity. Moreover, the views of the three different cohorts were 

considered as sources that might also provide insight into how South African military 

officers choose to orientate themselves in cyberspace and how they apply their online 

security behaviour. 
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1.9  Research rationale 

The overarching purpose of undertaking this study was to identify the significant gap 

that exists regarding knowledge production relating to the perceptions of cybersecurity 

among South African military officers (Van’t Wout, 2019; Gcaza & Von Solms, 2017; 

Van der Waag-Cowling, 2013). However, regardless of the human element being the 

focus of the study, cybersecurity threats are posing a danger in the context of both civil 

society and the armed forces. Its escalation in both domains brings national security 

vulnerabilities into the mix. The Internet has transformed the manner in which 

individuals carry out their daily activities and, as a result, their dependence on 

technology and cyberspace. Cyberspace has become a beneficial tool to engage in 

communication, as well as to coordinate daily activities in the professional or personal 

space. Cybersecurity threats are increasing in South Africa, which requires users to 

have some knowledge and awareness of security behaviour and cyberthreats (Dlamini 

& Mbambo, 2019; Van’t Wout, 2019). Taking all the aforementioned into consideration, 

it is important to highlight the interaction between humans and their behaviours as 

linked to maintaining cybersecurity (Ani et al., 2019). The human aspect that this study 

considered was therefore vested in the South African military officer. The individual 

user interacts with both the physical and digital space through official and personal 

connected devices. In addition, the military officer is not excluded from society and the 

researcher therefore argues that these officers also interact with the digital and 

physical space in their official and personal capacity. The response towards cyberspace 

and the potential threats it harbours requires an approach that centres on the human 

and experience, knowledge, behaviour, and values factors.  

It is therefore important to place greater emphasis on cybersecurity awareness 

and the education of military officers (Bardwell et al., 2017). Bardwell et al. (2017) 

emphasise that education on cybersecurity threats is necessary for military officers to 

gain awareness of the topic. There is thus a need for the military officer to be agile and 

flexible, to meet the response to threats with efficient security behaviour, and to 

possess sufficient knowledge (Bardwell et al., 2017; Gcaza & Von Solms, 2017). Given 

the human element being the focus of this study, cultivating a cybersecurity culture in 

an organisation requires cognisance of the culture, values, norms, behaviour, 

knowledge, and experience of military officers (Aschmann et al., 2015; Van’t Wout, 

2019). Each military officer will have a different view of cybersecurity as various levels 
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of exposure and training in cyberspace issues may have influenced these security-

related perceptions. Apart from these facets, the level of awareness each individual 

has of cybersecurity may influence how users behave and apply security in the digital 

domain. Exploring these perceptions helps to provide an understanding of the 

contextual reality of South African military officers, as well as their view of security 

threats and vulnerabilities in this technical field (Van den Berg & Keymolen, 2017). 

Hlase (2018) notes that cyberspace as a domain has produced new methods 

to address security issues. Research exploring the effects of and matters related to 

the manifestation of the Internet in economic, social, and political sectors is emerging 

and addresses the trends linked to digitisation in South Africa (Modiba, 2020; Naidoo, 

2020). However, research highlighting the effects of the Internet does not necessarily 

focus on the armed forces context in South Africa. In addition, recent literature focusing 

on cybersecurity has not made the perceptions of the South African military officer a 

focus area (Leenen & Jansen van Vuuren, 2019; Du Toit et al., 2018). Moreover, 

literature on cybersecurity awareness in the South African context has become a 

central focus point, especially in organisational contexts (Chandarman & Van Niekerk, 

2017; Gcaza & Von Solms, 2017; Van’t Wout, 2019). This study expects to contribute 

to narrowing this gap in the literature by focusing on the human element in 

cybersecurity through investigating and recording the perceptions of selected military 

officers as part of South African society. 

1.10  Research questions 

The overarching aim of this study was an exploration of the perceptions that govern 

the views of the military officer of cybersecurity in the SANDF. The study explored how 

military officers conceptualised cybersecurity by specifically gauging their awareness 

and knowledge of how cybersecurity threats are perceived in the context of the 

SANDF. This aim was pursued by way of the primary research question of this 

study, which sought to ascertain the perceptions of South African military officers of 

cybersecurity. Furthermore, the exploration of perceptions assisted with viewing 

cybersecurity awareness through the lens of the military officer and their 

understanding of the subject matter, and consequently to draw certain inferences from 

their behaviour in cyberspace.  
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This study also pursued secondary research questions, which are presented 

below, to assist with answering the primary research question: 

• How do South African military officers conceptualise cybersecurity awareness? 

• How do South African military officers perceive cybersecurity threats within the 

SANDF? 

• What are the perceptions of cybersecurity awareness through the lens of the 

military officer? 

Overall, the study expected to contribute to the exploration of cybersecurity in the 

military context and to provide a multifaceted approach to exploring how perceptions 

might influence the awareness and behaviour related to cybersecurity in the SANDF. 

1.11  Research design 

Researchers pursuing a better understanding of social phenomena often integrate 

qualitative and quantitative approaches (Johnson et al., 2007). The combination of two 

approaches is known as a mixed-methods design (Johnson et al., 2007). The design 

of a study is pertinent as it can show how data may be obtained and how the 

methodological choices could guide these activities in the research process (Sileyew, 

2019). This study followed a mixed-methods approach for two reasons: (1) the 

exploration of cybersecurity awareness was conducted in the context of the SANDF, 

and (2) the exploration of perceptions would assist the researcher in gauging military 

officers’ levels of awareness of cybersecurity. Given these focal points, it was deemed 

appropriate to use both quantitative and qualitative approaches as doing so provided 

greater depth to the phenomenon central to the inquiry. 

The exploratory sequential design is a technique used in mixed-methods 

approaches that consists of certain processes in the research that must be performed 

in a certain sequence (Roomaney & Coetzee, 2018). This study used the sequential 

design as it allowed the researcher to explore the perceptions and views of the military 

members by first engaging with the qualitative approach. The primary approach in the 

sequential design was therefore qualitative2 and the focus was on the members of the 

 
2  The qualitative approach is associated with the interpretivist research paradigm that is interested in exploring the subjective 

worldviews of participants (Guba & Lincoln, 1989).  
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military. As part of the sequential approach, the second component of the mixed-

methods approach was quantitative3, which related to numerical data. 

The first phase of the research utilised a semi-structured interview to gauge the 

perceptions and views of South African military officers at the South African National 

Defence College (SANDC). The second phase, which was quantitative, provided a 

structured questionnaire that focused on the ratings the participants provided in respect 

of facets related to cybersecurity. Two military institutions, SAMA and the South 

African National War College (SANWC), were the sites relevant to the second phase 

of the research. The presentation of the sequential process followed in this study is 

presented in Figure 1.1. 

Figure 1.1: Map of sequential steps in the exploration of perceptions of cybersecurity 

 

This study was cross-sectional, which denotes research conducted at one point in time 

and not over a prolonged period (Zangirolami-Raimundo et al., 2018). As stated 

earlier, the aim of this study was to explore the perceptions that govern the views of 

the military officer on cybersecurity in the SANDF. As alluded to above, to align the 

aim of the study with the selected methods, a mixed-methods approach was selected 

as it allowed the researcher to engage with the study’s objectives. In the mixed-

methods design, the qualitative approach was considered appropriate for the 

exploration of certain individuals’ perceptions of cybersecurity. The qualitative 

approach thus formed part of Phase 1. The researcher used a semi-structured interview 

style to obtain the participants’ views. Consequently, as cyberspace is still considered 

an emerging domain of interest in the South African context, this study followed an 

exploratory approach, which at its core attempts to uncover something new in the 

social domain by engaging it in a research topic (Swedberg, 2018). The exploratory 

approach was deemed appropriate as cybersecurity among military officers and those 

 
3  The quantitative approach is grounded in the positivist research paradigm and is associated with the use of scientific methods 

to investigate phenomena (Comte, 1856).  
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in the armed forces context of the SANDF is a relatively new subject of interest in South 

Africa. The second approach used in the mixed-methods design was the quantitative 

approach. Phase 2 was also interested in the perceptions and contextual realities, 

which were derived from a questionnaire that explored the participants’ functioning in 

the SANDF. The findings used in this phase played an integral part in the triangulation 

process. Furthermore, the mixed-methods approach allowed the researcher to engage 

with the study’s objectives. 

In addition, engaging in descriptive or explanatory research would not have 

done this study justice as it might not necessarily have explored the deeper social 

aspects related to cybersecurity from the view of the military officer. For that reason, 

exploring the perceptions and views of cybersecurity provided insight into how 

awareness of the topic was framed. Furthermore, exploring cybersecurity through the 

military members’ lens and rank-related experience was expected to possibly provide 

insight into how they constructed security in this new, emerging domain. 

1.12  Data-collection phases 

The approaches used to collect data were used for triangulation4 of the research 

findings. The sequential design highlighted that one of the two data-collection 

approaches should be used as the first and dominant approach. This study engaged in 

data collection in two phases. This section presents the two phases of data collection 

that were followed during this research. 

1.12.1  Phase 1: Qualitative data collection 

1.12.1.1  Purpose of Phase 1 

The first phase focused on the collection of in-depth information from senior South 

African military officers as it related to the aim of the study and the secondary research 

questions. The purpose of Phase 1 was to lay the foundation for the development of 

the COQ. Furthermore, the focus of the first phase was to gain a qualitative 

perspective of the perceptions related to cybersecurity and institutional awareness of 

the phenomenon at the core of the study. 

 
4  Guion (2002) describes triangulation as a method utilised by qualitative researchers to verify and establish validity in research 

studies. 
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In order to obtain the perceptions of cybersecurity among a senior military 

sample population, face-to-face semi-structured interviews were used as a means to 

extract information from the participants. The SANDC was identified as the primary 

site of focus in Phase 1 as the college presents the most senior learning opportunities 

for senior officers of all arms of service. The SANDC offers professional military 

education and training. This site was identified as well positioned to address the 

research questions of this study as it is where senior military officers destined for 

general and flag officer ranks are trained and educated. 

1.12.1.2  Description of the participants in Phase 1 

The sample population for Phase 1 comprised senior military officers attending a year-

long developmental course called the Security and Defence Studies Programme at 

the SANDC. These senior military officers has been exposed to the cyber concept in 

their respective units. Furthermore, the developmental course offered at the SANDC 

prepares senior military officers to function on a strategic level within the security 

environment, where they must deal with national security challenges. The Security and 

Defence Studies Programme focuses on developing critical and strategic thinking 

among senior military officers from all arms of service. The senior military officers are 

exposed to aspects focusing on leadership and strategy that are specifically in line 

with national security provisions (Defence Web, 2016). 

1.12.1.3  Approach used to collect data in Phase 1 

As indicated, semi-structured interviews were used to collect data in Phase 1. 

According to Adams (2015), semi-structured interviews are advantageous in mixed-

methods studies when it is necessary to use questionnaires or undertake surveys at a 

later stage. Furthermore, it is also advisable for semi-structured interviews to be 

carried out in mixed-methods studies if the subject of the inquiry is emerging and 

requires exploration (Adams, 2015). The purpose of the selected data-collection 

technique was reliant on the availability of information in the military context. The 

sequence and aims of the study dictated the focus on military officers’ perceptions and 

views of cybersecurity. The qualitative phase involved the researcher conducting face-

to-face semi-structured interviews of between 25 and 45 minutes in duration. The 

items in the semi-structured interview guide were based on the literature and key 
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themes highlighted in other research studies that aligned themselves to cybersecurity 

in the armed forces context (see Appendix A). The researcher approached the senior 

military officers located at the SANDC with interview questions that were linked to their 

experience of utilising cyberspace and how they navigated their online behaviour. The 

semi-structured face-to-face interview is said to fall between closed- and open-ended 

questions, which allows the researcher the flexibility to engage in further questions 

such as “how” and “why” (Adams, 2015). 

1.12.2  Phase 2: Quantitative data collection 

1.12.2.1  Purpose of Phase 2 

The second phase of the study focused on engaging with two sample populations, 

located at the SANWC and SAMA. These two sites were important for Phase 2 of the 

study for purposes of triangulation. A quantitative approach was adopted for Phase 2, 

which included Likert-type items on a scale of 1 to 5. The findings obtained in Phase 

2 assisted with the validation of the findings in Phase 1. The aim of including SANWC 

and SAMA participants was to increase the number of responses among a cross-

section of senior and junior officers and to collect opinions of cybersecurity across 

institutions where officers undergo training and education. The second phase aimed 

to gain opinions related to the conceptualisation of cybersecurity awareness and the 

construction of threats in the SANDF. Phase 2 connected several chapters in this 

dissertation. The methodological considerations in Phase 2 are discussed in 

Chapter 4. 

1.12.2.2  Description of the participants in Phase 2 

The researcher used two sample population groups in Phase 2 of the research, namely 

officers at the SANWC and at SAMA. The sample group from the SANWC consisted 

of senior military officers who were enrolled for the Joint Senior Command and Staff 

Programme. The military officers at SAMA were studying towards a military degree 

and were junior officers. 
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1.12.2.3 Approach used to collect data in Phase 2 

The second part, which was quantitative, focused on the ratings that SAMA and 

SANWC military officers attached to facets relating to cybersecurity. The COQ was 

used to collect data in Phase 2 (see Appendix E). 

Phase 2 in the sequential process was relevant not only for constructing a basis 

for triangulation but also to focus on the development of the various items in the COQ 

that had a direct impact on the interpretation of the themes and sub-themes in 

Phase 1. The COQ also focused on short questions, which in turn focused on the 

narratives of the respondents from SAMA and the SANWC. Once all the data derived 

from the COQ had been collected, the researcher engaged in a data-cleaning process. 

Once completed, the data were transferred to the Statistical Package for the Social 

Sciences (SPSS) version 24 (IBM Corporation, 2016). 

As highlighted, Phase 2 was descriptive in nature and aimed to answer the 

three secondary research questions and to achieve the aim of the study (see Section 

1.10). Some theoretical features of ST and associated literature in Chapter 2 were 

used to construct certain items in the COQ. These scale items and short questions in 

the COQ allowed for the exploration of cybersecurity, which required in-depth analysis 

of how this emerging phenomenon is viewed in the South African military context. 

1.13  Delineation of chapters 

The introduction to this chapter included a short discussion of the proliferation and 

expansion of cyberspace in Africa. Thereafter, the development of cyber in the context 

of South Africa was discussed briefly. The chapter furthermore included a discussion 

of cyberspace as an emerging threat to the armed forces. The impact of cyberspace 

on the SANDF was also presented briefly in this chapter. In addition, the chapter 

contained a discussion of the military connection to cybersecurity. Thereafter, a 

discussion of how cyberspace is considered an emerging threat in the armed forces 

context was presented. A brief introduction to understanding cybersecurity from the ST 

perspective was presented. The focus of the chapter then moved to a review of the 

problem statement, research rationale, research questions, and the research design 

selected for this study. The data-collection phases at three SANDF training and 

education facilities for senior and junior officers used in this study were also presented 

Stellenbosch University https://scholar.sun.ac.za



25 

in this chapter. Furthermore, the purpose of each research phase was explained. A 

description of the samples used for each research phase and the approach to collecting 

data concluded the discussion. 

In Chapter 2, the literature review on cybersecurity as an emerging threat offers 

a discussion of the exploration of a definition of cybersecurity. The chapter also reports 

how the human element should be located at the centre of an operational definition 

linked to cybersecurity and provides a discussion of the complexity of cyberthreats. 

Thereafter, the chapter elaborates briefly on the impact of cyberthreats on society. In 

addition, the chapter offers a discussion of the legislative efforts by the South African 

government. Furthermore, the chapter focuses on cyberspace and the challenges it 

poses to sovereignty and the armed forces. The literature review proceeds by 

discussing the volatility of cyberthreats in respect of military personnel and the armed 

forces context. Moreover, a review of the literature highlights the cybersecurity efforts 

made in the SANDF. Furthermore, the chapter discusses the perception of risk when 

navigating cyberspace, information-sharing behaviour, and the creation of 

cybersecurity awareness. 

In Chapter 3, securitisation as a theoretical framework presents the various 

views of security. This chapter also offers a brief discussion of what ST entails. 

Moreover, the chapter engages with the various security threats that have been 

emerging in the 21st century. The focus then shifts to the development of ST and the 

basis of how ST interplays with cybersecurity. The role of the securitising actor and 

the referent object is presented in this chapter, which allows for a more detailed 

exploration of how technification as a speech act occurs in the securitisation process. 

Furthermore, the chapter engages with critique of ST by pointing out the perceived 

pitfalls attached to the theory. The chapter shifts its focus to the military domain by 

presenting how cybersecurity has entered the military domain. 

Chapter 4 addresses the research methodology, and provides an overview of 

the research design and paradigm that were used in this study. This chapter provides 

a discussion of the sampling and data-collection procedures that were used for Phase 

1 and Phase 2 of the study. Furthermore, the data-analysis procedures used for each 

of the phases in this research are also discussed comprehensively. The challenges 

related to the data collection in the study are presented in this chapter, as well as the 
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aspects of validity and reliability, credibility, confirmability, transferability, and 

dependability. Reflexivity as a tool against preconceived prejudices is also included. 

Chapter 5 focuses on the content analysis (CA) of the interviews, and the 

extraction of themes and sub-themes from the interviews with participants from the 

SANWC. The main themes presented in this chapter are: (1) knowledge production 

and training focusing on cybersecurity awareness, (2) challenges of trust with 

technology and among members, (3) the construction of a digital culture among 

members, and (4) the view on cyberthreats is constructed based on experiences in 

the physical domain. Each main theme comprises sub-themes that are linked with the 

purpose of the chapter. The final section of the chapter provides a summary of the 

themes presented. 

Chapter 6 deals with the COQ, and presents the administration and findings 

derived from the data produced by the SANWC and SAMA participants. The 

demographic information for both sample population groups, as well as the findings 

related to the four dimensions of the COQ are presented. The three themes that 

emerged from the short questions were: (1) information sharing on best practices 

requires implementation, (2) cautionary behaviour is linked to the navigation of 

cyberspace, and (3) cybersecurity training and education as a way to enhance security 

measures. 

Chapter 7 contains a discussion of the findings related to Phase 1 and Phase 2 

of the study and provides a contextualisation of the key findings that emerged from the 

data by highlighting the three sample population groups. A discussion of the 

conceptualisation of cybersecurity awareness among South African military officers 

and its connection to the primary and three secondary research questions with their 

various sub-themes forms the core of the chapter. Furthermore, this chapter allows for 

the findings discussed in Chapters 5 and 6 to be viewed comparatively and includes 

an analysis of the patterns presented across the three sample population groups. 

In Chapter 8, a summary and conclusions drawn during the study form the bulk 

of the discussion. The chapter confirms the research aim and rationale, as well as the 

significance of the study, by reviewing the research questions. This chapter also 

presents a summary of the findings in relation to ST and identifies its limitations, 

opportunities arising from more recent submissions, and particular contributions made 

by this study. Thereafter, the chapter provides a review of the indicators found, which 
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comprises the combined findings of Phases 1 and 2. The chapter then revisits the 

three research questions. Once these have been discussed, the chapter shifts its 

focus to addressing possible criticisms of the study. The chapter also provides a short 

discussion of the contributions this research makes and points to the utility of the COQ, 

supporting policy development, the delivery of cybersecurity in the SANDF, and the 

prospective scope for academic research. 

1.14  Conclusion 

With technology advancing at a rapid pace, more users are increasingly becoming 

connected to affordable devices, which could present opportunities economically and 

socially, but which could also pose threats and pitfalls. This chapter briefly introduced 

the role of ST as a way of describing cybersecurity as a threat and the role of cyber in 

the armed forces context. Cybersecurity as an emerging topic of interest in South 

Africa lacks understanding and the absence of analysis of the role of military personnel 

prevails in the cyberspace domain. Here the military and its officer corps are identified 

as critical role players. Much of the information for understanding the cyber landscape 

and its security implications is captured in the existing literature, which also assists 

with demarcating the military connection.  

The next chapter focuses on the review of existing literature, which highlights 

cybersecurity as an emerging threat and how this digital threat is managed in the 

SANDF. Risk perception and information sharing are also reviewed in Chapter 2. 
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CHAPTER 2:  

REVIEW OF LITERATURE ON CYBERSECURITY AS  

AN EMERGING THREAT 

2.1  Introduction 

The previous chapter focused on providing a brief introduction of what this study 

entails by presenting its aims and objectives, as well as a brief account of the 

methodological approaches used in this research. This chapter serves as the literature 

review of this study. The central theme in this chapter highlights aspects that concern 

the development of an operational definition of cybersecurity, which derives from 

reviewing literature that focuses on the various elements of cybersecurity relevant to 

this study. The definition itself centres on a comprehensive view of cybersecurity, 

which is inclusive of behaviour, security practices, and technology. This study 

proceeded from the view that cybersecurity has three main aspects, namely 

technological, political, and security. The literature review focuses on key themes that 

are centred around several aspects: the human element as a focus point in the 

cybersecurity chain, the complex nature of cybersecurity threats and the impact of 

these threats on various pockets of society, the role of cyberspace in the armed forces 

context, and the efforts made by the state to reduce the number of cyberattacks. 

Furthermore, the literature review also covers risk perception and risk information. 

Moreover, a brief discussion of cybersecurity awareness creation and information-

sharing behaviour is included in this review. 

2.2  Chapter overview 

This literature review is relevant to the context of the study in focusing on applicable 

international and South African literature on cybersecurity. The literature review firstly 

explores the definition of cybersecurity. Once presented, the focus moves to how the 

human element is located at the centre of the operational definition. Thereafter, 

the review of the literature discusses the complexity of cyberthreats. The chapter also 

includes a discussion of the impact of cyberthreats on society. Furthermore, the review 

pays attention to cyberspace and the challenges it presents for the sovereignty of a 

country and the armed forces. In addition, the volatility of cyberthreats regarding 

military personnel in the armed forces context is emphasised. The review then 

Stellenbosch University https://scholar.sun.ac.za



29 

highlights the cybersecurity efforts made by the SANDF and the overall initiatives 

introduced by the South African government. Moreover, the review also points out the 

apparent void owing to the limited exposure of South African military officers to the 

available information and literature on cybersecurity. The digital landscape in South 

Africa is also discussed. Furthermore, the chapter deals with the perception of risk 

when navigating cyberspace. Information-sharing behaviour and the creation of 

cybersecurity awareness are also discussed as important risk indicators in the 

behaviour of military personnel. 

2.3  Defining cybersecurity 

Cybersecurity is often used as a general term to denote safety in cyberspace but the 

definitions are often inconsistent and uninformed owing to the multidimensionality of 

the concept (Ashraf, 2021; Schatz et al., 2017). The definitions listed in this section 

indicate how the thematic areas centred on cyber and the human element are linked 

together. The literature relating to this area contributed to the construction of the 

operational definition. The search for a definition that was inclusive of the complexity 

of cyber posed a challenge, especially since most definitions are objectively focused 

on technology, legislation, or online security. Furthermore, the continuing search for 

an acceptable definition related to cybersecurity has been a central preoccupation of 

scholars in the disciplines of international relations (IR), political science, and 

information and communications technology (ICT). 

It was thus essential to conceptualise a definition of cybersecurity that is 

multidisciplinary (Ramluckan et al., 2020). Looking back to the past, Lewis (2006, p. 1) 

defines cybersecurity as “the safeguarding of computer networks and the information 

they contain from penetration and from malicious damage or disruption”. Lewis’ (2006) 

definition shows that ICT has received more prominent focus in describing the 

technical process of safeguarding computer networks. In the last 15 years, this 

definition has undergone some change as the emphasis moved to a more integrated 

approach by also taking into consideration other disciplines included in the description 

of cybersecurity. For example, Mukiibi (2019) positions an argument relating to social 

context in the description of cybersecurity. In addition, a multidisciplinary approach 

that combines offensive and defensive measures is necessary to secure cyber assets 

for both state and non-state actors (Duvenage, 2019). From this perspective, while 
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mention has been made of the extension of the definition, it still does not refer to the 

human role in cybersecurity. The operational definition that was formulated from 

information derived from the literature attempted to bridge the gap by integrating both 

technical and social domains, where the human factor interacts with both physical and 

digital spaces. From a security studies point of view, Cavelty and Wegner (2020) argue 

that cybersecurity should transcend the technical terrain and be more flexible in 

considering other disciplines. Bourbeau et al. (2015) originally mentioned in their book 

Security: Dialogue across disciplines that the construction of security can be described 

by drawing on disciplines such as psychology, sociology, and IR. How different 

academic fields view security is an important factor to highlight as descriptions of the 

concept of “cybersecurity” are influenced by technology, politics, and science (Cavelty 

& Wegner, 2020). 

Dlamini and Modise (2012, p. 4) posit, from a political science approach, that 

cybersecurity can be defined as a “collection of tools, policies, security concepts, 

security safeguards, guidelines, risk management approaches, actions, training, best 

practices, assurance and technologies that may be utilised for the protection of the 

cyber space and its users”. This definition connects three main aspects, namely the 

technical (infrastructure), scientific, and political. It nevertheless limits the 

cybersecurity definition by not including the human factor or aspects related to the 

changing social environment. Furthermore, Dlamini and Modise’s (2012) definition 

comes across as an attempt to explain the confined restrictions on best practices and 

guidelines in Africa. Much like other definitions, Dlamini and Modise (2012) refer to the 

tools necessary for engaging with cybersecurity but they fail to suggest that users have 

a key role in applying awareness and knowledge to maintain safety in a digital 

environment. In addition, Mashiane et al. (2019, p. 244) note that cybersecurity is 

defined as the “technologies, processes, controls and users that are set up to protect 

systems and systems data”. While this definition points to the human element, it does 

not feature prominently. Instead, the central focus in the definition is the role of 

protection through the use of technological tools and measures, which emphasise the 

role of ICT in cybersecurity. Mashiane et al. (2019) nevertheless acknowledge, 

although not in their definition of cybersecurity, that the human component is an 

important factor in maintaining cybersecurity. 
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The definitions recorded up to this point do not fully emphasise the role of the 

human element in cybersecurity. Mashiane et al. (2019) concur with this notion by 

emphasising that a large part that is omitted from most definitions of cybersecurity is 

the “users”. It is important to point out that existing definitions that make a societal 

connection still provide no clear indication of the functions attributed to the human. The 

focus should therefore shift to the “who” and the “what”. More is thus required to 

introduce the human element to the definition of cybersecurity. For example, the “what” 

in this case refers to the activities that a user needs to perform to remain secure in 

cyberspace. Furthermore, the “who” refers to the cybersecurity practices of users 

and/or specific populations of users and their purpose for engaging in cyberspace. 

The aforementioned cybersecurity definitions do not focus on the behavioural 

nature of humans in the cybersecurity chain. Instead, the definitions of cybersecurity 

are more closely linked to the technical nature of cyber and the processes followed to 

secure data in the digital domain (Ramluckan et al., 2020). Expanding on the definition 

of cybersecurity, what should be taken into consideration are the differences among 

users as these are able to influence the target audience, who should be included in a 

comprehensive cybersecurity definition. This is possibly why Van’t Wout (2019) argues 

that training should be presented on the basis of organisational needs and its 

technology users. While Van’t Wout (2019) did not make reference to the 

conceptualisation of a cybersecurity definition, the argument can be made that context 

is important, along with the notion that users are unique. A brief search on the human 

element and its importance to cybersecurity identified literature that considered the 

notion that cyberthreats and their associated attacks are either caused by human error 

or deliberate action by the human actor (Ani et al., 2019; Rauf, 2019). The human 

actor remains important for maintaining cybersecurity and its central role in security is 

noted in three ways:  

1) The first aspect relates to why the human is of central importance, namely that 

socially engineered attacks may exploit cyber users through psychological 

manipulation. A cyberattack may therefore present itself in a dual format, by 

targeting the technical features of a system and attempting to exploit the users’ 

psychological vulnerability (Ani et al., 2019).  

2) Users can undermine cybersecurity technology intentionally or unintentionally, 

which poses a danger to the organisation and their own personal security. 
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Human behaviour in cyberspace and humans’ awareness of digital security 

should thus be emphasised (Rauf, 2019).  

3) The human actor should be cognisant of cyberthreats and potential ways that 

their online behaviour can be exploited (Ani et al., 2019). Rauf (2019) argues 

that home users are more likely to be at risk when navigating cyberspace as the 

quality of security measures is often lacking in comparison to those users who 

work in organisations and have access to more advanced technological and 

security solutions. 

Barrett et al. (2020) suggest that in order to define cybersecurity, the focus should be 

purely on the domain of cyberspace. In addition, the National Institute of Standards 

and Technology (2011, p. 62) defines cybersecurity as “the ability to protect or defend 

the use of cyberspace from cyberattacks”. It is not clear from the definition whether 

users are considered part of the definition as it mainly emphasises the protection of an 

invisible space. The argument can be made that users are excluded from this definition, 

where in fact they should form a definite part of cybersecurity. Pollini et al. (2021) 

argue that computer security and information security often focus on the technical side 

of cyber, yet the human factor’s cognitive characteristics, motivations, and needs are 

granted limited priority. The sub-section that follows continues the discussion 

regarding the operational definition of cybersecurity and brings the human element to 

the fore. 

2.3.1  The human element as the centre of the proposed operational definition 

The previous section focused on cybersecurity definitions that can be viewed through 

various lenses. The definition proposed by the researcher in this dissertation takes 

note of the changing socio-technological landscape as more users are incorporating 

the Internet and technology into their daily activities. This proposed new approach 

acknowledges that there is interaction between technical infrastructure and human 

behaviour. Table 2.1 presents the rationale behind creating an operational definition 

that is suitable for taking into consideration the human element and explains why the 

previous definitions that were presented did not highlight the security awareness, 

along with training and education, that individuals need to maintain cybersecurity. It 

must nevertheless be emphasised that several sources indicate the human factor as 

the weakest link in the cybersecurity chain owing to their vulnerability to being 
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exploited through their behaviour and their cognitive proficiencies (Ani et al., 2019; 

McMahon, 2020). In making this statement, the researcher acknowledges that the 

limitations attached to the human factor might have caused definitions of cybersecurity 

to be directed more towards the technical domain as this is an area that can be 

controlled. 

Table 2.1: Cybersecurity definitions and factors not taken into consideration 

Definitions Factors not considered 

Dlamini and Modise (2012, p. 3) define 

cybersecurity as the “collection of tools, policies, 

security concepts, security safeguards, 

guidelines, risk management approaches, 

actions, training, best practices, assurance and 

technologies that may be utilised for the 

protection of the cyber space and its users”. 

The human factor is mentioned, but it is not the 

central focus. Technology alone cannot be the 

sole foundation in maintaining cybersecurity. 

Instead, there should be a relationship between 

the technical factors (software and hardware) 

and the human actor. The aspects of concern are 

training and the application of best practices. 

The focus on the human factor should include 

elements relating to psychological vulnerability 

and aspects of online security behaviour. The 

focus of this section was to obtain a clear sense 

of how cybersecurity definitions consider facets 

relating to security (technical, guidelines, human 

factor). 

According to Grabner-Kräuter (2018, p. 2), 

“[c]ybersecurity can refer to the state of being 

protected against the criminal or unauthorized 

use of electronic data or the measures taken to 

achieve this”. 

This definition departs from the premise that the 

protection of a nation rests in how critical 

infrastructure and assets are protected. The 

omission of the human domain and the balance 

of the socio-technical environment fails to offer a 

comprehensive view of maintaining cybersecurity 

and therefore does not provide a suitable 

definition that captures the role of the human 

element. 

Mashiane et al. (2019, p. 244) define 

cybersecurity as “technologies, processes, 

controls and users that are set up to protect 

systems and systems data”. 

This definition agrees that technology is the only 

way that the user and system data can be 

protected. 

Barrett et al. (2020, p. 20) define cybersecurity as 

“the ability to protect or defend the use of 

cyberspace from cyberattacks”. 

The factors not considered in this definition are 

the roles of security, training, the interaction 

between spaces, and the role of the human 

domain. 

The South African NCPF (RSA, 2015b, p. 73) 

defines cybersecurity as “networks that 

constitute cyberspace secure against intrusions, 

maintaining confidentiality, availability and 

integrity of information, detecting intrusions and 

incidents that do occur, and responding to and 

recovering from them”. 

This definition arguably is at the centre of South 

Africa’s attempt to allocate responsibilities to key 

stakeholders but also emphasises the legal 

parameters within which cybersecurity can be 

managed. The definition does not consider the 

role of the human element at all. The focus is on 

threats such as intrusions. 

Le and Hoang’s definition (2016, p. 4) is: 

“Cybersecurity can be considered systems, tools, 

This definition asserts that the crux of 

cybersecurity should contain elements of 
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Definitions Factors not considered 

processes, practices, concepts and strategies to 

prevent and protect the cyberspace from 

unauthorized interaction by agents with elements 

of the space to maintain and preserve the 

confidentiality, integrity, availability, and other 

properties of the space and its protected 

resources.” 

practices and appropriate tools to safeguard 

agents and the space itself. The challenge with 

this definition is that mention is made of the 

interaction between practices, tools, and 

performative actions such as confidentiality and 

integrity. These are words that require some 

action, yet the human domain is not 

acknowledged at all. It may be assumed that the 

human element takes part in the cybersecurity 

process. 

 

Based on the definitions presented above, it is clear that the human is rarely at the 

centre of the security process. Cyberthreats too often deliberately target the 

weaknesses of the human factor by focusing on their behaviour and cognition, which 

cause them to be vulnerable (Sithole, 2019; Van Schaik et al., 2017). This 

vulnerability results in security measures not being adhered to, voluntarily or 

involuntarily, and security operations being compromised (Ani et al., 2019). The 

researcher therefore noted that an operational definition should consider both 

technical and social interaction, which is an extension of the definitions captured in 

Table 2.1. Several scholars are urging the expansion of a cybersecurity definition to 

be holistic and contemporary (Bachmann & Gunneriusson, 2014; Craigen et al., 2014; 

Jacob et al., 2020; Ramluckan et al., 2020). Based on this view, Van’t Wout (2019) 

proposes the notion that the exploration of online security behaviour is necessary as 

more human errors than system errors occur. This statement alludes to the idea that 

human behaviour and perceptions are of key relevance to understand cybersecurity. 

Craigen et al. (2014) suggest that cybersecurity should be more inclusive of 

other domains and therefore present a comprehensive view of the concept. Craigen 

et al. (2014) add to this debate by suggesting that to draft a cybersecurity definition 

that is inclusive of all domains, it should be comprehensive and inclusive of a variety 

of security aspects, which requires a rigorous process. Cybersecurity is a hybrid form 

of security as it stretches across and throughout a variety of domains and sectors 

(Bachmann & Gunneriusson, 2014). This strengthens the argument for broadening the 

concept of cybersecurity, as the spread of this discipline eventually reaches the point 

where it ultimately has an impact on human users (Ani et al., 2019). Craigen et al. 

(2014) suggest that a more contemporary view of the cybersecurity domain is 

necessary, especially to approach challenges as being multidisciplinary. A more 
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comprehensive approach is essential in exploring cybersecurity in the social context; 

one that also incorporates the views of other disciplines (Ramluckan et al., 2020). The 

same applies to a definition that is inclusive of technological changes and the social 

environment as the notion attached to cybersecurity may be interpreted differently 

because of the context in which it is studied and applied (Inria, 2019). Moreover, a 

definition that lends itself to a space that is complex in nature may also contribute to a 

lack of understanding what cybersecurity and the measures that cultivate security 

behaviour entail. A definition of cybersecurity must be multifaceted and flexible to be 

able to adapt to the social environment, as well as to capture the complexities of an 

evolving technological space (Ramluckan et al., 2020). 

Cybersecurity definitions require a holistic view, which demands the 

acceptance of all domains as it ultimately stretches across various sectors (Jacob 

et al., 2020). One of the challenges associated with creating a holistic definition of 

cybersecurity rests in finding an acceptable, all-inclusive view of the concept “security” 

(Friedman & West, 2010). In the discipline of IR, for example, cyber has been 

discussed extensively through the lens of politics (Cavelty & Wegner, 2020; Bourbeau 

et al., 2015). The researcher therefore proposes that an operational definition should 

be flexible and cognisant of the social element, which is often omitted from 

conceptualising cybersecurity. The human element functions within the social sphere, 

with cybersecurity positioned in both the technical and social realms. The researcher 

argues that cybersecurity is better conceptualised when it includes the human element 

as the focus point of the security action. The researcher presents his newly crafted 

operational definition of cybersecurity as follows: 

Cybersecurity is a flexible security process through which individuals are 

constantly interacting with a technical environment in the social context. 

Cybersecurity is also the immersive process through which the human factor 

utilises security software tools in tandem with education, training, guidelines, 

technical knowledge, and best practices such as awareness training, technical 

skills, and risk assessment. Cybersecurity also requires the notion of applying 

knowledge to risk perception and precautionary behaviour, while being fully 

aware of vulnerabilities in both the physical and cyberspace domain. 

Stellenbosch University https://scholar.sun.ac.za



36 

The aforementioned operational definition developed by the researcher takes into 

account the human element and therefore, by implication, the military officer. The 

operational definition creates functions as an outcome of the literature review. As a 

result, it focuses on the element of technology and the role of the human, and it goes 

further by also capturing the aspects relating to context and safety in cybersecurity. 

This definition incorporates both technical and human interactions, which are absent 

from other established definitions. Moreover, the operational definition created for this 

study incorporates the notions of security, the human component, and the social 

environment. The researcher developed this definition as it helps to bridge the gap in 

the literature, which fails to acknowledge the human component, which in this case is 

the military officer. This definition was therefore created to also recognise the military 

officer (human factor) functioning in the armed forces context. The working definition 

thus bears relevance to the argument of this research, which is to explore 

cybersecurity compliance among military officers. Definitions of a variety of disciplines 

that deal with cybersecurity were considered, although the proposed new operational 

definition included in this dissertation supports a description that takes into 

consideration the changes in the social environment and the role of the user in 

cybersecurity. Owing to this, the next section focuses on the complexity that is 

associated with cyberthreats in certain contexts and shows that cyberthreats are 

intrusive and have the ability to cause security-related challenges. 

2.4  The complexity of cyberthreats 

Cyberspace has had a profound impact on society as it allows for instant 

communication and facilitates commerce in new ways (Bada & Nurse, 2019b). Along 

with the impact cyber has had on the interaction between individuals, it also sparked 

continuous growth in cyberspace. With the expansion of cyberspace, cyberthreats are 

becoming more diverse in the type and source of actors (Verizon, 2018). Modern 

society has created both a direct and an indirect dependence on IT, with a strong 

reliance on immediacy, access, and connections (Craigen et al., 2014). Mbanaso and 

Dandaura (2015) argue that people have become dependent on the physical and 

virtual components of cyber, which may have invited unpredicted vulnerabilities that 

result in data exposure. Fatokun et al. (2019) indicate that the age factor could play a 

role in the susceptibility of Internet users to cyberattacks. For example, Fatokun et al. 
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(2019) point out that older Internet users might be more vulnerable to cyberthreats. 

This perceived vulnerability could be an indication of the amount of time users are 

exposed to cyberspace at any given time and the lack of familiarity with cyberthreats. It 

is also argued that younger Internet users might be more familiar with cyberthreats 

and cyber vulnerabilities (Fatokun et al., 2019). Weiner et al. (2016) highlight that older 

personnel in organisational settings tend to display a tendency to adopt a sense of 

hyper-vigilance about their own limitations. This makes the transition between older 

roles and newer roles in reference to cybersecurity behaviour challenging (Khan et al., 

2022). In addition, North and Fiske (2012) posit that older individuals who function in 

high-pressure organisations may find it difficult to transition into new roles. 

Furthermore, cyberspace, and especially the Internet, have been expanding at 

a rapid rate. Consequently, this has contributed to commercialisation and 

advancement in the use of personal computers (Egloff, 2015; Geers, 2011). If the 

confidentiality, availability, and integrity of technological systems are compromised, 

this may have dramatic consequences, regardless of whether it is the temporary 

interruption of connectivity or a longer-term disruption caused by a cyberattack (Bada 

& Nurse, 2019a). Bowden (2019) uses the example of a complex cyberattack in the 

form of the “Conficker virus”, which had a severe impact on cyberspace users by 

globally attacking Microsoft operating systems in 2012. The Conficker virus is an 

example of a longer-term disruption as this specific malware often depends on 

systems being updated in order for the malicious code to become obsolete (Bowden, 

2019). 

The advancement of technologies allowed for nation states to facilitate the 

innovation of new services that enabled the strengthening of communication for 

modern economies (Kolini & Janczewski, 2015). Veerasamy (2021) argues that during 

the COVID-19 pandemic in 2020, there was greater dependency on ICT. Threats such 

as phishing5, pretexting6, baiting7, and quid pro quo8 are considered forms of social 

engineering attacks that target users’ emotional states by duping them into sending 

personal information to hackers (Veerasamy, 2021). Currently, social engineering 

 
5  Phishing attacks dupe users into disclosing personal information that is linked to their passwords and identification numbers. 
6  Pretexting is a scam where scenarios are fabricated so that users are duped into revealing personal information (Petit, 2022). 
7  Baiting refers to the process where users are lured by prizes or gifts if they provide their password or login details (Petit, 2022). 
8  Quid pro quo is a type of attack similar to baiting but is offered as urgent technical services that the user requires. Attackers 

often impersonate information technology (IT), hardware, or software representatives and pretend to provide technical 
assistance to users. 
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attacks are considered one of the biggest threats to cybersecurity as they can be 

detected but are very challenging to mitigate (Salahdine & Kaabouch, 2019). 

Moreover, when considering the response to cybersecurity incidents, the human factor 

has a key role in identifying security management tools for responding to threats. In 

addition, the human factor, regardless of the technology being used, must still be 

aware of the threats and vulnerabilities (technical and human) (Al-Dawod & Stefanska, 

2021). Alotaibi et al. (2017) indicate that there are human factors that might influence 

online security behaviour. Alotaibi et al. (2017) also propose that the relevant factors 

include technological democracy (the requirement that users should be more free and 

flexible in using technological devices so as to be more efficient when performing their 

tasks); cultural factors (the security culture in organisations may influence how security 

behaviour is practised and how compliant personnel are with security policies); and 

personality and job satisfaction (an increase in job satisfaction levels has an impact 

on personnel compliance with information security policy). 

Salahdine and Kaabouch (2019) suggest that social engineering attacks can 

be grouped into three categories. The first includes social-based attacks, where the 

attacker builds a human relationship with the victim by using a baiting technique. The 

second category involves technical-based techniques carried out on social media 

platforms, where users share their personal login and banking details (Salahdine & 

Kaabouch, 2019). The third category entails a physical attack, where the nefarious 

actor collects the user’s personal data by searching for documents, where the content 

is usually related to the personal information of the user/victim (Salahdine & Kaabouch, 

2019). The first and second categories of attacks seek to exploit vulnerabilities in the 

human and target aspects of security awareness. Adding to this discussion, it is worth 

noting that antivirus software might be selected in accordance with users’ needs and 

security preferences (Patil & Joshi, 2014). However, the researcher argues that the 

use of antivirus software might not by itself be enough to mitigate threats such as 

malware and that the user should be guided by threat characteristics and points of 

entry, as emphasised by Souppaya and Scarfone (2013). Malware characteristics are 

changeable and their points of entry in systems vary in complexity according to the 

malicious code (Souppaya & Scarfone, 2013). 

Cyberspace is the amalgamation of technology, virtual reality, networks, and 

telecommunications. These areas are brought together by the human element and 
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form a space that is said to require attention similar to territorial domains (Mbanaso & 

Dandaura, 2015). In addition, cyberspace and its security challenges are nearly 

boundless as there are various examples of how cyberthreats influence a social 

landscape or damage critical infrastructure. Pieterse (2021) suggests that the 

WannaCry ransomware attacks that took place during 2017 are an example of 

malicious software that exploits the vulnerability of server message block protocols. 

This unique strain of malware leached into and destroyed the operating systems of 

approximately 200 000 network-enabled computers at the national health hospitals of 

150 nations (Bowden, 2019). The implications of these cyberattacks, as witnessed 

during the 2017 attack, often have offline implications for society and security (Pieterse, 

2021). According to Gandhi et al. (2011), members of the public are more likely to 

respond to the implications or effects of cyberthreats and attacks than actively 

responding to the potential presence of the attack. 

Cyberspace provides a means that ideally permits problem-free communication 

across nation states, as well as a cost-effective business and political platform. 

However, it is also an environment in which individuals, businesses, and governments 

often engage in interactions that are saturated with conflict and where roles are not 

clear (Mbanaso & Dandaura, 2015). In addition, cyberspace is a complex environment 

in which individuals (including military officers and civilians) communicate and share 

information (Bigelow, 2019). There is a need for the armed forces to be involved in 

cyberspace as this space has been considered an important component in maintaining 

national security (Bigelow, 2019). Based on the information in this section, it appears 

that nation states are vulnerable to cyberthreats and, more specifically, there is a level 

of state immersion in and dependence on cyberspace. This immersion in cyberspace 

has caused national vulnerabilities to occur (Griffiths, 2017). The next section 

therefore focuses on the impact of cyberthreats on society. 

2.5  The impact of cyberthreats on society 

As technology and the complexity of the Internet continue to expand into societies, so 

too does the nature of cyberthreats and attacks (Stevens, 2020; Zheng & Lewis, 2015). 

With this expansion in mind, people are changing the way they choose to perform their 

daily activities, which may have far-reaching consequences in that they may have an 

impact on governments, businesses, banks, and everyday Internet users (Pieterse, 
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2021; Zheng & Lewis, 2015). Malicious software is relatively cheap and can be 

obtained by anyone who has a technological device and access to the appropriate 

platform to acquire such malicious tools (Whitney, 2021). These software tools can be 

used to exploit vulnerabilities in computer systems and data systems and are able to 

destabilise governmental information structures, disrupt banking systems, threaten 

national defence structures, and interfere with processes to secure users’ information 

(Stevens, 2020; Zheng & Lewis, 2015). Disrupting the flow of data and the capabilities 

of systems ultimately has an impact on users’ digital dependence and behaviour 

(Stevens, 2020). 

The nature and purpose of a cyberthreat influence the narrative attached to the 

security measures that are used to secure breaches (Kreps & Schneider, 2019). The 

nature and wording of the term “cybersecurity” imply that there is a conscious attempt 

to protect a space that may be prone to violation or harm (Grobler et al., 2013). The 

way the threat and its possible associations are worded may also contribute to 

confusion among users because of the jargon and technical terms used (Al-Janabi & 

Al-Shourbaji, 2016). Moreover, the unsupervised nature of the Internet carries many 

dangers that may leave users in a vulnerable position when their personal data are 

shared with other sources (Rahman et al., 2020). A major obligation thus rests on 

users to be aware of the dangers of cyberthreats and the vulnerable position in which 

they are operating (Chandarman & Van Niekerk, 2017; Mousa, 2019). The researcher 

also argues that a reciprocal relationship must exist between the security awareness 

of users and the responsibility of institutions to advance cybersecurity training as 

routine training. This may assist institutions to have improved results when countering 

threats (Mashiane et al., 2019; Van’t Wout, 2019). 

There is a barrage of cyberthreats of which users, organisations, and 

governments should be cognisant (Hlase, 2018; Lejaka et al., 2019). With computer 

hardware and software capabilities becoming more affordable and developing at a 

faster pace, it may be challenging to create and sustain cybersecurity strategies. 

Creating and remaining updated relating to relevant cyber strategies can seem 

daunting because of the increase in more affordable computer hardware components 

and software (Taha & Dahabiyeh, 2020). Taha and Dahabiyeh (2020) suggest that the 

reliance on technology, such as Internet-enabled devices, may present some security 

vulnerabilities, especially since certain open-source applications require a constant 
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Internet connection. Concerns are thus raised regarding information security and the 

overall security behaviour that users reveal when navigating cyberspace. 

Global technological advancement is making it increasingly difficult for nation 

states to control the safe use of hardware by the citizens within their borders (Grobler 

et al., 2013). Consequently, this technological development also does not allow for 

easy control of non-residents outside the borders who are in control of hardware inside 

another nation state (Grobler et al., 2013). The prevalence of these cyberthreats 

creates a situation where the national security of a nation state is threatened as these 

attacks are generally directed at achieving a specific purpose, namely crippling certain 

sectors of society and acting as catalysts in the distribution of state power (Tkachuk, 

2018). However, the state and its institutions are not the only entities that are affected 

by cyberthreats. National security no longer only revolves around physical threats to 

the state and its organs of power. The widespread implications of cyberthreats can 

influence e-commerce (online transactions) and societal instability via social media 

platforms. Everyday users are affected by cyberattacks and cyberthreats that could 

destabilise a network supply chain at any point of entry (Reva, 2020; Du Toit et al., 

2018). The type and nature of cyberthreats, as well as their target(s), depend on the 

motivation of the actor (Gazula, 2017) and have national, as well as lower-level, 

security implications. Collectively, the implications of cyberthreats and cyberattacks 

often pose challenges across multiple sectors, which can influence the social fabric of 

society (Irandoost, 2018). 

Sutherland (2017) argues that the advancement of cybersecurity is dependent 

on the concomitant legislation and the speed at which it is implemented. Schneier 

(2019) confirms that there should be a balance between the pace at which technology 

evolves and cybersecurity legislation is enacted. Achieving this balance may allow 

users and their data to be less at risk of cyberthreats (Sutherland, 2017; Schneier, 

2019). 

Focusing on South Africa, it is apparent that since 2012 some advancement 

has been made in proposing measures and mechanisms used for the coordination of 

cybersecurity (Malatji et al., 2021; Sutherland, 2017). Vermeulen (cited in Patrick et al., 

2016) argues that most attacks have some political implications; for example, the 

data breach in 2016, whereby thousands of South African government employees’ 

sensitive contact details and names were posted online by an anonymous hacktivist 
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group (Vermeulen, 2016). This apparent security void red-flags a vacuum in the 

legislation relating to the protection of personal information. It is important to note that 

legislation may not necessarily prevent cybercrime from occurring. It does, however, 

provide a sense of accountability if it is implemented and applied effectively. 

Furthermore, legislation may assist in the mitigation and prosecution of nefarious 

actors who commit cybercrime. 

Malatji et al. (2021) explored the notion of critical infrastructure and its 

relationship with the current cybersecurity legislation in South Africa. These 

researchers note that in the case of South Africa, cybersecurity policies do not 

necessarily highlight the full extent of the protection that water- and wastewater-critical 

infrastructure requires. There is thus a need to run cybersecurity tests periodically and 

administer security audit trails (Malatji et al., 2021). Pollini et al. (2021) posit that it is 

the organisation’s responsibility to ensure that there are guiding policy documents to 

ensure that personnel maintain security. However, Pollini et al. (2021) also 

acknowledge that policies and procedures do not necessarily mean that the human 

factor will comply with the policies. Furthermore, considering the findings in context, 

society requires information to function optimally in all its sectors, and the same can 

be applied to the organisational setting, where operational activities depend heavily on 

pertinent information (Bester, 2003). 

Nefarious actors have increasingly mentioned South Africa on the dark web 

since 2016 (Business Insider South Africa, 2020). This implies that the country is a 

target, and that its citizens, businesses, and organisations are at risk. Considering the 

abovementioned threat, one should focus on the context of cybersecurity in South 

Africa. Mashiane et al. (2019) posit that highly notable cyberattacks have been 

observed in South Africa, such as the Liberty Bank data breach that took place in 2018. 

This data breach resulted in the exposure of millions of users’ data. It is important to 

note the business element in the case of Liberty Bank as it shows that the state is not 

the only target of cyberattacks. Pieterse (2021) suggests that the most common cyber 

incidents in South Africa are where organisations fall victim to data exposure. Cyber 

activity in the South African context has seen a significant increase, both in a positive 

and negative sense, and its effects have been highlighted in both the economic and 

socio-political context (Hlase, 2018). The South African government is relying on ICT 

platforms to an increasing degree to extend its cybersecurity reach into the economic 
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and socio-political sectors. However, the effects of cyberthreats may have some 

longer-term implications for the financial and industrial sector, specifically where 

critical infrastructure is involved (Malatji et al., 2021). The most recent example of a 

crippling cyberattack was observed in South Africa’s state-owned port and rail 

operator, Transnet, which is a critical infrastructure entity (Toyana, 2021). It was 

reported that Transnet experienced an “IT disruption” but details regarding the hack 

were not revealed. It was, however, believed that the effects of this hack halted trade 

in and out of South Africa’s ports for as long as a week (Toyana, 2021). It is worth 

noting that the Transnet cyberattack had an impact on the maritime industry as several 

ports were affected by the software malfunction that had occurred. This disruption 

caused economic challenges as imports and exports were inhibited for a brief period 

(Reva, 2021). The Transnet cyberattack also had national security implications as it 

ultimately had an impact on critical maritime infrastructure. 

Cyberthreats such as malware, card-not-present or credit card fraud, and online 

banking fraud were some of the main security challenges experienced during 2019 

(Accenture, 2020). Cyberthreats do not just pose a challenge for national security, but 

also for ordinary users. Ultimately it can be highlighted that, collectively, cyberattacks 

and threats are disruptive to South African society. Ani et al. (2019) argue that while 

critical infrastructure and security technology (software and hardware) might be in 

place, they only contribute minimally to the larger cybersecurity challenge. The 

security technology used in organisations is only as strong as the human factor (Ani 

et al., 2019). What this implies is that if an employee is unaware of certain features of 

cyberthreats, it may leave the organisation’s information and systems vulnerable. In 

addition, despite the security technology in place, users may still be exposed if they 

are not adequately aware of or skilled in cybersecurity (Ani et al., 2019). The human 

factor might therefore place a person or organisation at risk of being both a target and 

victim if there is limited awareness. 

According to Veerasamy et al. (2019), there are also other types of threats that 

organisations and ordinary users are facing in South Africa. These include threats such 

as malicious emails, ransomware, and theft of mobile devices and laptops. This is 

supported by Du Toit et al. (2018), who confirm that users typically receive spam, 

pornographic images, and phishing emails. The military and other state institutions are 

also not immune to these threats. South Africa experiences approximately 577 
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malware attacks per hour (Business Insider South Africa, 2020). In addition, 

ransomware is for sale on the dark web for R1 700, which may pose significant risks 

for users and national security as the purchase of malicious software is easily achieved. 

The next section focuses on the legislative cybersecurity efforts by the South African 

government. 

2.6  Legislative cybersecurity efforts by the South African government 

The previous section focused on the impact of cyberthreats on society. This section 

focuses on the cybersecurity efforts made by the South African government. South 

Africa has a legislative framework that assists with the advancement of governance 

related to cybersecurity in the country. The regulation and monitoring of cybercrime 

are a direct result of the increase in Internet-enabled mobile use among inhabitants 

(Mukiibi, 2019). For this reason, it is vital for the government to expand its development 

of a legislative framework that shows progression in securing its digital domain and its 

citizens (Malatji et al., 2021; Sutherland, 2017). In addition to this need, the South 

African government engaged in the development of a legislative framework consisting 

of (1) the NCPF (RSA, 2015b), (2) the Promotion of Access to Information Act (PAIA) 

2 of 2000 (RSA, 2000), (3) the Protection of Personal Information (POPI) Act 4 of 2013, 

(RSA, 2013b), (4) the Cybercrimes Act 19 of 2020 (RSA, 2020a), and (5) the Electronic 

Communications and Transactions Act 25 of 2002 (RSA, 2002a). In the case of South 

Africa, the government responded to the increase in cyberthreats in 2015 by proposing 

legal frameworks within which citizens and government entities could operate 

(Sutherland, 2017). The NCPF (RSA, 2015b) is one of the first national legislative 

attempts to address the growing concern about cyberthreats (RSA, 2015b; Griffiths, 

2017). The NCPF is a framework that does not facilitate in-depth understanding of the 

various roles and responsibilities of security stakeholders in South Africa (Van der 

Waag-Cowling, 2017; RSA, 2015b); however, it is a guiding document that facilitates 

understanding how cybersecurity is expected to be approached by the South African 

security cluster. Even so, this movement towards understanding cyberspace and its 

challenges may be considered rather elementary compared to the standards set 

internationally (Gcaza & Von Solms, 2017). The NCPF is a national policy that 

contributes to the legislative framework by acting as a guide for how the South African 

security cluster may interact with stakeholders and address the growing concern about 
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cybersecurity (RSA, 2015b). Sutherland (2017) argues that South Africa has 

implemented the NCPF, but it is rather complex and modelled on European Union and 

US policies, with very few contextual aspects that are relevant to South Africa’s national 

circumstances. Although South Africa, along with other nations on the African 

continent, have plunged headlong into the Fourth Industrial Revolution (4IR), which is 

geared toward creating new opportunities and connecting civil society to cyberspace, 

there is a tendency to not provide sufficient security in this domain (Dlamini & Mbambo, 

2019; Jansen van Vuuren et al., 2013; Van Niekerk, 2017). Digital technological 

advancement demands a new way of thinking about cyberspace (Gálik & Tolnaiová, 

2019; Mbanaso & Dandaura, 2015). 

Cyber space and technology are extending their reach in the daily activities of 

people (Martin, 2020). Legislation is therefore required to focus on the entities that 

may manage and distribute personal information (Kandeh et al., 2018). In terms of 

legal frameworks that link with the South African Constitution, it can argued be that 

there is South African legislation such as the PAIA 2 of 2000 (RSA, 2000). Section 

32(1)(b) of the South African Constitution (RSA, 1996) indicates that everyone has a 

right to access information. National legislation should therefore be implemented to 

facilitate exercising this right. The PAIA gives effect to this right, as determined by 

section 32(2) of the Constitution. In addition, the PAIA (RSA, 2000) and the POPI Act 

(RSA, 2013b) are different Acts, although they both contribute to the enactment of the 

constitutional right of access to information (see section 32 of the South African 

Constitution of 1996). The POPI Act (RSA, 2013b) and the PAIA (RSA, 2000) aim to 

protect personal information, but they do not have the same purpose. The PAIA (RSA, 

2000) highlights the means of accessing information, whereas the POPI Act (RSA, 

2013b) refers to the means of protection of personal information. The POPI Act (RSA, 

2013b) provides that private and public (government) entities must secure personal 

information.  

Entities that collect and store information are responsible for adhering to the 

POPI Act (Kandeh et al., 2018). Furthermore, it is acknowledged that there are 

challenges in implementing the structure required for entities to comply fully with the 

regulations stated in the POPI Act (Kandeh et al., 2018). For this reason, the POPI Act 

had to be introduced in order to bring about the regulation of personal information and 

the possible measures that private and public bodies may utilise to implement security 
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measures. These private and public (government) bodies that are engaging in the 

circulation, collection, and storage of personal information must adhere to the 

legislation (RSA, 2013b). The challenge in the implementation of the POPI Act (RSA, 

2013b) is in the constant development of technology as the boundaries of the way that 

information is transmitted, processed, and stored keep changing (Kandeh et al., 2018). 

In addition, legislation that deals with the regulation and storage of personal data is 

but a single facet in a state’s attempt to ensure national cybersecurity. 

The expansion of the legislative framework is clear in the development of the 

Cybercrimes Act 19 of 2020 (RSA, 2020a), which governs practising security 

behaviour. The Cybercrimes Act (RSA, 2020a) was first proposed in 2015, when it 

was named the Cybercrimes and Cybersecurity Bill (Bill 6 of 2017) (RSA, 2016). The 

aforementioned Bill was introduced for public comment in 2015 (Griffiths, 2017) and 

was later enacted as the Cybercrimes Act 19 of 2020 (RSA, 2020a). This Act was only 

passed five years after its first introduction, in 2020, and signed into law by the 

president of South Africa, which demonstrates the need for greater urgency in passing 

national legislation.  

Van der Waag-Cowling (2017) confirms in her 2017 study that South Africa 

requires a sense of urgency to pass national legislation attached to cybersecurity 

strategy. The former South African Minister of Defence indicated that strict budgetary 

constraints were delaying progress in this regard, as reported in the DoD’s annual 

report (RSA, 2020b). However, the minister’s view was contextual and did not provide 

an indication that national legislation relating to cyber strategy was delayed. According 

to Van der Waag-Cowling (2019) and Sutherland (2017), the South African 

government requires some sense of urgency to speed up the drafting of cybersecurity 

legislation. The fact that South Africa has launched its first ever Cybercrimes Act (RSA, 

2020a), however, gives the idea that there is emphasis on establishing a dialogue 

concerning a potential shift in the response to threats by the designated security cluster 

and is making an effort to achieve some clarity about clearly defined roles and 

responsibilities in this area (RSA, 2020b; Van Niekerk & Maharaj, 2013). Nevertheless, 

the growing trend of cyberattacks in South Africa continues to threaten the 

maintenance of cybersecurity (Gcaza & Von Solms, 2017; Dinesen & Sæther, 2013). 

Advancing the discussion to South Africa’s global rank position (59th) 

concerning cybersecurity efforts, the researcher emphasises the International 
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Telecommunications Union (ITU, 2021). The Global Cybersecurity Index (GCI)9 (ITU, 

2021) showed that while South Africa is on a developing path with regard to 

cybersecurity measures, it did, however, find some areas that required attention. Two 

points of concern were noted; the first being that technical measures needed to be 

enhanced and secondly that the development of organisational measures relating to 

cybersecurity needed to be highlighted (ITU, 2021). However, a positive that emerged 

from the index was that the legal measures regarding cybersecurity were identified as 

a positive aspect (ITU, 2021). Although South Africa is one of the leaders on the 

African continent in advancing the cybersecurity agenda, it is still challenged by the 

delay in providing a national cyber strategy and a cyber warfare strategy (Sutherland, 

2017; Van der Waag-Cowling, 2017). According to Sutherland (2017), the GCI does 

not measure cybersecurity programmes and practical efforts; instead, the GCI focuses 

on approving national legislative measures and policies. Sutherland (2017, p. 86) 

suggests that the GCI is problematic as it measures “legislative measures and policies 

on paper”. According to the ITU (2021), the GCI has five measuring factors, which are: 

(1) legal measures undertaken by the country, (2) technical measures, (3) 

organisational development, (4) capacity enhancement of cybersecurity, and (5) the 

employment of cooperative measures. This notion of providing training and education 

is shared by Van’t Wout (2019), who suggests that a blanket approach may not 

necessarily help to establish awareness; instead, training should be geared towards the 

needs of people and organisations.  

In terms of the operational definition presented in Section 2.3.1, it is evident that 

training and education are central to describing cybersecurity and placing the human 

element at the centre. While the operational definition does not indicate the legislative 

package on cybersecurity, it does acknowledge the role of best practices and 

guidelines that may ultimately act as the foundation to inform future legislative 

measures. The political will of the South African government has also come under 

scrutiny given its slow pace in passing legislation and the significant amount of time 

the public comment process requires (Sutherland, 2017). In addition, the delayed pace 

at which legislation is passed does not make allowances for the ever-evolving types 

and nature of cyberthreats (Du Toit et al., 2018; Sutherland, 2017; Jansen van Vuuren 

 
9  The GCI is used to track and assess the legislative efforts of countries across the globe in order to highlight key improvements 

and noticeable challenges (ITU, 2021). 
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et al., 2013). It should therefore be emphasised that lawmakers who are engaged in 

implementing strategies to safeguard users against cyberattacks must remain agile 

and updated with threat information as cyberspace and the tools that are connecting 

users to it change quickly and continually (Sutherland, 2017). The South African 

government has been criticised for its failure to implement cybersecurity measures 

(Sutherland, 2017; Van Niekerk, 2017). On paper, South Africa is doing relatively well 

as it has signed treaties and approved legislation relating to cyber (Malatji et al., 2021). 

However, actual implementation and resource allocations do not necessarily serve as 

a reflection of the political will required for actualising cybersecurity measures 

(Ramluckan et al., 2020; Sutherland, 2017). 

Meanwhile, the demand for more awareness regarding cybersecurity is 

receiving increased public and government attention in South Africa (Veerasamy, 

2021). This increased attention is reflected in the initiatives of the CSIR and the 

Department of Telecommunications and Postal Services in an effort to highlight the 

importance of digital security. The aforementioned government-affiliated organisation 

and government department are lobbying for stricter policies and laws, which 

ultimately concern governing human behaviour in cyberspace and developing effective 

cybersecurity capacity (Jansen van Vuuren et al., 2014). This increase in public 

attention and campaigns for cybersecurity awareness have a variety of reasons, but 

most notably arise from the increase in cybercrime (Du Toit et al., 2018; Sutherland, 

2017; Van Niekerk, 2017). 

In summary, this section showed that South Africa has made some progress in 

introducing legislation and initiatives to address cybersecurity threats. However, the 

implementation of cybersecurity measures remains a challenge as the government 

seems to lack the political will to implement them in practice and has failed to allocate 

appropriate resources to mitigating prospective cyberattacks and threats. This 

heightens the risk factor and mitigation measures that South Africa, and eventually the 

SANDF, will have to contend with. The next section focuses on the challenges that 

cyberspace poses for the element of sovereignty. 

2.7  Cyberspace and challenges to sovereignty 

The concept of sovereignty, much like cybersecurity, is interpreted very differently 

across disciplines and contexts (Colomer, 2020). What should be taken into account 
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is that the armed forces are but one of the facets responsible for maintaining national 

sovereignty. An additional facet is legislation (Colomer, 2020; Cornish, 2018; 

Tsagourias & Buchan, 2018). Collectively, these facets tend to respond to and 

underline territory, borders, and space as physical manifestations of sovereignty for 

jurisdictional purposes. This context makes it important to explore how cyberthreats 

threaten the cyber sovereignty10 of a nation. 

Sovereignty refers to the authority and control a nation displays in 

disseminating legislation and enforcing power over its territory and its people 

(Tsagourias & Buchan, 2018). The definition of sovereignty mentioned above denotes 

how territory is an important component over which to exercise power and establish 

control. There are various arguments related to how cyberspace poses challenges to 

sovereignty (Hong & Goodnight, 2020; Pieterse, 2021; Shen, 2016). For example, 

Hong and Goodnight (2020) suggest that cyberspace limits how power is displayed 

domestically, yet this does not challenge the existing authority or legal integrity of a 

nation. Hong and Goodnight (2020) further suggest that cyberspace and ICT 

capabilities have become an important component in the race for power and control 

over territory and society. 

Cyberspace cannot exist without the presence of the physical domain (Pieterse, 

2021; Shen, 2016). What this implies is that there is a physical stratum to cyberspace 

that consists of network and computer infrastructure (MacNamara, 2019). 

Furthermore, network communication is dependent on the physical infrastructure in 

order to function (MacNamara, 2019). The second layer is found within network 

communication, which consists of digital activities by users. However, the argument 

can be made that this layer does not have the same level of dependence as depicted 

by physical infrastructure. 

Kohl (2018) argues that sovereignty is a “sponge” concept, which highlights its 

ability to manifest in various forms; hence it can be interpreted differently depending on 

the context. The sovereignty of nation states is challenged by cyberthreats and attacks 

that target cyber-related vulnerabilities. A nation state may exercise authority by 

enforcing legislation that is able to protect its nationals and non-nationals from potential 

cybercrime, threats, and attacks (Tsagourias & Buchan, 2018). Furthermore, the 

 
10  Leiter (2020, p. 12) posits: “The term cyber sovereignty stems from internet governance and usually means the ability to create 

and implement rules in cyberspace through state governance.” 
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information that is disseminated through cyberspace may also be regulated through 

the way it is shared and the way it is received (Tsagourias & Buchan, 2018). 

Owing to the transnational nature of cyberthreats, the power exercised by the 

state may not be completely effective if there are multiple victims of different 

nationalities who have been impacted (Tsagourias & Buchan, 2018). In addition, the 

traditional idea of exercising power over territory is also connected with the notion of 

power diffusion in cyberspace. This implies that there are stakeholders other than the 

state who are involved in the monitoring and control of cyberspace. For example, role 

players in civil society and the private sector all have an important role in securing 

cyberspace and using security measures to maintain the notion that the Internet is a 

space in which to exercise individual freedom (MacNamara, 2019). 

As cyberspace assumes greater prominence as a domain of power, the 

struggle ultimately manifests when nation states put greater emphasis on physical 

power (MacNamara, 2019). Mansell (2016) argues that nation states often rely on the 

physical stratum, which is infrastructure (Mansell, 2016). However, resource allocation 

and authority are not sufficient to allow the state to exercise power as cyberspace was 

not designed as a domain in which the power of control is displayed through state 

dominance. Instead, what was created to be a space of autonomy and freedom has 

now shifted completely, in the direction of a place where security and digital 

sovereignty are considered more significant (MacNamara, 2019; Mansell, 2016). This 

diversity apparently indicates that the armed forces are one of many components with 

a role in maintaining sovereignty, along with the governing measures implemented to 

manage threats in the digital space (Cornish, 2018; Tsagourias & Buchan, 2018). 

Moreover, the nefarious actors who are constructing and strategically launching 

cyberattacks may challenge how a nation deals with threats (Pieterse, 2021; Shen, 

2016). Cyberthreats and attacks that are executed pose potential dangers to a nation 

state’s national security, as well as the personal data of its nationals and organisations, 

along with, for example, a country’s economic competitiveness (Fouad, 2019). 

It is also important to consider the role of technological advancement, 

dependence, and cybersecurity resource allocation for the purpose of maintaining 

sovereignty. The focus on the development of ICTs in the military shows that 

technology has become entrenched in operational activities in many armed forces 

contexts (Sayler, 2020). Cyberspace and technological advancements (hardware and 
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software) go hand in hand and cannot function without each other. Furthermore, the 

borderless nature of cyberspace poses a threat to border-driven nation states that 

could potentially fall victim to cyberattacks, which render traditional military measures 

less effective. In addition, the argument can be made that the potential security threat 

that cyberattacks present may be escalated in terms of a nation’s resources and 

technological capabilities. This situation often plays out in how a nation responds to 

threats and the resource allocation that enables the use of cybersecurity technology. 

Furthermore, nation states might be dependent on innovative technology that 

is produced by their counterparts or at least have links to this technology. Such 

dependence might place the integrity attached to maintaining the cybersecurity of a 

nation at risk due to the hardware and software not being manufactured on their own 

terms. Cyberspace thus does not merely constitute a digital threat but can have 

consequences in the physical domain, where critical infrastructure could fall prey to 

damage. The narrative concerning cybersecurity in the armed forces context is replete 

with terms such as cyberterrorism, cyber warfare, and cyberespionage, as well as the 

cyber arms race, all of which not only present potential military threats but also require 

a measured military response as part of the response array (Gazula, 2017). The next 

section focuses on how the armed forces utilise cyberspace and how they could also 

present a security challenge. 

2.8  Cyberspace and the armed forces 

Cyberspace is an unseen domain, without any physical boundaries. However, the 

effects of its use through daily activities and operations can be felt depending on the 

context in which it is used. For example, a cyberattack that has been launched by 

Nation State A may have political or socio-economic consequences for Nation State 

B11. Territory in the traditional sense is therefore not considered (Douzet, 2014).  

An unseen “world war” has been fought for decades with no clear indication of battle 

boundaries and no foreseeable end in sight. Due to the invisible and hybrid nature of 

cyberspace, it is ideal for covert attacks (Jupillat, 2015). Aghatise (2006) suggests that 

the cyber attacker engages in a mental exploitation exercise whereby the vulnerability 

of the cyber victim is analysed for potential security tools and behaviour that may allow 

 

11  An example where geopolitics is questioned is the alleged involvement of the Russian government in the political elections 
that took place in the United States of America (USA) during 2015 (Bing et al., 2021). 
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for the victim to be left vulnerable in cyberspace. Bada and Nurse (2019a) argue that 

cyber creates a psychological distance between the user intending to use cyberspace 

in a non-threatening manner and the nefarious actor who is engaging in cyberthreats. 

Furthermore, Bada and Nurse (2019a) emphasise that non-lethal cyberattacks 

can evoke fear in individuals, which may prompt them to demand stronger regulations 

and activities, such as surveillance programmes and stricter regulations by the 

government. Linking this to the armed forces context, it can be argued that the armed 

forces could potentially play a role in the protection of cyberspace and govern some of 

the practical aspects relating to enforcing cybersecurity legislation. This view is shared 

by Welch (2011), who indicates that operations have been carried out by armed forces 

in cyberspace for some time and claims that six main activities are at play. These six 

activities are the following: (1) constructing cyberspace by engaging in passive 

defence activities such as monitoring, (2) launching active defence mechanisms by 

interaction, (3) operational preparation of the environment, (4) launching cyberattacks, 

(5) clearing up support capabilities, and (6) identifying challenges associated with 

operational activities. Shea (2018) and Welch (2011) note that cyber operations that 

are performed by nation states are nothing new; however, the understanding of 

cyberspace and security-related aspects require some attention and maturation. 

Bardwell et al. (2017) suggest that cyber training is important for the armed 

forces context, especially since cyber is a fast-emerging domain that threatens 

aspects such as national security and decision-making systems that are deemed 

fundamental for the state to exercise power. Gallarotti (2011) argues that a nation 

state may pursue various “power” strategies in order to achieve its political goals. In 

addition, the power of the state is often determined by the tangible nature of material 

assets and capabilities (Nye, 2021). The military forms part of these tangible material 

capabilities and is used to augment the soft power that may come in the form of 

legislation and decision making, as well as leadership abilities. Furthermore, the soft-

power features are also linked with intangibility, which implies that these capabilities 

cannot be exercised in the same way as military force. 

Cyber capacity and infrastructure expose countries to unseen battles in 

cyberspace aimed at gaining dominance in cyberspace (Weimann, 2005). Some 

nations such as the USA, Russia, and China have treated cyberspace as a domain of 

warfare in both practice and the theoretical sense since the late 1990s (Cavelty & 
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Wegner, 2020). Georgieva (2020) considers the growth of cyber capabilities by nations 

and state actors as part of the cyber arms race. The practical display of these cyber 

powers as being in competition often comes through espionage and intelligence, but 

also as cyberattacks on adversaries (Georgieva, 2020). 

According to Buchanan (2016), cyberspace presents major uncertainty over 

adversarial capabilities and efforts to safeguard national security and sovereignty. This 

dynamic is linked with the duality of offensive and defensive measures deployed by the 

state in order to strengthen and maintain national security in cyberspace (Buchanan, 

2016). In addition to the argument that cyberspace encompasses all land, air, sea, and 

space operations, it is important for the armed forces to exploit the digital domain’s 

potential as they can facilitate protection against emerging cyberthreats (Smith & 

Palazzo, 2016). Freedom of action is therefore demanded across all traditional 

domains of warfare such as land, air, sea, and space, which now include cyberspace 

(Smeets, 2018). Furthermore, the protection of physical and information systems and 

activities depends on two components: (1) ensuring that freedom of action is 

maintained by devolving command to other facets in the organisation, and (2) ensuring 

the protection and maintenance of the armed forces through applying security 

measures to its members, installations, and resources (Karaman et al., 2016; 

Kärkkäinen, 2015). Cyber operations thus form a critical part of a nation state’s attempt 

to achieve a tactical, strategic, and operational advantage (Brantly & Smeets, 2020). 

The researcher also argues that with cyber operations being central to national 

security, the success of its operations relies on denying its adversaries tactical and 

strategic freedom. 

As nations become increasingly dependent on cyberspace, so too does the 

need for a military force to have a role in protecting national interests in cyberspace 

(Nielsen, 2016). This goes back to the human element and eventually the importance 

of officers as an important cohort in the armed forces, not being weak slots, and thus 

being a vulnerable layer for cyberthreats to focus on. As the threat migrates towards 

endangering national interests, the role of the armed forces in cyberspace is an 

important matter in maintaining national security (Brantly & Smeets, 2020). 

When referring to context, how threats target victims may elicit different 

responses. This argument takes shape in two ways: (1) the responsibilities allocated 

to the key stakeholders may differ; responses may therefore be dissimilar, and (2) the 
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threats in the armed forces context differ from what is experienced in the civilian 

sphere. Based on the first point, the argument can be made that one cannot merely 

transplant cyberthreats that occur in the civilian sphere onto the armed forces as the 

level of security responses and measures may differ. This can be observed in the 

profiling of threats and suitable responses, as recommended by Ngcobo (2020). Some 

of the threats profiled by the SANDF are organised crime groups and state-sponsored 

cyberattacks (Van der Waag-Cowling, 2017). There are several steps in responding to 

cyberthreats and attacks: (1) reporting and registration, where an incident number is 

allocated, (2) verifying the nature of the threat and the classification of the incident, (3) 

prioritising the incident by referring the case to the required cybersecurity expert, (4) 

informing the responsible person about what steps to take regarding the reported 

cyber incident, (5) seeking resolution, and (6) closing the case, all the while learning 

from the process (Ngcobo, 2020; Parliamentary Monitoring Group [PMG], 2020). 

Malatji et al. (2021) showed in their study how cybersecurity roles and 

responsibilities are allocated according to the functions of entities in security clusters. 

In addressing the second point above, attention should be paid to the notion that nation 

states have militarised all forms of cyberattacks by applying the terms “cyber 

adversary”, “cyber espionage”, and “cyberterrorists”. This brings about the argument 

that threats in cyberspace are being militarised through the terminology used (Gomez, 

2017). Some rhetoric has thus taken on meanings that could be associated with war 

and the protection of sovereignty, especially since nation states have adopted stronger 

cybersecurity laws (Ashraf, 2021; Galinec et al., 2017; Schneier, 2013). Military 

terminology has also migrated into cyber contexts (Nielsen, 2016). An example of this 

is seen in the term “advanced persistent threat” (APT), which denotes a “sophisticated 

and specific target attack with the aim of either data theft, disrupting the targeted 

system, or both” (Jabar & Singh, 2022, p. 1). 

When referring to an APT in the armed forces context, it is important to point 

out the offensive and defensive positions nation states need to assume to ensure 

comprehensive security in cyberspace. Some of the mandates linked to cybersecurity 

are more defensive than others, as can be observed in the general cybersecurity 

legislation (Schneier, 2018; Galinec et al., 2017; Sutherland, 2017). Cyberspace has 

transitioned into a theatre where nations are vying for dominance and displaying their 

power, all in the digital space. As technology advances, there appears to be increasing 
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emphasis on using the military as a key factor in cyberspace (Bardwell et al., 2017). 

The importance a nation places on cybersecurity can be determined by observing the 

following: connectivity, spending on the defence budget, financial services, ICT and 

the industrial sector, and legislation (ITU, 2021). Solar (2020) highlights that the USA 

emphasised its new Command Vision for US Cyber Command, which confirms that a 

cyberattack should be mitigated before defence systems are placed in a vulnerable 

position, which may result in the impairment of strategic and tactical operations. A 

need thus exists to develop a conceptual and doctrinal way of thought concerning 

military cyber operations and the methods used to deter cyberthreats (Brantly & 

Smeets, 2020). Viewing the military as a critical tool in cyber defence necessitates 

highlighting the need to secure sensitive information and to safeguard important assets 

(Smeets, 2018; Nielsen, 2016). The traditional military function that enters cyberspace 

may therefore permit the increased assertion to engage in operational activities that 

are designed to mitigate cyberattacks (Smeets, 2018; Nielsen, 2016). 

The armed forces context remains a critical feature in the composition of a 

nation state’s cyber defence capability. As ICT capabilities are increasingly 

incorporated into the armed forces context and civil society, secure information is 

demanded and the armed forces exercise a “peace and safety” role through its 

infrastructure and human resource component to support cybersecurity. The 

researcher argues that cybersecurity must act as a bastion in two ways: (1) by 

ensuring that the power and security of the state is protected, and (2) the extent to 

which the military is the leading agency in effecting cybersecurity. The next section 

focuses on the volatility of cyberthreats and placing the armed forces and its human 

component in a position of increased vulnerability. 

2.9  Cyberthreat vulnerability of military organisations and their personnel 

Technology and ICT have had a profound effect on every aspect of society in the last 

decade (Bossler & Berenblum, 2019). This includes military organisations, which have 

become much more reliant on cyberspace operations (Bardwell et al., 2017). Military 

personnel remain part of society and therefore part of the cyber connectivity argument. 

This argument can be linked to the idea that cyberspace has become so entrenched 

in the daily lives of people that it influences practically all aspects of it (Leenen et al., 

2018; Van Niekerk, 2017). In addition, the military as an organisation and its sub-
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divisions use cyberspace and require of its members to be knowledgeable about 

cybersecurity issues (Leenen & Jansen van Vuuren, 2019). However, the traditional 

military culture of maintaining security is largely based on the physical stratum (Leenen 

et al., 2018). This means that security is largely thought of as the outcome of physical 

force being used to maintain a certain level of peace. Tactics and techniques used in 

traditional military thinking may not necessarily thrive in a cyberspace environment as 

this domain is extremely flexible and requires military members to maintain a faster 

pace in decision making and using their training in maintaining cybersecurity (Leenen 

et al., 2018). Bardwell et al. (2017) argue that the armed forces are an important target 

for adversaries in cyberspace. Although cybersecurity is a focal point for private 

organisations and civilians, cyber warfare is a topic that requires equal attention in the 

armed forces context as all military organisations do not necessarily promote or 

possess sufficient awareness training on emerging cyberthreats (Bardwell et al., 

2016). Armed forces may become vulnerable when they do not attend to security in 

both the physical and cyber domains as these two domains intersect. Smith and 

Palazzo (2016) argue that cyberspace should be given the same consideration as 

physical space. Exploitation of the cyberspace domain is not limited to mere virtual 

aspects, as critical physical infrastructure is equally vulnerable. 

Cyberthreats are multifaceted and may target anyone, including military officers 

(Bardwell et al., 2017; Martin, 2020). Ani et al. (2019) suggest that there should be a 

balance between the human factor and security technologies so that intrusions may 

be detected more efficiently in organisations. As their world becomes more digitised, 

the next generation of military officers are anticipated to be more connected to cyber 

than ever; therefore flagging their importance as potential targets for cyberattacks 

(Sigholm, 2016). Van Schaik et al. (2017) argue that human factor interaction with 

computer-based systems allows for increased security behaviour and precautionary 

decision making. The focus of this study is not the military officer exclusively, but also 

the strength of the connection between the human (South African military officer) and 

technological device as both sets of vulnerabilities can cause damage. In terms of the 

wider view of the literature concerning the military member and cybersecurity threats, 

the common factors of exploration rest on network security and training in the armed 

forces (Bardwell et al., 2017; Ďulík & Ďulík, 2019; Kärkkäinen, 2015). From a wide 

literature perspective, the focus is not necessarily on the rank feature of the military 
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member, but more on members in general. The wider military focus therefore implicitly 

points out the void as being the military officer, which this study addresses.  

Cyberattacks are borderless and not confined to a singular device. Instead, a 

cyberattack can be viewed as an interconnecting event or series of events that have 

an impact on a variety of actors. For example, Li and Liu (2021) assert that the 

consequences of cyberattacks can cause significant damage to the tactical functioning 

of armed forces, whereby critical data, electronic systems, and information network 

systems are compromised or altered. Based on this finding, it is evident that 

cyberattacks might also damage physical equipment and infrastructure, as well as the 

important human cohort in the armed forces. The rise of cyberspace demands a 

reframed view of security as the traditional approaches to eradicating threats have 

become irrelevant in some instances (Mendoza, 2017). 

The Bring Your Own Device (BYOD)12 phenomenon in organisations is 

becoming a trend among employees (Adedolapo, 2016). Adedolapo (2016) suggests 

that the use of mobile technology and software tools can enhance productivity and 

autonomy. According to Benson and McCarthy (2016), technology is becoming more 

readily available and the military population is not immune to the use of new 

technologies. The use of personal devices may also assist members of the military 

with completing their tasks and annual training requirements faster (Benson & 

McCarthy, 2016). However, these advances may pose unintended security threats for 

users and organisations. Benson and McCarthy (2016) indicate that by permitting 

military members to use their personally owned devices and allowing access to 

privileged or secured networks, the likelihood of information leaks and data breaches 

become more apparent. In the SANDF, a policy exists on the use of personal devices 

in the organisation. However, the use of personal devices is strongly discouraged if 

they are used for private matters or DoD purposes (RSA, 2011a). The security 

applicable to storing organisational information on personal devices is governed by 

DoD policy DODI/CMI/00008/2001 (RSA, 2011a). Personal devices, in this regard, are 

always subject to auditing (RSA, 2011a). Gupta et al. (2019) argue that employees in 

larger organisations typically use their personal technological devices, such as laptops 

or mobile devices, as they are more familiar with them and because there is a 

 

12  “BYOD” is a concept that denotes the practice of utilising personally owned electronic devices such as tablets, 
smartphones, and laptops for work-related purposes. 
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significant need for innovation. Nævestad et al. (2018) argue that the support provided 

by the top management of organisations is often an indicator of the level of compliance 

with policies by personnel. 

Hadlington (2017) refers to the context of cybersecurity awareness in larger 

organisations when pointing out that resource allocation and financial investment in 

personnel is a strong predictor of a higher level of awareness. While the private sector 

in South Africa is able to adopt and advance the BYOD phenomenon (Veljkovic & 

Budree, 2019; Adedolapo, 2016), the armed forces context cannot afford security 

breaches, especially as some DoD information is critical to operational activities. 

Yeboah-Boateng and Boaten (2016) suggest that employees of organisations are not 

only in favour of using their own devices as this enables them to function without 

restrictions imposed by network administrators in the organisation but also because 

they are free from organisational oversight as monitoring of organisational technology 

usually takes place. However, sensitive information associated with the organisation 

that is stored on personal devices might be exposed to various threats such as 

malware and permission that users grant to applications to access their information 

(Yeboah-Boateng & Boaten, 2016). However, this vulnerability goes both ways as 

organisational devices might also be susceptible to potential threats. DoD Instruction 

DODI/CMI/00008/2001 (RSA, 2011a) makes reference to the auditing of personal and 

organisational devices in order to safeguard against threats and attacks. 

Owing to the need to adapt to more alternative communication tools, military 

personnel might be motivated to use personal devices that are more efficient at 

accessing personal and organisational data (Rivadeneira Zambrano & Rodríguez 

Rafael, 2018). However, this is a security risk if the devices that belong to employees 

are not audited or checked for potential vulnerabilities (Rivadeneira Zambrano & 

Rodríguez Rafael, 2018). This is therefore a good reason to ensure that military 

personnel are up to date with threats and vulnerabilities. Organisations facing 

budgetary constraints are likely to experience challenges in the acquisition of new 

technological tools for their personnel to use (Boyabatli et al., 2015). Martin (2020) 

suggests that one of the reasons why military personnel are not satisfied with the 

inefficiency of formal channels of communication in the organisation is because of the 

slow pace at which information travels. Unofficial platforms of communication are thus 

preferred, such as social networking sites to share privileged information (Martin, 
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2020). However, using social media can have both positive and negative 

consequences. A possible positive aspect attached to allowing personnel to use social 

media platforms is that they are able to communicate more efficiently (Jain et al., 

2021). In this instance, it is essential to emphasise that the availability of user 

information on social media platforms might entice adversaries to exploit user data that 

could be traced back to the organisation (Jain et al., 2021). It is worth noting how this 

features in the war in Ukraine. Myre (2022) indicates that Ukraine’s military intelligence 

intercepts and targets communication through the use of social media and mobile 

devices. This interception of communication takes place when official methods of 

communication break down (Myre, 2022). This enables interception and targeting of 

data by opposing forces. Moreover, when personnel are uninformed about 

cyberthreats, it may place the information security of the organisation and their 

personal information at risk (Murire et al., 2021). The argument can thus be made that 

awareness training in cybersecurity or information security should be extended to all 

members of an organisation (Murire et al., 2021). This could be done to increase 

awareness and training capacity with a view to increasing the human component of 

cyber as no security tool by itself might be capable of sufficiently protecting a user 

(Murire et al., 2021). A relationship exists between cyber and technology, and each of 

these factors requires the other to grow. While technology can be an effective resource 

for employees in organisations, it is used by humans who come from diverse 

backgrounds, cultures, experiences, and levels of education. It is therefore of key 

importance to study how military officers use technology and the procedures they apply 

when engaging with informatics (Sigholm, 2016). 

Keeping the military officer in mind, Ani et al. (2019) and Bardwell et al. (2017) 

argue that the potential internal and external vulnerabilities in the organisation should 

be highlighted. Bardwell et al. (2017) emphasise the need for military personnel to be 

educated in cybersecurity awareness, while at the same time highlighting that the 

human element in the military should be skilled. Ani et al. (2019) support this notion 

by pointing out that the human factor should be educated in the vulnerabilities and 

measures to secure themselves, which deal with bridging the application of knowledge 

and executing security behaviour. Schwarz (2016) argues that it is not necessary for 

the personnel of a military organisation to be mobilised concerning offensive and 

defensive measures, but that specialised personnel should instead be trained to deal 
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with advanced attacks or threats. It is worth noting that the armed forces engage in 

warfare for a limited period, but the aspect of cybersecurity is a matter that needs to 

be constantly addressed and maintained. Ani et al. (2019) argue that routine training 

and awareness education in cybersecurity systems and threats are necessary to build 

a robust organisation that can cope comprehensively with threats. It is important to 

note that not all military personnel are directly involved with cybersecurity. However, 

this does not mean that general training in cybersecurity should not highlight the aspect 

of human behaviour in cyberspace and potentially facilitate personnel capability of 

mitigating current and prospective threats (Van’t Wout, 2019; Bardwell et al., 2017; 

Aschmann et al., 2015). In addition, Bardwell et al. (2017) suggest that cybersecurity 

awareness is central to educating all members of the military about cyberthreats. 

Mobilisation in this case thus refers to an active pursuit of attaining a level of 

cybersecurity awareness and equipping all members with basic knowledge to secure 

data that are critical to the organisation and to maintaining national cybersecurity (Van’t 

Wout, 2019; Leenen et al., 2018). With security behaviour in mind, Bulgurcu et al. (2010) 

argue that information security awareness is a significant predictor of users practising 

security behaviour and attitudes. Siart et al. (2016) argue that social status in 

hierarchical environments might encourage the diffusion of power and alter the 

perception of other personnel or members of the military with a lower social status. In 

the military context, this possibly refers to rank. 

The development of malicious code and attack vectors that are able to exploit 

organisational hardware and compromise network security systems is currently taking 

place (Leenen et al., 2018). The researcher argues that this vulnerability may not only 

exploit organisational network systems, but also the human element (military 

members). Trim and Lee (2021) recommend that organisations should focus on their 

ability to predict and prevent future threats. In military organisations, the information 

aspect remains pivotal in respect of operations to be carried out and signal messages 

to be delivered faster. In the digital age, information is power. Obtaining information 

about possible targets and relaying it to operators in the field are thus critical for a 

mission’s success (Sigholm, 2016). The section that follows extends the discussion of 

cybersecurity measures by specifically focusing on the role of the SANDF in 

cybersecurity. 

 

Stellenbosch University https://scholar.sun.ac.za



61 

2.10  Cybersecurity in the SANDF  

Despite being a powerful entity in South Africa, the SANDF is just as vulnerable to 

cyberattacks as any other entity or organisation. This view is substantiated by former 

South African Minister of Defence, Nosiviwe Mapisa-Nqakula, who reiterated in 

several of her recent annual budget speeches to parliament that cyberthreats are of 

significant concern for South African society and the SANDF. Several security 

utterances about cyberthreats have been made by the former Minister of Defence and 

other authority figures within the South African security cluster. This previous security-

related utterance was repeated by the new South African Minister of the Presidency, 

Mondli Gungubele, in the State Security Department Budget Vote 2022/2023 (RSA, 

2022). The first point of focus could be directed at the speech the former Minister of 

Defence made during the Military Veterans Department Budget Vote 2017/2018, when 

the minister indicated that the DoD “will provide a comprehensive departmental Cyber 

Warfare Strategy and Sensor Strategy to the Justice, Crime, Prevention and Security 

(JCPS) Cluster Ministers for approval. We are seized to the matters of Cyber Security 

in the country” (RSA, 2018, para. 62). 

In the excerpt of the Minister of Defence’s speech, very little was mentioned 

about the aspect of security measures relating to cyberthreats. However, mention was 

made of the Cyber Warfare Strategy, which is still in the development phase. The 

researcher found that the SANDF has a mandate to mitigate cybersecurity threats, as 

noted in the NCPF (RSA, 2015b). The second point, which follows below, from the new 

minister’s speech during the Defence and Military Veterans Department Budget Vote 

2021/2022 was as follows: 

We are not immune to fundamentalism and extremism, terrorism, cybercrimes 

and organised crime. All of these are significantly increasing on the continent 

and in the region. Defending South Africa, protecting its people and 

safeguarding our borders and the economy extends to our landward, maritime, 

airspace as well as our cyber domains (RSA, 2021, para. 36). 

The information supplied by the minister renders it evident that cybercrime has an 

impact on various sectors in society. Moreover, the excerpt from the minister’s speech 

shows that cyberthreats are challenging notions in which sovereignty presents security 

concerns for the nation and its interests. The researcher argues that the excerpts 
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confirm that cyber is included in the range of threats that are challenging South Africa, 

which also include maritime security. Furthermore, what is interesting to note is that 

cybercrime was seemingly mentioned as falling in the same category as extremism 

and terrorism. This emphasises the significance of cyberthreats and the challenge it 

poses for society, and the challenge it presents for the SANDF with regard to ensuring 

the mitigation of threats. The SANDF realises the importance of cybersecurity, 

especially since the organisation engages in cyber surveillance in association with law 

enforcement and intelligence services (Molwantwa, 2019). 

The researcher changed the discussion to the role of the SANDF in the 

mitigation of cyberthreats to the NCPF (RSA, 2015b). The NCPF outlines the role of 

the SANDF as follows: 

The DOD and MV have the overall responsibility for the coordination, 

accountability and implementation of cyber defence measures in the Republic 

as an integral part of its national defence mandate. To this end, the Department 

will develop policies and strategies pursuant to its core mandate (RSA, 2015b, 

p. 94). 

The aforementioned description of the duties of the DoD makes it evident that a core 

activity is to maintain cyber defence. A key part of establishing this level of defence is 

to identify and target specific threats and adversaries that might act against the 

national interests of the nation (Ngcobo, 2020). Ngcobo (2020) provides a detailed 

threat profile for identifying threats and malicious actors based on hierarchy, as shown 

in Figure 2.1. 
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Figure 2.1: Threat profile of threats and malicious actors  

 

Source: Ngcobo (2020) 

 

Figure 2.1 clearly indicates that establishing a threat profile is an important step 

towards taking strategic and precautionary measures according to the type of threat. 

By critically engaging with Ncobo’s (2020) views in Figure 2.1, it appears that the South 

African government has classified a multiplicity of threat actors in cyberspace 

according to their target and attack mechanisms, as can be viewed in Tiers 2 to 4. The 

figure points out that crime spans Tiers 2 to 4 and distinguishes between the attackers 

and threats. This points towards South Africa’s high crime levels and lower robustness 

that is also assuming a growing cybersecurity side, while Tiers 1 and 2 are not clearly 

visibly at play in South Africa. The figure also points out that the level of commitment 

and capability needed to address certain attacks on the organisation range from 

significant to nuisance. Tier 4 attackers are classified below the significance level.  
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Van der Waag-Cowling (2017) suggests that a response to the increasing 

threats should be to develop advanced digital open-source intelligence and that social 

media intelligence capability is also required. Dodd et al. (2020) suggest that cyber 

operations should be considered for South African members of the military, especially 

as this is a growing area of interest. Garcia (2017) proposes that emphasis needs to 

be shifted to cyber operations in the South African armed forces context. Leenen et al. 

(2018) refer to creating a cultural bridge concerning cybersecurity in military contexts. 

Furthermore, Aschmann et al. (2015) argue that cybersecurity is an important 

component in establishing cyber sovereignty, while also averring that the creation of 

an African cyber army would assist with enabling the military to reach its objectives in 

the protection of cyber and defence against cyberattacks by an enemy. PMG (2020) 

and Jansen van Vuuren et al. (2014) highlight that the CSIR supports research carried 

out in the SANDF domain that specifically provides insight into cyber warfare. The 

NCPF (RSA, 2015b) makes it clear that the role of the Cybersecurity Response 

Committee is to guide and coordinate efforts to address cybercrime, cyberterrorism, 

cyber espionage, cyber warfare, and other cyberthreats. However, Van der Waag-

Cowling (2017) argues that the NCPF (RSA, 2015b) is part of a fragmented approach 

by the South African government as the framework relies on information sharing among 

various stakeholders and requires being properly resourced to mitigate cyberthreats. 

While South African literature on cybersecurity advances the dialogue on 

awareness, online behaviour, and cybersecurity culture, attention is rarely paid to 

exploring cybersecurity in the South African armed forces context (Garcia, 2017; 

Aschmann et al., 2017; Van der Waag-Cowling, 2017; Van’t Wout, 2017). Furthermore, 

pertinent issues linked to training and education in cybersecurity are not specifically 

indicated as a priority in the DoD’s annual report (RSA, 2020b). Van der Waag-Cowling 

(2017) and Aschmann et al. (2015) suggest that training and education are important 

for enhancing cyber capacity in the armed forces context. Venter et al. (2019) argue 

that efforts to bring about cybersecurity awareness require routine practices and that 

the aforementioned efforts alone may not necessarily be enough to create awareness 

of cybersecurity among South Africans. In elaborating on this view, Van der Waag-

Cowling (2019) suggests that the focus should be on finding a balance between 

cybersecurity training at the tertiary level and professional military training. 

Furthermore, the researcher of this study makes the statement that if military personnel 
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were to undergo formal training combined with their professional military training, this 

would further entrench existing knowledge of cybersecurity awareness in the 

organisation. Venter et al. (2019) assert that computer science education leads to 

improvement in how users interact with mobile device security and privacy issues and 

therefore contributes to increased security awareness and better precautionary 

practices. The literature and discussion in this sub-section go some way to indicating 

that cybersecurity awareness training inspires a variety of positive behaviours that may 

have an impact on the organisation’s approach to cybersecurity. 

The researcher argues that this is an important link to consider for the purpose 

of this study as at present there is limited focus on the human factor. The researcher 

indicates that there are two main arguments for why there is an absence of the human 

factor and a focus on the military officer: (1) the role of the South African military officer 

is underplayed, especially since it is the human factor that highlights aspects of 

psychological vulnerability and risky online behaviour (Dlamini & Mbambo, 2019; De 

Lange, 2012), and (2) there is an absence of existing literature with a focus on military 

officers in the cyber domain. The relevance of this domain for security in the South 

African context necessitates additional research in order to fill this vacuum. Progress 

concerning research that emphasises cybersecurity legislation and efforts to enhance 

awareness capacity in public-private partnership domains is noted, but the apparent 

lack of focus on military perceptions remains (Ramluckan et al., 2020; Van’t Wout, 

2019; Aschmann et al., 2018; Leenen et al., 2018). 

Research focusing on the South African military officer is essential as the 

SANDF will continue to experience challenges that require greater emphasis on human 

functioning and a core focus on cyber operations (Garcia, 2017). The South African 

government has created structures to ensure that national cybersecurity is achieved 

by strategically allocating tasks to major stakeholders who oversee and coordinate 

efforts to mitigate threats (RSA, 2015b). The Cybersecurity Hub is South Africa’s 

national Computer Security Incident Response Team (CSIRT), which focuses on 

making cyberspace friendlier in terms of minimising threats and attacks on users in 

South Africa (RSA, 2015b). The South African government has given the CSIRT the 

responsibility to ensure that its citizens are able to share information securely and to 

communicate without any restriction or threat of being harmed. While the State 

Security Agency has the overall responsibility for managing the CSIRT, it has a strong 
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relationship with the SANDF with regard to sharing critical information relating to 

cybersecurity threats and possible attacks (Malatji et al., 2021; RSA, 2015b). 

The SANDF has been collaborating on cybersecurity with state entities such as 

the CSIR, Armscor, and the State Information Technology Agency (RSA, 2010). The 

aforementioned information links up with section 50(3) of the Defence Act 42 of 2002 

(RSA, 2002b, p. 46), which provides the following: 

To the extent necessary for security and the protection of information, members 

of the Defence Force and employees may be subjected to restrictions in 

communicating any kind of information and, where appropriate, may be 

subjected to the prohibition of communication. 

There are also other policies in the SANDF that highlight matters relating to the security 

of communication. For example, the instruction in the Policy on the Disclosure of 

Defence Information13 (RSA, 2011c) addresses the actors that are allowed to access 

DoD information and the preservation of confidentiality. In addition, the SANDF also 

issued a policy on the use of electronic communication14 (RSA, 2013a), which indicates 

software and its official use. 

While the SANDF is collaborating with other state-affiliated stakeholders, the 

organisation itself has taken some precautions in creating a policy that allows for the 

interception and monitoring of all DoD data, transactions, and information 

communicated externally or internally (RSA, 2010). The South African government has 

shown good leadership in this regard as it transparently reports the vulnerabilities 

experienced in systems across the public sector, private sector, and civil society. This 

was expressed in the 2018 defence budget speech to the National Assembly, where 

the former Minister of Defence mentioned the presence of and rise in cyberthreats and 

cybersecurity more than once (RSA, 2018) However, in the South African Budget Vote 

(RSA, 2021), there was no mention of the critical nature of maintaining cybersecurity, 

which is echoed by the funding allocated to the SANDF. The Report of the Portfolio 

Committee on Defence and Military Veterans on Budget Vote 26 showed that 

cybersecurity in the SANDF has been placed on a secondary agenda owing to the 

operational demands of the COVID-19 pandemic (PMG, 2022). What this means is 

 
13  Policy on the Disclosure of Defence Information (POL&PLAN NO/00022/1999). 
14  Policy on Electronic Mail in the Department of Defence (CMIS/00011/2001). 
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that in the longer-term reality, the human element must be empowered in the SANDF 

by equipping the members of the corps with the necessary cybersecurity skills and 

awareness. The researcher argues that the human element in the SANDF might 

exacerbate this disconnect between noted cybersecurity vulnerabilities and the threats 

associated with limited spending on putting the right measures in place. It is therefore 

critical to determine how to ensure that cyber intransigence among military officers, for 

example, does not make this worse. 

 Although the South African Defence Review (RSA, 2015a) does not refer to 

the vulnerability of military personnel in connection with cybersecurity, it does refer to 

the cyber factor being of concern to the organisation and that it requires attention. The 

South African Defence Review (RSA, 2015a) indicates that the SANDF is in a state of 

decline, which means that contextual challenges such as budgetary constraints may 

further hinder the development of the cybersecurity capability. Owing to this constraint, 

the military officer may be considered as a vulnerable population group as 

cybersecurity skills development is not acknowledged as being of importance (Martin, 

2020). The lack of skills development and limitations in organisations may therefore 

imply that this is an actual threat to the human factor. 

It is worth noting that the SANDF is in a state of decline, which might pose a 

challenge for the critical defence infrastructure that is able to counter new and 

emerging threats (RSA, 2015a). Furthermore, the South African Defence Review 

(RSA, 2015a) points out some vulnerabilities with regard to building cybersecurity 

capacity in the SANDF. Cybersecurity education and training remain of fundamental 

importance in advancing knowledge and awareness in personnel (Aschmann et al., 

2015; Van’t Wout, 2019). Linking this argument to the SANDF, the human domain 

should be considered as important as the role of technology alone may not be sufficient 

to ensure cybersecurity. The human element remains the weakest link, according to 

the literature on this aspect, and thus requires close attention from defence decision 

makers (Ani et al., 2019; McMahon, 2020; Van’t Wout, 2019). 

Military officers are also individual consumers and are not immune to 

cyberthreats (Karaman et al., 2016). Concerning the digital space in the SANDF, 

military members have been scrutinised for utilising cyberspace and sharing 

information without adequate security measures being in place (Martin, 2020). The 

military is a population that has not received much attention with regard to 
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cybersecurity in the South African context. One of the reasons could be that fewer 

research studies have been conducted on defence. Overall, collaborative research 

efforts between civil society and the military in South Africa have declined since 2004 

(Janse van Rensburg, 2019). In addition, research and scholarly research on military 

affairs have little prominence in South African literature. This literature gap is echoed 

in the topic of cybersecurity in the SANDF. However, the researcher notes that this 

absence of military literature is not a general trend and is more visible outside of South 

Africa. Ramluckan et al. (2020) suggest that due to the mandate of the CSIR to perform 

research for the SANDF, the result is that there is very limited interaction between 

academic institutions and the DoD.  

Social science research in the SANDF has not specifically emphasised the 

emergence of cybersecurity as central to understanding the changing organisational 

culture brought about by cybersecurity. This type of research has neither focused 

explicitly on notions of risk nor precautionary behaviour relating to cyberspace. 

Emphasis has been placed on training and education as factors that allow for the 

mitigation of cyberthreats. However, there is an apparent lack of military research on 

cybersecurity through the lens of social science. Recommendations by Van’t Wout 

(2019) highlight that the human domain remains of concern in studies of cybersecurity 

as the motives and thought processes involved in navigating cyberspace are most 

often not considered. Yet, Aschmann et al. (2015) focus on the idea of future militaries 

and flag the importance of acknowledging the human being as at the centre of 

cybersecurity. 

Alternative forms of research in the SANDF have been conducted, but 

cybersecurity was not the premise of those studies. For example, research in the 

SANDF has been geared towards military leadership (Bester & Du Plessis, 2015; 

2014), career success (Rawoot et al., 2017), combat readiness, organisational climate 

(Makhathini & Van Dyk, 2018), and peacekeeping among military psychologists 

(Bester, 2016; Bruwer, 2016). However, this does not mean that it is wrong for 

cybersecurity not to be the focus. Instead, it strengthens the argument that 

cybersecurity is a neglected topic that deserves greater attention as an emerging 

threat in the South African context (RSA, 2020a; Ramluckan et al., 2020). The section 

that follows focuses on the perception of risk when navigating cyberspace. 
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2.11  The perception of risk when navigating cyberspace 

The previous section focused on cybersecurity efforts made by the SANDF, especially 

since there is an increase in cyberthreats that have emerged in the nation state 

(Patrick, 2021; Pieterse, 2021; Van der Waag-Cowling, 2017). Focus must thus be 

placed on the military officer as an actor in the cybersecurity process by 

acknowledging the perception of risk when navigating cyberspace. This section 

presents one sub-section that focuses on the role of risk perception in identifying 

information in cyberspace. The role of perception is an important facet in this study as 

it appears in the research questions, as well as the overarching aim of the study. 

Furthermore, the role of perceptions was also the reason that the study engaged in a 

sequential design approach (see Sections 4.3 and 4.4). The world is on a changing 

path towards a space in which it is decreasing in size as communication globally is 

increasing, which allows civilians to share information on platforms across a 

borderless space (Du Toit et al., 2018; Leenen et al., 2018).  

More specifically, users might be impacted by the risk posed by cybersecurity 

threats in the form of surveillance programmes, identity theft, phishing, viruses, 

spyware, and malware (Van Schaik et al., 2017). The perception of risk enables 

gauging how users perceive certain risks and identifies possible ways how they may 

respond to the threats (Du Toit et al., 2018; Larsen & Lund, 2021). Huth et al. (1992) 

suggest that the likelihood of risk occurring can be observed in the comparison of 

individual decisions that are based on the same values but that are essentially 

different. This statement implies that risk suggests the possibility of losing something. 

In the case of cybersecurity, from a very basic perspective, risk may refer to a loss of 

feeling secure, a loss of data, or the perception of the loss thereof. 

With technological devices becoming more affordable and accessible, the risks 

are increasing, which may have negative implications online and offline (Jang-Jaccard 

& Nepal, 2014). Brantly (2021) indicates that the perception of risk in cyberspace is 

different than in other domains because the construction of risk in cyberspace is 

influenced by the following factors:  

• The capacity to remain anonymous over a long period of time;  

• The implications of cyberattacks are not straightforward and require a deeper 

exploration due to the interconnectedness of cyber and the technology used to 

advance these links;  
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• The complexity of cyber capabilities may stretch beyond the intended targets, 

which makes it very different from the physical threat of destructive power;  

• The perception of risk linked to cyber is elevated due to the surge in 

cyberthreats; and  

• The uncertainty of the cyberattacker’s capability may also increase the 

perception of risk, as cyber creates a blacked-out screen, which makes it 

challenging to identify nefarious actors and their perceived motives.  

When referring to cybersecurity and cyberspace, reference should also be made to 

the aspect of information security that governs the everyday lives and activities of 

people to an increasing degree. 

The researcher argues that the risk perception of cybersecurity may be 

influenced by the following factors:  

• The presence of reliable information regarding risks may influence how users 

perceive threats (Kahneman, 2011);  

• The role of affect in interpreting information may also have an impact on how 

users perceive risk and ultimately form a perception of an object or event 

(Skagerlund et al., 2020); and 

• Extrospection, which refers to phenomena where the user observes the 

behaviour of others and applies it to his or her own context (Martin, 2014).  

The abovementioned information suggests that the role of perceptions has a variety 

of factors that may influence how individuals make sense of situations, as well as how 

this may influence behaviour. It is argued that the factors stated could provide insight 

into how risk information may inform the perception of cybersecurity as an outcome.  

The Internet is being used more frequently and it has become an entrenched 

part of people’s lives (Larsen & Lund, 2021; Schneier, 2015). Jansen and Van Schaik 

(2016) suggest that some of the precautionary mechanisms that should be enforced 

are precautionary behaviours related to how users navigate cyberspace and the risk 

attached to cyberthreats. Precautionary behaviour and risk perception should be 

connected to each other as functioning terms that co-exist in establishing awareness. 

In addition, acknowledging prevailing threats is said to be an essential facet in 

establishing a sense of awareness and developing risk perception behaviour (Van 

Schaik et al., 2017). The researcher argues that all these aspects are relevant to why 
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the human factor is essential in the cybersecurity process as it is the individual 

who perceives risk and practises behaviour. Furthermore, the researcher argues 

that user behaviour in cyberspace and their online security behaviour all assist in the 

establishment of cybersecurity awareness; therefore making this study sufficiently 

relevant for exploring the cybersecurity perceptions and online behaviour of South 

African military officers. 

Most individuals engage in some form of activity and daily weighing up of the 

benefits and risks of that specific activity (Brown, 2014). Larsen and Lund (2021) 

suggest that individuals use their subjective perception to interpret and evaluate the 

aspect of risk in their environment. In the case of cybersecurity, Larsen and Lund (2021) 

argue that risk perception is influenced by previous exposure to a threat and 

psychological elements that centre on uncertainty. There has also been a steady 

increase in how users are impacted by cybersecurity threats, especially during the 

COVID-19 pandemic, when the emphasis was on working remotely (Trim & Lee, 

2021). The steady rise of cyberthreats may also pose psychological distress for users, 

especially if their personal data are at risk. The security systems that are normally in 

place in organisational settings were unavailable, which left users to rely on their own 

knowledge of cybersecurity (Trim & Lee, 2021). It should be noted that this state of 

affairs appears to be a long-term trend as opposed to only being a passing event 

during 2020, 2021, and beyond. 

According to August et al. (2021), during 2020, organisations globally lost more 

than US$74 billion due to ransomware attacks. The problem that most nations are 

experiencing is that technology is constantly evolving and that threats such as malware 

and ransomware are also adapting to the times. It is believed that even though 

technology is increasing rapidly, the threat is not that organisations will be crippled by 

cyberattacks and plagued by threats; instead, it is that organisational challenges relate 

to the training of technical staff, reward-based incentives for maintaining security 

awareness and online behaviour, and internal and external threats (Herjavec Group, 

2019; Ertan et al., 2018). 

Technological devices such as mobile devices, including wearable 

smartwatches and Bluetooth headsets, are all prone to falling victim to cyberthreats 

and attacks (Herjavec Group, 2019). According to Cilliers (2020), technological 

devices, especially the mobile kind, are becoming more affordable and are Internet-
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enabled. The Internet, in association with technologies, ultimately constructs 

digitisation (Parusheva, 2019). Preventative behaviour through cybersecurity 

awareness in cyberspace becomes important in a situation where the overall security 

of systems and data is insufficient (Leenen & Jansen van Vuuren, 2019). By equipping 

users with a broad understanding of cybersecurity, they will be able to understand the 

kinetic and hybrid features of cyberthreats (Bardwell et al., 2017). Cybersecurity 

awareness training and education are an important factor in security efforts to sustain 

information security (Kortjan, 2013). 

Furthermore, Van Schaik et al. (2017) note that a considerable amount of 

information concerning cyber hazards are published in the media. This can be 

corroborated by the amount of information reported or disinformation appearing on 

social media platforms during the COVID-19 pandemic (Bird & Lubisi, 2021). However, 

the information concerned with newer cyberthreats and challenges to information 

security may not receive the coverage it so desperately needs. This void in reported 

information may create distance between the acquisition of new knowledge and 

awareness in civil society, which may result in society being unable to mitigate 

cyberthreats. Jansen and Van Schaik (2016), as well as Van Schaik et al. (2017), 

reiterate that there are two aspects that should be considered when attempting to 

understand the risks contained in cybersecurity threats: (1) the first aspect is the nature 

of the cyberthreats and the countermeasures that are produced and disseminated 

among the population, and (2) the second aspect is threat perception, which deals with 

the users’ engagement with and perceptions of threats. The perception of risks can be 

considered a crucial component when predicting behaviour (Boss et al., 2015). When 

dealing with the perception of risk, whether good or bad, a premise exists that the type 

of security information obtained and aspects linked to self-awareness about the 

vulnerabilities are important. Risk can be mitigated by highlighting the following 

elements: (1) the individual being self-aware of their own susceptibility to cyberthreats, 

(2) identifying the source when risk information is received, and (3) being aware of 

individual perceptions of professional expert knowledge (Van Schaik et al., 2017). 

Garg and Camp (2015) argue that non-expert users of cyberspace need to be 

aware of the perception that expert knowledge of security systems is sufficient for 

remaining safe. Van Schaik et al. (2017, p. 7) also note that a predictor of risk perception 

is the notion of “common risks”. A common activity, in this case, is the use of 
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cyberspace. Keeping this in mind, the risk associated with a common activity may be 

perceived as minimal. Van Schaik et al. (2017, p. 5) refer to this notion as the lack of 

immediacy to act on potential security risks that emerge from “common activity”, which 

results in a possibly lower level of perception regarding cybersecurity. The extent to 

which cybersecurity is maintained depends on its users’ level of awareness, and online 

behaviour that is in line with best practices (Furman et al., 2012). Cybersecurity is also 

dependent on users who are educated in and aware of sound practices (Van’t Wout, 

2019; Van Schaik et al., 2017; Furman et al., 2012). 

Users are often under the impression that third-party organisations are 

responsible for maintaining online security (Furman et al., 2012). Behaviour is 

considered an essential component in addressing the need for an educated public to 

be cognisant of cyberthreats and the vulnerabilities of their systems. Sasse et al. 

(2007) recommend a framework that assists with user security behaviour. The first 

component presented in the framework highlights that awareness should be 

associated with the users’ interests. Secondly, education refers to active participation 

in considering the users’ knowledge foundation. Lastly, training refers to the 

systematic process through which users are provided with the proper tools and skills 

sets to adhere to best practices and render them functionally cognisant of cyberthreats 

and attacks. In addition to the suggested framework by Sasse (2007), Van Schaik et 

al. (2017) present practical factors that can be used to mitigate risk as follows: (1) 

Presenting a refresher course about threats to users who have very little experience 

with cybersecurity, (2) continuously educating users about the dangers associated with 

cybersecurity risks and highlighting the potential impact of threats, and (3) 

emphasising the concept of precautionary behaviour when navigating cyberspace and 

pointing out the notion of control when using security software as a basis for 

maintaining cybersecurity. Van’t Wout (2019) concurs with the above points by 

highlighting that training and education should take place by means of a series of 

initiatives that should be customised to meet the needs of the organisation and its 

current interests. 

In conclusion, it is imperative to consider elements of awareness, training, and 

security behaviour as of crucial importance in shaping perceptions of risk. However, 

the ability to identify and discern between various pieces of security information is an 

aspect that should be viewed in the same light as receiving training and gaining a level 
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of awareness. This section formed the literature basis for understanding the role of 

perceptions and risk; more specifically how perceptions can influence behaviour. The 

following sub-section focuses on the role that perception plays in the identification of 

risk information. 

2.11.1  Perception as a key factor in identifying risk information 

The presentation of information is fundamental in establishing a foundation through 

which an individual can assess preference, which in turn has an impact on the 

behaviour that is displayed (Chionis & Karanikas, 2018). Exploring the role of 

perceptions and the notion of risk is essential as it is able to point out how users 

interpret various objects and events of risk. This view is echoed in the rising 

cyberthreat rate, which amplifies the importance of the element of perception in 

cybersecurity. The social context plays a strong role in the creation of perception and, 

as a result, risk information is perceived differently by people (McDonald et al., 2000). 

This difference in perception is influenced by the knowledge people have, which they 

attribute to what they know about the social world (Tsfati & Cohen, 2013). The theory 

concerning the presentation of risk information may assist with explaining why risk-

taking behaviour among individuals manifests differently (Van Schaik et al., 2017). 

It is worth noting that positive perceptions that are linked to organisational 

change associated with information-sharing practices could be ascribed to efficiency 

in sharing information through practices that are clearly defined as a result of a trusting 

relationship established between the personnel and the management of the 

organisation (Ahmad & Huvila, 2019). 

Van Schaik et al. (2017) and Schneier (2015) note that the aforementioned 

approach cannot be applied to the domain of online security and risks pertaining to 

privacy as empirical data relating to security breaches are considered unreliable. 

Schneier (2015) indicates that the risks are often under- or overestimated and might 

be sensationalised in the media. Sapriel (2020) argues that organisations and their 

stakeholders should communicate aspects of risk and potential threats more 

transparently. According to Ferrer and Klein (2015), risk perception is reduced when 

the threat enters an individual’s context and where there is very little control over the 

perceived impact it may have. On the other hand, Adams (2012) believes that when 

individuals have perceived control over their behaviour, it is assumed that their view 
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of risk is minimised significantly. According to Rhee et al. (2012), when individuals 

experience perceived control over probable information, e.g., security breaches that 

are considered to be increasing, their perceived risk is reduced. 

Owing to the emergence of some cyberthreats, people may overstress them. 

This may occur particularly when different fragments of information concerning 

contemporary and new threats are shared online. Kahneman (2011) suggests that the 

aspect of saliency comes into play when referring to the perception of risk information. 

Saliency in risk information is important when viewing the relationship between the 

severity of events and how it is accepted by individuals. This means that when 

information about threats is made available, how the threat information is interpreted 

by individuals may impact their perception of the risk. However, Prevezianou (2021) 

argues that low awareness of and a lack of clarity on the threat or incident might result 

in the management of an organisation underestimating the magnitude of the threat. 

Dobbie and Brown (2014) suggest that risk perception is a complex construct 

regulated by behaviour and cognition, which often have an impact on decision making, 

which causes feelings of fear and guilt, as well as establishing a sense of trust or 

distrust. As previously emphasised, the mode through which risk information is 

communicated has the potential to establish awareness and foster knowledge 

regarding cybersecurity, which may also help to establish the perception whether an 

individual is applying the necessary precautionary behaviour. Moreover, the element 

of uncertainty is strongly associated with the aspect of risk (Sjöberg et al., 2004). 

Furthermore, risk and behaviour, along with the aspect of psychological uncertainty, 

could arguably be regarded as key factors when individuals respond to certain 

situations that have consequences (Sjöberg et al., 2004). 

In addition, organisational culture might be a strong predictor of how employee 

perceptions are constructed (Lacey, 2010). Innovation and pioneering are identified 

as significant features of an organisation that is able to pursue technological and digital 

transformation as it facilitates an environment in which its employees are capable of 

fostering behaviour and adopting values that are inherent in a digitised culture 

(Fichman et al., 2014). Furthermore, the creation of knowledge might also influence 

perceptions and an employee’s approach to engaging with outsiders and sharing 

information (Al-Dawod & Stefanska, 2021). Furthermore, when employees are 

exposed to awareness training, their understanding of why third-party software and 
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applications are placing the organisational information at risk might increase (Al-

Dawod & Stefanska, 2021). In summary, risk perception is an important facet relating 

to how users may respond to cybersecurity and, as a result, undertake certain 

precautionary behaviour. It is thus important to focus on information sharing as a vital 

facet concerning the way that individuals receive pertinent security information, which 

in turn influences how they respond or do not respond to cybersecurity threats.  

2.12  The importance of cybersecurity in information sharing 

With the dramatic increase in the use of accessible technology and cyberspace, it has 

been observed that individuals from various sectors in society (government, industry, 

and society) have become dependent on mobile technologies and the Internet 

(Cavelty & Wegner, 2020). Users are more reliant on mobile technologies and the 

affordability of these mobile devices makes them more accessible to users (Mukiibi, 

2019; Gazula, 2017). The emergence of new and affordable technology has facilitated 

access for a wider range of people than were previously able to access the Internet 

and share information or knowledge – whether private or official in kind. Gazula (2017) 

argues that this level of affordability may expose more users of cyberspace to potential 

threats and may even go beyond the individual level and pose security challenges for 

governments. It is worth noting that there is a variety of information-sharing activities 

that may be carried out in cyberspace (see Section 1.4). Affordability, greater access, 

and a variety of information-sharing activities red-flag indicators and defensive 

measures as essential when addressing security in an organisational setting and 

acknowledge the critical role of information sharing. The researcher notes that military 

officers’ perception of information sharing is imperative as it frames how cyberthreats 

are interpreted, as well as how elements of security are understood. Moreover, the 

researcher highlights that information sharing is key in understanding how pertinent 

threat data are conveyed in the organisation.  

Information sharing refers to the activity where information is exchanged 

between individuals or entities (Savolainen, 2017). The information shared often has 

a shared or equal impact on the social world of the parties who engage in the sharing 

practices (Savolainen, 2017). It is important to note that with the sharing of information 

on digital platforms, there are potential risks. According to Ball et al. (2015), many users 

lack the necessary awareness that accompanies online information-sharing practices. 
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Apart from being reliant on technology and digital platforms that facilitate the process 

of sharing information, there is also the notion of overconfidence in existing information 

security practices. Users may erroneously feel that they are efficient in identifying risks 

and adapting their security behaviour (Ball et al., 2015). Moreover, with increased 

sharing of information online, users sometimes become overconfident, which may 

result in unintentional or intentional security breaches (Ball et al., 2015). Al-Dawod and 

Stefanska (2021) point out that a strong sense of risk awareness might be present 

among a population that is aware of cybersecurity threats. 

Changes in organisations may also result in differences in how information-

sharing practices are perceived by employees. Ahmad and Huvila (2019) suggest that 

a positive perception of information sharing relates to organisational change internally 

and externally. Efficient and secure information-sharing practices are also linked with 

trust in the organisation. Alternatively, if organisational changes are perceived 

negatively, secure information-sharing practices will not be taken seriously (Ahmad & 

Huvila, 2019). The importance of information sharing links with key aspects such as 

who is sharing the information, why the information is shared, who should share 

sensitive information, and what is to be done with the information shared. These are 

all questions that must be asked in organisations when there is strong emphasis on 

awareness and maintenance of cybersecurity (Goodwin et al., 2015). The activity of 

information sharing involves a great deal of trust, which, when done effectively, can 

improve cyber defence measures by drawing on the knowledge, capabilities, and 

experience of the larger community. Organisations are also able to engage in 

information sharing with the broader community to obtain situational awareness and 

foresight in order to identify specific threat actors, tactics, and their coordinated 

patterns (Zheng & Lewis, 2015). On the other hand, limitations do exist in information 

sharing, as has been pointed out, which are bound to limit access to important forms 

of information, which can result in an increased level of frustration (Alam et al., 2021; 

Laitinen & Sivunen, 2019). 

Moreover, D’Arcy and Greene (2014) indicate that the quality of the information 

security culture in organisational settings can be linked to how personnel adhere to 

policy or the suggested security guidelines. It can be argued that an organisational 

culture may exist even though personnel are not directly aware of safe information-

sharing practices. In addition, Nævestad et al. (2018) aver that when organisations 
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adopt a robust information security culture, the possibility that the human factor 

could cause a cybersecurity breach is considerably less. Ertan et al. (2018) argue 

that employees’ previous automatic behaviours and habitual behaviours could have 

an impact on the security culture in the organisation. Information sharing remains an 

important aspect of maintaining cybersecurity. The section that follows builds on the 

current section by presenting literature that deals with the information-sharing 

behaviour of individuals when navigating cyberspace. 

2.13  Information-sharing behaviour in cyberspace 

The previous section focused on the importance of cybersecurity in information 

sharing. This section focuses on the behaviour attached to sharing information. As 

technology and cyberspace develop and expand their reach to include more users, 

the capabilities of online tools are increasingly centred on online services and 

platforms that serve to create a space where individuals can interact and share 

information (Liou et al., 2016). Bălău and Utz (2017) indicate that information sharing 

is a strategic behaviour and suggest that many organisations invest in this strategic 

activity by introducing new technology and knowledge management systems to 

enhance operations. However, knowledge management and safe information sharing 

often fail in organisations because individuals’ social motivation is lacking and their 

behaviour shows this (Bălău & Utz, 2017). Murire et al. (2021) suggest that personnel 

can receive information security awareness training in an effort to educate them on 

what might happen in the organisation should the integrity of security management be 

challenged. 

The literature follows a general approach to identifying the intricacies of 

information sharing among systems and people. In recent times, there has been an 

increasing shift towards understanding information sharing; specifically in viewing it 

from a behavioural stance (Liou et al., 2016; Bălău & Utz, 2017). The nature of 

communication has changed over time, as have the modes through which information 

is shared. Information sharing denotes an activity whereby information is exchanged 

and received (Liou et al., 2016). Liou et al. (2016) focus on information-sharing 

behaviour and the need to engage in online sharing activities. Liou et al.’s (2016) 

findings indicate that members of an online community share information online, based 

on collective values, identification, and information security, which have an impact on 
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the level of trust and willingness to exchange information (Liou et al., 2016). The need 

to share information online is considered of key relevance in the construction of 

behaviour directed towards information sharing (Liou et al., 2016). Information sharing 

is crucial when it is a goal for the organisation to enhance its organisational knowledge 

(Zheng, 2009). This is particularly important as it may advance the organisation’s ability 

to compete with other sectors and similar organisations (Soeters & Goldenberg, 2019). 

Organisational knowledge can be viewed as one of the deciding factors that contribute 

to the aspect of competition among individuals in an organisation, especially where it 

is viewed as having perceived power (Marouf, 2015). 

Information sharing in the context of the armed forces pertains to key strategic 

information that assists in military operational activities. While the sharing of pertinent 

knowledge in the organisation can be related to the organisation’s operational 

functioning, it has the ability to influence participants’ perceptions (Marouf, 2015). 

Marouf (2015) also suggests that the reverse is possible, where personnel who view 

knowledge and information as power will be hesitant to disseminate it to other 

members of the organisation. However, trust and the social motivation to share are 

considered very important in maintaining cybersecurity (Pala & Zhuang, 2019). While 

official means for sharing information faster exist on social media platforms such as 

WhatsApp, it should be highlighted that these are not official means of 

communication15. In South Africa, official DoD security policy16 documents caution 

South African military officers about information-sharing activities and to be aware of 

the organisation’s measures of determining online activity. The SANDF has official 

documentation that advises its members on using social media platforms such as 

WhatsApp, yet this platform is still often used for official communication purposes 

(Patrick, 2021). The implications for security are linked to the fact that neither the South 

African government nor any company within its borders owns WhatsApp. However, it 

has been reported that military members have received communication about their 

orders and deployment duties via WhatsApp (Du Plessis, 2021). This poses a security 

challenge to the SANDF as official means of communication fall within the parameters 

of signals and signed official letters. The use of social media applications such as 

WhatsApp presents challenges for the traditional forms of military communication and 

 
15  DoD Instruction DOD/CMIS/R/318/1/P (ed. 4): Policy on the Use of Cellular Telephones in the Department of Defence (RSA, 

2011b). 
16  DoD Instruction POL&PLAN NO/00022/1999: Policy on the Disclosure of Defence Information (RSA, 2011c). 
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the pace at which information is transmitted, which include erosion of the traditional, 

and therefore secure, communication modes in the SANDF. To counter this 

dissonance, the South African National Space Agency (SANSA) has designed an 

application called SANSA-App, which is designed to secure all communications of high-

frequency users such as government departments and the SANDF and to assist them 

with planning their respective channels (SANSA, 2019). While cyberthreats have been 

of concern to South African society, the impact they may have on society could be 

detrimental and this threat includes the country’s military establishment. 

Overall, literature in which the focus is on information-sharing practices in the 

South African context is not limited (Marivate & Combrinck, 2020; Mashiloane et al., 

2018). The emergence of this literature may feed into the greater debate regarding 

how behaviour is associated with cybersecurity. There are specific reasons why 

cybersecurity should be considered an important aspect across all domains in society, 

including military contexts. The following are the specific reasons:  

• Cybersecurity is perceived as a sensitive topic when viewing it in line with 

maintaining national security (Karaman et al., 2016; RSA, 2015b).  

• Cybersecurity can be viewed as an expert field of inquiry that requires 

knowledge to be integrated into the armed forces context in order to establish 

specialised cyber units (Leenen et al., 2018). 

• Cybersecurity legislation is a challenge considering that technology is 

advancing much quicker than the promulgation of legislation, as can be 

observed in the NCPF, the Cyber Warfare Policy Framework, and the 

Cybercrimes Act (Sutherland, 2017).  

The technical skills and capacity for a cyber-rich knowledge foundation are still in the 

process of being developed (Leenen & Jansen van Vuuren, 2019). It is therefore 

important that research in an armed forces context should continue with regard to 

cybersecurity as it may not only address some points of vulnerability but may also 

resolve urgent matters related to information sharing, cybersecurity awareness, 

security behaviour, cybersecurity capacity, and cyber defence strategies. This section 

showed the importance of behaviour in maintaining cybersecurity. The next section 

focuses on the creation of cybersecurity awareness as an input and an output to lower 

the risk of cyberthreats. 
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2.14  Cybersecurity awareness creation 

Protective online security tools are necessary to prevent the loss of data and to secure 

network information systems. However, according to Moustafa et al. (2021) and 

Alotaibi et al. (2017), this may not be the best way to mitigate cybersecurity breaches, 

and instead a more comprehensive approach to security is required, where the users 

are actively involved in maintaining cybersecurity through applying security 

behaviours. Human behaviour in cyberspace has been identified as one of the key 

reasons why information security becomes vulnerable to threats. As previously 

identified, the human component is the weakest link in the security chain; emphasis 

should thus be placed on individual cybersecurity awareness by gauging what users’ 

knowledge, behaviour, and perceptions should be (Zwilling et al., 2020). The focus on 

cybersecurity awareness at the individual level is significant to understand how 

individuals may practise cybersecurity behaviour in organisations (Hadlington, 2017). 

Duvenage (2019) proposes that there are many methods of cybersecurity 

training. This can be done by means of face-to-face classroom interaction, online  

e-learning strategies, cybergames, and simulation activities (Duvenage, 2019). 

Furthermore, employees in large organisations develop higher levels of cybersecurity 

awareness due to the financial resources that are in place and policy frameworks that 

are enforced (Hadlington, 2017). Moreover, when linking cybersecurity awareness to 

an organisation that is as large as the SANDF, it is vital for these aspects to be in place 

as the military is responsible for ensuring overall national security. Highlighting levels 

of cybersecurity awareness is therefore crucial in this regard (Grobler et al., 2013). 

Bardwell et al. (2017) suggest that to build cybersecurity awareness in an organisation, 

training in factors relating to cybersecurity might be effective, especially when a basic 

form of training is presented. Training in cybersecurity in the military context might 

improve the performance of day-to-day duties when using a computer and the Internet 

(Bardwell et al., 2017). 

Grobler et al. (2013) suggest that cyberthreats have the potential to inflict 

psychological and informational damage. Exploring cybersecurity awareness among 

people may therefore allow for an understanding of how awareness, knowledge, and 

cybersecurity behaviours differ. Grobler et al. (2013) argue that the following should 

be focus areas to develop awareness: (1) focusing on information related to malware 

and mitigating factors, (2) ensuring that physical devices and other facets of physical 
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security are secure, (3) policies for governing the navigation of cyberspace, and (4) 

best practices focusing on how information sharing and communication are performed. 

Grobler et al. (2013) also argue that a basic cybersecurity awareness programme is 

required to improve individual security behaviour and skills in cyberspace. Ani et al. 

(2019) call for awareness education on cybersecurity to enhance individual security in 

organisations and ultimately to act as an additional element in the security capability 

of the organisation. Bardwell et al. (2017) suggest that cybersecurity education is 

pertinent in identifying internal risks related to a lack of knowledge of cyberspace and 

highlighting computer system vulnerabilities. Providing cybersecurity education to 

individuals may increase knowledge of security behaviour, which may in turn minimise 

the risk of the human factor being a point of vulnerability (Ani et al., 2019). This view 

corresponds with that of Hammarstrand and Fu (2015), who found that participants 

with a high level of cybersecurity awareness might present good security behaviour, 

which could be explained by their compliance with security measures. Ramluckan et 

al. (2020) argue that creating a multidisciplinary approach to cybersecurity in the 

South African context is problematic because of the rigidity of the National 

Qualifications Framework and the limited allocation of state resources to 

cybersecurity. Furthermore, Walaza et al. (2019) point out that ICT awareness in 

South Africa is not on par with the rest of the world and requires a significant amount of 

attention. Bardwell et al. (2017) emphasise that condensed and foundational training 

in cybersecurity may allow personnel with a limited computer science background to 

understand cyberthreats. Furthermore, this approach may also facilitate cybersecurity 

awareness challenges and the approaches used to mitigate cyberthreats (Bardwell 

et al., 2017). 

Grobler et al. (2013) suggest that educating personnel may facilitate the 

advancement of a more secure workforce. Ntsaluba (2017) concurs with the notion of 

formalised training in the organisational context by focusing on increased Internet 

activity. The surge in local Internet activity in the past 10 years promoted the view that 

training related to cybersecurity awareness should be formalised (Ntsaluba, 2017; 

Pieterse, 2021). Mkhonza and Letsoalo (2017) suggest that large organisations might 

have difficulty creating interventions that are uniform and far-reaching. Van’t Wout 

(2019) cautions that a cybersecurity awareness programme in large-scale 

organisations typically takes on an umbrella or one-size-fits-all approach, which 
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generally does not highlight important security behaviour that needs to be adapted at 

the same pace as the developing attack space. Van’t Wout (2019) suggests that 

training programmes in cybersecurity should be based on the needs of the 

organisation. Ghazvini and Shukur (2016) indicate that training programmes should 

not only be conducted but that personnel should be evaluated pre- and post-

programme to determine gaps and strengths and to measure their success. At an 

individual level, it might be argued that the conceptualisation of cybersecurity 

awareness might be influenced by factors such as language, assumptions about 

security, and belief systems (Khando et al., 2021). Janse Van Rensburg (2019) 

asserts that while the DoD in South Africa does have quality training programmes and 

training institutions, the challenge arises when military personnel must return to their 

various units once their training is completed. In addition, the lack of resource allocation 

and funding results in military personnel not being able to keep abreast with current 

training needs (Janse van Rensburg, 2019). 

Ghazvini and Shukur (2016) posit that routine training in information security 

awareness might not be effective due to the lack of emphasis on critical thinking. 

However, e-learning methods have been identified as an effective method whereby 

users can engage with learning material, especially when a focus on the subject 

matter is deemed necessary (Ghazvini & Shukur, 2016). Bogdan et al. (2017) hold 

the view that organisations deliver training to their employees at a low cost by providing 

them with the necessary skills, which implies that remedying technical issues might be 

more expensive than to provide training and education to employees. Lehto (2015) 

argues that cybersecurity awareness is fine and well, but if users do not understand 

the training material and what awareness means, then the exercise might be futile. 

Abawajy (2014) points out that cybersecurity awareness may not necessarily be 

enough to ensure that users are completely secure, even if they have the appropriate 

cybersecurity protection knowledge to decrease cyberthreats. Cybersecurity 

awareness and knowledge training related to security tools are required if individuals 

are to mitigate risks effectively, instead of receiving theoretical knowledge only 

(Abawajy, 2014). Making such a move relates to practical training methods. One 

method that focuses on enhancing the user’s practical understanding of cybersecurity 

is the phishing simulator, which aims to develop awareness in users by habitually and 

practically exposing them to phishing emails that contain suspicious links (Baillon et 
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al., 2019). The phishing simulator provides the user with adequate tools to mitigate the 

risks (Baillon et al., 2019). It is worth noting that Fatokun et al. (2019) suggest that the 

more educated Internet users are in cybersecurity, the more likely it is that they are 

familiar with the threats, which is likely to have an impact on their online security 

behaviour. Alotaibi et al. (2017) argue that technical issues are not so much the issue 

regarding cybersecurity, but rather the inability of staff members to comply with 

policies in organisations. In this vein, Daengsi et al. (2021) argue that prior training and 

experience may contribute to how users interact with security issues such as phishing 

emails. In addition, Alotaibi et al. (2017) suggest that when personnel have had 

inadequate security awareness training, the risks associated with network or system 

vulnerabilities increase exponentially owing to the increase in the probability of human 

error occurring. 

2.15  Conclusion 

This chapter is concluded by stating that the bulk of the literature relating to 

cybersecurity focuses on governance and technical features in the digital domain. The 

literature review also highlighted the void that exists with regard to the production of 

knowledge concerning the perceptions of cybersecurity among South African military 

officers. This chapter first focused on defining cybersecurity. Thereafter, the human 

factor was discussed in relation to its role in the description of cybersecurity. The 

chapter also proposed an operational definition that incorporates both the technical 

and human factors. Furthermore, a discussion of the complex nature of cyberthreats 

was included in this chapter. A short discussion was provided of the legislative efforts 

made by the South African government in respect of cybersecurity. In addition, the 

discussion provided an in-depth view on the impact cyber might have on society and 

the potential challenges this poses for a country’s sovereignty. The chapter also 

provided a brief discussion of the link between cyberspace and the armed forces 

context, as well as the vulnerability of military organisations and their personnel, with 

emphasis on their reliance on cyberspace. The focus then shifted to the aspect of risk, 

which discussed the perception of risk and how individuals could identify potential risk 

information when navigating cyberspace. A brief discussion of information-sharing 

behaviour and cybersecurity awareness creation concluded the chapter. The literature 

presented in this chapter lays the groundwork for Chapter 3. The chapter also pointed 
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towards the aspect that the wider focus on cybersecurity is on the technical features 

and training in the armed forces context, but not necessarily on the role of the military 

officer in the ambit of cyber. The common focus of cybersecurity in the case of South 

Africa rests on the development of awareness, cybersecurity legislation, and training 

and education. The common denominator in this case is identified as the void in 

exploring the perceptions of the military officer in the case of cybersecurity. This further 

highlights the importance of the military officer as a justified element of importance in 

exploring cybersecurity in the South African context.  

The chapter that follows focuses on how cyber is considered an emerging threat 

landscape and how ST as a framework has expanded to include threats such as cyber. 
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CHAPTER 3:  

SECURITISATION AS A THEORETICAL FRAMEWORK 

3.1  Introduction  

The previous chapter described the rise of cybersecurity and associated literature 

relating to the way it is viewed in general and in the military context in particular. This 

chapter explores the role of a theoretical framework for this study. A theoretical 

framework serves as a structure that summarises thoughts and concepts that have 

been tested in published work (Kivunja, 2018). The use of a theoretical framework 

such as ST served as the foundation to configure or assemble cybersecurity threats 

and to synthesise the findings of this study. Cybersecurity is a current reality, much 

debated and exposed to multiple views, and thus needs to be highlighted as a security 

threat with wide and unexpected repercussions that complicate understanding the 

phenomenon. The ST as a concept and theoretical departure was briefly introduced 

in Chapter 1. Different schools of thought are used to explain security issues in the 

social context, such as the Welsh School and the Paris School of Security Studies. 

Both schools of thought take on a sociological approach and distances itself from the 

normative concepts such as the speech act and the role of language in the security 

process (Floyd, 2007; Stępka, 2022). The ST was proposed by the scholars of the 

Copenhagen School (CS) to capture the security process when threats were promoted 

beyond normal political rule, which demanded extraordinary measures to resolve 

(Huysmans, 1998). 

ST has become increasingly relevant in the construction of security threats and 

responses, but more specifically to explore the nexus of the human element and 

cybersecurity as a threat (Aydindag, 2021; Bote, 2019; Hansen & Nissenbaum, 2009). 

Moreover, ST also challenges normative ways of conducting security discourses in 

society and exploring the background processes of why actors pursue security 

agendas and why security is announced in certain ways (Stępka, 2022).  

3.2  Overview of the chapter 

This chapter first presents a discussion of the different views of security. Furthermore, 

the chapter provides an in-depth discussion of what ST entails. The chapter then 

focuses on the emergence of new security threats in the 21st century by touching on 
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emerging issues such as threats in cyberspace. In addition, the chapter engages with 

the increased focus on ST. The focus of the chapter then shifts to ST and its interplay 

with cybersecurity. Following the latter discussion, the chapter provides a discussion 

of the role of the securitising actor and the referent object, which would allow for better 

understanding of the section that follows, which deals with how technification as a 

speech act occurs in the securitisation process. Moreover, the chapter engages with 

critique of ST by pointing out the shortcomings of the theoretical framework. The 

chapter then presents a discussion of how cybersecurity entered the military domain, 

which also lays the foundation for the subsequent section, which deals with how cyber 

is approached in the SANDF, but more specifically how securitisation is interpreted in 

the armed forces context. 

3.3  What is ST? 

ST involves a process of intersubjective understanding regarding a security threat and 

managing it as an existential issue regarding a valued referent object. Framing a 

threat as existential and responses as extraordinary remains the difficult part, but in 

the overall ST debate this cannot negate ST in total as an explanatory theoretical 

construct. After the threat had been indicated, a call is issued in the political community 

to enable exceptional measures in response (Aydindag, 2021). The ST is a theoretical 

framework that has primarily been developed in the IR discipline (Kapur & Mabon, 

2018). Van Ooijen (2020) notes that Buzan et al. (1998), the developers of this 

theoretical framework, based it on the work of Austin’s (1975) speech act theory, which 

considers language as performative. Lucke (2016) argues that ST often focuses on 

aspects linked to war and conflict, especially when the securitisation process involved 

was deemed successful – when existential threats were resolved by means of 

extraordinary measures. Dos Santos (2018) asserts that the CS did not focus on a 

security perspective that it is based on either the objective or the subjective nature of 

threat perceptions. Instead, the CS focused on the role of decision making as an 

important factor for the “securitising actor” in the political community (Buzan et al., 

1998). Decision making is therefore an important factor in the securitisation process 

because of the conditions that govern the speech act (Buzan et al., 1998). In addition, 

ST highlights the role of the state by emphasising how domestic and international 

issues could threaten those involved in the security process, including civil society and 
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the state (Bote, 2019; Egloff & Cavelty, 2021). Securitisation offers a logical process 

through which measures are introduced and elevated to deal with existential threats 

(Eroukhmanoff, 2018). Linking this view to this study, the researcher argues that the 

linear progression of ST might not be applicable in some contexts. In the context of 

South Africa, the securitising actor (the state and authorised representative) has 

declared cyberthreats as threatening national security interests where the human 

factor is indicated as a potential actor that may place sovereignty at risk (RSA, 2018). 

In the social context, the researcher argues that this politician-state-centred 

view might be countered by new thinking that questions this monopoly on an issue that 

carries the label of being securitised when the state as an organ of power must 

proclaim a specific issue to be a realistic threat to its citizens so that adequate 

measures can be taken to counteract or mitigate the threat. Philipsen (2018) argues 

that the traditional notion of ST can be challenged by the idea of who may speak of 

security. Traditionally, ST emphasises that actors in positions of authority are a 

precondition for speaking of security and possibly proclaiming the significance of the 

threat. Instead, Philipsen (2018) suggests that speaking of security should be the 

condition of authority. Egloff and Cavelty (2021) argue that ST gives consideration to 

the construction of policy linked to security agendas. A threat might therefore be 

classified as objective and even to a certain extent described as existential, but the 

true success of the securitisation process is achieved when the existence of threats is 

established and presented successfully in the political domain (Buzan et al., 1998). In 

terms of politics, the CS first considered public issues to be politicised, after which they 

were securitised (Hama, 2017). Based on this view, securitisation is the elevation of 

political issues beyond normal political practices designed to respond to day-to-day 

security threats and vulnerabilities (Hama, 2017). 

Egloff and Cavelty (2021) assert that ST is grounded in the speech act theory, 

which purports that the use of language can be a performative act. Security speech acts 

that contain performative power can reconstruct and change social reality. This may 

in turn influence how security is described within social and political contexts. 

Furthermore, the security responses to threats may also be influenced by the security 

utterances of the actors (Stritzel, 2007). It is of key relevance that the ST process is 

understood in its sequential format. Figure 3.1 illustrates how the securitisation process 

may occur according to the CS. 
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Figure 3.1: Linear securitisation process and response 

 
Source: Researcher (2022) 

 

Figure 3.1 shows that the securitisation process occurs in a series of steps. A tenet 

central to the theory described in the section above is to ensure that the securitising 

actor makes securitising moves, through which security utterances are related to the 

audience. Lucke (2016) argues that in order to gauge how securitising moves are 

performed, the facilitating conditions that evaluate the end result of the move, in other 

words the success or failure of the security move, should be considered. The 

facilitating conditions in this regard act as an important component to analyse the 

speech act (Lucke, 2016). The analysis of the speech act is evaluated by considering 

the success of securitisation processes in contexts by focusing on internal and 

external conditions17. Buzan et al. (1998) refer to the speech act but also reiterate that 

the conditions in which these acts and moves occur could be assessed to monitor 

whether the security utterances were misaligned or abused in political and social 

contexts. By connecting Figure 3.1 to this study, the researcher argues that South 

 

17  The internal conditions refer to the grammar used in the speech act, as well as the security logic conveyed. The 
external conditions refer to the position of the securitising actor and the context in which the securitisation 
process takes place (Lucke, 2016). 
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Africa has not complied with all the required elements in the ST process. It could be 

argued that the securitising actor identified cyberthreats as posing a threat to the state, 

the military, and its citizens (step one) (RSA, 2018). In step two, cybersecurity as an 

outcome to threats and attacks has been identified as a facet that requires 

development in the South African context (ITU, 2021). Relating to the third facet of the 

figure, the argument could be made that cyberthreats have not yet been elevated to a 

point where they are considered existential. Moreover, this study postulates that the 

human factor is essential in the cybersecurity process. By implication, the human factor 

is viewed as the audience and at the same time the object of reference. In the context 

of South Africa, especially in the armed forces context, there has been no focus on the 

member of the military as a source of vulnerability or involuntary threat actor. 

Dos Santos (2018) highlights that the process of ST understands security 

aspects as a speech act with the ability to influence the securitising actor regarding 

security issues. Buzan et al. (1998) view features of securitisation as involving an actor 

and an audience. The securitising actor in this case refers to the role players who have 

decision-making power or have the ability to influence an audience by engaging in the 

speech act. In proceeding with this process, the referent object that is confronted by 

an existential threat must be safeguarded against the threatening circumstance by 

the execution of extraordinary measures (Dos Santos, 2018; Buzan et al., 1998). 

Eventually the existential and extraordinary labels become two of the uncertainties, but 

this is subject to implicit or explicit references to existential threats or whether military 

action is the only applicable extraordinary measure to follow. When referring to the 

responses to the COVID-19 pandemic by world leaders, the researcher argues that 

the insight and scientific input to leaders assisted an efficient response in implementing 

extraordinary, but non-military, emergency measures. The same can be said for the 

world leaders who were not inclined to take scientific advice and subsequently delayed 

making a decision about implementing measures (Forster & Heinzel, 2021). The next 

section focuses on the interdisciplinary views of security. 

3.4  Interdisciplinary views on security 

Cyber has developed to the extent that it has become interwoven with other disciplines 

such as economics, the armed forces, environmental areas, and social areas. As a 

result, it no longer restricts itself to the technical domain. The notion of security has 
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taken on many meanings to a variety of sectors. The working definition of cybersecurity 

presented in Chapter 2 indicated that cyber should be viewed from an interdisciplinary 

perspective as this would allow for a comprehensive take on how security and 

concomitant behaviour associated with cybersecurity could be integrated into people’s 

lives. The inclusion of cybersecurity in the new conceptualisation of security links to 

the idea that ST is still developing and allows the inclusion of newer threats such as 

cyber. The creation of an operational definition extends the later conceptualisations of 

security as indicated by Philipsen (2018). Furthermore, the operational definition 

allows for the newer connection to understand cyber as a non-traditional threat. The 

definition also brings human security to the fore and, in doing so, overcomes the earlier 

difficulties of limiting ST to politico-military security as existential. Furthermore, sectors 

such as environment, health, cyber, and economic have their own existential threats. 

Through this view one may add that threats stemming from these sectors are 

considered non-traditional as earlier thought on ST only considered threats to the state 

as existential. Later thought on ST thus allowed for new conceptualisation of security 

and a more expansive view of non-traditional threats. It is worth noting that 

cybersecurity threats may also be considered a national security risk; it might therefore 

be viewed as an existential threat and is deserving of being viewed through the ST 

lens. The narrative concerning cyber is also diverse and thus necessitates a definition 

that incorporates a well-rounded description (Bourbeau et al., 2015). The operational 

definition developed in Chapter 2 is as follows: 

Cybersecurity is a flexible security process through which individuals are 

constantly interacting with a technical environment and the social context. 

Cybersecurity is also the immersive process through which the human factor 

utilises security software tools in tandem with education, training, guidelines, 

technical knowledge, and best practices such as awareness training, technical 

skills, and risk assessment. Cybersecurity also requires the notion of applying 

knowledge to risk perception and precautionary behaviour, while being fully 

aware of vulnerabilities in both the physical and cyberspace domain. 

This definition shows how cybersecurity can be approached from an interdisciplinary 

perspective and that it is applicable to various social contexts. The definition focuses 

on the element of security and addresses the aspect of the performative action as it 

relates to the proactive navigation of cyberspace with the intention of using security 
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tools that are both technical and psychological. It is also necessary for the concept of 

security to be described in this section as it ultimately feeds into the understanding of 

ST and its processes. While this part of the section highlights the role of security in the 

working definition, it is vital for attention to be paid to how the concept of security can 

be interpreted from the perspective of various disciplines. 

The concept of security is interpreted very differently across disciplines such as 

law, geography, criminology, psychology, sociology, politics, and IR (Bourbeau et al., 

2015; O’Brien & Tropp, 2015). Not all disciplines are addressed in this section as the 

researcher was interested in the disciplines of psychology, sociology, and IR as the 

argument regarding ST in this study focuses on the human factor. The selected 

disciplines that expand on security were therefore applicable to this study. Bourbeau 

et al. (2015), in their book titled Security: Dialogue across disciplines, support studying 

security from the viewpoint of various disciplines. Romaniuk (2018) suggests that 

security is a concept that is socially constructed, which is generally subjective. This 

view lends itself to the debate that security as a concept cannot be tied exclusively to 

notions of politics and issues of national security. Furthermore, Romaniuk (2018) 

highlights that the CS of Security provides insight into the challenges relating to security 

that link with aspects associated with society. These aspects of security may originate 

in various domains such as a nation state, civil society, armed forces, politics, 

economics, and the environment. Changes in security threats and vulnerabilities within 

these domains therefore have the potential of having an impact on people and society 

(Romaniuk, 2018). The researcher argues that with this view went the notion that 

military officers could be influenced by the aspect of saliency (Van Schaik et al., 2017). 

Saliency is described as a process through which individuals become attracted to an 

event in their context; thus impacting their level of experience with and perception of 

the event (Van Schaik et al., 2017). The researcher furthermore argues that the level 

of saliency might have an impact on their perception of risk and how threats are 

accepted and interpreted. Philipsen (2018) notes that the meaning attached to threats 

might be extended owing to new security actors entering the domain. According to 

Bronk (2018), cybersecurity is a recognised security challenge in the field of security 

studies and cyber warfare in the realm of defence studies. 

Psychology as a discipline lends itself to the notion of human security and 

concerns the idea of adjustment after a threatening event. With the notion of 
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cybersecurity as a cross-disciplinary topic, it is advisable for researchers to explore 

cyber-related issues and their implications in the social environment (Kiboi, 2015; 

O’Brien & Tropp, 2015). Psychology is also one important field through which the 

construction of security behaviour can be studied and described. Bourbeau et al. 

(2015) suggest that the discipline of psychology contributes to the subjective factors 

that could predict perceptions and highlight feelings of insecurity, as well as the 

possible repercussions arising from the ways in which feelings of insecurity are 

displayed through behaviour and attitudes. The diversification of referent objects18 in 

the engagement of security is apparent as psychology typically refers to human 

security19 and can show how individual perceptions could create insecurity and 

possibly exacerbate conflict and threats (Bourbeau et al., 2015). Individual perceptions 

of cyber can provide insight into how security is approached in the digitalised domain. 

Cyber psychology (a subfield of study in the discipline of psychology) contributes to 

how members of the armed forces respond to threats and how aspects relating to 

resilience are maintained (Dando & Tranter, 2016). Furthermore, psychology also 

positions itself in the security debate by pointing out how communication and 

intelligence-gathering activities take place on digital platforms, with emphasis on the 

social cognition and behavioural patterns prevalent in groups (Dando & Tranter, 2016). 

The researcher thus argues that the exploration of perceptions is in alignment with the 

focus of this study, namely the human factor. The researcher submits that the object 

of reference is the human factor due to the vulnerability associated with security 

breaches (Van Schaik et al., 2017). 

In recent times it has become evident that psychology has contributed to the 

study of cybersecurity. For example, McCormac et al. (2017) highlight that the human 

aspects of conscientiousness, agreeableness, openness, emotional stability, and risky 

behaviour are all predictors of how information security awareness is practised.  

The discipline of psychology contributes to ST by focusing on how technology is 

incorporated into everyday life and the way security behaviour is practised (Ancis, 

2020). Lucke (2016) argues that psychology can provide insight into how individuals 

construct perceptions regarding security threats. Furthermore, psychology is a 

valuable fit with ST as it may facilitate understanding how or whether an audience 

 

18  The referent object used in this case refers to an object that needs to be protected against an existential threat. 
The term is often associated with national security or the state (Williams, 2007). 

19  See Section 2.3.1 regarding the human element being at the centre of a proposed operational definition. 
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accepts the extraordinary security measures proposed by actors who have political 

power (Lucke, 2016). 

The discipline of psychology focuses on the human aspect of behaviour in the 

social context (Eysenck & Keane, 2015). ST, on the other hand, identifies the diffusion 

of power among actors and the division of roles (Aydindag, 2021). Understanding the 

role that perceptions play in the construction of threats might be essential to 

understand how threats are communicated to the audience and the particular 

mobilisation activities that are used to counter threats. Psychology assists in 

simplifying the complexity of the ST process (Lucke, 2016). This is done by specifically 

focusing on the individual actors and the perceived reality of threats. With regard to 

the latter, the implementation of intrusive security measures by the state during the 

COVID-19 pandemic illustrates how perceived existential threats are dealt with using 

extraordinary security measures (Business Tech, 2021). It is worth noting that the 

COVID-19 pandemic was a non-traditional threat that had an impact on the health 

security of society and thus also on human security. Dönges and Hofmann (2018) note 

that a broadening of the notion of how human-centred security is approached is 

necessary. The researcher therefore argues that the health threat that the COVID-19 

pandemic posed transcended not just the state, but also had an impact on all spheres 

of society, including members of the military. In addition, the researcher notes that it 

is no longer only military threats that occupy the existential realm (state-centred). This 

view opens up the idea that cyberthreats may also pose significant risks to human 

security; thus positioning itself as a security issue with a scope that is broadened to 

include actors other than the state and a deepened security agenda that includes new 

threats (Dönges & Hofmann, 2018). 

Traditionally, research in the domain of sociology focused on interpretations of 

collective cultural systems (Stampnitzky & Mattson, 2015). Sociology contributes to the 

field of security by focusing on interpersonal, economic, and social factors 

(Stampnitzky & Mattson, 2015). For example, a study conducted by Deeming (2016) 

indicated how government policies could have an impact on the social and economic 

sphere in society, which may deepen social divisions and enhance aspects of 

inequality, as well as insecurity. The sociology field has often shifted focus onto the 

armed forces context; thus expanding military sociology as a subfield within the 

discipline of sociology (Heinecken, 2017; Heinecken & Visser, 2008). With regard to 
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the expansion of the discipline of sociology relating to military studies, Mandrup (2009) 

indicates that the concept of security includes individual needs, which enforces a 

human-centric view and indicates a departure from a state-centric approach to 

understanding security. Dönges and Hofmann (2018) note that society is impacted by 

various threats; it is thus important to broaden the scope and understanding of security 

and to move away from the state-centred view. Heinecken (2011) concurs with 

Mandrup (2009) about the move towards understanding the armed forces and the 

services they render. The researcher thus argues that contemporary military sociology 

more often than not addresses issues of human security. 

Bourbeau et al. (2015) extend this discussion of the dialogue of security by 

noting that influential studies have been conducted in the IR discipline, which explored 

the notion of security. These studies include Williams’ (2007) research, who focused 

on words and images that could be used to announce security threats. Bourbeau et al. 

(2015) suggest that IR analyse security in three ways. The first approach focuses on 

how a nation state is always considered a referent object. This can be observed in the 

notion put forward by Buzan (1991), who suggests that the only referent object is the 

state (see the adjustment of this view in Section 3.9). The second approach is how 

security is analysed, which assumes the stance of research territory and considers 

contributions made to ST. The third approach considered by the IR discipline, as stated 

by Bourbeau et al. (2015, p. 2), is as follows: “Critical approaches to security are 

incompatible with methods generally associated with positivist epistemology, whereas 

orthodox or traditional approaches to security cannot work with anything else than a 

positivist epistemology.” What this implies is that ST studies are advancing the agenda 

of broadening the security debate, and it is a topic currently being approached from 

diverse perspectives. 

Kapur and Mabon (2018) argue that contexts apart from Western views might 

have a different way of presenting speech acts and portraying securitising actors. A 

study conducted by Kapur (2018) critiques India’s security discourse related to the 

strategic strikes on Pakistan during September 2016. Kapur (2018) argues that India’s 

securitisation of the so-called Pakistani threat took place in two (speech) acts. The first 

act involved the illocutionary, which came before the extraordinary measure, which 

involved the Indian military engaging in a show of force in the Jammu and Kashmir 

regions (Kapur, 2018). What this implies is that the linear progression of ST may not 
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necessarily be applicable in the political situation that prevailed between India and 

Pakistan. The second speech act occurred when India engaged in security utterances 

that involved the words “surgical strikes” (Kapur, 2018). Furthermore, ST highlights 

that the speech act always occurs before extraordinary measures are used (Buzan et 

al., 1998). ST therefore dictates that logic in the process is followed, yet this is very 

different in non-Western contexts (Kapur & Mabon, 2018). Based on the view of ST 

where the state is the referent object, it can be argued that the securitising actor (often 

the state) often utilises representatives to engage in speech acts (Buzan et al., 1998). 

The process of securitisation in the India-Pakistan scenario challenges the notion of 

the speech act occurring before existential measures are implemented. 

The IR discipline and politics are closely linked, with security viewed as the 

distribution of power among critical actors in an international political system (Cavelty 

& Wegner, 2020). 

Cavelty and Wegner (2020) also view politics as the main driving factor in 

cybersecurity politics. Bourbeau and Vuori (2015) suggest that the conceptualisation 

of security may involve gradual and fluctuating processes. This alludes to 

securitisation moves that may take longer and relate to contexts where threats have 

greater or lesser urgency. Linking this to, for example, the South African context, the 

steps of the ST process are still in progress whereby the Minister of Defence and 

authorised representatives are declaring cyber as a national security threat. Philipsen 

(2018) indicates that when a speech act is made, it binds itself to certain criteria. 

Furthermore, the researcher argues that by announcing cyberthreats as a national 

security threat, it had undergone several iterations; thus also indicating that something 

new had been added (Philipsen, 2018). New facets might nevertheless be added to 

the speech acts, which might present themselves in the increased attention that 

cybersecurity is receiving. This shift in iterative speech acts can be viewed in the DoD 

Budget Speech Votes of 2017/2018 and 2022/2023 (RSA, 2017a; 2022). The 

researcher posits that South Africa is in a prolonged process during which speech acts 

occur regularly. Bourbeau et al. (2015) argue that in order to study security, the focus 

should be flexible in order to recognise the distribution of power. The next section 

focuses on the emergence of new security threats in the 21st century. 
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3.5  The emergence of new security threats in the 21st century 

Analysing security in the 21st century can be rather complex; depending on the region 

of the focus. Security concerns of nation states have become broader and definitely 

more complex (Cavelty & Wegner, 2020). These threats have developed from a focus 

on intergroup conflict and the control of societal groups to challenges that could 

potentially threaten systems that are linked to the global economy, society, and the 

environment (Pierce et al., 2018). Kavanagh (2019) suggests that as time progresses, 

new and emerging threats advance. Fouad (2019) argues that the range of “insecure” 

security objects has been broadened to incorporate individuals, businesses, and even 

electoral procedures. In addition, some threats such as global warming have remained 

on the international security agenda (Bueger et al., 2019; Bueger, 2015). 

However, dangerous threats have emerged or re-emerged, namely piracy, 

human and wildlife trafficking, and narcotics smuggling (Larsen, 2020). In viewing 

piracy as a security threat to the economic stability of nation states, for example, 

governments and actors in the African Union, the European Union, and the North 

Atlantic Treaty Organization (NATO) have prioritised maritime security as one of the 

security objectives to resolve this problem (Bueger, 2015). Before 2008, it was evident 

that maritime security was a neglected security sector as not many nations were 

impacted. However, between 2008 and 2011, governments took note of the 

implications of piracy and maritime terrorism and the effect of this on inter-regional 

relationships (Bueger, 2015). What this implies is that maritime security has emerged 

as a significant threat in the 21st century and nation states have elevated the risk of 

maritime piracy and terrorism as major threats to national security. In addition, in both 

cases the threat grew in posture and danger, in response to which governments 

mobilised vast resources to combat their impact (Bueger et al., 2019; Bueger, 2015). 

It is important to note that the threat profile linked to the risk of maritime insecurity did 

not occur through government initiative alone as collaborative efforts by international 

(United Nations [UN]) and non-state (shipping lines) stakeholders assisted with the 

creation of threat awareness by allocating more resources to measures associated with 

mitigating risk and raising the threat profile. Bueger (2015) showed how the piracy 

threat in the domain of maritime security became securitised and inspired an 

extraordinary international naval response that is underpinned by UN resolutions to 

mitigate the impact of sea piracy and the danger associated with it. 

Stellenbosch University https://scholar.sun.ac.za



98 

In the case of cybersecurity, it is important to note that governments and the 

private sector are in a precarious position. Cybersecurity threats are too challenging 

for governments and businesses to manage alone. Failure to acknowledge 

cyberattacks and the scope of the threat they pose to sectors might prove to be a major 

test when an attempt is made to elevate the threat to a level where it receives sufficient 

attention (Chandrasekhar & Mee, 2021). The acknowledgement of a threat has 

consequences for a nation state. This implies that when threats are acknowledged, 

priority and resources must be provided to address the threat. Therefore, in the long 

term, societies and economies may flourish as a greater component of society and 

businesses admit their dependence on cyberspace (Fadia et al., 2020). In linking this 

to the argument concerning who the referent object is, the researcher adds to the idea 

that cyberthreats not only pose challenges for various sectors, the human factor also 

now forms part of the range of “objects” threatened by cyberthreats (Ani et al., 2019). 

While maritime security is only one of the newer topics on international and 

national security agendas, cybersecurity has emerged as one of the latest security 

threats on these agendas, and has become a significant security topic (Larsen et al., 

2022; Larsen & Lund, 2021). Solar (2020) posits that world leaders have 

acknowledged the complexities and challenges associated with security in 

cyberspace. In 2018, the UN Secretary-General, António Guterres, noted that 

cyberspace has become a space where cyber wars are being fought between nation 

states in a concealed manner (UN, 2018). Mihaela (2020) argues that the world has 

entered a period of information change, where technological capabilities have 

advanced opportunities in various domains. However, this emerging domain also 

sparked new threats, which present the danger of exposure of sensitive corporate 

data, information security challenges, and electronic challenges relating to phishing 

scams (Mihaela, 2020). Mihaela (2020) also extends the view of cyberspace as a 

threat domain by highlighting that the paradigm of security has evolved and introduced 

new topics for consideration, such as big data, information security, machine learning, 

and AI. In addition, cyberspace has been added as a late entry to the scope of new 

and emerging threats in the 21st century as the prevention of cyberattacks on critical 

infrastructure and important assets in the private and public sectors has increasingly 

become a national security priority (Wilson, 2015). It could be argued that, collectively, 

these developments now form a security sector of significance owing to evolving 
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threats. If the sector’s vulnerabilities are not addressed, they may have implications at 

national, corporate, and individual levels. This view positions cyberthreats as an 

acknowledged security issue and ties in with the section that follows regarding the rise 

of ST and the process of its development. 

3.6  The rise of ST 

The previous sections focused on the nature of ST, the various views arising from 

different disciplines in the study, and an analysis of security. This section expands on 

the focus area, namely the rise of ST and the developments that it inspired. This 

section commences with explaining that at the end of the Cold War, a debate was 

sparked over security in the IR field, which sought to classify how threats were viewed 

and anticipating what the response would be. To classify these threats, Eroukhmanoff 

(2018, p. 1) introduced the terms “narrowers” and “wideners” to describe the various 

positions that scholars took towards ST and the advancement of security agendas. The 

narrowers of security considered a state-centric approach, where the military and 

politics were seen as the focus of the security debate (Eroukhmanoff, 2018). The other 

path in the security debate, namely the wideners, focused on broadening the approach 

to gain an understanding of security through including other, non-military threats, 

which had consequences for people rather than the nation state. The researcher 

argues that cyberthreats not only pose challenges for the military, but also extend their 

reach by exploiting vulnerabilities in society. Hama (2017) proposes that, in a 

traditional sense, the state is the only referent object and, from a realist approach, that 

security cannot be broadened. This view has been challenged by the CS, the Welsh 

School, and the Human Security School (Hama, 2017). In challenging the idea that 

the state is the sole referent object, it is clear that a competitive notion concerning how 

security is approached beyond the centrality of the state is developing. 

In a traditional sense, ST was created in a Westernised context and within the 

discipline of IR. However, in recent times there has been a shift away from 

understanding normative politics through a Westernised model and a more holistic 

approach to ST has instead been considered (Kapur & Mabon, 2018). The CS created 

the ST in the late 1980s to make sense of security challenges from a linguistic 

perspective. This particular framework allows asking security questions as they are 

linked with politics (Pram Gad & Lund Peterson, 2011). For example, security 
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questions can be posed as follows: What constitutes a security challenge? What are 

suitable responses to security challenges? What are the implications of identifying and 

accepting something as an existential threat?  

Acharya and Buzan (2017) have moved away from the aforementioned narrow 

application of the theory. They suggest that there have been shifts in how the 

application of ST takes place in non-Westernised contexts to account for security 

dynamics in which speech acts may not necessarily take place. This positions Acharya 

and Buzan (2017) among the wideners in the security debate. Buzan and Wæver’s 

(2003) definition (see Section 1.7) makes no mention of military force being used in 

the hope of controlling the threat. This definition points to the construction of security 

within a political community. The security of a domain therefore does not always rest 

on challenges experienced in the military domain (Mutimer, 1997). Hirsch Ballin et al. 

(2020) argue that since the 1980s there has been greater emphasis on extending the 

concept of security to include aspects related to humanitarian, economic, and 

ecological security. Furthermore, the expansion of the security agenda included non-

traditional threats that range from climate change to issues related to energy insecurity 

(Hirsch Ballin et al., 2020). However, this does not mean that the military is unable to 

address these non-obvious threats. Instead, the armed forces have transitioned from 

only being reactive to taking on an interventionist role in diffusing threats (Hirsch Ballin 

et al., 2020). In addition, Buzan and Wæver’s (2003) definition does not explicitly 

address or privilege the use of force in response to the insecurity of a referent object 

deemed of vital interest to secure. 

While the theoretical application of ST has been on a steadily increasing 

trajectory in interpreting security dynamics in the Western world, in a non-Western 

sense the theory has emerged slowly (Kapur & Mabon, 2018). This emerging 

development can be observed in the application of ST in non-Western contexts, where 

the focus is on the limitations of the speech act, political regimes, and the use of 

extraordinary measures that follow a speech act (Kapur, 2018). Advancing the 

ontological and epistemological features of ST in the CS can facilitate how political and 

social events could be understood more clearly (Mabon, 2018; Fox, 2008). Acharya 

and Buzan (2017) argue that ST, as understood through the CS, is increasingly being 

applied to cases in non-Western contexts to comprehend the discourse and the role 

that political actors play in constructing a security threat. 
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The CS is renowned for its extensive research and development in the security 

studies domain. Its original approach to describing security issues in a social landscape 

has been one of the most influential approaches, where ST is considered to have 

played an important role in providing insight into threats and their perceived impact 

(Balzacq, 2011; Hansen & Nissenbaum, 2009). The CS focuses on adding to the field 

of security studies by assuming a more critical stance relating to events that occur in 

certain contexts (Romaniuk, 2018). ST forms part of the post-positivist movement that 

was established in the work of Max Weber (Fox, 2008). In addition, the post-positive 

movement became part of the post-Cold War scholarship. The CS outgrew the 

normative political debate that centred on rationalism and realism (Charrett, 2009). It 

is important to point out that it was during the post-Cold War period that the USA and 

the Union of Soviet Socialist Republics started to pursue new and innovative 

technologies to achieve a dominant position (Netolická & Mareš, 2018). This is also 

the period when desecuritisation and demilitarisation occurred, which means that 

security issues that were previously accepted were no longer considered as the only 

priority (Buzan, 2008). In addition, at the core of Max Weber’s (as cited in Fox, 2008) 

idea of post-positivism is that social realities need to be acknowledged and understood 

in their totality and from the subjective perspective of the individual instead of the 

outside observer. 

ST advanced to include newer security threats emanating from domains such 

as the maritime and cyberspace domains. This philosophical and practical 

development is ascribed to the various securitisation approaches described by the 

second wave of researchers of the topic (Karpavičiūtė, 2017). There are two main 

categories of researchers that have contributed to the deepening of ST (Karpavičiūtė, 

2017). The first category focused on the philosophical and sociological features of ST, 

as dealt with by Balzacq (2015; 2011), McDonald (2008), and Hansen (2011), along 

with Stritzel (2007). The conceptualisation drive aimed at reframing ST allowed a 

different view of the relationship between facets in the security process, namely the 

securitising actor, speech acts, and the audience in terms of security threats, as well 

as context (Kapur & Mabon, 2018). Earlier sections in this chapter highlighted that new 

threats have emerged, which caused a change in how society adapts and responds to 

security issues, and ST as a process must to an increasing degree account for these 

shifts. 

Stellenbosch University https://scholar.sun.ac.za



102 

The second category in the new wave of ST highlights that the practical 

application of ST to various case studies relates to the legitimacy of threats (Balzacq, 

2015). Those who have focused on peace and democracy are also included in the 

second category (Hayes, 2009). The second wave of ST researchers facilitated the 

rejuvenation of security and its challenges in the way that security is approached 

through considering various research designs and approaches (Karpavičiūtė, 2017). 

Furthermore, this is corroborated by Kapur and Mabon (2018), who mention that an 

alternative approach to viewing ST and its processes must consider non-Western 

contexts. Williams (2007), a second-generation ST researcher, highlights that 

securitisation is not considered a condition, but rather an outcome of the social 

process, which denotes the social construction of security threats. Security should 

therefore be viewed from various perspectives in order to frame the construction of 

meaning related to threats and security (Bourbeau et al., 2015). 

Furthermore, Philipsen (2018) and Stritzel (2007) argue that ST and its 

relevance outside Western countries, especially as the practice of security logic and 

politics is shifting, are influencing how extraordinary measures are applied in 

securitisation. Philipsen (2018) denotes that the practice of security and its conditions 

of success may change over time. The conceptualisation of threats also shifts over 

time and is influenced by context. Huysmans (2006) contributes to the securitisation 

debate by suggesting that security speech and the practices associated with security 

employed by the state and societal elites are obscuring the approach to what is normal 

and what is exceptional. These scholars form part of the third group of alternative 

thinkers, who seek to understand securitisation in social contexts (Pram Gad & Lund 

Petersen, 2011). These authors’ views also contextualise the social aspect of cyber in 

which this study locates itself. While the scholars are commenting from a political 

science perspective, cyber locates itself across domains and sectors. This enabled 

the researcher to understand the contextual elements of the securitisation process by 

noting the possible implications of the activities of the relevant actors and the effect 

this may have on the referent object. 

When debating cybersecurity, Schwarz (2016) suggests that threats are 

constructed based on the importance attached to them by society and the necessity to 

initiate emergency solutions to resolve the challenge. The securitisation process 

comprises three separate stages. The first stage involves the speech act, which 
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involves actors who can construct an existential threat. This existential threat can 

also come in the form of cyberthreats and cyberattacks, which may challenge the 

safety of a referent object. Owing to cyber operating on various levels in society, 

cyberthreats and attacks may pose a challenge to a variety of actors such as the state, 

business, and individual Internet users (Romaniuk, 2018; Buzan et al., 1998). 

However, one should note that cyber does not necessarily imply the onset of a threat. 

In addition, not every cyberthreat is existential in nature, but its constant rise and 

technological thrusts may cause a strategic effect that can bring threats closer to 

posing an existential risk. Furthermore, an example of the onset of a cyberthreat could 

be an offensive activity of strategic information warfare (Lehto & Henselmann, 2020). 

This is traditionally carried out during times of crisis, when adversarial communication 

systems are targeted to prevent a threat from escalating. The process of securitisation 

implies that a threat is elevated as existential and threatening the referent object so 

that it may either be classified as a mere information security breach of individuals’ 

data or an existential threat to critical national systems in cyberspace. In this manner 

the threat may also include the security of the power bases of the state (Krickeberg, 

2016; Buzan et al., 1998). 

The argument can be made that the military is also a referent object. Van Ooijen 

(2020) argues that a connection exists between cyberspace discourses and war, 

which ultimately positions the military and the state as referent objects.  

Military forces and key infrastructure such as national healthcare systems are 

at risk of cyberthreats and are often attacked (Edelmann, 2020). The prolonged 

exposure to a cyberattack may result in a government shutdown and a state of 

vulnerability in the offensive and defensive capabilities of its armed forces (Edelmann, 

2020). When highlighting the acknowledgement of cyberthreats, attention can be paid 

to the Biden-Putin Summit in Geneva (De Moura & Goldstein, 2021). Biden 

acknowledged the key impact of cyberthreats on American critical infrastructure and 

cautioned that Russia’s continued cyberattacks on American infrastructure will result 

in retaliation (De Moura & Goldstein, 2021). The dialogue between these heads of 

state on cybersecurity is critical in recognising the dangers linked to cyberthreats and 

the potential implications they may have for national security and the possibility of 

military responses. In addition, extraordinary responses now include offensive and 

defensive cyber warfare, as opposed to the previous view of responses confined 
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mostly to kinetic military responses20. One may refer to earlier explorations of ST, 

which questioned whether collapsing critical infrastructure might constitute an 

existential threat that requires an extraordinary response. Owing to cyberthreats and 

attacks now being considered rapidly emerging threats, one may suggest that a 

significant cyberattack or counterattack may constitute an extraordinary response and 

particularly if under military command or combined with kinetic military strikes. 

However, in applying the abovementioned statement to the South African context, 

the researcher highlights the case of the cyberattack on Transnet, which forced the 

organisation to declare force majeure and resulted in extensive financial loss for the 

country’s maritime sector (Smith, 2021). The researcher argues that if viewed in 

isolation, the Transnet cyberattack did not necessitate the South African government 

to declare the digital threat as an issue that required elevation beyond normal political 

debate. However, in the case of Transnet, the cyberattack was most likely criminal in 

nature and not necessarily state sponsored. A military intervention would therefore 

have been inappropriate. South Africa nonetheless securitised cyberthreats by 

formalising legislation to counter cyberattacks, declared it a national security matter, 

and placed the SANDF at the forefront of ensuring that cybersecurity threats are 

prevented, contained, and mitigated. In this way, if viewed as an outcome of ST, it thus 

allowed for traditional security and non-traditional security concerns and responses to 

be enacted to maintain national cybersecurity. 

The researcher argues that a cyberthreat is not by implication existential. This 

can be observed in the case of South Africa, where the threat is merely introduced, with 

action characterised by a lack of urgency (Sutherland, 2017). Although legislative 

frameworks have been employed in South Africa, the existing lack of urgency is 

corroborated by the measuring factors proposed by the GCI (ITU, 2021). A successful 

securitisation process that involves the referent object is reliant on the subjective views 

of the audience concerning the legitimacy of the claims made by the securitising actor 

(Charrett, 2009). In addition, extraordinary measures are executed to safeguard the 

referent object against the existential threat articulated during the speech act stage. 

Lastly, the speech act is accepted and embraced, or rejected, by the audience(s) in the 

securitisation process (Romaniuk, 2018). Both relate to the success or failure of the 

 
20  When referring to kinetic military responses, the researcher points out the alleged Israeli airstrikes against a Hamas “cyber 

facility” (Cimpanu, 2021).  
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process of securitisation, or even leave the threat in limbo. The section that follows 

discusses ST and its interplay with cybersecurity. 

3.7  ST and its interplay with cybersecurity 

Exploring cybersecurity as a construct not only yields a basis of understanding but 

also enables the view that the term being explored should be considered from a social 

science perspective to include the human element. In addition, the operational 

definition used in this study attempts to highlight both the human element and the 

technical component, which are both linked to cyberspace. Furthermore, digital 

security in cyberspace is crucial and users’ online behaviour and their methods to 

secure information might contribute to an increase in the susceptibility to cybercrime 

(Lahcen et al., 2020; Idahosa, 2020). With the development of the Internet as universal 

infrastructure, it can be considered a powerful tool that may be utilised by all for, among 

others, politics, espionage, and defence activities (Lahcen et al., 2020; Briggs, 2020; 

Lewis & Timlin, 2011). The digital space has also opened up a further security domain 

labelled “cybersecurity” that introduced dangerous threats to society, institutions, and 

nation states (Briggs, 2020). 

Dinesen and Sæther (2013) extend the discussion by noting that ST can explain 

how securitising actors frame specific issues for an audience. This threat description 

can be uttered by multiple actors so that the existential threat achieves materiality. What 

this implies is that the utterances of the threat by actors need to be legitimised and 

appear tangible enough for the audience to perceive it as existential. Van Ooijen 

(2020) indicates that the legitimacy of the threat not only depends on the legitimacy of 

the actors, but also the discourse. Expanding on the aforementioned statement, 

cyberspace is a domain that is becoming significant in determining which force may 

win or lose in a time of war in the near future (Heartherly & Melendez, 2019). Herein 

rests the defence dilemma, as noted by Buzan et al. (1998), which focuses on the dire 

consequences of nation states losing a war and the lengths to which states would go 

to avoid military defeat by implementing appropriate security measures. For many 

countries, defeat in war (even if cyber is augmented) remains an existential threat. 

According to Aschmann et al. (2017), a trend prevails among nations to adopt 

cyber and its asymmetrical features to neutralise an adversary’s cyber capabilities. As 

far back as 2001, cybersecurity had become a real concern for nation states (Geers 
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et al., 2014). Governments realised that cyberthreats may target the political, military, 

or infrastructural assets of a nation, or even members of the public (Singer & Friedman, 

2014). The prevalence of cyberthreats is escalating, and more attention is being paid 

to the security aspect of cyber (Dinesen & Sæther, 2013; Hinsenveld, 2015). According 

to Hansen and Nissenbaum (2009), activists who advocate liberation and freedom of 

information point out the violations of governments where personal information is 

gathered for mass surveillance, such as in the case of Edward Snowden. On the other 

hand, authoritarian and even totalitarian governments securitise the flow of information 

as they regard it as a threat to national security and thus posing a direct challenge to 

the cyber sovereignty of its domain (Deibert, 2002). 

It is possible to link Buzan et al. (1998) and their work to the securitising process 

that involves the speech act. Lo and Thomas (2018), McDonald (2008), and Buzan et 

al. (1998) suggest that three conditions facilitate a securitising move. The first security 

condition entails that acceptable security-related grammar should be used and must 

link cyberattacks as an existential threat to the state and its people. Pieterse (2021) 

suggests that cyberattacks are a threat to various spheres in society (social, transport, 

financial, construction, and ICT). The second condition requires an individual in 

authority or the state to announce cybersecurity as an existential threat. When linking 

this to the South African context and the securitisation of cybersecurity, cybersecurity 

has been communicated as a national security threat by the South African Minister of 

Defence (RSA, 2022) and as an existential threat and cybersecurity is considered a 

top priority for the SANDF. To date, no extraordinary measures have been 

implemented; thus falling beyond the ambit of the traditional military response, which 

is often seen as the typification of an extraordinary response. Philipsen (2018) argues 

that in the ST process, the focus should be on performative acts. This therefore 

indicates that the language used by authoritative actors must match the action through 

response. In addition, the perceived threat must be shown to challenge the security of 

the state or the individual (object of reference) (Lo & Thomas, 2018; McDonald, 2008; 

Buzan et al., 1998). The last condition allows for extraordinary measures to be 

introduced so that a securitisation move can occur. The state is able to allocate 

national resources in order for security measures to be implemented to mitigate 

national threats. In the case of South Africa, there has also recently been an increased 

allocation of resources and attention to address the growing cyberthreat rate.  
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Linking this to a similar example, the researcher referred to the COVID-19 pandemic 

period as a non-traditional threat, when there was an increase in support as the South 

African government responded by allocating extensive funding for social support grants 

to lower the impact on South African society and to fund the heavy military deployment 

required for policing activities during the declared state of national disaster. The 

example of the COVID-19 pandemic is also indicative of how previously neglected 

threats entered the realm of existential dangers, which drew extraordinary responses 

from decision makers. Cybersecurity is closely linked with this shift in understanding, 

framing, and responding to newer threat sectors. However, ST is not exempt from 

critique and has been a matter of dispute for years purely because of how threats are 

contextualised within the parameters of society (Bote, 2019; Dos Santos, 2018; 

Hansen & Nissenbaum, 2009). This concerns the notion that securitisation as a 

framework reserves its focus for referent objects and the extraordinary measures that 

are concomitantly implemented (Watson, 2011). Regardless of the criticism levelled at 

it, ST has developed into one of the more significant approaches to investigating 

challenges in security study contexts (Buzan et al., 1998). 

The researcher argues that there ae some parallels between how the South 

African government responds to threats such as the COVID-19 pandemic and 

highlighting cybersecurity. The researcher argues that the political value attached to 

certain threats is an indication of the value attached to the responses, as well as the 

agency attached to the speech act (Philipsen, 2018). The researcher confirms that not 

all responses to threats are the same. Philipsen (2018) notes that this is based on the 

context in which securitisation takes place, and how conventional positions of security 

are challenged by new actors in the security process. In addition, Buzan et al. (1998) 

never mentioned a security threat such as the COVID-19 pandemic as health security 

threats hardly featured in the original understanding of the theory. Health issues and 

cyberthreats were not the core focus of ST when it was first developed by researchers 

at the CS (Wæver, 1998; 1995). Buzan et al. (1998) nevertheless argue that it is 

important to broaden the scope of what constitutes a security threat. Philipsen (2018) 

notes that the speech act in the securitisation process has the ability to shift the 

meaning of security in contexts. In addition, when considering a broadened view of 

ST, it is possible to see how new actors enter the ambit of security and attach alternative 

meanings to threats (Philipsen, 2018). The researcher notes that attaching new 

Stellenbosch University https://scholar.sun.ac.za



108 

meanings to performative acts may impact how new actors deal with threats beyond 

military responses. Moreover, the researcher argues that with cybersecurity in the 

South African context, the response may not necessarily indicate successful 

securitisation, but rather an approach to embracing new actors beyond the political 

ambit to highlight cybersecurity measures. This may also reflect in how the South 

African government is currently recommending collaboration between the private 

sector and government departments (RSA, 2015a). 

Returning to cybersecurity, the researcher argues that threat and response do 

not necessarily have to be at the centre of national security or that using force should 

be an emergency response. The issue with the securitisation of cybersecurity, besides 

meeting the requirements of the three logics posited by Hansen and Nissenbaum 

(2009), is that the narrative linked to security resources and the construction of the 

security threat are often misaligned. Cyberthreats, although increasing at a rapid pace 

globally, do not have an impact on everyone, but in cases of a threat such as the 

COVID-19 pandemic, everyone is at risk. The authoritative actors proclaimed the 

COVID-19 pandemic a threat by indicating its potential societal and economic impact. 

However, viewing authority as a precondition for security renders the theory unable to 

consider how new actors enter the securitisation process and challenge security logics 

(Philipsen, 2018). The audience in this regard is civil society and these new actors 

function as important facets in the securitisation process. The audience does not 

necessarily assess the securitisation process, but contributes to the shifting concept 

of security (Philipsen, 2018). In terms of cyberthreats, the South African government’s 

response is not in the ambit of extraordinary measures, as observed in the 

securitisation process during the COVID-19 pandemic. For example, when one 

peruses the geopolitical consequence of cyberthreats, it is clear that some attacks are 

engineered to target specific regions or actors (Atrews, 2020; Gonzalez-Manzano et 

al., 2022). However, the effects of cyberattacks might be progressive owing to their 

financial implications (Public-Private Analytical Exchange Programme, 2019). 

Nonetheless, the precondition of securitisation becomes relevant when a general 

claim is made by the securitising actors, and the audience accepts that the object that 

is threatened needs to survive at all costs (Aydindag, 2021). 

Furthermore, governments are also utilising cyber to enhance security 

measures but they may experience vulnerabilities in their sectors if appropriate 
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security measures are not already in place to safeguard their interests (Public-Private 

Analytical Exchange Programme, 2019; Brangetto & Veenendaal, 2016). As cyber has 

become fundamental for the functioning of society, activities that were once 

considered accessible in the physical domain have now transitioned to being mostly 

online (e.g., e-commerce) (Eggers et al., 2018). As with the case of technological 

capabilities that guard against cyberthreats, they may only be effective up to a certain 

point in maintaining security (Bada & Nurse, 2019a). Governments have therefore 

acknowledged that the development of legislation aimed at cybersecurity and the role 

of security agencies are essential for the security process. 

Cyberthreats can cause debilitating harm to the structure of and order in society 

(Idahosa, 2020). Izuakor (2016, p. 511), for example, suggests that cyberthreats can 

disrupt critical assets of nation states by targeting digital resources such as “data 

repositories, information network systems, information technologies and 

communication links”. Moreover, cyberthreats, along with potential physical threats, 

could strike at a nation state’s key critical infrastructure such as buildings, nuclear 

power plants, and power supplies (Izuakor, 2016). Viewed collectively, cyberthreats 

thus present dangerous ramifications for a state’s power base, which includes its 

armed forces. The next section discusses the role of the securitising actor and the 

referent object. 

3.8  The role of the securitising actor and the referent object 

The state has always been viewed as a referent object with regard to security and, 

according to Buzan and Wæver (2009), in some ways the nation and its people can 

also be considered similar to the state. Floyd (2020) highlights that ST is not a once-

off event, but rather a political process through which issues are transformed into 

security threats through a series of steps over time. Furthermore, Floyd (2020) outlines 

the process of securitisation by stating the securitisation sequence, which commences 

with the securitising actor engaging in a speech act or making a securitising move.  

The speech act is geared towards a declaration about a referent object being 

threatened (Floyd, 2020). This is followed by a focus on the audience, who must 

accept the securitising move, which then enables the deployment of extraordinary 

responses required to deal with the perceived threat (Floyd, 2020). 
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Khan et al. (2020) suggest that cyberthreats posed a threat to three sectors 

during the COVID-19 pandemic, which combined cyber and health threats, to present 

an even more dangerous threat to societies, governments, and even the armed forces. 

These three sectors, which are vulnerable during a pandemic, are healthcare, 

financial, and government systems. Van Ooijen (2020) argues that the discourse 

regarding cyberattacks is gradually increasing and while the effects of the attacks can 

be felt in a physical space, the ultimate consequences are often only experienced by 

those with expertise in and access to cyber. Bourbeau et al. (2015) acknowledge that 

the state is by far not the only referent object that is threatened by security issues. As 

the spectrum of national security is widened to embrace a collective system – one that 

is inclusive of technical and social systems – more than the state and its political regime 

could be threatened and often more severely so (Bourbeau et al., 2015). 

Hjalmarson (2013) provides for a context in which securitisation can be best 

understood by stating that the securitising actor is responsible for leading the initiative 

to securitise an issue or threat, although this actor is also in a position to take these 

measures on behalf of society. This actor may come in the form of either the state or 

the nation (Buzan & Wæver, 2009). Furthermore, identifying the referent object is 

considered the next phase in the securitisation process. The referent object is a key 

component of the securitisation process and is identified as something that needs to 

be secured. The securitising actor creates measures or finds suitable security 

measures in response to the threat(s) to protect the referent object (Eroukhmanoff, 

2018; Stritzel, 2007). In addition, the audience, or rather the nation in this case, is 

considered the target population at which the vulnerability of a specific referent object 

is directed (Balzacq, 2011). Adding to the discussion, the statement made by Balzacq 

(2011) points towards the notion that military officers form part of society and that the 

military as an organisation may also be vulnerable as a power base. Fundamentally, 

the researcher argues that both are vulnerable to cyberthreats. Eroukhmanoff (2018) 

substantiates the aforementioned statement by indicating that it is incorrect to believe 

that threats will impact individuals equally. For example, when referring to the military, 

the state is the referent object, whereas reference to an individual in the securitisation 

process means the object of reference is often identity (Eroukhmanoff, 2018). The 

researcher argues that there are many referent objects that need protection through 

emergency measures. Thus, although the state might be the referent object, as its 
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national interests and sovereignty must survive at all costs, other referent objects also 

require consideration. 

The researcher believes that there are additional layers of objects of reference 

that require survival and emergency measures to ensure their survival. With the 

human factor (South African military officer) as the focus of this study, it is argued that 

the psychological vulnerabilities of the human must be protected as cyberthreats and 

attacks are engineered to exploit the behaviour and emotions of human users (Rauf, 

2019). The SANDF recognises that cyberthreats are a serious concern for national 

security (RSA, 2021). This necessitates the exploration of military officers’ perceptions 

of cybersecurity, which plays an important part in determining the organisation’s views 

of cyberthreats and how responses unfold. The researcher argues that the referent 

object is the SANDF. The reason for this is that the military is an important factor in the 

security cluster, which maintains national security and carries out strategic operations 

relating to national security (Van der Waag-Cowling, 2017). Figure 3.2 presents a 

diagram of the proposed objects of reference that indicate where the human factor 

locates itself as applicable to South Africa. 

The researcher argues that cybersecurity is too often labelled a non-traditional 

security threat, but is one that has attracted ever-growing attention due to the surge of 

threats and attacks in the South African context. However, not every type of security 

challenge attracts attention, but when securitisation occurs of non-traditional security 

threats and it becomes a fixed threat item on the national security agenda, the 

securitisation claim might be more acceptable (Philipsen, 2018). The researcher also 

argues that through this process of progress, by also securitising dangerous non-

traditional threats, security aspects may eventually be linked to the individual, the 

institution, the state, and the international level. The cyberattacks on South African 

ports underscore the relevance of the national and departmental cybersecurity 

regimes and bodies that South Africa has put in place (Smith, 2021). In the South 

African context, the researcher argues that the government has put in place extensive 

legislative measures and interdepartmental bodies to prevent cyberthreats that may 

push against national security, as well as the basic rights of the individual given 

surveillance, tracking of transactions, and linking any monetary movement of 

transactions in the name of prevention.  
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Figure 3.2: Objects of reference and their points of vulnerability 

 

Figure 3.2 indicates that ST is a process theory and does not only focus on the 

outcomes of the security process. It is worth noting that the ST process was mapped 

out earlier in the chapter (see Section 3.3). Figure 3.2 points out the context-applicable 

features related to the hierarchical process of the objects of reference. Floyd (2020) 

suggests that perceptions are of central relevance as they establish the legitimacy of 

securitisation, although very little is mentioned in the literature about those who 

execute the securitisation process. It is therefore important to explore the perceptions 

of the actors that must implement the securitisation process. The implementation of 

this process would follow after the process that elevated cyberthreats in the overall 

risk profile of the country and its institutions. Linking this proposed view of the object of 

reference, the researcher argues that there are three referent objects. The first is the 

state (which the SANDF needs to protect); the second is the SANDF, where a 

cyberthreat could potentially pose challenges related to intelligence gathering and 

maintaining national security; and the third proposed aspect is the military officer, 

which highlights human vulnerabilities by pointing out aspects of awareness and 

security behaviour.  

South Africa as a nation state 

SANDF 

Exploitation through social engineered threats Psychological vulnerabilities (behaviour, 
cognition) 

The South African military officer 

Defence capability Strategic operations 

Cyber sovereignty 
National security interests (critical 

infrastructure, economy, and environment) 
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The referent object in the case of cybersecurity would be the protection of 

information and the data of users. However, in some cases the relevant security 

nuances may indicate that the state is the referent object and that cyberattacks are the 

threat (Van Ooijen, 2020). Furthermore, the target population should generally be 

influenced in the aforementioned regard through the implementation of security 

mechanisms. It should also be noted that as the narrative is created and extraordinary 

measures are presented to the audience, the potential to divide the nation is an entirely 

possible phenomenon as some members of civil society may reject or accept the claim 

that a referent object is being protected. What this implies is that for security 

mechanisms to be successful, larger groups of society need to experience a sense of 

protection by the state so that the securitisation process can be considered a success 

(Balzacq, 2011). In addition, the process up to this point also denotes the importance 

of the narrative constructed and the acceptance of the existential threat, which may 

not be a given or obvious to all involved in the security process. Contrary to the 

aforementioned point, if the object of reference was considered generally good or 

unthreatened by current and future users of cyber, the narrative and acceptance of the 

threat might not be essential factors to consider. Furthermore, ST recognises that the 

state is of central importance, as it requires state-sanctioned decisions and resources 

to securitise an issue upon acceptance and adoption by the audience (Denning, 1999). 

The fundamental issue that actors may experience in the securitising process is the 

absence of absolute confirmation that the audience is receptive, as they only have the 

view of the decision-making body, where the majority of members would be in 

agreement with the rulings. Philipsen (2018) argues that new actors may challenge 

the prevailing conceptualisations and practices of security. Securitisation ultimately 

downplays the idea that the audience has the power to engage in decision making, 

while the securitising actor can promote certain agendas and exercise control over the 

resources that are employed, as well as over the construction of the narrative that the 

audience or civil society would receive and interpret (Bote, 2019). Moreover, the 

securitising actor does not have to be politically powerful or even part of this specific 

domain (Philipsen, 2018). 

The researcher argues that the legitimacy of the extraordinary measures 

imposed depends on the resources available and sanctioned by the state. An example 

of this would be the securitisation process of cyber in the South African context. 
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Legitimacy can be established through the presence or the construction of a legitimate 

danger that is threatening the referent object. In addition, the narrative regarding the 

existential threat is equally important as it forms part of the securitisation process as 

this will eventually inform how the audience receives the security utterances regarding 

a perceived existential threat and why the referent object should be secured. Bote 

(2019) and Stępka (2022) argue that framing an issue as an existential threat may 

contribute to a measure of urgency in the responses, as opposed to the slow progress 

of normal politics. The section that follows discusses the technification of key players 

in the securitisation process. 

3.8.1  Technification as a speech act in the securitisation process 

Hansen and Nissenbaum (2009) confirm that technification is a specific type of speech 

act. Hansen (2011) believes that three types of logic should occur in the ST process 

for this to be successful and to link all the actors. These types of logic include hyper-

securitisation, everyday security practices, and technification. Hyper-securitisation 

refers to how cybersecurity threats are narrated in assuming that dangerous future 

digital disasters will occur (Egloff & Cavelty, 2021). However, these hyper-

securitisations assume the position that no previous historical events of the same 

status exist (Hansen & Nissenbaum, 2009). Everyday security practices refer to how 

securitising actors use specific security nuances to highlight a security threat by 

identifying the insecurity that civilians are experiencing (Egloff & Cavelty, 2021). The 

feeling of insecurity on the part of civilians is coupled to the cyber imaginaries / hyper-

securitisations by the securitising actor in the cybersecurity sector (Hansen & 

Nissenbaum, 2009). Individual security practice is thereby cast as both a potential 

remedy of insecurity (i.e., individuals as “responsible” partners), as well as a driver of 

insecurity (Hansen & Nissenbaum, 2009). In addition, the practice of individual security 

is applicable when individuals engage in security practices that facilitate mitigating or 

accentuating the threat. Furthermore, technification constructs a security threat as 

something that is dependent on technical knowledge, which ultimately provides the 

political arena with a neutral agenda (Egloff & Cavelty, 2021). Technification in the ST 

process refers to influential advisers who may assist the securitising actor to frame a 

narrative that deals with the survival of the referent object. These advisers may also 

have specialised expertise, although they might have very little influence over the 
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decision making and execution of security measures. The researcher only discusses 

the term “technification” as a logic in this section in the chapter as this relates to the 

context of this study and links to the component of ST that highlights the securitising 

actor and the construction of the threat information relayed to the audience. 

Hansen and Nissenbaum (2009) submit the view that to protect cyber 

sovereignty, the political challenge should be resolved by introducing technical skills 

and knowledge (Hansen & Nissenbaum, 2009). According to Schwarz (2016), the 

technification of cybersecurity enables the process of political approval by the national 

or international audience. This is true because Buzan et al. (1998) suggest that a key 

figure linked to the state should announce the threat by identifying the potential impact 

it might have on the referent object. 

Included in the securitisation process is allowing politicians to elevate the status 

of experts and giving them significant decision-making power (Schwarz, 2016). 

Bourdieu (1994) notes that the core power of utterances rests in the hands of 

those who have been mandated to speak on behalf of a specific group. Dos Santos 

(2018) submits that the state does not act on its own accord, but instead allows a 

representative with the appropriate qualities to engage in security utterances. In 

analysing Dos Santos’ (2018) view, what emerges is that the dynamic of the state in 

utilising a representative to engage in security utterances refers to hegemonic 

structures that allow the elite, who have sufficient social capital, to influence the 

introduction and implementation of security measures. Buzan et al. (1998) emphasise 

that security measures (policies and actions) are first and foremost planned and 

implemented by the state. However, the argument can be made that the security 

measures being used as a response could have been informed by technical experts. 

Technification thus provides technical experts with epistemic authority to formulate 

and prioritise the dangers of cyberthreats (Egloff & Cavelty, 2021). Philipsen (2018) 

provides an alternative argument, namely that actors other than those who have 

political power are also able to enter the securitisation process by using new logics of 

security to obtain authority. Philipsen (2018) notes that new securitising actors may also 

offer an expanded view of security issues by focusing threat characterisation in 

contexts. 

According to Schwarz (2016), critical infrastructure can be viewed as a referent 

object that needs to be protected; not only against threats stemming from the physical 
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domain, but also those from cyberspace. The networks that are linked to critical 

infrastructure may also be targeted by malicious software. The narrative concerning 

protecting users’ data and maintaining national cybersecurity, along with recent trends 

in the upsurge of cyberthreats nationally and globally, allows for influencing or 

recommending that the audience accepts the securitisation process (Schwarz, 2016). 

The technification of cyberspace and cybersecurity isolates those who do not have the 

required skills to execute the measures to facilitate the survival of the state or to ensure 

individual security (Schwarz, 2016). Nissenbaum (2005) highlights that the over-

emphasis on cyber securitisation creates the idea that technical skills for dealing with 

and the discourse associated with cyberspace as a referent object require expertise. 

However, ST still rests largely in the political ambit but not exclusively so. Expert actors 

can therefore provide expertise and undertake consultations with high-ranking 

members of the state to inform security-related utterances. This can be observed in 

the South African context, where the National Cybersecurity Advisory Council was 

introduced to provide advice on security legislation and the technical issues related 

to cybersecurity (South African Government, 2013). Cybersecurity experts do not 

necessarily have the deciding power or authority to engage in speech acts or to facilitate 

the appropriate conditions in which security nuances align with the nature of the threat. 

Furthermore, cyberspace can be considered a referent object characterised by 

technical elements that could be secured exclusively by those who have access to the 

technical expertise to inform others of related issues on the political agenda (Van 

Ooijen, 2020; Fouad, 2019). This nexus relies on technification, which ultimately 

causes the securitisation process to appear politically neutral since it is presented as 

an extension of technology and not really human agency (Schwarz, 2016). The notion 

of technification and the narrative relating to maintaining safety underline the process 

of allowing technical experts to inform the “elite”, which contributes to subsequent 

utterances, but also affects whether effective measures are implemented in response 

to threats. It should be reiterated that those with less technical expertise will find it 

more difficult to contest the security issue and the proposed “beyond the normal” 

responses (Cavelty & Egloff, 2021). The technical expertise that informs the 

construction of threats and measures may nevertheless depoliticise elements of the 

securitisation process (Cavelty & Egloff, 2021). Cavelty and Egloff (2021) are in 

agreement with Philipsen (2018) in noting that those actors with authoritative power 
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who speak on security can be more authoritative if they have more knowledge to speak 

as an authority on, for example, cybersecurity, as opposed to authority being a 

precondition for speaking, but with the actor having little knowledge of the topic. The 

researcher thus argues that the status quo of ST is increasingly challenged by those 

with superior or technical knowledge. It is important to conclude this section by 

highlighting that not all attempts at securitisation are bound to be a success, but the 

uncertainty of emerging threats with a possible existential impact necessitates 

knowledge and skills of securitisation to determine responses. The section that follows 

presents a critical review of ST. 

3.9  Critique of ST 

The CS has developed an innovative approach to explaining the concept of security 

(Nissenbaum, 2005). Despite the great value that the CS has contributed to the 

conceptualisation of certain phenomena through the study of securitisation, this school 

also encountered criticism for failing to highlight certain implications of the 

securitisation framework (Nissenbaum, 2005). Charrett (2009) contends that society 

has entered a phase in which security is a basis for obsession. McDonald (2008) 

contributes to the ongoing critique regarding ST by noting that it can be challenging in 

two ways: (1) security is constructed narrowly as the focus is on the speech of 

powerful stakeholders, which results in the exclusion of others, and (2) ST restricts the 

definition of the context of the act as the focus is only on the moment of intervention 

(McDonald, 2008; Buzan, 2006). McDonald (2008) suggests that security issues that 

are constructed over a long period of time may lose the meaning attached to them. 

When this transpires, the specific issue may inevitably be overlooked. Language is 

relevant as it conveys meaning that is important in the ambit of ST as the connotation 

attached to words is valuable for emphasising the importance of images and physical 

action (Charrett, 2009). 

The location of the origin of ST, namely Europe, does not make adequate 

allowance for existential threats in an African context, nor has it opted to include an 

Afrocentric view, which may have assisted with developing a theoretical framework that 

would also be suitable for the African context (Ezeokafor & Kaunert, 2018; Stritzel, 

2007; Huysmans, 2006; Williams, 2003). However, several researchers have studied 

ST outside the confines of the West. In addition, security as a socially constructed 
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phenomenon is highly subjective (Romaniuk, 2018; Wæver, 1995). Nonetheless, 

Huysmans (2006) and Balzacq (2005) affirm that there are contrasting views in the 

conceptualisation of threats, which presents challenges for the process of 

securitisation. The abovementioned authors have contributed extensively to the review 

of securitisation in the 21st century and made contributions about its relevance relating 

to non-military issues, where issues relating to cybersecurity have now been 

acknowledged as emerging threats. 

Acharya and Buzan (2017) acknowledge that ST originates from the Western 

world and neglects the magnitude of change in the social landscape, and fails to 

embrace histories and cultural contexts and to advocate important ideas that differ from 

Western theories. Acharya and Buzan (2017) advocate Westernised theories but 

question the rejection of non-Western norms and contributions by the established 

framework of securitisation. This implies that African nations, for example, are 

marginalised and therefore have to adapt their approach to the securitisation of, for 

example, cyberspace. Furthermore, African nations also need to adapt to local 

conditions and derive from ST what they can as the debate centres on the adaptation 

of ST versus accepting Westernised views. Acharya and Buzan (2017) also allude to 

the notion that non-Western contexts may contribute to the expansion of the theory; 

thus providing an opportunity to adjust how ST as relating to cybersecurity is carried 

out in the South African context. 

The researcher argues that security as a concept is adaptive in the face of 

national security and in defence structures. Furthermore, the security measures that 

are introduced are usually a reaction to internal and external threats (Ahmad & Huvila, 

2019; Al-Dawod & Stefanska, 2021; Uchendu et al., 2021). This reaction merits the 

constant adaptation to change and changing the perceptions of national security 

(Dearlove, 2010). Philipsen (2018) denotes that what is deduced from a performative 

view on ST is a framework that presents how iterations about the logic of security is 

readjusted. Viewing security as an iterative process allows for the perception of 

security to be analysed as it enters new disciplines. Moreover, Philipsen (2018) 

suggests that this movement across disciplines facilitates a change in the conceptual 

notion of security. It can be argued that a performative approach enables the analysis 

of securitisation to consider practices in the process that do not necessarily “succeed”. 

However, these practices still have the potential to have an influence on current 
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security debates and practices (Philipsen, 2018). The researcher notes that 

considering multiple speech acts allows for the exploration of security as it emerges, 

instead of approaching it as being reliant on societal structures. In addition, it highlights 

the power practices embedded in speaking security and enables analysis of how some 

speech acts contain a certain subjectivity, while others contest them (Philipsen, 2018). 

This is also in line with Lucke’s (2016) view of the facilitating conditions of the speech 

act, which sought to analyse the security grammar of the authority actor, and the 

position of the actor as relating to the security logic it applies to the securitisation 

process. In this way, ST provides meaningful insights into the security logic that is used 

in certain contexts. Philipsen (2018) argues that broadened and newer concepts of 

security present a challenge to the static nature of ST, by pointing to the iterations that 

are characteristic of any security expression. This iteration challenge attached to ST 

can be overcome by not viewing it as a blockage in the theory, but as a potential for 

change (Philipsen, 2018). 

Cybersecurity is considered a hybrid form of security and does not form part of 

the first wave of philosophical and practical development of ST. Yet, the second 

generation of researchers using this theory is focusing on incorporating new and 

emerging threats to society. For example, when perusing the introduction of cyber 

securitisation, Hansen and Nissenbaum’s (2009) work is evidence of an attempt to 

incorporate new threats into the security discourse (Bote, 2019; Fouad, 2019; Kapur & 

Mabon, 2018; Lacy & Prince, 2018; Van Ooijen, 2020). In addition, the securitisation 

narrative linked to cyber should be considered over a longer period for a more effective 

outcome (Van Ooijen, 2020). Hansen and Nissenbaum (2009) also argue that cyber 

defies the notion that the state and the military should be the central figures of power 

in the securitisation process. Van Ooijen (2020) argues that the discourse on cyber 

and the militarisation of cybersecurity should take place over an extended period of 

time, when repetitive patterns could emerge. This consideration confirms the idea 

that the securitisation of cybersecurity is not a straightforward, single-event process 

but takes place over time (Van Ooijen, 2020). Although many view cyber as a critical 

threat with serious implications for national security, the response and priority 

accorded to cybersecurity is a different matter. This can be observed in the initiatives 

relating to nation states’ responses to ongoing cyberthreats (ITU, 2021). The 

researcher thus argues that context is an important element in how nation states arrive 
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at securitisation and incorporate the military to mitigate risk and protect national 

security interests. 

Cyber within ST is an upcoming concept and challenges existing ideas related 

to the construction of threats. According to Karpavičiūtė (2017), from the second wave 

it is clear that scholars may not want to engage with the argument that cyber is an 

existential threat given that it has existed for many years. This concept has also been 

named various terms, such as “transnational”, “asymmetrical”, or a “new form” of 

warfare. Including cybersecurity as a hybrid concept in the theoretical arguments of 

“threat identification” may facilitate understanding of the existential and non-existential 

elements of cyberthreats (Karpavičiūtė, 2017). One of the main developments in ST 

was its alignment with widening security to include sectors outside the state and the 

military (Buzan & Hansen, 2009). This consequently allowed for cyber to be considered 

as an emerging form of warfare. Hansen and Nissenbaum (2009) argue strongly that 

cyber should be included as a new sector in ST as it has the ability to produce 

disruptive consequences in society and therefore demands attention (Van Ooijen, 

2020). 

Cybersecurity may not necessarily be securitised rapidly, as the COVID-19 

pandemic was, simply because the anticipated mortality level may not be clear. The 

argument can be made that cyber can be securitised by following a similar process as 

the one through which the COVID-19 pandemic was securitised – through multiple 

phases over time. However, Philipsen (2018) focuses on the aspect of response in the 

securitisation process by noting that not all threats necessitate agency in speech acts 

owing to differences in context and the political value attached to security issues. 

Aschmann et al. (2015) maintain that the cybersecurity of a nation is important for 

ensuring the protection of information and information-based processes of citizens, 

corporations, and the government and to guard the safety of a nation’s critical 

infrastructure. A nation must maintain its cyber sovereignty by protecting itself against 

cyber onslaughts by adversarial nations, as well as from cyberterrorism and 

cybercrime. The status quo for a nation is to maintain cyber peace, both internally and 

with its allies. The military has objectives to protect and defend against a cyberattack 

from an adversarial nation and to launch offensive cyberattacks in times of war. The 

major threats to economic vitality and national critical infrastructure in cyberspace now 

offer adversaries the potential to cripple the modern state over time while avoiding 
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engagement in traditional kinetic war (Demchak, 2016). The next section focuses on 

how cyber is approached in the SANDF with reference to the components of ST. 

3.10  Cyber in the SANDF 

Cyberspace is an important channel for advancing diplomacy among nations, 

conducting intelligence operations that involve security agencies, and advancing the 

capabilities of the military as a force multiplier (Doyle, 2015; Painter, 2018). 

Furthermore, the promotion of threats beyond normal politics is undertaken by the state 

and its apparatus, which includes the military (Cavelty, 2013). One therefore cannot 

downplay the key role of the military in maintaining national cybersecurity21 in the 

digital domain. This attribution has wide implications for the SANDF as the entity 

entrusted with maintaining national cybersecurity for South Africa. Nissenbaum (2005) 

suggests that the military is a referent object. Hirsch Ballin et al. (2020) note that the 

concept of security has extended beyond the military addressing external threats to a 

nation state22. While newer threats have emerged in various domains, the connection 

to cyberspace has become more apparent. Buzan et al. (1998) denote that several 

sectors are referent objects; one of which is the military domain, and that each of these 

sectors is pertinent for the survival of the state. However, the military itself is noted as 

an object that needs to survive and should be protected (Aydindag, 2021). While ST 

traditionally considers the military as a component in addressing the existential threat, 

the extension of security beyond issues impacting the state has removed the military 

from the apex as a response (Hirsch Ballin et al., 2020). The extension of the security 

agenda therefore allows other actors to enter the securitisation process. This extension 

may allow cybersecurity to be addressed as a key facet for achieving national security. 

However, Philipsen (2018) argues that not every iteration requires a change in 

approach to the conventional method of addressing security, which means that 

whereas newer threats such as cyber have emerged, it does not necessarily imply that 

how the military addresses the security issue should change from how it approached 

previous security threats. In addition, Philipsen (2018) argues that older forms of 

security practices might be used to address newer security iterations in the 

 
21  The NCPF (RSA, 2015b, p. 73) defines national cybersecurity as “a broad term encompassing the many aspects of electronic 

information, data and media services that affect a country's security, economy and wellbeing. Ensuring the security of a 
country's cyberspace therefore comprises a range of activities at different levels”. 

22  See Sections 3.4 and 3.5 for the expansion of security to include new threats beyond external threats that are geographically 
based. 
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securitisation process. When referring to how cybersecurity is elevated to the national 

security agenda, the researcher argues that the SANDF is but one referent object that 

needs to be protected so that the nation state’s cybersecurity initiative may flourish and 

for its sovereignty to be protected. Hirsch Ballin et al. (2020) denote that cybersecurity 

must incorporate all objects of security, namely the state, the authority actors, and the 

individual. This implies that the object of reference is not just the state, which also 

extends the argument that threats from the cyber domain might be approached by 

various actors. This view furthermore opens up the notion that the referent object 

cannot be isolated to the SANDF, but should extend to including its military personnel. 

In the South African context, the former Minister of Defence, in her Budget Vote 

Speech of 2017/2018, reiterated that the SANDF could not afford to relax its efforts to 

advance capacity in cybersecurity (RSA, 2017a). In addition, the manner in which the 

discourse related to cybersecurity is reiterated in the minister’s other speeches 

indicates that cyberattacks are also future orientated. Stevens (2016) refers to 

cybersecurity utterances in pointing towards the notion of cybersecurity being 

imaginary. This denotes that cybersecurity is inherently progressive as resources are 

mobilised to respond to current and prospective threats. This cybersecurity imaginary 

is nested within social imaginary that ultimately influences how narratives regarding 

cyberthreats are uttered and responded to (Van Ooijen, 2020). Cyberthreats are thus 

viewed as a current and future threat that governments, and their military institutions, 

must contend with. In this regard, its iterations and repetition thereof also play a role 

in configuring and reconfiguring cybersecurity as a threat to infer meaning and flag 

cyberthreats as a new security act to challenge the status quo and how decision 

makers view security threats (Philipsen, 2018). South Africa relies extensively on 

imported technological tools for the protection of cyberspace. This is an indication that 

the tools, including hardware and software, may not necessarily be created within the 

borders of South Africa, which presents potential difficulties for maintaining national 

cybersecurity and establishing cyber sovereignty. Within the frame of the 

aforementioned argument, it must be emphasised that using social media platforms to 

communicate information without complying with organisational directives and policies 

may place both the organisation and the military officer at risk (Martin, 2020). 

The SANDF has not yet devised the means necessary to construct secure 

platforms for rapid and dynamic communication by its members. This is known 
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because the South African Defence Review (RSA, 2015a) does not refer to the 

development of in-house methods to engage with cybersecurity, apart from capacity 

building and strategic planning. The researcher is therefore of the view that in South 

Africa, the potential for the securitisation of cyber exists along with making a move to 

achieve the militarisation of cyberspace, which has not yet been fully realised. The 

researcher explains this statement by noting that the nature of cyberattacks and threats 

necessitates the state and military to take offensive and defensive action (Gomez, 

2017). This action is part of the process of establishing national cyber strategies 

(Gomez, 2017). The researcher argues that in the case of South Africa, the 

militarisation of cyberspace has not yet been actualised, despite the cybersecurity 

discourse at the national level, which considers a cyberattack as falling in the same 

ambit as terrorism. Gomez (2017) suggests that, on the surface, cyberthreats have 

apparently not yet significantly crippled the infrastructure of the armed forces, which 

could explain why the militarisation of cyberspace is portrayed differently across 

military forces. This implies that the military is more reactionary than proactive in its 

stance towards cybersecurity (Felix, 2020). 

The researcher argues that the “driver of insecurity” has relevance for the 

sample population of this study, namely military personnel. This manifestation of cyber 

responses across militaries could potentially be symptomatic of how security is 

perceived and approached in various nation states. The Minister of Defence and 

Military Veterans in South Africa has addressed parliamentary officials more than once 

about the dangers of cyberthreats and possible cost-effective ways in which the 

military could be an effective role player in South Africa’s cyber defence (RSA, 2018; 

2020a). Romaniuk (2018) suggests that for the securitisation process to commence, 

first an existential threat, which in this case is a cyberthreat, should be motivated.  

The characteristics of the cyberthreat are communicated to a group of people in the 

state – people who have some form of political power (Romaniuk, 2018). Taking the 

former Minister of Defence’s speech on cyberthreats into account alongside the 

warnings of cyberattacks from experts, business, and academia, it could be 

emphasised that the speech was directed at parliamentary officials. These senior 

parliamentary officials have the power to make informed decisions about sanctioning 

emergency responses. While this key address to parliament could simply indicate the 

creation of a security narrative related to the armed forces and cyber, it nevertheless 
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strengthens the argument that the range of “insecure” objects has broadened (Fouad, 

2019). In ST, the change assessed is not a change in how security is characterised, 

but a change in which issues are categorised as security issues. Furthermore, it is an 

extensional change that focuses on how securitising actors expand the security logic 

to include new areas by moving certain issues from the political realm into the security 

realm. The broadening of insecure objects means that this category also includes the 

vulnerability of government, business, and electoral processes and individuals to 

cyberthreats (Fouad, 2019). 

As mentioned in the section that focused on the technification of cybersecurity, 

technology represents a key component in the expression of power by the state as it 

promotes “information dominance, political dominance, economic dominance as well 

as military power” (Bote, 2019, p. 12). While Bote (2019) highlights the expression of 

power by the state, it is perhaps fundamental to highlight the element relating to power 

derived from words that conform to specific rules established by the government. In 

the South African context, the former Minister of Defence emphasised in her budget 

speech in parliament on 18 May 2018 that cyberthreats aimed at South Africa and the 

armed forces environment could be detrimental if the budget for cyber defence was not 

increased (Dentlinger, 2018). It is important to keep in mind that this is a security 

cluster with responsibility. It could thus assist if there is a standardised narrative that 

is corroborated by ministers in their political speeches. Furthermore, the Minister of 

Defence also emphasised in her budget speech that failure to allocate effective 

budgetary resources to advance the cybersecurity agenda in the organisation might 

cause a failure to implement the South African Defence Review of 2015 (Dentlinger, 

2018; RSA, 2015a). This means that the appropriate dialogue should be employed to 

advance the topic of cybersecurity in the military context. The Minister of Defence thus 

emphasised (and did so more than once) a need to modernise the SANDF, yet very 

limited attention has since been paid to the military’s cyber defence capacity and 

capability. In addition, the minister’s speech focused on creating awareness of the fiscal 

challenges related to funding of the SANDF. Furthermore, the Chief Director of the 

Defence Intelligence Division in the DoD made a presentation to the National 

Assembly’s Defence Committee on the progress of the Cyber Warfare Policy 

Framework (PMG, 2020).  
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Several main points regarding SANDF vulnerabilities to cyberthreats were 

noted during this meeting: 

• A cybersecurity strategy in the DoD is necessary for securing national security 

interests. 

• The DoD has the overall responsibility for coordination of, accountability for, 

and implementation of cyber defence matters in South Africa. 

• A focus on understanding the strategic nature of cyberattacks and threats and 

the various motives of nefarious actors is essential. 

• The development of cybersecurity capacity is required to manage cyberattacks 

and threats from cyber mercenaries who pose a threat to military infrastructure. 

To corroborate this, the Chief Director referred to the case where an 

advertisement was posted on the Deep Web to recruit cyber mercenaries to 

extract critical information relating to some of the SANDF’s top military 

secrets)23. 

• South Africa is grossly underequipped as the DoD and SANDF have only 100 

trained cyber officials who are able to deal with cyberattacks and threats, and, 

even so, these cyber officials operating in the DoD have not yet been equipped 

with the skills to deal with higher-tier threats such as government sabotage and 

espionage. 

Based on the aforementioned, it can be noted that dialogue concerning cybersecurity 

is on the agenda of South Africa’s top ministerial and military officials. The dialogue 

clearly indicates that cybersecurity has risen to a position of prominence on South 

Africa’s political and security agendas. President Ramaphosa, for example, along with 

senior government officials, voiced displeasure about recent reports that his mobile 

device was placed on a cyber target list by Rwanda in 2019 (McCain, 2021). The South 

African president’s mobile device is also believed to be targeted by Israeli-developed 

spyware software named “Pegasus” (Du Plessis, 2021). Collectively, statements and 

events pushed cybersecurity up in the ranks of the South African national security 

agenda to a fixed topic of discussion at the political level. This progress implies that 

 
23  Hosken (2016) reported in 2016 that South Africa’s top military secrets were stolen through hacking. 
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the repetition of the argument helps to focus political attention on a previously 

underplayed security threat. 

The SANDF is still in the securitisation process as policy development takes 

time but must be implemented (Van Niekerk, 2017). This is echoed by the NCPF (RSA, 

2015b), which acknowledges that there is an overlap between government 

departments whose policies do not comprehensively align to address cybersecurity 

threats with potential attacks. The nature of cyberthreats has been developing and is 

ever changing, which demands that the view of ST should be widened, especially since 

cyberthreats are wider than just the armed forces (Šulović, 2010). It should therefore 

be highlighted that the call for ST to include threats beyond the initial narrow, political-

military confines must be noted and mobilised. From a South African perspective, 

elements of the ST process are visible in the aforementioned discussion, but it is 

clearly not complete and it should not to be seen as a given that it would be 

successfully completed. A major void exists owing to the lack of capacity, which is 

reinforced by the diffused nature of actor responses that are embedded in a myriad of 

government departments and agencies. 

The South African state should strike a balance between constructing a 

regulatory framework that mitigates cyber risks owing to the advancement of ITs and 

avoiding infringement of “the fundamental rights of every South African citizen to 

privacy, security, dignity, access to information, the right to communication and 

freedom of expression”, as provided in section 3.1 of the NCPF (RSA, 2015b, p. 14). 

However, the SANDF has placed its understanding of cybersecurity in the realm of 

information warfare, which deals with the neutralisation of an enemy’s cyber 

capabilities (RSA, 2017b). In this case, the SANDF is also responsible for pushing the 

securitisation debate further down the line and using the advantages presented by the 

asymmetrical features of cyber to execute its mandate relating to national 

cybersecurity. The SANDF’s promotion of the securitisation of cyber also implies a 

strong element of militarisation by playing its allocated role nationally and in the military 

security context. The assumption can therefore be made that South African security 

actors are in the process of prioritising cyberthreats and elevating the risk profile 

thereof (Gomez, 2017; RSA, 2015b). The SANDF assumes the largest burden in 

managing cyberthreats and it is thus in its own interest to have the required political 

support for its mandate. This is corroborated when reviewing the role of the military as 
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presented in the NCPF (RSA, 2015b). However, to date it only aligns with some 

aspects of ST as a process. Later thought on ST suggests that threats are able to 

move beyond powerful political decision makers that centre on the state being the 

referent object. Chapter 3 showed that cybersecurity can be securitised, and that 

South Africa in fact already went through some of the phases to arrive at rather 

extensive legislation, institutions, a military counter-apex, and for entities other than 

politicians to play a securitisation role. Securitisation thus serves to pitch cybersecurity 

as a dangerous threat.  

3.11  Conclusion 

This chapter discussed several key aspects related to ST. The chapter also discussed 

the emergence of new security threats in the 21st century and indicated that 

cyberspace is a threat that has emerged as a latecomer among an array of threats 

that have been afforded priority. A description of ST was provided, along with a brief 

indication of the actors and the relevant securitisation process. Thereafter, the chapter 

discussed the various interdisciplinary views on security. The chapter also offered a 

critical discussion of the rise in and utility of ST and pointed out key contributions in 

the various contexts to which this theory is applicable. In addition, the chapter 

elaborated on the intersection between ST and cybersecurity, which allowed for 

highlighting aspects relating to the actors and the role of power. The movement 

towards cyber becoming a securitised domain was also considered in the premise of 

cyber as a referent object. The chapter also offered a critical review of ST, by pointing 

out the pitfalls and potential aspects that might hinder development and thus its 

applicability and utility in newer contexts. 

The last two sections of the chapter addressed how cybersecurity entered the 

SANDF and how cyber is approached within this military domain. The focus on these 

two sections identified that the SANDF is responsible for the overall coordination of 

cyber defence efforts to sustain national security (Malatji et al., 2021). Through the 

lens of ST, the South African situation does not fully comply with the tenets of ST, but 

speech acts, audiences, and reference groups are visible, although patchy. What is 

visible is that in the case of South Africa, ST in a non-Western context has some value 

for the country, the SANDF, and its journey to address cybersecurity as a national 

security interest. It is important to note that the theoretical aspects of ST, along with 
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the literature (Chapter 2), acted as a guide to the creation of questions for both the 

interview guide and the COQ. This chapter allowed the researcher to show how ST 

contributes to this study. Furthermore, this chapter allowed the reader to understand 

why ST serves as a theoretical departure. The usefulness of this framework assisted 

the researcher with achieving the research aims and answering the research 

questions, which focus on the exploration of cybersecurity as a dangerous threat in 

the military context. 

The chapter that follows elaborates on the methodology used in this study, and 

as such explains the research design, the sampling framework, and the data-collection 

phases. 
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CHAPTER 4:  

RESEARCH METHODOLOGY 

4.1  Introduction 

This study focused on the exploration of factors relating to cybersecurity in the SANDF. 

The overall purpose of the study was to explore the perceptions and views of 

cybersecurity among officers serving in the SANDF. The previous chapter was 

dedicated to the role of ST in cyberspace and how this influences how threats are 

constructed. This chapter engages with the methodology selected for this study. This 

chapter contains discussions of the research design, sampling population, data-

collection tools, and the research procedure followed for the study. In addition, the data-

collection techniques and analysis used in the study are explained. 

4.2  Research objectives 

The rationale for this study was the significant gap that exists with regard to the 

production of knowledge concerning the perceptions of cybersecurity among South 

African military officers (Gcaza & Von Solms, 2017; Van’t Wout, 2019; Van der Waag-

Cowling, 2017, 2013). The overarching aim of this study was to provide an exploration 

of the perceptions that govern the views of the military officer regarding cybersecurity 

in the SANDF. The study explored how military officers conceptualised cybersecurity 

by specifically gauging their awareness and how cybersecurity threats were perceived 

in the context of the SANDF. 

The objectives of the study are captured in three specific research questions, 

which are as follows: 

• How do South African military officers conceptualise cybersecurity awareness? 

• How do South African military officers perceive cybersecurity threats within the 

SANDF?  

• What are the perceptions of cybersecurity awareness through the lens of the 

military officer? 
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4.2.1  How do South African military officers conceptualise cybersecurity 

awareness?  

The information derived from the responses provided the study with the context 

relating to the impact of awareness initiatives, past experiences, and online education 

in shaping capacity for awareness among officers in the South African military 

environment. 

4.2.2  How do South African military officers perceive cybersecurity threats 

within the SANDF?  

The construction of cyberthreats remains of key importance to the awareness of 

military personnel. It was essential to explore how these threats are constructed at the 

individual level to establish the context in which these perceptions emerge. 

4.2.3  What are the perceptions of cybersecurity awareness through the lens of 

the military officer? 

Viewing the perceptions of cybersecurity through the lens of the South African military 

officer provided a contextual basis for how cyber is approached in an organisational 

setting. The exploration of these lenses allowed for a deeper view on how broader 

contextual issues might have an impact on how cybersecurity awareness practices are 

carried out by military officers.  

4.3  Research paradigm 

Social scientists’ research-related work has specific existing philosophical 

underpinnings and these sources often contain one or more paradigms (Kaushik & 

Walsh, 2019). The use of multiple paradigms is generally determined by the nature 

and objectives of a study. Babbie (2010) suggests that neither the positivist nor 

interpretivist paradigm is considered better than the other. The onus rests on the social 

scientist or researcher to employ the research paradigm that is deemed appropriate 

for answering the research question(s) (Babbie, 2010). This view feeds into the aim of 

this study, which is to explore the perceptions of cybersecurity among South African 

military officers, as the mixing of paradigms answers the research questions stated in 

Chapter 1 (see Section 1.10). The understanding that positivism as a paradigm is 

Stellenbosch University https://scholar.sun.ac.za



131 

fuelled by hard scientific facts characterised by statistical equations and quantitative 

philosophies of generalisability does not by any means imply that the interpretivist 

paradigm is less adequate. Merriam (1985) substantiates this claim by suggesting that 

research in general should focus on aspects of credibility and whether the research is 

confirmable. 

This study used a mixed-methods approach that was divided into two research 

phases. The qualitative approach was the primary method in Phase 1 of this study. 

The primary method of selection was key in obtaining a view on the participant 

narrative regarding aspects such as information sharing in the organisation, their view 

on cybersecurity, and how they orientate themselves in cyberspace. Furthermore, this 

qualitative phase (Phase 1) was of key importance as it informed the item development 

that took place in Phase 2 of the study. The quantitative approach in Phase 2 involved 

a self-completion questionnaire. Consequently, the researcher adopted a varied 

approach by employing more than one paradigm24 to explore the phenomenon in the 

participants’ natural setting (Merriam, 1985). Paradigm mixing may also assist in 

understanding the sequential design, which is discussed in the next section.  

Interpretivism as a paradigm is more suitable for qualitative research. However, 

considering interpretivism implies that the researcher was interested in obtaining a 

deeper understanding of a particular phenomenon. The interpretivist paradigm also 

allowed the researcher to extract the values and perceptions that are connected to a 

participant’s worldview (Alharahsheh & Pius, 2020). Interpretivism therefore informed 

Phase 1 of the study. The positivist paradigm aligns itself with the quantitative 

approach because it is more suitable for quantitative research methodologies. The 

positivist paradigm refers to those events that can be observed and measured 

objectively (Vermooten, 2018). This statement confirms that researchers do not 

interfere with the phenomena that are present in the social reality of the participants 

in a study. The selected paradigm links with Phase 2 of the study, which involved the 

development and administering of a questionnaire (see Appendix E for the COQ). 

  

 
24  See Section 1.11 on the research design used, where emphasis was placed on the paradigm approaches of interpretivism 

and positivism. 
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4.4  Research design 

Gray (2009) defines a research design as the general plan for the collection, 

measurement, and analysis of data. Cohen et al. (2011) define a research design as 

the strategic, tactical, and practical factors relating to research. Creswell (2014) notes 

that a research design is a plan that links the research problem to attainable empirical 

research. The research design thus directed how the researcher set up, constructed, 

and executed the collection, measurement, and analysis of data during Phases 1 and 

2 of the study specifically to address the secondary research questions. 

This study utilised an exploratory sequential mixed-methods design, which can 

be described as a systematic research procedure that is characterised by the 

collection and analysis of data by combining quantitative and qualitative approaches 

during the research process. According to Creswell (2007; 2009), this specific 

research design can be used to provide views on the topic. According to Greene et al. 

(1989), along with Tashakkori and Teddlie (1998), these opposing paradigms can be 

used to supplement each other and allow a more detailed, richer analysis. Since a 

mixed-methods approach employs both quantitative and qualitative methods, it is 

important to illustrate the differences between these two methodologies, as indicated 

in Table 4.1. 

Table 4.1: The differences between quantitative and qualitative research 

Research 

design 
Qualitative research Quantitative research 

Scientific 

method 

The qualitative research method is 

concerned with the interpretative 

social science paradigm. Qualitative 

research provides deep and 

contextual meaning of participants’ 

views (Babbie & Mouton, 2007). 

Qualitative researchers are 

subjectivist in their research 

approach (Creswell, 2009). 

The quantitative research design is 

based on logical positivism (Babbie & 

Mouton, 2007). Quantitative 

researchers are positivist in their 

approach to research (Creswell, 2009). 

Types of data 

collection 

Qualitative research uses direct and 

non-direct observation techniques. 

Examples of data-collection 

techniques include interviews and 

documentary research (Creswell, 

2007). 

Quantitative research includes the 

measurement of data through scale 

items. Data-collection instruments are 

utilised and validated through external 

criteria (Creswell, 2007; Messick, 1995). 

The data-collection instruments are 

psychometric instruments and surveys. 

Data-analysis 

techniques 

Qualitative data analysis seeks to 

uncover themes and patterns within 

the participant-derived information 

Data-analysis techniques are based on 

connections between variables (Janse 

van Rensburg, 2019). Furthermore, the 
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Research 

design 
Qualitative research Quantitative research 

and by focusing on the contextual 

view of participants (Janse van 

Rensburg, 2019). Furthermore, data 

are analysed with the qualitative 

researcher taking a reflexive and 

subjective approach (Lichtman, 

2014). 

overall purpose of conducting 

quantitative analysis is to test a theory 

instead of engaging in theory 

development (Babbie & Mouton, 2007). 

Reporting 

findings 

The researcher reports the findings 

extracted from the views of the 

participants and relies on the 

interpretation of narratives (Creswell, 

2009). 

A statistical manner of reporting the data 

can be followed when deductions are 

made from objective points of view. 

 

Sutton and Austin (2015) state that a qualitative approach aims to interpret, decode, 

translate, and make meaning of certain phenomena. A qualitative research method is 

an approach that attempts to understand social reality and must be grounded in 

individuals’ lived experiences and understanding of their social reality (Gray, 2009). 

Fraenkel and Wallen (1996) state that the qualitative approach is a method that 

attempts to understand and interpret what exists at present in the form of conditions, 

practices, processes, trends, effects, attitudes, and beliefs as the actors perceive 

them. This was important for the questionnaire employed during Phase 2 of this 

research and the responses received from the interviews conducted. In contrast, a 

quantitative paradigm does not readily allow for rich and open-ended discussions that 

enable elaborating on, for example, military officers’ individual perceptions of 

cybersecurity (Creswell, 2009, 2007; Kvale, 1996; Moustakas, 1994). From a 

methodological point of view, the integration of findings allows for the topic under 

exploration to be engaged comprehensively instead of isolating findings to fit one data-

collection approach. Furthermore, a mixed-methods approach assists in triangulating 

the findings from multiple perspectives. The exploratory sequential mixed-methods 

design involved the researcher following a certain sequence in the data collection. This 

allowed each method to inform the subsequent method (Berman, 2017). The 

exploratory sequential design can be categorised into two phases as the qualitative 

phase of data collection and analysis is usually considered the primary driving force. 

This qualitative phase must consequently be followed by a second phase, namely the 

quantitative phase of data collection and analysis (Berman, 2017; Teddlie & 

Tashakkori, 2008). These methods, however, only aimed to explore the construct of 
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cybersecurity while also envisaging to achieve triangulation of the results. It should 

nevertheless be noted that in this study, the first method, which is qualitative, was the 

main method and therefore predominantly informed the findings of the study. The 

subsequent method, which was quantitative, was followed to complement the 

qualitative findings. According to Creswell and Plano Clark (2011), the development 

of a quantitative instrument or survey is largely dependent on the themes extracted 

from the qualitative data. The final phase in this exploratory sequential approach was 

to embark on a phase of integration, whereby the core responsibility rested with the 

researcher to integrate and connect the data derived from the two separate phases. 

Interviews and questionnaires are used in mixed-methods studies to confirm 

findings irrespective of the different data-collection, data-analysis, and interpretative 

approaches that are followed (Harris & Brown, 2010). Harris and Brown (2010) posit 

that when engaging with studies that employ different methods, the variables selected 

and the construct being studied remain important to ensure alignment. In addition, 

Harris and Brown (2010) recommend that the researcher should make an effort to 

align the interview and the questionnaire by utilising questions that are similar in both 

data-collection techniques. Harris and Brown (2010) believe that this may ensure a 

high rate of consistency among the participants. 

The integration of findings also answers the researcher’s “why” question, which 

speaks to the notion that to explore the perceptions of cybersecurity among military 

officers, it is necessary to provide a comprehensive view in terms of why military 

officers perceive cybersecurity threats a certain way, as well as how this may inform 

security behaviour. The “what” in terms of a methodological point of view is best 

addressed when referring to Research Question (RQ) 3, which asked: What are the 

perceptions of cybersecurity awareness through the lens of the military officer? The 

researcher argues that Phase 1 (interviews) is a suitable approach to answer the 

research question as it adds to the foundation of understanding the participants’ level 

of awareness. Addressing the “how” question in the study, the researcher emphasises 

RQ1 and RQ2, which primarily sought to explore the conceptualisation of 

cybersecurity awareness and the perception of security threats in cyberspace. 

The researcher argues that in order to answer these questions, the discourse 

regarding cybersecurity awareness first needed to be established through the semi-

structured interviews offered in Phase 1. Thereafter, the dimensions of the COQ 
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offered in Phase 2 needed to supplement the findings that speak to the thematic 

components of Phase 1. The “how” aspect of the research questions also speaks to 

the exploratory nature of the study, which seeks to engage in a topic that is not well 

established, but rather emerging in South Africa and particularly in the military. The 

questions constructed for the study were therefore aligned with the purpose of an 

exploratory sequential design. The next section focuses on the sample selection and 

criteria used to recruit participants from the SANDC, SANWC, and SAMA.  

4.5  Sample selection and criteria 

Internet users can be grouped into two categories, namely home users and non-home 

users. Non-home users are believed to be those individuals who have access to the 

Internet in their work environment and are generally from the industry or government 

(Kritzinger & Von Solms, 2010). Non-home users are expected to have some 

experience and awareness of the potential dangers that are lurking in cyberspace 

(Kritzinger & Von Solms, 2010). The awareness of cyberthreats is important for South 

African military officers due to the threat rate increasing where government and private 

entities are placed at risk (Pieterse, 2021). In addition, users’ cybersecurity awareness 

also accompanies the element of exercising security behaviour. The military officer 

thus becomes an important human entity in establishing cybersecurity. This study was 

interested in the perceptions of cybersecurity among South African military officers 

and it was therefore important to demarcate the concept of “users” in this study’s 

population. The inclusion criteria for participants of this study were as follows: 

• Permanent uniformed member of the SANDF; 

• Student at either SAMA, the SANWC, or SANDC; and 

• Uniformed member who is an officer in the SANDF. 

The exclusion criteria for participants of this study were the following: 

• Foreign students at any of the identified military institutions; and 

• Civilians (this may also include civilians who are employed at the DoD). 

With regard to the participants, the sampling for this study was divided according to 

the two research phases relevant to this study. This section includes a description of 

users as they relate to each phase of the study. A summary of the two phases and the 

sampling method used for each of them are indicated in Table 4.2. 
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Table 4.2: Summary of methodological aspects of Phases 1 and 2 

Research design 

phase 
Sample size Sample design 

Method of data 

collection 

Method of data 

analysis 

Qualitative phase 

(Phase 1) 

SANDC = 10 Purposive sampling Face-to-face, semi-

structured interviews 

CA 

Quantitative phase 

(Phase 2.1) 

SAMA = 113 Cluster sampling Self-administered 

questionnaire 

Descriptive 

statistics and 

thematic analysis 

Quantitative phase 

(Phase 2.2) 

SANWC = 70 Cluster sampling Self-administered 

questionnaire 

Descriptive 

statistics and 

thematic analysis 

4.5.1  Phase 1: Semi-structured interviews 

The sampling method used for Phase 1 was purposive sampling. This specific method 

can be described as a sampling technique whereby all members of the population 

have an equal chance of being selected to participate in a study (Ames et al., 2019). 

This method of sampling and recruiting is homogenous purposive sampling as the 

researcher actively recruited participants from a select group who all complied with a 

set of predetermined characteristics (Palinkas et al., 2015). These homogenous 

characteristics were participants serving in the SANDF and being of senior officer rank. 

In addition, the participants were also required to be enrolled for a military training 

course for senior officers at the SANDC. 

The sample group that was selected to participate in Phase 1 comprised senior-

ranking South African military officers enrolled for a developmental course at the 

SANDC in 2019. The military officers involved in Phase 1 were regarded as both home 

and non-home users of the Internet. This implies that the military officers utilised the 

Internet in their professional and private capacity. 

4.5.2  Phase 2: The Cybersecurity Orientation Questionnaire (COQ) 

Cluster sampling was used as the sampling technique followed for Phase 2. Cluster 

sampling was ideal for this phase as the participants were geographically located in 

different regions. Alvi (2016) denotes that populations of interest are generally divided 

into smaller sub-groups, which are known as clusters. Dividing the population into 

smaller groups generally assumes that they are geographically located differently 

(Alvi, 2016). 
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The participants for Phase 2 were selected from two military institutions, namely 

SAMA and the SANWC. SAMA is located in the Western Cape province and has 

residential students (junior officers from all arms of service), while SAMA’s distance-

learning students are located across the different provinces of South Africa. SAMA 

largely presents undergraduate education programmes. The sample size of the 

participants recruited at SAMA was 113, which comprised both residential and 

distance-learning students. 

The SANWC is located in the Gauteng province and has only residential 

students, who comprise senior officers from all arms of service. The SANWC presents 

training and education programmes to selected officers to qualify them at command 

and staff level. The sample size of the SANWC participants was 70. 

4.6  Data-collection procedure 

Figure 4.1 shows how the researcher used a sequential approach in both data-

collection phases of the study. Phase 1 was qualitative and involved semi-structured 

interviews that took place at the SANDC. Phase 2 was quantitative and involved 

questionnaires that were completed at both SAMA and the SANWC. Before the 

research for Phases 1 and 2 could commence, permission had to be obtained from 

the commandants of the SANDC, SANWC, and SAMA, which was granted. In addition, 

the Ethics Committee of Stellenbosch University (SU), along with Institutional 

Governance at SU, after reviewing the application, formally approved the researcher’s 

request to commence with the research study and data collection. 
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Figure 4.1: Research process for Phases 1 and 2 
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4.6.1  Phase 1: Semi-structured interviews 

Once the SANDC had granted permission for the research to be conducted, the 

researcher presented an information session at the SANDC detailing the purpose and 

nature of the study by using Microsoft PowerPoint slides. All the students present at 

the information session, which took place in a lecture hall, received information sheets 

(see Appendix A) that contained detailed information about the nature, purpose, and 

objectives of the study. All the information that was relevant to the study was included 

in the information sheet, such as the contact information of the researcher and the 

Research Ethics Committee of SU. In addition, a terminology list, which the researcher 

had developed, was handed to the students, mainly to enable them to familiarise 

themselves with some of the terms and concepts that might be considered as technical 

(see Appendix R). Subsequent to the information session, the researcher collected the 

contact details of the students who had indicated their willingness to participate. The 

researcher contacted these participants afterwards to establish and agree on an 

interview time and location that would accommodate their academic schedule 

(Creswell, 2005). 

All interviews were arranged in May 2019 by using a schedule planner. The 

researcher scheduled interviews outside the students’ class time at the SANDC. 

According to McGrath et al. (2019) and Groenewald (2004), research that focuses on 

the content and the narrative approach can be regarded as effective when the 

interviews take place in the participant’s natural setting, where the phenomenon is 

taking place. As a result, the researcher ensured that the interviews took place in a 

quiet venue located on the grounds of the SANDC, which was appropriate for and 

conducive to conducting, as well as audio-recording, the interviews as distractions 

such as background noise were minimal (Creswell, 2005). The interviews were 

furthermore held on the grounds of the institution for the convenience of the students. 

Additional information sheets (see Appendix A) were provided to participants on the 

day of the interview in the event that they had lost the contact details of the researcher 

and the information pertaining to the study. The participants received a consent form 

before the interview commenced, in which the researcher reiterated what was 

expected of the participants, as well as the purpose of the study. Furthermore, the 

researcher explained to the participants what each section of the interview guide 
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entailed and emphasised their right, as participants, to withdraw from the study at any 

stage during the interview without incurring any form of penalty. All the participants 

completed the consent forms before the interviews commenced, in compliance with 

ethical requirements. The topic under exploration was of a complex and sensitive 

nature to the organisation; it was therefore crucial to build rapport with the participants, 

which the researcher did by being polite and treating them with respect. The interview 

guide functioned as a semi-structured guide (see Appendix D). The researcher also 

used an audio-recording device, with the permission of the participants, which was 

essential in the interview and research process, given the necessity to obtain rich and 

detailed information. The information obtained from the semi-structured interviews was 

consequently transcribed verbatim, after which it was analysed using qualitative CA. 

4.6.2  Phase 2: The COQ 

The second phase of the study focused on obtaining quantitative data from the SAMA 

and SANWC participants. The researcher enquired at SAMA about a suitable time to 

administer the questionnaire to the participants, particularly when the distance-learning 

students would also be at SAMA. The researcher arranged for an information session 

with SAMA’s Mess Coordinator to determine a suitable date when the researcher 

could make a presentation about the nature and purpose of the study to prospective 

participants. On the day of the information session, at a joint meeting, interested 

participants received an information sheet indicating the nature and purpose of the 

study (see Appendix A) and a consent form (see Appendix C) to complete. Owing to 

the researcher being located in a different province and unable to travel to another 

province at the date SAMA preferred, arrangements were made with two research 

assistants from SU, who collected the completed questionnaires. The researcher 

conducted a formal training session with the research assistants beforehand to ensure 

that the data collection would be done correctly and that the research assistants were 

confident in administering the questionnaire to the students. The research assistants 

also signed a non-disclosure agreement as participant information was regarded as of 

an especially sensitive nature. All the participants were informed by the information 

sheet that the research assistants would administer the questionnaire. Since 

participation in the study was voluntary, only those students who were willing to 

participate in the study completed an informed consent form and thereafter completed 
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the questionnaire under the supervision of the research assistants. The researcher 

collected the consent forms and questionnaires from the research assistants and 

stored them in a safe location. 

4.7  Data-collection tools 

4.7.1  Phase 1: Semi-structured interviews 

Individual interviews were deemed the most appropriate tool to collect data in this 

phase as cybersecurity is of a sensitive nature and individuals might therefore 

have been more inclined to share a greater deal of information in a one-on-one 

interview situation. The researcher was confident that refraining from conducting focus 

groups would not adversely influence this study and that conducting in-depth semi-

structured interviews was the best course of action considering the richness of 

information that could possibly be elicited. 

In-depth semi-structured interviews were conducted by questioning key 

individuals from a unique population. In-depth semi-structured interviews can be 

regarded as the primary method for collecting information for this research study. The 

interview guide was semi-structured as it was composed of a set of predetermined 

questions about the socio-political implications of cybersecurity. In addition, the use of 

a semi-structured interview guide ensured that the researcher’s freedom to deviate 

from the predetermined questions was limited, but nevertheless afforded him the 

opportunity to probe to derive additional information (Dearnley, 2005). The researcher 

had formulated questions that would clear up any confusion and used them as a 

means to probe for more information regarding the participants’ opinions for the sake 

of achieving further clarity, and as a means of assessing whether the researcher had 

arrived at the correct understanding (Mack et al., 2005; Moustakas, 1994) (see 

Appendix D). 

The semi-structured questions in the guide were developed based on this 

study’s aims but were also informed by the literature and other studies that had been 

conducted in the same field. The interview guide was structured into four sections, 

namely information-sharing culture, security orientation, views on cybersecurity, and 

cybersecurity posture in the organisation. Each section of the interview guide was 

constructed in line with research related to cybersecurity drawn from Elvin and 
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Johansson (2017), Hadlington (2017), Kritzinger and Von Solms (2010), and Karaman 

et al. (2016). In addition, the researcher designed the questions to explore the 

prevailing perceptions of cybersecurity. The questions were developed in such a way 

that they could accompany the theoretical underpinnings of ST, which refers to the 

concept of how dangerous and important military personnel regard threats in 

cyberspace. The semi-structured interview took between 25 and 45 minutes to 

complete. 

4.7.2  Phase 2: The COQ 

Phase 2 involved the use of a questionnaire, namely the COQ (version 1.0). Since this 

study opted to follow a sequential approach, the findings of Phase 1 fed into the 

construction of some questionnaire items in Phase 2. The main findings of Phase 1 

(semi-structured interviews) highlighted four main themes. The first theme focused 

on knowledge production and cybersecurity awareness training. The second theme 

focused on challenges related to trust and technology and members of the military. 

The third theme focused on the construction of a digital culture among members, and 

the fourth theme focused on the notion of how the view on cyberthreats is constructed 

based on experiences in the physical domain. 

Apart from using these four main themes, information derived from the literature 

by researchers such as Soeters and Goldenberg (2019) and Atkinson et al. (2009) 

contributed to the development and construction of some questionnaire items. As a 

result, the COQ captured participant views on information sharing, security orientation, 

cybersecurity awareness, and cyber culture. These four domains were utilised as 

sections in the COQ as they represented unique elements that linked with 

cybersecurity in the social sciences domain. These four domains allowed 

cybersecurity to be studied in an interdisciplinary manner that went beyond the 

convention of exploring cybersecurity through a technical lens. Generally, the 

implications of cyberthreats and attacks have offline implications for the greater 

number of people in society who are connected to the Internet in some way or other. 

Keeping this in mind, the COQ was designed to incorporate elements that could be 

linked to cybersecurity from an interdisciplinary perspective. 
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The COQ (see Appendix E) is an individual, self-completion questionnaire with 

the purpose of eliciting cybersecurity behaviours from the participants. The structure 

of the COQ entailed the following:  

• An instruction section to ensure that the participants understood how to answer 

the questionnaire;  

• A biographical section to capture the demographics of the participants;  

• Section 1, titled “Information-sharing culture”, consisted of 13 statements with 

a four-point Likert scale of agreement and four short questions;  

• Section 2, titled “Security orientation”, consisted of eight statements with a four-

point Likert scale of agreement and three short questions;  

• Section 3, titled “Views on cybersecurity”, consisted of 16 statements with a four-

point Likert scale of agreement; and  

• Section 4, titled “Cybersecurity posture in the organisation”, consisted of seven 

statements with a four-point Likert scale of agreement and two short questions.  

Although the COQ has a predominantly military focus, some questions are applicable 

across different kinds of organisations. The age range of the participants in the COQ 

was between 18 and 50 years. The COQ took a maximum of 35 minutes to complete. 

The nine short questions in the COQ were added to allow the researcher to 

gain a sense of the respondents’ opinions as these short questions asked the 

participants to provide a short description of their views of information sharing, online 

behaviour, and how cybersecurity was managed in the workplace. It is important to 

note that the COQ explores the element of awareness and not the aspect of how 

knowledgeable respondents are about the practices associated with maintaining 

cybersecurity. The COQ used only nine short questions to ensure that the respondents 

did not suffer from “survey fatigue”, which usually results in overexposure to items and 

may reduce the number of responses (MacArthur & Conlon, 2012).  

4.7.3  Phase 1 informing the development of COQ items 

Phase 1 of the study informed Phase 2, which focused on the construction of the COQ. 

The codes presented in Section 4.8.1.3 show that using CA yielded a variety of 

aspects that informed the meaning units and themes in Phase 1 (see Appendix L). 

Furthermore, the researcher connected codes that focused on awareness initiatives 
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and training to Theme 1: Knowledge production and training focusing on cybersecurity 

awareness (see Appendix S). Based on the information supplied through the codes 

and analysis of themes, the researcher was able to construct scale items for 

Dimension 4 of the COQ, which focused on the cybersecurity posture in the 

organisation. In addition, codes related to trust and vigilance were connected to 

Theme 2, which focused on challenges of trust with technology and members. Once 

connected, the researcher constructed questions geared towards the view on security 

challenges in the workplace; the researcher grouped these items under Dimension 3, 

which was named “The officers’ view of cybersecurity”. The third aspect to the 

development of scale items rested with the codes in Phase 1 that focused on the 

element of digital communication and information security aspects. The third 

component of the development of the COQ considered the findings of Theme 3: The 

construction of a digital culture among members, which focused on personal device 

use and a culture of digital security in the organisation. The researcher dubbed the 

next group of items “Dimension 1”, which focused on the information-sharing culture 

in the organisation. The scale items in Dimension 1 were created to explore the 

communication strategies in the organisation and how comfortable the participants 

were to engage in the available methods of sharing information. Furthermore, the final 

element of the COQ focused on the creation of Dimension 2, which focused on the 

military officers’ security orientation. This dimension was informed by the codes 

centred on vigilance, prior knowledge on cyber threats, and the notion of digital versus 

personal security. Moreover, Theme 4, The view on cyberthreats is constructed based 

on experiences in the physical domain, was used to engage in the development of the 

scale items in Dimension 2. The scale items in Dimension 2 explored the balance 

between how security is practised in a personal space and how it is applied in an 

organisational context where the element of security is an organisational demand.  

4.7.4  How the elements of ST informed Phases 1 and 2 of the study  

This section briefly informs the reader how the elements of ST informed the 

methodology of this study, particularly by considering the selected design of the study, 

as well as the sample population. Cybersecurity is not generally associated with ST 

for reasons outlined earlier, nor is the idea that methodology is associated with factors 

of the framework that includes elements of the securitisation speech act, securitising 
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actor, and referent object. However, the researcher needed to incorporate elements 

of the theory in order to address the key questions in the interview guide and the COQ 

(see Appendix T).  

The researcher positioned this study within the later thought on ST, which 

focused on more flexibility in extending the elements of the theory by including 

previously excluded or marginalised actors in the security process. The researcher 

considered military officers as a sample group for three reasons: (1) the military 

practitioner is an understudied sample group and needs to be explored in the context 

of cybersecurity awareness, (2) the traditional notion of ST infuses rigidity in the 

theoretical process and the military is used as a basis for response by the state, but 

often with little input in the process, and (3) the military officer is both a potential 

contributing member according to later thought that directed the theory and an actor 

that does and speaks security. 

The speech act in ST refers to the notion that language and grammar are used 

to convey an issue, which in this case is about the dangers of cyberthreats. As a result, 

the questions in the interview guide and the COQ were framed around whether the 

organisation is doing enough regarding identifying and countering cyberthreats. 

Furthermore, the questions in the interview guide also focused on whether the 

participants felt that if the organisation were to advance cybersecurity awareness and 

training, whether they would allocate more attention to cyber. 

In terms of the referent object, the questions in the interview guide and the COQ 

were framed to engage the participants in the conceptualisation of cyber as a threat. 

This allowed the researcher to gauge how the participants behaved in securing their 

own data, as well as the data of the organisation. In addition, the researcher 

considered the military officer as a potential securitising actor as he or she needs to, 

and does, speak security to align with the view of Philipsen (2018) that speaking 

security is also to do security. Herein lies how ST also assisted to inform the 

construction of items in the interview guide and the COQ. As in the South African case, 

the process of securitisation is the pathway for how the SANDF as the country’s 

military defence establishment became endowed with national cybersecurity 

responsibilities. The securitisation process also informs what the SANDF must take 

care of and these connections became elements of information to also include in the 

COQ.  
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ST had a role to play in the methodology of the study, especially in the 

construction of questions and scale items for the COQ. These items were pertinent for 

the exploration of cybersecurity in the armed forces context in South Africa.  

4.7.5  Reliability of the COQ 

This section presents the reliability of the COQ, although the reliability of the COQ was 

not the aim of the study. However, the internal consistency of the COQ scale items 

needs to be presented to capture whether the constructs sufficiently measured the 

cybersecurity constructs.  

Table 4.3: Reliability of the COQ for the South African Military Academy (SAMA) and South 

African National War College (SANWC) 

 

The Cronbach’s alpha of .803 for the SAMA sample suggests that these items are 

sufficiently reliable to measure the construct of cybersecurity (Nunnally & Bernstein, 

1994). The Cronbach’s alpha of .752 for the SANWC sample suggests that the items 

were sufficiently reliable for research purposes (Nunnally & Bernstein, 1994). It should 

be noted that listwise deletion occurred when the Cronbach’s alpha was generated, 

which resulted in a reduction of the sample due to missing values. The reliability of the 

COQ for these two samples indicates that the internal consistency of the COQ is 

acceptable. This study did not make use of hypotheses as it was an exploratory study 

and did not require the use of, support, or rejection of hypotheses through the 

instruments constructed and used (Arendse & Maree, 2019). 

4.8  Data analysis 

4.8.1  Phase 1 data analysis: Content analysis (CA) 

The researcher selected qualitative CA as the data-analysis technique for Phase 1. 

CA can be described as an analytical technique through which the social researcher 

examines the participants’ views of the world by highlighting the deeper meaning of the 

content that is produced during the analysis of text and speech. A multitude of 

definitions are associated with CA. According to Berelson (1952), CA can be described 

Items Cronbach’s alpha Total items Mean N 

COQ items for SAMA .803 44 123.67 93 

COQ items for SANWC .752 44 124.49 57 
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as a research method for the objective, systematic, and quantitative description of the 

presented content of any communication. On the other hand, Holsti (1968) posits that 

CA can be described as a technique for making inferences by systematically and 

objectively identifying some specified characteristics of information. Krippendorff 

(2004, p. 18) notes that CA can be defined as “a research technique for making 

replicable and valid inferences from texts to the contexts of their use”. Mayring (2002, 

p. 2) suggests that CA can be viewed as “an approach of empirical, methodological, 

controlled analysis of texts within their context of communication, following content 

analytic rules and systematic models, without rash quantification”. The researcher 

notes that there are some common elements in each view of CA. The commonality 

lies in the notion that text and communication can be interpreted by using a systematic 

approach. The use of CA in this study allowed the researcher to make inferences based 

on the participants’ qualitative narratives. 

Furthermore, this type of analysis seeks to explore written and verbally and 

visually communicated messages. This analysis method is utilised for the deeper 

exploration of written hymns, newspaper and magazine articles, along with political 

speeches in the 19th century (Harwood & Garry, 2003). According to Neuendorf 

(2002), CA has a very long history of use in areas such as communication, journalism, 

sociology, and, most notably, psychological research. Zhang and Wildemuth (2005) 

highlight that qualitative CA extends much further than counting the words or 

extracting content from text to explore meaning, themes, and patterns. CA permits 

researchers to obtain an understanding of the social reality of the participants in a 

subjective manner, yet still maintains scientific procedures. Berg (2001) concurs with 

this argument by denoting that qualitative CA generally seeks to produce descriptions 

aligned with the expressions of the participants. 

According to Zhang and Wildemuth (2005), qualitative CA is mainly inductive 

and grounds the exploration of topics and themes, as well as the inferences drawn 

from them. Zhang and Wildemuth (2005) highlight that this early involvement in the 

analysis phase assists researchers to move back and forth between concept 

development and data collection, and directs researchers, in collecting the data, 

towards those sources that are more valuable in answering some of the research 

questions that have been introduced (Miles & Huberman, 1994). To the contrary, the 

quantitative CA approach seeks to examine information by presenting findings in 
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duration and frequency format. Weber (1990) suggests that the best content analytical 

studies use both qualitative and quantitative approaches, which were used in this 

study to gain the advantage of both approaches. In addition, Weber (1990) points out 

that a qualitative CA approach consists of a process that is developed to reduce raw 

data into categories or themes based on valid inference and interpretation. Zhang and 

Wildemuth (2005) affirm that this procedure entails inductive reasoning, where themes 

and categories emerge from the information collected through a researcher’s cautious 

analysis and comparison. Patton (2002) believes that qualitative CA does not need to 

exclude deductive reasoning and serves as a supplement to the quantitative 

procedure, which was also implemented in this study. 

Substantiating trustworthy interpretations that are made in the social science 

domain, qualitative CA involves a set of systematic and transparent procedures for 

processing data (Zhang & Wildemuth, 2005). This study followed the following eight-

part process:  

1) Preparing the data after interview data had been collected;  

2) Defining the unit of analysis, which was expressed in a singular theme or 

paragraph;  

3) Developing categories and a coding scheme;  

4) Testing the coding scheme through text from the narratives obtained;  

5) Coding the text;  

6) Evaluating the code consistency by checking and rechecking for duplication and 

irregularities;  

7) Drawing inferences from the coded data; and  

8) Highlighting the findings and methodology used in the research process.  

It is important to state that in the eight-part process, the researcher did not make use 

of any software that deals with sorting and coding data. 

4.8.1.1  Application of CA 

This section focuses on the practical application of CA by highlighting the shortcomings 

and positive aspects attached to using the qualitative analysis technique in this study. 

The primary research question of this study served to firstly ascertain the 

primary features of digital awareness of cybersecurity among selected senior South 
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African military officers and, secondly, to identify the framing of perceptions concerning 

cybersecurity. The application of CA allowed the researcher to engage with the 

information retrieved from the participants. At the onset of Phase 1, the researcher 

engaged with the very first interview and analysed the categories and themes that 

emerged. This allowed the researcher to identify which questions could be asked 

differently, while maintaining the same core focus, what items in the interview guide 

could be elaborated on, and where participants needed clarification. 

Preparation of the data before conducting CA required the researcher to ensure 

that the appropriate sample criteria and sampling approach were used. This was 

discussed earlier in this chapter (see Section 4.4), where the appropriateness of these 

techniques was confirmed to be in alignment with this study’s objectives and research 

questions. However, it should be noted that some of the major challenges with CA 

revolve around the subjective nature of the theory and its validity, as well as that the 

information used in the study was recorded, which thus excluded other potential 

participants in the broader population who could have provided other perspectives on 

the phenomenon being explored. Additional procedures such as the checklist were 

therefore utilised to track the process. The chief findings of the analysis are based on 

the researcher’s own assumptions, which were captured in an analysis schedule that 

reported on the meaning units, condensed meaning units, codes, categories, and 

themes. 

Certain challenges emerged from the application of the CA process. One of 

these concerned the ability to employ inter-coder reliability25. This refers to the 

employment of an additional researcher to assess consistency in the coding process, 

which was found to be impossible as only the researcher had primary access to the 

data and analytical tools as ethical clearance required this. To mitigate the risk, the 

researcher used a reflexive journal26 to capture any preconceived prejudices and to 

reflect on the coding and categorisation process, as indicated in the audit trail27 of the 

study. Proof of this audit trail can be found in Appendix O. Furthermore, Feng (2014) 

highlights that reliability is an important aspect of any CA that is performed. The 

researcher ensured that coding procedures were maintained throughout the analysis 

 
25  Inter-coder reliability refers to the approach where a numerical measure is taken based on the consensus reached between 

two or more coders regarding how the same data should be coded (O’Connor & Joffe, 2020). 
26  A reflexive journal refers to a record of examining one’s own explicit and implicit assumptions about the qualitative and 

quantitative phases in a study (Korstjens & Moser, 2018). 
27  An audit trail refers to the description of the research steps taken throughout a research study (Korstjens & Moser, 2018). 
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process of the study. The primary coding and theming of the interview data were 

carried out after the researcher had transcribed the first interview. This was done to 

ensure that the researcher was prepared for the analysis process and the potential 

views that might emerge from the data (Lacy et al., 2015). The development of a 

written protocol needed to take place as this allowed the researcher to be consistent 

when assigning meaning units. As a coding protocol generally involves two or more 

researchers, which proved impossible in this case, the written protocol ensured the 

reliability in the study. As the latter was not possible, the researcher had to be 

especially aware of his own bias when coding the data. Furthermore, the researcher 

ensured that the meaning units corresponded with the coding schemes. The 

researcher complied meticulously with all the relevant aspects regarding validity and 

reliability (Vourvachis & Woodward, 2015). A discussion of validity and reliability was 

presented in Section 4.9. 

As confirmed in previous sections in this chapter, after the first interview, the 

researcher engaged in the verbatim transcription process, which permitted the 

identification of meaning units, codes, and themes. This allowed the researcher to 

gauge what the next interviews could involve and how to pose certain questions to the 

participants. The researcher followed this route to establish validity and reliability in 

the data (Dixon, 2008). The transcription process took approximately three weeks. In 

addition, the coding process took four weeks to complete. One of the key limitations 

of CA is researchers’ inability to accurately separate the findings from their 

assumptions and not being able to use an additional coder to minimise bias (Dixon, 

2008). The researcher was solely responsible for the transcription and coding 

procedures employed in the study. As previously stated, it was impossible to use inter-

coding and intra-coding given the sensitive nature of the information in the study as no 

additional individuals received the relevant authority to handle the potentially sensitive 

data. The researcher therefore used triangulation to confirm whether the information 

derived from the codes were consistent with the findings derived in Phase 2 of the 

study, which formed both quantitative and qualitative phases (see Section 4.8.4 for 

further elaboration). 
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4.8.1.2  Step 1: Analysing the qualitative data 

The first step the researcher took was to organise the information obtained from the 

transcription sheets and prepare it for the analytical phase of the study. The researcher 

subsequently engaged with the data obtained from the semi-structured interviews 

conducted from April to June 2019 and transcribed each of the 10 interviews with 

participants located at the SANDC. The researcher carefully read each transcription 

several times to ensure that all the information was accurately noted and transcribed. 

This process was particularly crucial as the researcher had made annotations on each 

transcription sheet. The personal annotations gave the researcher a sense of what 

was to follow in the data and assisted with understanding the context in which the 

interviews took place. This phase in research typically deals with the meaning unit and 

is called the decontextualisation process. 

The meaning units in the analysis process relate to the actual meaning of the 

data (see Appendix M). The identified meaning units were allocated participant 

numbers. The meaning units were then inserted during the decontextualisation 

process as they were constructed by way of a paragraph or sentence that allowed the 

researcher to gain a sense of what was reflected in the data (Bengtsson, 2016). 

Upon analysing the data, the researcher engaged with the interview 

transcription sheets for consistencies and similarities between points that the 

participants from the SANDC had highlighted. The meaning unit may thus be 

interpreted as a condensed description of what the participants had actually said, 

presented in the form of a narrative through the transcripts (Gunnarsson, 2018; 

Graneheim & Lundman, 2004), and served as a precursor to the creation of codes in 

the data-analysis process (Berg, 2001). This is demonstrated in Table 4.4, in the 

extract from one of the interviews. In order to understand each code, the researcher 

constructed them to align with the context of the study. This was done to ensure that 

the researcher remained consistent throughout data analysis. Once the meaning units 

had been acknowledged in the analysis process, the researcher used digital colour 

markers to identify and separate the meaning units to clearly highlight their use or 

rejection. Where the meaning units did not have explicit links with the objectives of the 

study, the researcher, as is allowed, rejected them (Bengtsson, 2016). In this particular 

analysis, the researcher had to remain neutral when extracting information concerning 

aspects of cybersecurity awareness, lack of information-sharing practices, 
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organisational challenges in terms of accessing new technology, as well as training of 

South African military officers. 

The next step in the process was to condense the meaning units. The 

researcher performed this task when extracting the data obtained from the qualitative 

interviews, as presented, for example, in Table 4.4, where one meaning unit is 

displayed (see Appendix L). The condensed meaning units needed to be reduced, 

while those selected retained the core meaning of the extended text. 

Table 4.4: Meaning unit and condensed meaning units of the data 

Meaning unit Condensed meaning unit 

… I do feel that they should share information on what happened 

on Facebook, for example, and state that they have detected 

this and that it’s wrong, and because of the lack of knowledge 

about a command like this, uhm, you kind of don’t know what’s 

allowed and what’s not allowed. And you don’t want to start a 

name-and-shame campaign but, yeah, we don’t know” 

(Participant 2, senior military officer). 

Members are unsure what to do in 

terms of information sharing. 

4.8.1.3  Step 2: Coding the qualitative data  

The coding process follows after the creation of meaning units, which are compressed 

descriptions of the participants’ actual narratives. Given the small number of 

participants in Phase 1, the researcher did not use a coding program such as NVivo 

to sort the data, but rather personally involved himself in the process and applied the 

inductive approach. This process implies that the researcher first received the data and 

then inferred from it what possible codes might meet the research aim. Furthermore, 

the coding sheet (see Appendix M) assisted the researcher in the analysis process. 

This procedure ensured that the researcher was able to keep track of his own view of 

the data and how the coding process evolved as the researcher became better 

acquainted with the data (Bengtsson, 2016). According to Downe-Wambolt (1992), the 

researcher is required to engage with the coding process for each transcription and 

make notes, while being aware that the interpretations and the process itself may shift 

and have an impact on the reliability of the data. Codes were therefore digitally 

indicated on each transcription sheet in different colours. Table 4.5 is an example of 

how codes were used in the analysis process. 
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Table 4.5: Codes used in the analysis process 

Codes 

Violations in cyberspace Trust in technology 

Violating organisational trust Trust in each other 

Awareness initiatives Trust in the organisation 

Awareness through education Policies 

Lack of seriousness Online security culture 

Proactive measures Organisational culture 

Training of members Security awareness 

Challenges in accessing knowledge Unclear awareness information 

Mutual trust Vigilance 

Refusal to adapt Prior knowledge 

Different generations Physical security vs digital security 

Online security Removal of devices 

Personal devices DoD online systems 

Unclear awareness procedures Access to information 

Limited understanding DoD software 

Implementation  

Older means of communication 

More fast-paced 

Expanding gap 

Open-source applications 

Information security 

Outdated technology 

 

The table used colour coding, which represents the various thematic groupings these 

codes fall under. The colour of the codes in Table 4.5 links with the colour of the 

themes and meaning units presented in Appendix L. The researcher used the 

aforementioned process during analysis as this enabled him to identify which codes 

were based on which description and colour. Each of the codes had a specific meaning, 

which could be linked with its associated meaning unit. In the process of creating codes, 

the researcher reviewed each part of the text that comprised the data and the suitability 

thereof for answering the research questions and objectives. For example, the code 

“violations in cyberspace” is associated with the category of “awareness construction”, 

as indicated in Tables 4.5 and 4.6 in this section. Viewing this code and its category 

in isolation would not have revealed sufficient meaning. The analysis process 

demanded a horizontal view of the analysed data to have as the outcome a consistent 

stream of meaning attributed to the analysis units. Table 4.5 shows the codes used in 

the analysis process prior to the researcher engaging in the categorisation phase of 

the process. 
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4.8.1.4  Steps 3 and 4: Categorisation and theming 

Inductive CA is believed to be appropriate for studies that are developing a theory or 

are contributing to an existing body of knowledge (Zhang & Wildemuth, 2005). Step 3 

involved the development of categories and themes. This step involved answering the 

crucial questions that related to the “what, where, how, and when” aspects of the data 

analysis. The researcher ensured that the appropriate codes were categorised and 

themed according to the relevant factors derived from the text. However, before the 

researcher began to create categories, the step of condensing meaning units needed 

to be performed. This entailed reducing the number of words necessary to describe 

meaning without losing any of the content of the unit (Graneheim & Lundman, 2004). 

The depth of the meaning units determines the level at which the analysis can be 

performed. The process of condensation helps when data are based on interviews and 

CA is to be carried out after transcription. To extract the essence of the data, the coded 

material can, as has been suggested, be divided into domains or broad groups based 

on the different focus areas that received attention in the study (Catanzaro, 1988; 

Patton, 2002). Graneheim and Lundman (2004) prefer the concept “content area” 

since, in their view, this indicates an explicit area. For example, the material can be 

divided based on the questions posed when the data were collected or the theoretical 

assumptions that emerged from the literature (Graneheim & Lundman, 2004). Table 

4.6 shows the process the researcher followed in the categorisation of the themes, 

which formed part of Steps 3 and 4 of the data analysis. 

Table 4.6: Categorisation of the SANDC data across all themes 

Categories that emerged from the data Dominant themes 

Awareness construction Theme 1: Knowledge production and 

training focusing on cybersecurity 

awareness 

Absence of awareness procedures 

Measures to secure information in cyberspace 

Challenges of implementation in the organisation 

Training of members to create cyber awareness 

Distrust in one another Theme 2: Challenges of trust with 

technology and members Distrust in policies 

Distrust in DoD computers 

Practices and guidelines of cyber in the organisation 

Relaxed take on cybersecurity Theme 3: The construction of a digital 

culture among members Behaviour of not caring 

Absence of mutual trust 

Organisational response to cyber 

Cyber culture 

Reliance on technology for operational activities 
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Categories that emerged from the data Dominant themes 

Divide in the understanding of cyber 

Method of communication 

Technological demand 

Distrust in one another Theme 4: The view on cyberthreats is 

constructed based on experiences in the 

physical domain 

Distrust in DoD computers 

Distrust in policies 

Perception of insecurity 

The balance between viewing threats in a physical and a 

digital space 

Prior knowledge assists with information security 

Official hardware used for securing information 

Behaviour of information security practices 

Members questioning the trustworthiness of DoD-

sanctioned software 

 

The colour coding of the information supplied in Table 4.6 shows that it can be linked 

to the meaning units and codes presented in Appendix L and Table 4.5. The use of 

colour in the presentation of the table is to make the information easier to read. The 

blue categories were grouped under Theme 1: Knowledge production and training 

focusing on cybersecurity awareness. The colour orange frames the categorisation of 

Theme 2: Challenges of trust with technology and members. The green categories are 

linked with Theme 3: The construction of a digital culture among members. The ivory 

category frames Theme 4: The view on cyberthreats is constructed based on 

experiences in the physical domain. The categorisation and coding of data are further 

elaborated on in Appendix L. It is worth noting that the same colour coding was used 

in Table 4.5 to ensure meaning and consistency.  

The categorisation of the themes leads to the organisation of extracted data. 

This process involves the identification of categories and themes when the extraction 

of a theme from the data answers the “how” question. According to Bengtsson (2016), 

the data should be heterogeneous in its categories and homogenous in its themes. 

Step 4 involved the researcher testing the coding scheme through the participants’ 

qualitative narratives. The final phase of the analysis required writing up the findings, 

which included presenting the interpretations. The content and layout of Table 4.7 

indicate the way the analysis process was carried out to achieve all the essential parts, 

but also pertain to how the coding scheme linked up with the meaning units and 

themes. 
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Table 4.7: Example of the analysis process 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

I do feel that they should 

share information on what 

happened on Facebook, 

for example, and state 

that they have detected 

this and that it’s wrong, 

and because of the lack 

of knowledge about a 

command like this, uhm, 

you kind of don’t know 

what’s allowed and 

what’s not allowed. And 

you don’t want to start a 

name-and-shame 

campaign but, yeah, we 

don’t know (Participant 2, 

senior military officer). 

Members are 

unsure what to 

do in terms of 

information 

sharing 

Trust in the 

organisation 

Distrust in 

policies 

Vigilance 

among 

members of 

the 

organisation 

owing to 

differences 

in how 

cyberspace 

is 

approached 

Challenges of 

trust with 

technology 

and members 

 

The literature review in Chapter 2 revealed that cybersecurity is an emerging field of 

study in the South African context. The researcher thus used CA as a way of exploring 

and contextualising how cybersecurity is approached and viewed among South 

African military officers. Utilising CA ultimately afforded the researcher the opportunity 

to participate in the research process by engaging with the content that the participants 

provided during the interviews and that the researcher found in the concomitant 

analysis process. CA as a method is flexible when the aim is analysing information. 

However, this study adopted the CA guidelines that better suited the objectives of the 

researcher (see Section 4.8.1.1). 

Furthermore, utilising inductive qualitative CA as a technique contributed 

towards the exploration of the participants’ perceptions of cybersecurity within the 

confines of each individual’s reality. Hansen and Nissenbaum (as cited in Lacy & 

Prince, 2018) suggest that ST may facilitate understanding emerging threats in 

cyberspace as a domain. In addition to ST, the exploration of cybersecurity in specific 

contexts also allows for a better understanding of how threats are constructed and 

how they are perceived by South African military officers, which relates to the second 

objective of this research. 
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4.8.2  Phase 2 data analysis: Descriptive and thematic analyses 

The data analysis relating to Phase 2 involved analysing the data that accrued from the 

completion of the COQ. The COQ data consisted of Likert scale items and short 

questions, which required two data-analysis techniques. As a result, the researcher 

analysed the Likert scale items descriptively and used thematic analysis for the short 

questions. 

4.8.2.1  Descriptive data analysis 

Descriptive data analysis may take place as a stand-alone analytical technique. In this 

study this technique lent itself to Phase 2 of the study, specifically the Likert scale items 

in the COQ. Quantitative description analysis, as employed in this study, sought to 

identify patterns in the data across sample populations (Loeb et al., 2017). It is 

important to note that the analysis was not appropriate for generalising the findings 

beyond the parameters of the sample population groups as descriptive analysis merely 

ascribes the responses received to the scale items included in the COQ. Descriptive 

analysis links well with the research questions and aims of this research study. In 

addition, descriptive statistics were regarded as appropriate for assisting with 

communicating the findings and performed by using SPSS version 24 (Chaumba, 

2013; IBM Corporation, 2016). 

The first step in the descriptive data analysis was to present the biographical 

data, which comprised categorical variables such as ethnicity, gender, arms of service, 

and rank in the SANDF. As part of the descriptive analysis process, the researcher 

analysed the Likert scale items, by employing the frequency distributions and 

cumulative percentages of these items (Chow, 2002). Moreover, the Likert scale data 

for the COQ were analysed and presented as percentages and listed in respect of 

each Likert scale item in the COQ. This allowed the researcher to present an overall 

view of how the military officers in the sample responded to the Likert scale items and, 

more specifically, the dimensions of the COQ. 

4.8.2.2  Thematic analysis 

The short questions from the COQ were thematically analysed because the researcher 

wanted to establish the participants’ core views. Thematic analysis was appropriate 
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for this study as it is identified as a foundational approach for a qualitative researcher 

who is embarking on uncovering meaning in social contexts, which is still to follow 

(Braun & Clarke, 2006). Thematic analysis can be described as a method to identify, 

analyse, and report themes that emerge from the data and allows for the organisation 

and description of the data, which can consequently be interpreted as findings with 

deeper meaning (Braun & Clarke, 2006). Boyatzis (1998) suggests that thematic 

analysis enables the researcher to extract the meaning of the findings through 

applying it thematically to understand the topic under consideration. Thematic analysis 

is considered a method rather than a methodology, is more flexible in nature, and 

cannot be fixed to an epistemological or a theoretical framework (Clarke & Braun, 

2013; Braun & Clarke, 2006). 

The short questions in the COQ, which were thematically analysed, are 

captured in Table 4.8. The results of the short questions’ analysis contribute towards 

understanding the context in which military officers answered the scale items in the 

COQ. The researcher therefore determined that thematic analysis would be useful for 

this study as it allowed the researcher to make connections between the content of the 

scale items and that of the short questions (Alhojailan, 2012). It followed that Braun 

and Clarke’s (2006) six-step process would be appropriate to analyse the short 

questions in Phase 2 of the study. These six steps are: (1) become familiar with the 

data, (2) produce initial codes, (3) search for themes, (4) review themes, (5) define the 

themes, and (6) write up the results by indicating the themes. A detailed demonstration 

of the codes and themes of the short questions is presented in Chapter 6. Furthermore, 

an exposition of the production of the codes is available in Appendix N. 

Table 4.8: Short questions in the COQ 

Question 14: What would you consider to be sensitive information? 
Question 15: How would you describe the culture of cybersecurity within your workplace? 
Question 16: Do you share work information with colleagues on a regular basis? And why? 
Question 17: How do you feel about sharing sensitive information with your colleagues? 
Question 26: What do you think of cybersecurity? 
Question 27: How would you describe your behaviour on the Internet? 
Question 28: How do you feel about your behaviour when using Internet websites? 
Question 52: Does cybersecurity affect how you interact with others in your workplace? 
Question 53: What do you feel is the best way to manage cybersecurity in your workplace? 
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4.8.3  Integration of Phase 1 and Phase 2 results 

The construct that was measured in this study was cybersecurity awareness. Given 

the complexity of the factors associated with cybersecurity awareness, it was crucial 

to include various features that are associated with this domain to achieve clarity and 

understanding. The findings obtained through the sequential data-collection process 

allowed for the data derived from both the semi-structured interviews and the COQ not 

to be viewed in isolation. Instead, they enabled the researcher to make the 

connections that a single approach would not have facilitated. It is, as previously 

stated, important to note that ST, along with supporting literature in the field of 

cybersecurity, was used to guide the construction of questions for both the interview 

guide and the COQ (see Appendix S). 

Once the interview data had been analysed, the researcher engaged in the 

interpretation process, which enabled presentation of the four dominant themes. The 

themes were categorised in table format, which allowed the researcher to view them 

comparatively with the main findings that emerged from the questionnaire. Once this 

process had been completed, the researcher was able to consider the findings in 

relation to the research objectives of the study. Each research phase allowed the 

researcher to gauge the patterns that emerged from the data (Bowen et al., 2017). The 

findings derived from the qualitative phase motivated the researcher to introduce 

contextual reasons for the participants’ views of cybersecurity. 

It is important to point out that all the responses to the COQ questions were 

combined. These findings (from nine short questions) were used to substantiate the 

responses to the scale items included in the four dimensions of the COQ. The large 

number of responses in the COQ necessitated the short questions to be grouped and 

analysed thematically. The short questions contributed to the interpretation process 

as they enabled the researcher to determine whether the findings across two 

methodological approaches were in line with “what” participants were revealing; in 

other words, whether they were true. The relevance of this is that the short questions, 

along with the Likert scale items of the COQ, supported the original reason for 

selecting the mixed-methods design. 
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4.8.4  Triangulation of Phase 1 and Phase 2 results  

In an earlier section of this dissertation, the researcher emphasised the triangulation 

of the findings (Foxcroft & Roodt, 2007). Farmer et al. (2006, p. 377) describe 

triangulation as “a methodological approach that contributes to the validity of research 

results when multiple methods, sources, theories and/or investigators are employed”. 

Guion (2002, p. 1) suggests five triangulation techniques, namely (1) methodological 

triangulation, (2) data triangulation, (3) theoretical triangulation, (4) environmental 

triangulation, and (5) investigator triangulation. The researcher utilised data 

triangulation as an approach to increase internal validity (Farmer et al., 2006). Data 

triangulation was introduced to validate the research findings through two streams of 

data sources, which include in-depth semi-structured interview transcriptions and a 

questionnaire. The researcher employed triangulation in Chapter 7, where the 

integration of the findings is discussed. 

4.9  Validity and reliability 

Social science research demands that researchers understand the complexity of the 

context but, more importantly, gain an understanding of concepts relating to validity, 

reliability, and objectivity (Mohammad, 2014). Reliability and validity act as quality 

assurance checks in the research process and assist researchers with adhering to 

sound practices, as highlighted in the qualitative and quantitative paradigms of the 

study. The terms “validity” and “reliability” are described and used differently by 

qualitative and quantitative researchers (Shenton, 2004; Guba, 1981). Credibility in 

qualitative research denotes whether the findings derived from the research are an 

accurate reflection of the interpretations of participants’ views (Korstjens & Moser, 

2018). From a quantitative perspective, credibility can be translated as internal validity 

(Guba, 1981). Internal validity refers to the conclusions drawn from findings proven to 

be accurate (Patino & Ferreira, 2018). In this regard, the researcher used the COQ, 

which assisted with providing a comprehensive view of the respondents’ perceptions. 

The aim, throughout the research process, was to avoid influencing the respondents’ 

views and to create a space in which they were able to speak openly; therefore 

warranting reliability and validity during the research process (Babbie & Mouton, 

2007). Similar to the aforementioned point, the researcher ensured that the 

credibility of the topic under exploration was maintained in such a manner that the 
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results could be deemed trustworthy, and that integrity was sustained (Babbie & 

Mouton, 2007). 

Guba (1981) highlights that there are four trustworthiness concerns that all 

researchers should address in their respective studies and posits that these guidelines 

can be used to evaluate the methodological rigour of a research study. These 

guidelines relate to credibility, confirmability, transferability, and dependability (Anney, 

2014). 

4.9.1  Credibility 

Credibility refers to the value of truth in the research process and highlights the 

associations between participants’ perceptions of the situation under exploration 

(Collier-Reed et al., 2009). In addition, credibility also refers to the researcher’s own 

viewpoints regarding the process that he or she underwent during the research. When 

undertaking research, it is essential for the researcher to be aware at all times of 

existing subjective motives or bias as it is imperative to acknowledge these when data 

are collected and interpreted (Zygmont, 2014). 

Prejudices that are created by cultural and religious systems were not 

considered in this study, but their existence was given due consideration when the 

participants were interviewed. The researcher utilised reflexivity procedures to 

improve the credibility of the findings obtained in the qualitative phase of this research. 

Spencer and Ritchie (2012) suggest that credibility is linked to the preservation of the 

inferences drawn from the data and the methodological rigour of the process through 

which findings are reached. Zygmont (2014) denotes that credibility can be achieved 

in qualitative research by providing for the following: quotations for preserving 

statements, peer-review procedures, member validation, and following comparison 

methods. Mohammad (2014) captures this aspect of credibility by revealing the 

usefulness of utilising participant quotations and reflections throughout the research 

process and confirming the value of truth. The respondents’ views were included in 

this dissertation by presenting them in extracted quotation format. The researcher also 

engaged with credibility by using triangulation to show corroboration between the 

findings derived from the interview and the questionnaire (Shenton, 2004). 
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4.9.2  Confirmability 

Baxter and Eyles (1997) posit that confirmability as a concept in the post-positivist 

paradigm refers to the extent to which the findings of a study can be established or 

substantiated by other researchers in the social sciences domain. Several strategies 

can be utilised to establish confirmability in research findings. These strategies 

comprise an audit trail, triangulation, and using a reflexive journal (Anney, 2014). For 

this study, the researcher used a reflexive journal to augment the confirmability of the 

research findings in Phases 1 and 2 (see Section 4.10 on reflexivity). Furthermore, the 

researcher also employed both the audit trail and triangulation methods as Phase 2 of 

the research was a quantitative method of inquiry (see Section 4.8.4 on triangulation). 

4.9.3  Transferability 

Transferability in qualitative studies refers to the generalisability of the research 

findings and replicating or transferring them to different contexts, including new 

participants (Bitsch, 2005; Tobin & Begley, 2004). Transferability of this study’s findings 

was attained by employing purposive sampling as a strategy in providing a detailed 

description of the research setting and the research procedure followed (Anney, 2014). 

Phase 1 of this research utilised purposive sampling to improve the transferability of the 

findings obtained in the qualitative phase. Transferability also refers to the researcher 

describing the context in which the research takes place, and to providing a sense of 

the behaviour and perspectives of the participants (Korstjens & Moser, 2018). 

Providing an in-depth description of the context in which this study was conducted 

allowed for the participants’ experiences to be rendered meaningful to the reader 

(Korstjens & Moser, 2018). Furthermore, the transferability of the findings ultimately 

means the reader should be able to judge whether the findings and methods applied 

in this context can be replicated and found to be appropriate in their own context. The 

context in which this study was undertaken was described in Section 4.5.  

Furthermore, the researcher recruited military officers as respondents who 

were able to provide a military perspective of issues that were connected to the 

phenomenon being explored, as well as the study’s research questions. The second 

phase utilised cluster sampling as participants were selected based on their availability 

and owing to the sampling characteristics; one of them being part of a homogeneous 

group. Phase 2 involved administering the COQ to sample populations at two senior 
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academic training institutions, namely SAMA and the SANWC. This chapter also 

produced a detailed procedure including the methods and research process adhered 

to, as well as the context of the respondents. This approach may in future assist 

scholars to review the suitability of the research conducted in this specific military 

context and provide insight into how this research could be made transferrable to a 

different context with other potential participants (Anney, 2014). 

4.9.4  Dependability 

The dependability of qualitative studies means the extent to which the findings of the 

study are deemed reliable (Anney, 2014). Lincoln and Guba (1985) note that for 

dependability to be established in a research study, the researcher should always 

keep in mind the credibility of any procedures that are used. In addition, Guba (1981) 

highlights that dependability can be translated into reliability in quantitative research. 

Furthermore, dependability is described as “the stability of findings over time” (Bitsch, 

2005, p. 86). Tobin and Begley (2004) suggest that dependability includes participants 

reviewing the results along with the interpretations and recommendations of the study. 

This is to ensure that they agree with what had been mentioned based on the data 

derived from the participants during the research process. According to Vermooten 

(2018) and Anney (2014), the dependability of the research findings can be 

ascertained by employing the following strategies: an audit trail, a code-recode 

strategy, stepwise replication, triangulation, and peer examination. 

In this study, the researcher utilised the following methods to improve 

dependability: an audit trail, peer examination, and triangulation. An audit trail was 

produced for each step in the qualitative and quantitative phases of the research. The 

audit trail consisted of a reflexive journal that accounted for the researcher’s reflections 

on the methodology and interviews, and included preconceived prejudices. Evidence 

of the audit trail is available in Appendix O. The researcher used several conference 

platforms that related either to a psychology or military context. The purpose was 

mainly to deliberate with colleagues who were unfamiliar with the topic, but who were 

considered experts in research methodology, research procedures, and preliminary 

findings. Owing to this being a mixed-methods research study, the objective was to 

increase confirmation of the findings by using two or more methods (Heale & Forbes, 

2013). The findings of the semi-structured interviews were thus positioned as the main 

Stellenbosch University https://scholar.sun.ac.za



164 
 

data-collection technique. The findings of the COQ were comparatively applied with 

those of the interviews, which were conducted in Phase 1 of the study. In addition, the 

findings of the COQ were based on data derived from the selected samples at two 

training institutions, namely SAMA and the SANWC, with the findings of the study 

achieved by using the procedural steps displayed in Figure 4.1. 

4.10 Reflexivity 

Reflexivity was applied in this study as a tool to guard against preconceived prejudices. 

Reflexivity as a qualitative concept was considered crucial to the researcher in this 

study as he was the primary instrument conducting the qualitative inquiry (Watt, 2007; 

Patton, 2002). Furthermore, the selection, collection, and interpretation of data 

were influenced by the researcher, who inevitably influenced the direction of the 

findings as participants’ responses are always exposed to the interpretation of the 

researcher (Finlay, 2002; Holland, 1999). It is thus necessary for researchers to 

evaluate the impact of intersubjective elements on the data-collection and -analysis 

processes in order to increase the measure of integrity in qualitative research 

(Dobronravova, 2009; Finlay, 2002). Moreover, it was necessary for the researcher to 

declare and be open about his attitudes and views regarding the topic being explored, 

namely cybersecurity, and how this is viewed in a military context. The element of 

reflexivity is crucial to succeed in presenting the reader with an unbiased view of the 

topic and to facilitate understanding (Dobronravova, 2009). It is worth noting that the 

researcher is a civilian and unfamiliar with the SANDF. 

As the researcher commenced with this study and underwent a process of 

acquiring additional knowledge through engaging in scholarly activities, his 

perceptions regarding military organisations changed after extensively consulting 

literature associated with international military organisations. To prevent 

contamination in the research process, the researcher engaged in self-reflective 

activities by exploring his reactions and experiences. By engaging in such practices, 

the researcher was able to recognise and deal with preconceptions that might have 

influenced his capability to be unprejudiced and to be non-judgemental in his actions, 

observations, and thoughts while conducting the research. Furthermore, the 

researcher made several references to the notion that military officers were not 

completely isolated from society, yet it should be emphasised that the researcher 
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himself, in his personal experience, fell victim to the perspective that members of the 

military were also influenced by the media’s agenda and the public’s perceptions of 

the SANDF. Hence, the imperative of a reflexive journal grew as the process the 

researcher underwent during the writing of this dissertation could be considered one 

of dialogue and introspection, as captured in the journal. This reflexivity may be 

regarded as crucial for the research process as the researcher became very aware of 

his subjectivity, especially when interacting with the participants during the interviews. 

Palaganas et al. (2017) recommend that the relationship between the 

researcher and the participant should always be made clear during the reflexive 

process. The reflexive journal is a measure through which researchers can be 

continuously made aware of their values and preconceived judgements to mitigate 

their impact on the research practice and process (Pillow, 2003). One challenge that 

arose between the researcher and the social realities of the participants was 

characterised by the different views of security measures that were prevalent, which 

were presented as the norm in most cases. The researcher was therefore 

confronted with social constructs that were not of his own making, as Parahoo (2006) 

notes in his study. The researcher had to continuously reflect on his preconceived ideas 

about the topic of the study and give due consideration to the nature of the SANDF. 

The next section focuses on the ethical considerations followed in this study.   

4.11  Ethical considerations 

The researcher endorsed and adhered to conducting himself in line with the ethical 

requirements outlined by SU, as well as the ethical guidelines of the Health 

Professions Council of South Africa. This study involved the participation of active 

military officers who were serving in the SANDF. Participating in this study did not 

infringe on the dignity, rights, safety, or wellbeing of any officers of the military. Despite 

the low ethical risk associated with participating in this study, the researcher carefully 

considered any potential ethical risks associated with members of the military 

participating in either the interviews or responding to the self-administered 

questionnaires. 

The qualitative and quantitative phases of the research commenced once 

Defence Intelligence, along with the SANDC, SANWC, and SAMA, had authorised it 

and the ethical approval of the Research Ethics Committee: Human Research 
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(Humanities) of SU had been received. The process of participating in the interviews 

and responding to the questionnaire for the purposes of this study was voluntary. The 

researcher made use of consent forms that outlined the conditions of participation in 

this study (see Appendices A and B). The researcher acted ethically in presenting the 

consent form and explaining all the relevant information pertaining to this study. 

Participating military officers were informed of their right to withdraw their consent to 

be involved at any time during the research process without being exposed to any 

consequences or penalties. It is noteworthy to mention that participation in the face-to-

face interviews did not require military officers to engage in any follow-up interviews. 

The researcher engaged in semi-structured interviews in order to fully capture the 

contextual realities of the participants. Each of the semi-structured interviews lasted on 

average between 25 and 45 minutes. This length of the interviews allowed the 

researcher to engage with the research participants and grapple with the information 

received. The confidentiality of the participants’ information was assured and ensured. 

The participants were allocated a pseudonym to ensure anonymity and confidentiality. 

Only the researcher had access to the information, and all identifying information, for 

example the names and contact details of participants, was stored separately from all 

other information, also in a secure location. In addition, no identifiable information was 

linked to either the interviews or questionnaires. No falsification of findings took place 

in the analysis and reporting procedure of Phases 1 and 2. Additionally, the researcher 

did not engage in plagiarism activity, especially in the construction of items in the data-

collection tools and literature presented. Furthermore, all the information collected 

from participants was encrypted and password protected. After a period of 15 years, 

the data and records obtained from the participants will be destroyed professionally. 

4.12  Conclusion 

The aim of this chapter was to provide a discussion of the methodology used for this 

study. In this chapter, several key aspects were covered, including the research 

objectives, as well as the rationale and aim of the research. Thereafter, the focus was 

directed to the research paradigm, which presented the reasons why this study utilised 

a mixed-methods research design. Following this, the research design was also 

elaborated on to add to the in-depth discussion of the selected qualitative and 
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quantitative approaches. The chapter also described aspects linked to the sample 

criteria and the selection of participants. 

Data-collection tools were also discussed extensively and the motivation to use 

the semi-structured interview and a questionnaire was justified by not only pointing to 

the objectives, but also the research design that was selected. The focus of the chapter 

then moved to the data-analysis method that was used in this study, which highlighted 

CA and the steps used for rigour in Phase 1. The researcher also discussed the data-

analysis procedure for Phase 2, which involved descriptive analysis and thematic 

analysis. The integration of the results for Phases 1 and 2 were discussed, with a 

subsequent focus on triangulation. Moreover, the chapter highlighted aspects related 

to validity and reliability, and included important criteria for credibility, confirmability, 

transferability, and dependability, as well as reflexivity.  

The methodological considerations in this chapter form the basis of the context 

of Chapter 5, in which the findings of Phase 1, as produced by the data-collection 

process, are presented. 
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CHAPTER 5:  

PHASE 1: CONTENT ANALYSIS (CA) 

5.1  Introduction 

This chapter focuses on the findings of the interview data extracted from senior 

members of the military located at the SANDC. Chapter 5 serves as the starting point 

in answering the secondary research questions, which act as a gateway to 

understanding cybersecurity from the view of the South African military officer. This 

chapter explains the CA of the semi-structured interviews. It is important to note that 

the qualitative phase of the study presented in this chapter (1) informed the 

development of the COQ, and (2) acted as the foundation on which the COQ data 

were triangulated with the interview findings. 

The objectives of the study, as outlined by three specific secondary research 

questions, guided the qualitative CA process. The questions are as follows:  

1) How do South African military officers conceptualise cybersecurity 

awareness? 

2) How do South African military officers perceive cybersecurity threats within 

the SANDF? 

3) What are the perceptions of cybersecurity awareness through the lens of 

the military officer? 

The meaning units, codes, and categories of the CA performed were discussed in 

Chapter 4. Chapter 5 contains the presentation of the main themes and sub-themes 

that the researcher identified through the CA process. The next section contains the 

demographic information of the participants located at the SANDC. 

5.2  Demographic information of participants at the South African National 

Defence College (SANDC) 

Table 5.1 shows the demographic information of the participants at the SANDC 

according to gender, province, rank, race, and arms of service.  
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Table 5.1: Demographic information  

Participant 

no. 
Gender Province Rank Race Arms of service 

1 Male Western Cape General Coloured South African Air Force (SAAF) 

2 Female Gauteng Colonel White SAAF 

3 Male Gauteng Colonel White South African (SA) Army 

4 Female Gauteng Colonel Indian SA Army 

5 Male Gauteng Colonel White South African Military Health 

Service (SAMHS) 

6 Male Limpopo Captain  Black South African Navy (SAN) 

7 Female Gauteng Colonel Black SAMHS 

8 Female Gauteng Colonel White SAAF 

9 Male Gauteng Colonel Black SA Army 

10 Male Gauteng Colonel Coloured SA Army 

 

Based on the information in Table 5.1, it is evident that six males and four females 

participated in the interviews. With regard to the branches, three participants were 

members of the SAAF, and four participants were from the SA Army. Furthermore, 

there were only two participants from the SAMHS and one participant from the SAN. 

It is imperative to note that the included racial categories were part of the Population 

Registration Act 30 of 1950, which is currently still being used in South Africa. 

5.3  Outline of themes 

The themes are represented by either a sentence or through more detailed sections, 

as previously noted. The researcher, once he considered a theme as important, after 

it had been identified as adding value to the study, recorded the participant’s narrative 

and the page number on which the meaning unit was located. The researcher merged 

any overlapping or duplicate themes that were highlighted during the analysis process. 

Following this, the researcher identified any themes that were not part of the coding 

scheme. Furthermore, the researcher made inferences from the most dominant 

categories derived from the texts relating to the perceptions of South African military 

officers. Table 5.2 displays the extracted themes and sub-themes that emerged from 

the CA process. 
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Table 5.2: The four main themes and sub-themes of the study 

Themes Sub-themes 

1.  Knowledge production and training 

focusing on cybersecurity awareness 

Awareness and knowledge of cyberspace and its 

associated dangers. 

The establishment of cybersecurity awareness among 

military members. 

2.  Challenges of trust with technology 

and members 

Vigilance among members of the organisation owing to 

differences in how cyberspace is approached. 

The uncertainty of cybersecurity best practices and 

protocols in the organisation. 

3.  The construction of a digital culture 

among members  

Culture of digital security among officers. 

Personal devices are considered more efficient to store 

organisational information. 

Cyber increases the skills gap between more senior and 

junior military officers. 

The demand for faster and more efficient communication 

is becoming normalised practice. 

4.  Cyberthreats are constructed based on 

experiences in the physical domain 

Information security as a practice. 

Perception as an important aspect to military members. 

 

Relating to the discussion of the sub-themes that emerged from the data, the 

researcher created the context of the main theme as it denoted that awareness among 

military officers could not be viewed from an isolated stand, namely one that focuses 

on military officers’ knowledge of cyber awareness. Instead, questions were posed 

during the interview that alluded to the concept of cybersecurity awareness by judging 

this topic from a contextual point of view. In analysing the participants’ narratives, 

deeper issues related to awareness were raised, which focused mostly on 

organisational challenges concerning how cybersecurity awareness was viewed and 

not necessarily what it meant as a construct. 

5.4  Theme 1: Knowledge production and training focusing on cybersecurity 

awareness 

This main theme, Knowledge production and training focusing on cybersecurity 

awareness, focused on interviewed members of the military who shared the viewpoint 

that education on cyber awareness should be regarded as crucial by organisations 

and senior management. The main theme was accorded this priority given the 

emphasis on knowledge and awareness of cybersecurity. It was thus appropriate for 

the two sub-themes: Awareness and knowledge of cyberspace and its associated 

dangers and The establishment of cybersecurity awareness among military members, 
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to be included under this main theme as they shared similar characteristics and fit the 

description of knowledge production and training in cybersecurity. 

The analysis process, which entailed coding and categorising, as well as 

identifying thematic features in the data, clearly revealed that most members believed 

awareness training and knowledge on the topic of the main theme should form part of 

military training at all levels. However, some participants indicated that not all members 

should receive education and training in cybersecurity as it could pose a threat to the 

organisation if the knowledge was imparted to lower-ranking members. The 

participants conveyed the belief that NCOs might use this knowledge to their private 

advantage as they had not attended additional training on security, which senior 

officers had attended. On the other hand, it should be considered that this viewpoint 

was only shared by two of the senior military officers interviewed, while the majority 

believed that cybersecurity training should start from the foundation phases, which 

implied that training should commence at the basic level. 

5.4.1  Sub-theme 1.1: Awareness and knowledge of cyberspace and its 

associated dangers 

Sohrabi and Von Solms (2016) denote that a specific experience is owing to the 

accumulation of knowledge, which leads to acquaintance with, as well as 

comprehension of, specific events. In the context of this sub-theme, awareness and 

knowledge related to cyberspace refer to familiarity with the Internet and the 

information that could be linked to security threats, skills, and the capacity to prevent, 

manage, and alleviate the risk of sensitive information being vulnerable to exposure 

(Ashenden, 2008). Awareness and knowledge of cyberspace and its dangers emerged 

as a sub-theme as eight of 10 participants indicated that they were aware that their 

organisation focused on cybersecurity. On the contrary, while eight participants 

acknowledged that the organisation was aware of cybersecurity, five of the eight 

participants indicated that the organisation was not doing enough to promote 

education and training in cybersecurity.  

For the purpose of this sub-theme, the focus was on senior military officers at 

the SANDC who had highlighted their awareness of the threats that exist in 

cyberspace, and who also indicated that they were equally cognisant of the practices 
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that went hand in hand with remaining active in cyberspace. This outlook was, for 

example, corroborated by Participant 2, who argued: 

“I think the organisation should enforce a policy more if there is one and to check 

and make a presentation during war28 period once a month to say, like, that 

there were seven violations on Facebook and counter-M should look at this to 

create that awareness on rules and order within cyberspace” (Participant 2, 

senior military officer). 

Upon analysing the extracted text produced by Participant 2 in the interview, it became 

evident that the military officer referred to violations in cyberspace and highlighted the 

proposal that the organisation should be more active concerning the enforcement of 

policy, which links with creating awareness of cyberthreats. Participant 2’s narrative 

was indicative of experiences that might have been noted on social media platforms 

such as Facebook. Social communication platforms such as WhatsApp and Facebook 

were the main concept identified in the narratives during analysis. The belief that the 

organisation should instil levels of awareness should nevertheless not be the only 

consideration in this sub-theme. How awareness was perceived and made practical 

should also be regarded as appropriate for consideration in this sub-theme, as can be 

seen from Participant 1’s narrative: 

“Like I said, being a human and pushing the military away from the normal 

human being, uhm, which is from a personal capacity, uhm, I don’t think that I 

take it that seriously, but in my work environment I take it very seriously and I 

know the consequence[s] and implications. But from a personal view, people or 

hackers can build a personal profile of you and put it out there and that’s why I 

don’t belong to Facebook or have a Facebook profile, but I am on WhatsApp 

as it is more commonly used. So you can see my profile, but it doesn’t say 

anything more on me. One thing that I do use is LinkedIn, which is what I use 

for jobs and linking with other professionals in my field and sharing information 

and creating a network. I also see a lot of my other colleagues on LinkedIn. 

That is of national security value in the sense that this information can be used 

either against or for. And you can use cyberattacks to get this information, which 

 

28   Participant 2 referred to “war period” being held once a month. This terminology refers to a roll-call period, where 

discussions regarding administrative or operational activities are conveyed to military members. 
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is another form of warfare in my opinion, and if you are not aware of it, you may 

see your downfall” (Participant 1, senior military officer). 

The above narrative by Participant 1 pointed out the notion that awareness of digital 

threats may be linked with precautionary behaviour. Van Schaik et al. (2017) argue that 

the perception of risk is a good predictor of information security behaviour. Participant 

1 showed that awareness was vital in securing personal information on social media 

platforms such as WhatsApp and Facebook. Building on this perception, it is also of 

key relevance to highlight that knowledge-based systems are generally constructed on 

the basis of the experience the users had accumulated in their specific context (Rice & 

Kitchel, 2016). Participant 1 revealed that they were aware of the dangers, which might 

pose a risk, in relation to personal information that could be used against them. 

Furthermore, this participant also explained that there were certain exceptions to being 

secure online as engagement on professional platforms such as LinkedIn was utilised 

for sharing information. However, the participant also acknowledged that information 

shared online might compromise the individual if hackers built a profile of them to extort 

information for some gain or alternatively for purposes of blackmail. Moreover, the 

participant also highlighted strictly avoiding social communication platforms where 

data were actively being mined, but also where it was easier for individual profiles to 

be constructed in association with individual preferences. 

However, at the same time it could be emphasised that Participant 1 

acknowledged the existence of a difference in the way cyberspace and security were 

viewed as there was a separation between professional duties and personal capacity. 

This separation in how awareness was perceived and enacted could be linked to the 

ramifications of cyberthreats for the organisation as it could have a detrimental 

outcome for the interests of national security. In addition, the sub-theme Awareness 

and knowledge of cyberspace and its associated dangers relates to the orientation of 

military officers towards cyberspace. This is a concept that focuses entirely on how the 

user is able to construct and apply security in a digital environment. 

Orientation in a specific context is deemed necessary to consider, especially 

when the objective is to comprehend a specific object or event (Antonsen & Lundestad, 

2019). The focus in this regard was therefore on those participants who were aware 

of cyberthreats in the military context, either having had prior exposure to training or 

who were in a position at work that demanded awareness and the necessity to be 
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updated about relevant threats in cyberspace. Galletta and Polak (2003) note that 

employee behaviour in cyberspace is influenced by technological devices in the 

organisation. The individual who has such a device is therefore a central part of the 

cybersecurity process. Previous knowledge and exposure, as has been reiterated, 

might influence the interpretation of and approach to managing any issue that arises 

(Rice & Kitchel, 2016). As highlighted earlier, not all members of the military are aware 

of the dangers lurking in cyberspace and the concomitant implications in the physical 

domain. The aspect of awareness and knowledge in the cyber domain is considered 

as critical for the application of online behaviour (Bada et al., 2015). In confirming the 

aforementioned, Participants 3 and 6’s narratives are presented, in sequence, as 

follows: 

“The way we structured our security cluster and how we interact with other 

stakeholders, uhm, all I can say is that people always wake up after the incident. 

We are reactive as South Africans and we are supposed to be proactive. We are 

reactive in everything and that’s the reason why some of us don’t see 

cyberthreats as a threat. The military should control cyberspace and should be 

on top” (Participant 3, senior military officer). 

“No, I am not security conscious because we are not taught, because the 

department is not strict on us or telling us to follow the guidelines or even 

bringing in awareness on that factor” (Participant 6, senior military officer). 

Participant 3’s narrative extract showed some indication that planning of defensive 

measures relating to cyberspace is not balanced from a national point of view and that 

security organisations are reactive and not necessarily proactive in their approach to 

cybersecurity awareness. It is important to note that this view cannot be generalised 

to the broader view of cyber capacity in the SANDF. Moreover, Participant 3 also 

connected their argument to the interpretation of threats. Bada et al. (2015) and Van 

Schaik et al. (2017) suggest that the issue of salience arises as this refers to the notion 

that behaviour online is shaped to a large degree by the measure of relevance of and 

the meaning attached to threats. The researcher pointed out previously that ST also 

played a role in the aspect of meaning attached to threats, whether existential or not. 

This point can be identified as referring to the knowledge component of this sub-theme. 
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Participant 6 revealed that not all military officers were aware of or possessed 

knowledge of threats in the digital domain. Participant 6’s narrative can be interpreted 

as pointing to security awareness in the organisation and the responsibility for gaining 

the relevant knowledge resting with the SANDF, and that the organisation should 

promote education in cybersecurity. The point that emerged from this participant’s 

narrative affirmed the idea that knowledge of a specific issue is pertinent to practising 

security behaviour.  

Sub-theme 1.1 presented participant narratives regarding cybersecurity 

awareness in the organisation and the role of knowledge and awareness in displaying 

security behaviour. The next sub-theme relates to cybersecurity awareness among 

members of the military. 

5.4.2  Sub-theme 1.2: The establishment of cybersecurity awareness among 

military members 

The sub-theme The establishment of cybersecurity awareness among military 

members builds on the previous sub-theme, which focused on knowledge and training 

in the organisation, but more specifically so at an individual level. This sub-theme 

shifted the focus to aspects of training and education and what members of the military 

expect from the organisation. It is important to note that the questionnaire posed a 

question focusing on the expectation of military members regarding cybersecurity in the 

organisation. A focus on training and education linked to cybersecurity awareness 

featured prominently in the coding process. Through the analysis process, it became 

evident that military members were conscious of training at a basic level, which 

referred to the notion that content in this regard should be integrated into course 

material for all members who were undergoing mandatory cybersecurity awareness 

training.  

At this stage, it became important to shift the focus yet again to the awareness 

responses of Participants 2 and 3 as the narratives drew on knowledge that cyber was 

an emerging domain that would require attention as technology has been advancing 

at a rapid pace: 

“It should be an intervention where one should have training on a monthly basis 

and deliver education as technology is moving quickly” (Participant 2, senior 

military officer). 
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“All people in the DoD should be trained, the skills should not be zoned to a 

specific group of people, and these skills cannot be zoned. If applied to all, the 

organisation and its people will have a positive outlook. You need to empower 

people so that [they] can foresee that if the current measures are in place [it] 

won’t solve the problems and to provide feedback and just wait for specialists 

or that it will only be in the hands of specialists and Defence Intelligence” 

(Participant 3, senior military officer). 

The excerpt from the transcribed text of Participant 2 indicates that training should be 

a regular intervention. Routine awareness activities on cybersecurity are argued by 

Van’t Wout (2019) to be a suitable solution when addressing the overall digital security 

in organisations. The excerpt from the transcribed text of Participant 3 indicated that 

information focusing on cybersecurity should be supplied to all military members so 

that the area of specialisation can be broadened to include most of the personnel in 

the organisation. Expanding on this narrative, it should be emphasised that training 

people in certain areas might alleviate some of the risks in online behaviour that have 

been expressed (Lahcen et al., 2020; Winkler, 2017). This view was shared by 

Participant 6, who also noted that creating a cybersecurity awareness programme or 

implementing certain awareness components in the courses that members of the 

military attend when embarking on a military career, when undergoing basic training in 

the SANDF, should be mandatory: 

“This should come through basic training, so that we can be taught this subject 

at every course you come in contact with. The topic of cybersecurity should be 

considered a must at every course you are attending and should continue 

throughout your training as an officer” (Participant 6, senior military officer). 

Participant 6’s narrative also confirms ensuring regular exposure to cybersecurity 

awareness information through the means of training. However, the participant did not 

specify whether that was applicable to all the members of the organisation, as 

reference was made to the officer rank only.  

Continuing on from the view that training should be offered throughout the 

career of the military officer, Participant 4 made reference to the training material and 

the importance of communication in the process of establishing cybersecurity 
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awareness among members of the organisation. Participant 4 placed this in context 

by suggesting the following: 

“... uhm ... what we should add is to change the training material and not to just 

talk about documents but to make young officers and non-commissioned 

officers aware of the consequences and trends of what currently is happening 

in cyberspace and [the] security domain, you know?” (Participant 4, senior 

military officer). 

In the excerpt above, Participant 4 indicated that it can be highlighted that basic military 

training could be regarded as the starting point for skills related to cybersecurity, which 

should also be shared. Skills being shared among members in the organisation 

relating to awareness and security might produce benefits as they would be able to 

reduce the costs of technical challenges arising from the absence of awareness. 

Cyberthreats are able to become real and exploit users’ data and have an impact on 

the integrity of systems and networks. Training members in preventative mechanisms 

and behaviour can thus reduce the risk attached to possible threats and attacks (Bada 

& Sasse, 2019). 

This sub-theme dealt with the aspect of awareness in an organisation and the 

expectations of members of the military in respect of cybersecurity training. It was 

evident that eight of the 10 participants felt that cybersecurity education was an 

important component to subscribe to in the SANDF. The next main theme focuses on 

how technology is integrated into the organisation and as a consequence might have 

an impact on trust among its members. 

5.5  Theme 2: Challenges of trust with technology and members 

Theme 1 addressed how cybersecurity education and the possible use of technology 

can be integrated throughout the organisation. Furthermore, social media platforms 

and the Internet were viewed as a beneficial space where members can extract and 

share information. Theme 2 deals with the lack of trust some of the participants have 

in the organisation. Trust was considered a major requirement for the participants 

concerning their passion and respect for the organisation. This theme contains two 

sub-themes that are connected with the aspect of vigilance among members of the 

organisation, and the uncertainty associated with best practices related to 

cybersecurity protocols. 

Stellenbosch University https://scholar.sun.ac.za



178 
 

From an organisational perspective, trust can be viewed as imperative to 

achieve effectiveness in communication (Uslaner, 2002). Furthermore, efficacious 

collaboration among all members of an organisation and management is crucial in the 

establishment of trust (Pucetaite et al., 2010). In expanding on this point, it may be 

noted that the presence of healthy, trusting relationships in organisational contexts 

may increase aspects such as commitment and performance (Singh & Srivastava, 

2016). It should, however, be stressed that technology is able to obstruct the social 

relations formed among colleagues and possibly impede the trust that had been 

formed. When behaviour is not uniform and is displayed differently in an organisational 

setting, then the likelihood of distrust may be experienced owing to a significant 

difference in views. 

The fundamental argument that this theme raises through the display of 

qualitative narratives was that although the interpretations of best practices and 

management of Internet usage differed, it was able to instil both a sense of vigilance 

and uncertainty among members of an organisation. Technology in the workplace 

can thus be both disruptive and beneficial (Cascio & Montealegre, 2016). The findings 

displayed under the second theme address Sub-theme 2.1: Vigilance among 

members of the organisation owing to differences in how cyberspace is approached, 

and Sub-theme 2.2: The uncertainty of cybersecurity best practices and protocols in 

the organisation, which reveals the differences in implementing guidelines and how 

members interpret the limits in practising cybersecurity. 

5.5.1  Sub-theme 2.1: Vigilance among members of the organisation owing to 

differences in how cyberspace is approached 

The findings related to the notion of vigilance indicate that the members of the military 

who were interviewed shared strong views. The derived coding and meaning units 

showed that members were not inclined to trust the DoD resources supplied to them 

and would rather use their own technological devices to feel secure. Moreover, aspects 

of vigilance not only rested with DoD resources, but also in the manner in which 

information was disclosed to external sources such as the media. In addition, senior 

military officers interviewed at the SANDC revealed that there were signs of distrust in 

the organisation’s policies. The challenges emerged from how some members might 

use DoD resources such as computers, which was considered to be an aspect that 

required attention from all members of the military and the senior branches of the 
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organisation. It should be noted that, under this theme, six of the 10 participants 

reported being aware of how their colleagues approached the topic of cyberspace in 

the organisation. Participant 3, a senior military officer, suggested that junior members 

might abuse the resources offered to them in the organisational context. This 

argument fed into the debate that trust might be compromised when military members 

did not comply with procedures and guidelines. Participant 3 stated: 

“You see, the measures can be there, but the problem is that the constant 

monitoring of people will be like ‘I don’t trust you, DoD members’. The guidelines 

can be there and the boundaries can be employed so that people can develop. 

But if the organisation creates guidelines and boundaries and still dictate to its 

members how it should be used, then the organisation will not grow, because 

you have no faith in its members and there will be no innovation in the 

organisation. If the organisation is allowing its members to go to this end and 

that end ... as long as objectives are met. And that is where you allow the space 

for people to grow. If it’s too restrictive, then officers will think they cannot be 

trusted, but if you employ the laws and guidelines and allow people to adapt to 

it, then the organisation and people will grow” (Participant 3, senior military 

officer).  

Participant 3’s excerpt denotes that trust is not present in the organisation, especially 

concerning the guidelines pertaining to the use of the Internet in the workplace. 

Participant 3 alluded to the idea that the organisation does not trust its employees to 

effectively apply the proposed guidelines and rules. It is worth noting that mistrust can 

be a symptom of other issues that are experienced in an organisation (Camblor & 

Alcover, 2019; Sitkin & Roth, 1993). Participant 3 pointed out that there was very 

limited room for growth and innovation owing to restrictive guidelines and mistrust in 

the organisation. The researcher argues that the restrictive guidelines are positioned 

to achieve an improved approach to establishing information security and facilitating 

safe online security behaviour. However, guidelines are also employed to provide 

oversight over matters related to the early detection of threats and establishing effective 

cybersecurity behaviour, as well as information sharing. Participant 3’s narrative, 

however, provided a starting point for employee engagement to address issues of 

mistrust relating to technology use. According to Camblor and Alcover (2019), the 

engagement of employees in an environment where the sharing of ideas, values, and 
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behaviour is established as a foundation for colleagues may lead to a reduction in 

incompetence and an increase in cooperation. Participant 3 noted that there was a 

lack of growth owing to the restrictive nature of how guidelines were employed. It has 

been confirmed that the DoD has a clear policy relating to the sharing and distribution 

of information in an instruction titled “Policy, process and procedures on information 

and communications systems security in the Department of Defence”29. The 

DODI/CM1/00008/2001 (RSA, 2011a) clearly indicates guidelines for using mobile 

devices in the work environment, but also stipulates the procedures for the storage of 

organisational information and the security expectations for communicating sensitive 

information. 

In elaborating on this sub-theme, it was clear that differences might exist in how 

policies are interpreted and complied within an organisation. Participant 5 perceived 

the process of information sharing as unclear and not “visible”. Participant 5 suggested 

that cybersecurity violations that occur in the organisation should be disclosed. 

Furthermore, Participant 5 also recommended that those military members who violated 

the organisation’s trust and procedures should be brought to the attention of the 

authorities. The consequence of violating organisational trust is presented in the 

following transcribed excerpts of Participants 5 and 10: 

“I would make it more visible, if people are being caught out for violating certain 

cybersecurity procedures, it’s usually kept quiet, I think we should make it visible 

and expose those that are violating the organisation’s trust and procedures. If 

military personnel can see those that have loose lips that can sink ships, then 

surely this will scare them” (Participant 5, senior military officer). 

“They should not do it, they should not use a military computer to browse on 

the Internet because, remember now, as I said, it’s easy to hack a computer, 

especially on the Internet, so they should not do it. And if you do access the 

Internet, it should be on a computer that has no military information. You should 

not use any of your details when it comes to logging on to a website because 

people can draw a profile of you. And they can start to link you with other things 

so we must be careful how we browse the Internet, but not with a computer that 

has military information” (Participant 10, senior military officer). 

 
29  DODI/CM1/00008/2001, Edition 4, is authorised and issued for implementation in the DoD (RSA, 2011a). 
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As mentioned in the introduction to the sub-theme Vigilance among members of the 

organisation owing to differences in how cyberspace is approached, the trust factor 

was not just confined to the exploitation and abuse of organisational resources but 

might also potentially cause a clash between members regarding how security is 

approached. Participant 10 also raised the element of trust among colleagues, by 

stating that state resources should not be abused to browse unauthorised content on 

the Internet. This vigilance among members could be owing to the implementation of 

guidelines and directives for information security and the use of organisational 

resources. Participants 5 and 10’s narratives can be interpreted as referring to trust 

and security. The heart of the issue, as pointed out by these participants, is limited 

information security. Ritala et al. (2015) note that the process of trust can be influenced 

positively if there is reciprocity in knowledge sharing among members, although the 

alternative, where no reward of reciprocation exists, may be considered as a situation 

that is conducive to information leakage. 

Sub-theme 2.1 showed how the participants grappled with existing directives 

and policies that govern security in the organisation. It was noted that the interpretation 

of these existing policies presents challenges related to trust and the use of technology. 

The next sub-theme addresses aspects of uncertainty concerning best practices 

related to cybersecurity protocols in the organisation. 

5.5.2  Sub-theme 2.2: The uncertainty of cybersecurity best practices and 

protocols in the organisation  

This sub-theme emphasises the interpretation of policies and their implementation. 

When an organisation implements awareness initiatives directed at increasing 

awareness of information security, greater application of best practices among 

employees should occur as the risks would already had to have been identified and 

acknowledged as understood (Al-Mohannadi et al., 2018). A case in point is that some 

policies and directives might not be reaching all the members of the organisation, as 

highlighted by Participants 1 and 2, which might result in policies and protocols not 

being known or understood clearly. It must be noted that eight of the 10 military officers 

located at the SANDC highlighted that they were not sure of the cybersecurity best 

practices that were promoted in the organisation. Furthermore, it emerged that a 

significant amount of time was spent adapting to new policies introduced by senior 

management. In addition, communication about the regulations concerning 
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information sharing and the security attached to this was an important component in 

creating a basis for security awareness among members of the organisation. The next 

two extracts, which appear in sequence, laid an important foundation relating to the 

availability of information, as well as the understanding of information contained in 

security policies, which might cause uncertainty or confusion: 

“… uhm ... and I must admit we have been doing ... as there is a clear absence 

of communication in the DoD. Uhm, we have systems in place, but [they have] 

not been adjusted through the times, you understand. This is quick news, quick 

information, quick sharing, whereas in the old days you had to write a signal, 

where you first have to prepare the content and go through the editing process 

and go onto the system by sending out the signal. Uhm, and, yes, we have 

official phones, but we don’t have [an] official network like SETA that will protect 

us from sharing information …” (Participant 1, senior military officer). 

“We have, like, open presentations to everyone in the building about 

cyberthreats and so on. I am aware of threats, but I have not seen a policy. I think 

I know what the right thing is to do ...” (Participant 2, senior military officer). 

As noted in Participant 2’s narrative, the basis of a policy is that there should be a 

foundation of knowledge on which the directives and policies are based. Furthermore, 

the weak link in the cybersecurity chain appears to be the human element. Participant 

2 mentioned that there were presentations on cybersecurity threats at the units. 

However, in terms of the policies directed at achieving cybersecurity, it was 

acknowledged that a lack of awareness exists. Moreover, Participant 2 suggested that 

there was a knowledge gap in education relating to cybersecurity and that the 

organisation could not introduce a directive or policy if the basis of the matter was not 

understood or why cyber was not regarded as a threat. Researchers have posited that 

employees are the face of organisations and are at the frontline of protecting the 

network’s security (Al-Mohannadi et al., 2018). For this reason, awareness training 

should be able to rectify the prevalence of negligence among staff and reduce possible 

non-deliberate security breaches (RSA, 2011a). 

As derived from the interview, Participant 1 perceived the sharing of pertinent 

information related to cybersecurity as limited in the organisation. Furthermore, 

Participant 1 suggested that there was disjointedness in the implementation of 
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information sharing as the so-called “new” way of sharing information should be faster 

and more efficient, as the “old” way emphasised editing and proofreading before 

circulating a document, but that the current way was not necessarily faster and more 

efficient. However, DoD directive DODI/CMI/00011/2001 highlights that 

communication should be easy and confidential (RSA, 2011a). However, the policy 

does not mention that the communication mode, which is electronic, should be fast and 

efficient. It should nevertheless be noted that the sending and receiving of information 

through the use of email is still considered to be a formal means of communication 

and bringing information to those who have an interest in it (RSA, 2013a). It is worth 

noting that awareness of best practices goes both ways. The first part of the sub-theme 

indicated that there was a lack of communication or no communication at all about a 

security-related policy. Some participants nevertheless highlighted that there was a 

level of awareness of a policy on cybersecurity and the protection of DoD information. 

Uncertainty of best practices captured in policy directives related to cybersecurity in 

the organisation emerged from Participants 4 and 5’s narratives: 

“Yes, I am aware of such a policy. Uhm, I feel it’s good because there is a big 

problem with the amount of military personnel using social media and what they 

post on there as there’s no restriction. There is no watchdog. However, there is 

an instruction” (Participant 4, senior military officer). 

“Yeah, that’s a sensitive issue because I heard there’s a policy out on it. I am 

of the opinion that you can do that to all soldiers because we are all in this 

business, but with posing with your uniforms on social media I do not have a 

problem because I am of the opinion that I am not putting sensitive information 

about weapons or armoury or things like that online. The fact that I am a soldier, 

they, the hackers, will in any way pick it up that I am one without my uniform if 

they hack into a system. The fact that I have a uniform may give an impression 

that there [are] more things linked to me, so that’s my opinion” (Participant 5, 

senior officer). 

Participants 4 and 5 were in agreement that there is a policy on best practices related to 

cybersecurity. However, it appeared that the measures to implement the policies and 

practices are lacking. A lack of clarity exists about the policies linked to cyberspace-

related practices and the threats that might emerge in this space. Participant 4 

suggested that military personnel using social media could pose a security risk to the 
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organisation. DoD Instruction DODI/CMI/00008/2001 indicates that there are clear 

guidelines concerning the processes that military personnel are expected to action 

when an intentional or unintentional security breach occurs (RSA, 2011a). Participant 

5 furthermore appeared to be uncertain about whether posting a military uniform on 

social media was allowed or not, but acknowledged that doing so could possibly imply 

some danger to the individual browser or poster of information or photographs. 

5.6  Theme 3: The construction of a digital culture among members 

This theme contained various perspectives among military officers as to whether there 

was indeed a culture in the organisation of promoting cybersecurity among its officers. 

The majority of the participants viewed culture as an important contributing factor when 

creating an initiative and spreading awareness concerning a topic that is mostly 

regarded as untouched or unspoken of. It is relevant to note that most of the military 

officers interviewed admitted to being sceptical about the existence of a digital culture 

in the organisation. The concept of culture represents ideals, values, morals, and 

behaviour in a certain environment (Papazoglou, 2019) and may collectively point to 

the receptiveness of an organisation to embodying a digitalised culture that personifies 

cybersecurity awareness and behaviour in line with best practices. 

Establishing a culture of digitisation remains a necessity when viewing this topic 

through a 4IR lens. Organisations are confronted with the reality of automation and 

streamlining of communication. Culture plays an important role in the formation of a 

digitised environment (Goran et al., 2017). Within the dynamic of culture, the role of 

behaviour cannot be omitted as it comes with a set of customs, belief systems, and 

practices. According to Goran et al. (2017), organisations that do not move fast enough 

to integrate technology will eventually experience challenges arising in relation to the 

functioning of their activities. Technology places major pressure on organisations in 

striving to create a culture of digitisation. Moreover, organisations that have 

traditionally emphasised the physical environment might experience challenges with 

the integration of technology (Rishi et al., 2008). This third main theme depicts the 

findings of the study through four sub-themes, namely Culture of digital security among 

officers, Personal devices are considered more efficient to store organisational 

information, Cyber increases the skills gap between more senior and junior military 

officers, and The demand for faster and more efficient communication is becoming 

normalised practice. 
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5.6.1  Sub-theme 3.1: Culture of digital security among officers 

The findings discussed in this sub-theme demonstrate that the majority of officers 

viewed the cultivation of a cybersecurity culture as limited. Moreover, six of the 10 

participants indicated that the culture of cybersecurity was limited, despite admitting to 

the need for driving the establishment of a knowledge and awareness system. Cyber 

awareness emerged as being significant during the coding and categorisation phases 

of the analysis process. Furthermore, the notion of culture being linked to awareness 

was evident from Participants 6 and 10’s narratives. These narratives identified that a 

sense of urgency relating to cybersecurity awareness might be regarded as a 

challenge in the organisation. In addition, urgency as a challenge was revealed 

specifically during the coding process as the narratives indicated that there was a need 

for the organisation to improve and accelerate addressing cybersecurity.  

The relevant narratives of the participants in this respect are captured in the 

following extracts: 

“There is no awareness culture in the DoD about cybersecurity. I would rate it 

as a 4 out of 10, which is at its worst, because the majority of officers save DoD 

information on their personal USB [universal serial bus] sticks or email it to their 

personal accounts and don’t worry about whether their emails are hacked” 

(Participant 6, senior military officer). 

“I believe that we don’t yet have a culture of cybersecurity in the DoD and 

awareness in terms of security. I think that is basically in my intelligence 

environment and it should not be just an idea; it should form part of your 

lifestyle. Because, remember, now we are in the Fourth Industrial Revolution 

now, and this revolution, we don’t refer to industrial machines, we refer to 

technology and if you look at technology ... most people are nowadays 

connected to the Internet. I mean, 80 to 85% of the country are connected to 

the Internet. I would say that we should be more cybersecurity conscious and 

make it a lifestyle. That is why, you see, criminals can easily access your bank 

account. Look at how people can clone your card. I mean, we think it’s robbery 

but actually it’s [a] cybersecurity [matter]” (Participant 10, senior military officer). 
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Participant 6’s narrative implied that there was a need to increase cybersecurity 

awareness in the organisation and that a potential vulnerability exists that requires 

attention. This sentiment was corroborated by Participant 10, who concurred that a 

cybersecurity awareness culture was limited in the organisation. The description by the 

two participants demonstrated that the components involved in forming awareness 

comprises various elements. Participant 6 suggested, as interpreted by the 

researcher, that organisational information should not be stored on personal storage 

devices such as USB flash drives. DoD Instruction DODI/CMI/00008/2001 directive 

highlights that no personal storage device may be used to store organisational 

information (RSA, 2011a). Participant 10, on the other hand, suggested that in order 

for a digital culture to be constructed, there should be a presence of awareness and a 

deliberate effort to practise security behaviour as a lifestyle. The explanation included 

events that were occurring in the 4IR and mentioned the increase in technology that 

allows the criminal element to exploit user data. It emerged that emphasis of 

cybersecurity consciousness was required as a matter of urgency. Furthermore, in 

order for a digital culture to be constructed, there should be a willingness to understand 

and implement measures to achieve an increase in awareness, while security-aware 

online behaviour may be able to mitigate risk (Al-Mohannadi et al., 2019; Bada et al., 

2015). 

Participants 3 and 5 showed through their narratives that they believed a lack 

of willingness exists to enforce policies and practices that would enable a digital culture 

in the organisation. Participant 3 noted that some members of the organisation were 

wary of constant monitoring. Managing some employees more closely than others 

would delay the construction of an organisational culture that is uniform in its approach 

to and management of cybersecurity. Participants 3 and 5’s narratives are as follows: 

“You see, the measures can be there, but the problem is that the constant 

monitoring of people will be, like, ‘I don’t trust you, DoD members’.  

The guidelines can be there and the boundaries can be employed so that 

people can develop. But if the organisation creates guidelines and boundaries 

and still dictate to its members how it should be used, then the organisation will 

not grow, because you have no faith in its members and there will be no 

innovation in the organisation. If the organisation is allowing its members to go 

to this end and that end as long as objectives are met ... that is where you allow 
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the space for people to grow. If it’s too restrictive, then officers will think they 

cannot be trusted, but if you employ the laws and guidelines and allow people 

to adapt to it, then the organisation and people will grow” (Participant 3, senior 

military officer). 

“I think the information security in the organisation is bad and I don’t believe that 

there is a culture around it. I think if you don’t make an example, it will continue 

to go the same way” (Participant 5, senior officer). 

Participant 3’s narrative indicates that in order for a digital culture to emerge, there 

should also be space for members to grow and be innovative in their approach to safety 

and adhering to guidelines. This was contributed by a senior officer who provided the 

narrative from personal experience. The researcher interpreted this as meaning it was 

likely that, owing to the younger members being more efficient when it came to 

incorporating and using digital technologies, this form of monitoring could be a 

challenge, especially when older methods of securing information are regarded as the 

official means to do so. 

This sub-theme made reference to the features of a digital culture in an 

organisation. The participants noted that aspects relating to the construction of a digital 

culture in the organisation remained a challenge. As many as eight of the 10 

participants agreed that a digital culture focusing on cybersecurity required more 

attention from management. Based on the coding process of this study, the researcher 

recorded that members were dissatisfied with the existing digital culture in the 

organisation. 

5.6.2  Sub-theme 3.2: Personal devices are considered more efficient to store 

organisational information 

In this sub-theme, the emphasis is on the use of personal devices that were more 

efficient than the devices provided by the organisation. It should be emphasised that 

using a portable device may increase the chances of physical loss (Walters, 2012). This 

sub-theme built on the narratives supplied in Sub-theme 3.1 and contributed to the 

context of understanding the construction of a digital culture that was receptive to 

technology and the change it might be able to bring about. It is worth noting that six of 

the 10 participants argued that personal devices were more efficient to use in the office 
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than the devices supplied by the organisation. The use of the computer devices 

supplied by the organisation was distrusted by the interviewed participants as some 

believed that the devices were not secure and plagued with viruses, which might cause 

a loss of information and damage to a military officer’s storage device. Participant 1 

highlighted the following regarding computer devices used by the organisation: 

“But to make sure that there is a computer standing alone somewhere in the 

building to access emails and have access to the Internet remains important, 

yet the computers in the DoD are so full of viruses there ... in the Internet ... 

there at, uhm, LIW [that] the MSDs used ... and if you unplug your memory stick 

there, you should first run it through your laptop’s virus protection software. The 

virus protection program on the work computer is not regularly updated, namely 

McAfee. I use a different virus protection program, which I purchased out of my 

own pocket. During December it cost me about R1 000 to save my butt” 

(Participant 1, senior military officer). 

“Right now there is no best way as we communicate sensitive information 

through WhatsApp for the purpose of our day-to-day military activities. We have 

been cautioned ... uhm ... we want this type of information to be in the public 

domain. But there is no other way as the old methods of doing things; the old 

methods of using the filing system and using the fax machine. We are all in a new 

era now and it doesn’t work as we need to get information to others much 

quicker” (Participant 2, senior military officer). 

The evidence derived from Participant 1 shifted the focus to the perception that 

organisational computers are not trusted as they often have viruses. Moreover, this 

participant also took extraordinary measures by purchasing antivirus software that was 

more secure than the DoD-supplied software for the devices allocated for use by 

members. It should be noted that DoD Instruction DODI/CMI/00008/2001 condemns 

the use of external software that is uploaded on DoD devices as this contravenes the 

protection of DoD-sanctioned software and hardware used for securing information in 

an efficient manner (RSA, 2011a). In this extract the participant furthermore implied 

experiencing a lack of trust, and therefore used personal devices as efficient storage 

methods as the organisation’s computers were plagued with viruses. This could 

potentially also be viewed as a lack of confidence in the organisation. Participant 2 
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argued that the current methods are outdated and that personnel require more 

responsive and efficient means of transmitting DoD information. Adding to Participant 

2’s view, it was highlighted that there was a need to communicate DoD information 

through social media platforms, which are much faster in transmitting information. 

Based on this view, it is clear that personal devices might be used as a mode through 

which information is relayed. 

Furthermore, the aspect of viruses on organisational computers suggested that 

performing regular maintenance is a challenge, which also contradicted the notion that 

computers receive servicing and updating on a regular basis. This situation might be 

referred to as the BYOD phenomenon in organisations as participants use their own 

devices in order to complete certain tasks (Yeboah-Boateng & Boaten, 2016). 

Thomson (2012) and Gökçe and Dogerlioglu (2019) believe that employees bring their 

personal devices, which possibly have new capabilities, to work with as they are 

considered more efficient than those of the organisation. In addition, newer devices are 

able to allow employees to feel more comfortable and be more productive (Mitrovic et 

al., 2014). Participant 3 shared the sentiment that the organisation could not supply 

everyone with laptops or desktop computers given the economic challenges 

connected to doing so. In the narrative, Participant 3 argued: 

“You know, at this stage I believe that they are critical because that is the easiest 

way of sharing information, eh. For example, if you look at the resources that 

we have in the DoD, we are unable to secure a laptop for each and every 

individual. But now we can’t say no more USBs to everyone [who] has got a 

laptop to store information. With the economic conditions we find ourselves in, 

it’s going to be hard for us to reach that goal. Now, as a compromise, a guy can 

come and say, I’ve got a laptop at home; I can take this information and work 

at home, and you want to deliver on a specific timeline and in that situation you 

are compelled to allow this individual to take the information home and 

complete the task” (Participant 3, senior military officer). 

In interpreting Participant 3’s narrative, it became clear that challenges exist with the 

procurement and supply of computer devices to every DoD member. This situation 

evidently poses a major challenge for the organisation as tasks are required to be 

completed timeously. In reference to the argument in Chapters 1 and 2, it is relevant 
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to confirm that military members are not isolated from civil society as they share some 

similar values and qualities (Heinecken et al., 2005). They are thus equally exposed to 

threats and vulnerabilities, including cyberthreats. This argument may be coupled with 

the notion that society embraces technology and, in addition, more of the individual’s 

daily activities require the use of technology. Viewing the extract from Participant 3’s 

narrative in context, it should be stated that the organisation might indeed experience 

challenges if it does not prohibit its members from utilising personal storage devices 

or devices that might be used to support the completion of tasks more efficiently. The 

researcher thus argues that the greater the importance attached to cybersecurity 

awareness training, the more aligned it could be to an organisational culture that 

embraces technology. Participant 9’s perspective might not necessarily be helpful from 

the viewpoint of securing information in the organisation effectively. The extract 

nevertheless exposed how information has been treated with a complete absence of 

security. 

“Just my memory stick, but what I have done in the past is, and I think it was a 

habit, I started doing and saving my work on the H drive, which is backed up, 

but now, if you don’t have a copy of your work on your C drive, and the H drive 

is down, then you can’t work. So in the past I have been able to work because 

I primarily work on my C drive because what do you do now, and I think this is 

illegal but it saved my bum a few time[s], but I make copies of my work and 

save it on my hard drive and then I leave a copy of that at home and that also 

enable me, when a general contacts me, to provide him with the documents at 

odd hours because of access to the military servers or drives, or when the 

systems are down, I have a copy. It has its positive side, but has a risk. Can 

you imagine they break into my house and they steal that information? There 

are a lot of copies of ID[s] and number[s] for applications, sensitive information, 

and CVs. Okay, but luckily I don’t have it anymore, because I’m not in charge of 

it anymore” (Participant 9, senior military officer). 

Participant 9’s statement made it clear that personal devices are used as a means to 

store sensitive organisational information. The motivation for doing so was explained 

by Participant 9 as that the storage mechanisms of the organisation could not be 

depended on. Instead, the participant noted that physical means of making copies of 

sensitive data and storing data on personal storage devices were more dependable. 
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Furthermore, the participant acknowledged that he did not store information on his 

personal devices anymore due to not being in a leadership position that demanded 

managing sensitive information. The next section focuses on the role of cyberspace, 

and the skills gap between senior and junior officers. 

5.6.3  Sub-theme 3.3: Cyber increases the skills gap between more senior and 

junior military officers  

Technology and its availability are increasing; it is therefore becoming very firmly 

rooted in people’s lives. Consequently, it is important to acknowledge differences in the 

form of behaviour as different approaches to wellbeing, innovation, and organisational 

citizenship might arise among the workforce (Becton et al., 2014). This sub-theme 

focused on the role of technology and how it may have widened the skills gap between 

members of the organisation. The previous sub-theme, Personal devices are 

considered more efficient to store organisational information, made reference to the 

use of technology by military members and their preference for more efficient devices 

and storage tools to facilitate doing their work. In addition, six of the 10 military officers 

interviewed at the SANDC suggested that cyber increased the gap between senior 

and junior officers. The reason for this perceived skills gap could be due to the groups’ 

varied outlook on the construction of security and the use of cyberspace. It is relevant 

to note that the amount of exposure to cybersecurity knowledge allows an individual 

to incorporate complex security behaviour in their everyday functioning (Zwilling et al., 

2020). The remaining four participants were of the view that the organisation uses 

cyberspace but made no reference to seniority in relation to skill in matters attached to 

cyberspace or a perceived gap between groups of members. 

The current sub-theme revealed how senior officers perceive junior officers. In 

addition, narratives focusing on how technology is approached were highlighted in this 

sub-theme. In order to contribute to placing this sub-theme in context, Mannheim 

(1952) suggests that the aspect of “generation” relates to facets of identity, location, 

and age groups that are entrenched in a progression of a historical-social nature. 

Participant 3 declared that younger officers are more likely to use technology in the 

workplace. This participant’s narrative also focused on the accessibility of awareness 

material such as bulletins, which would defy the need for quick and efficient ways to 
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address cybersecurity education and enhance the construction of a digital culture in 

the organisation.  

Moreover, Participant 3, for example, also highlighted the emphasis on the 

difference between generations and ranks: 

“Yeah, you know, the measures that we have are traditional measures and not 

in line with technological advancements, and policies are outdated. When I 

worked in a different environment, that is when I first realised that an IT 

qualification is something serious. You know we had [these] young guys working 

there with this qualification and what I noticed was that we cannot cope with this 

current scope of digital awareness and cannot cope with these guys” 

(Participant 3, senior military officer). 

This sub-theme was important to understand how a digital culture has formed among 

members and the extent to which aspects relating to technology had already been 

integrated in the organisation. Furthermore, the aspect relating to awareness in this 

sub-theme is also relevant. Participants 1 and 7 indicated that they believed that the 

senior management in the organisation were not aware of cybersecurity threats that 

might be experienced and that all members should embrace cybersecurity 

awareness. However, given that the participants preferred to use their own personal 

devices, as noted in the previous sub-theme, Personal devices are considered more 

efficient to store organisational information, cyber awareness must be regarded as 

important. Senior management must therefore not be out of touch with cybersecurity 

threats. 

The following narratives, obtained from Participants 1 and 7, focused on the 

role of seniority. What emerged was the difference in perceptions between younger 

officers and senior officers and their outlook on cyber, along with the use of technology. 

Moreover, the perceived gap might also imply that certain officers limit their 

interactions with cyber. It therefore appeared that this perception might be driving a 

wedge between those who are more familiar with cyber and technology and those who 

are not fully aware of the dangers associated with cyber and technology. 

“There is a culture, but whether we follow the rules and guidelines is another 

story. Often commanders do not exercise or implement these guidelines and it 
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should be from the bottom [up] so that NCOs are also aware of the dangers and 

threats” (Participant 1, senior military officer). 

“The top structure of the DoD are not aware of the dangers that the officers are 

experiencing. I believe that they are confused. But we are also not excused from 

this as our officers are also responsible for finding out about cyberattacks and 

security” (Participant 7, senior military officer). 

As derived from the comments by Participants 1 and 7, aspects relating to the 

implementation of awareness measures and the associated culture seem to present a 

challenge to senior management. These views were those of senior officers and the 

excerpts indicated a much deeper underlying issue that did not necessarily rest with the 

individual but with the broader organisation. In addition, the Defence Review (RSA, 

2015a) reflects that cybersecurity is one of the main aspects of importance to the 

organisation, in which awareness creation is considered a priority. The interviewed 

members did not necessarily believe this to be a priority, as shown in the results 

related to best practices, presented in Sub-theme 2.2, which underlined the 

uncertainty of best practices in cybersecurity protocols. It should be highlighted that 

the values and the rationale of an organisation also determine how awareness and 

management practices concerning cybersecurity facilitate the construction of a mature 

digital culture among all members (Al-Izki & Weir, 2016; Barton et al., 2016). Moreover, 

the next excerpt also deals with the aspect of education and awareness, and how 

senior officers view junior members. Participant 8’s narrative placed this view in 

context with regard to education in particular: 

“I think it all comes down to education, uhm. Let’s take the lower-ranking guys 

and they are on social media and skipping and all these things are lekker30, and 

they don’t always think twice before putting information online. Yeah, and I just 

think they need education” (Participant 8, senior military officer). 

The current sub-theme focused on the role of cyber and technology and how these 

factors appear to be capable of causing division between military members of different 

seniority in rank. It is apparent from Participant 8’s comment that lower-ranking military 

 
30  The word lekker refers to an act that is enjoyable or pleasant (Collins Dictionary, 2022).  
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members are not taking online security practices seriously. The next sub-theme 

focuses on the demand for faster and more efficient communication. 

5.6.4  Sub-theme 3.4: The demand for faster and more efficient communication 

is becoming normalised practice 

The last and final sub-theme in this section emphasises the increased need for 

information to reach recipients more quickly and more efficiently. Eight of the 10 

military officers interviewed reported that there was greater emphasis on using social 

media platforms as an alternative to redundant channels of communication. The 

transmission of sensitive information on digital platforms may not necessarily be 

secure as malicious software may target both recipients and senders (Almara’beh 

et al., 2016). The DoD has issued a directive that highlights the transmission of 

organisational information that addresses the aspects of protection, controlled access, 

and assurance of protection (RSA, 2011a). One of the aspects that became apparent 

in this sub-theme was the tendency of military officers to use third-party applications 

such as WhatsApp or other forms of social communication platforms. What this means 

is that users sign up for and comply with regulated terms and conditions when using 

certain digital platforms; thus, when users share personal data, it enables algorithms 

to develop a digital footprint (Adjei, Adams et al., 2020; Adjei, Pearl et al., 2020). This 

digital footprint allows for traits and attributes to be linked to individual users, which 

ultimately creates an identity in information systems (Adjei, Adams et al., 2020; Adjei, 

Pearl et al., 2020). Nevertheless, social media platforms such as WhatsApp were 

identified by Participants 3 and 10 to be most efficient in terms of expediting 

communication. The excerpts of Participants 3 and 10 are presented as follows: 

“... although WhatsApp is a quicker way to receive information, especially when 

I’m out of town and where I cannot send emails, I mean it’s a quicker way to 

send and receive information. My issue is that it’s not regulated or 

internalised. Remember when the cellphone came in, there was a policy on 

how to manage information on how to use it” (Participant 3, senior military 

officer). 

“Yes, there are people in units that use these software and applications, but 

they do so because it’s a cheap and easy way of communication. My view on 
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that is, and I say we having a meeting tomorrow, and they don’t consider that 

sensitive or whatever, then it’s okay, but if your borders have been breached 

and we are under attack, then information cannot take place over WhatsApp. 

So you cannot share sensitive information over social media like WhatsApp. 

Rather small things like to communicate a meeting or starting time of work the 

next day ...” (Participant 10, senior military officer). 

The aforementioned participants’ narratives denote the practice of using social media 

as ways to bridge the gap between information and communication efficiency. These 

participants suggested that WhatsApp was more efficient than the official means of 

communication in the organisation. However, this type of communication comes at a 

cost as users’ privacy and personal information may be at risk owing to the proposed 

updated WhatsApp policy (Jacobs, 2021a; 2021b). In expanding on this, the 

application of communication through WhatsApp as a platform can be seen in 

Participant 9’s narrative: 

“When I am looking for specific information, for instance, it has happened when 

you are drafting a letter within a short time space and that letter must go to 

somebody, but you [are] not sure where the signature block should be and how 

it should look like, and then you phone somebody in that environment and ask 

that person to take a photo of a letter and send it to me as an example” 

(Participant 9, senior military officer). 

The excerpt above represents the participant’s view regarding the application of online 

behaviour when using WhatsApp as a means to communicate. From this perspective, it 

is clear that the participant viewed some of the administrative aspects as challenging 

and preferred a more efficient means to communicate, confirm procedure, and relay 

information. WhatsApp was noted as an effective way to communicate, although there 

are certain SANDF directives that prohibit WhatsApp as an official communication tool 

to pass on information. 

5.7  Theme 4: The view on cyberthreats is constructed based on experiences 

in the physical domain  

This theme focuses on the construction of threats based on prior experience of the 

physical domain. What this means is that users often migrate their personal 
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experiences and adopt the same measures in a different space. For example, a user 

might have been a victim of cybercrime and afterwards applied a more stringent belief 

and behaviour system when using the Internet. Such an individual’s information-

sharing practices often also change after a loss, usually in the form of money. Users 

may thus see this space as potentially hazardous to their wellbeing (Moustafa et al., 

2021). 

Understanding challenges and having experienced cyberthreats are said to 

have an impact on how security behaviour is exercised (Moustafa et al., 2021). 

Perception is believed to be the main lens through which individuals evaluate their 

personal environment (Huang et al., 2010). Theme 4 drew on the participants’ 

narratives to show how the experiences of members were able to influence 

cybersecurity practices, and included two sub-themes. The first of these sub-themes 

was Information security as a practice, which dealt with the issue of how security as a 

practice is constructed and applied through behaviour in an organisational and personal 

setting. The second sub-theme was Perception as an important aspect to military 

members. This sub-theme showed how military officers perceive the public and how 

the organisation and its members are in turn viewed by the public. The second sub-

theme also highlighted the perceptions of members of their own organisation. The 

frequency with which the codes were repeated in the analysis procedure revealed that 

the code “access to information” appeared nine out of 10 times during the analysis of 

Sub-theme 4.1. The first sub-theme was thus regarded as significant. The second sub-

theme revealed that nine of the 10 participants demonstrated a level of wariness 

concerning the way that members perceive one another. 

5.7.1  Sub-theme 4.1: Information security as a practice 

Information security in this section deals with the notion that resources and tools are 

used to secure the organisation’s information. This sub-theme also related to the 

behaviour of the participants in the workplace and their approach to managing digital 

security. In this sub-theme, the excerpts of Participants 1, 6, and 10 are presented to 

indicate the lack of direction associated with the execution and application of 

cybersecurity guidelines. Moreover, this sub-theme contributes to the main theme, 

which emphasises that cyberthreats are constructed as they are based on experience. 

Secondly, the sub-theme reveals the participants’ information on security awareness 
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as a factor that contributes to the current demeanour of military members with regard 

to security behaviour. It is important to note that nine of the 10 senior military officers 

indicated that they practised information security through either being aware of 

cyberthreats or applying security guidelines through behaviour. The codes 

“information security”, “DoD software”, and “access to information” were grouped 

under this sub-theme. Participants 1, 6, and 10 argued that information security was 

of key importance when navigating cyberspace. The following three excerpts denote 

the security behaviour applied to both organisational and personal contexts: 

“You know, from a personal point of view, the nature of my information might 

be very personal for me so, for me, uhm, I am aware of the dangers and 

consequences in going onto an open Wi-Fi network and, uhm, I tend to ignore 

the security risk to myself, but within the security domain I find myself [in], I tend 

to be cautious when around those networks with my work hardware” 

(Participant 1, senior military officer). 

“I would change my passwords once a month, but I would use the same one for 

all my accounts and devices. It’s been like this for years because if you check my 

Facebook, WhatsApp, Twitter, or banking details ... are all the same. In my 

personal capacity, I am weak, hey, because most of my passwords are the 

same throughout the bank and social media. There are loads of sites so I prefer 

to have one password for all my things” (Participant 6, senior military officer). 

“Uhm, if you lock it in a safe, uhm, then it depends who has access to that safe, 

you see. I think that there needs to be a central point. It can either be locked in a 

unit level or counter-intelligence office or officer commanding or your staff head 

if it’s in an admin or staff environment at your higher headquarters. But it should 

not be that everybody has got access to that mobile device or memory stick of 

some sort to store sensitive information. There should be one access point to 

that document and it should be locked in a safe, totally sealed in an envelope 

for safekeeping” (Participant 10, senior military officer). 

Participants 1, 6, and 10’s narratives highlight that the way that information is treated 

is of key importance for security. Participant 1 emphasised that in his professional 

capacity he regarded information security as a practice more seriously than in his 

personal capacity. This could be the case as information security is an important factor 
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in the organisation and would be regarded as a critical component in maintaining 

national security. Furthermore, Participant 6 mentioned that he used one specific 

password for all social media platforms, including banking platforms. Participant 6 also 

indicated that official passwords were only changed once a month, which is indicative 

of security awareness about potential threats. The challenge in a situation such as this 

would be when a user utilises the same password and safety protocols on all devices. 

In this context, if the organisation supplies members with devices and they are taken 

home, as noted in the sub-theme Personal devices are considered more efficient to 

store organisational information, then it might compromise the safety of the information 

on that device. Participant 10 believed that accessing information in the organisation 

could be done using a central location. Apart from accessing information at a central 

location, it is important to note that access to specific software might enable users to 

practise security in a digitised environment and also maintain security. 

5.7.2  Sub-theme 4.2: Perception as an important aspect to military members  

This sub-theme addresses the importance of perception. By showing the narratives of 

the participants through text, it is possible to indicate how this sub-theme connects to 

the overarching theme of this study, which sought to explore the perceptions of 

cybersecurity among South African military officers. Perception is an important 

precursor to predicting the potential response to issues, but might also be a reflection 

of the behaviour that is exhibited (Saban et al., 2021). Saban et al. (2021) note that as 

perceptions related to information security increase, awareness of and dedication to 

upholding security also increase. However, when challenges related to implementation 

are experienced, they may decrease awareness of and dedication to maintaining 

information security in an organisation. Moreover, the role of perceptions in 

organisations is important for understanding how employees are able to respond to 

change, roles, and shifting social identities (Saban et al., 2021). With cyber now also 

being considered a domain of warfare, which stretches across traditional domains such 

as air, land, sea, and space, the need for an altered approach to security in a digital 

space is equally important. Organisations that fail to adapt to change and introduce 

mechanisms to enhance their employees’ flexibility towards change may find 

themselves under increasing pressure (Armenakis & Bedeian, 1999). It should be 

highlighted that seven of the 10 senior military officers interviewed regarded public 
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perception of the organisation as important. Viewing the narratives of the members 

interviewed, it was possible to draw upon certain perceptions that might give an idea 

of how cyber is approached. Participants 5 and 9’s narratives include arguments why 

public perceptions of the government are important: 

“Currently, yeah, uhm, I don’t think there is good control over it. I just think there 

are people posting on the DoD web and there’s undisciplined comments being 

made and stuff. So, I think it can be a big threat in general and I do believe that 

most people are not very secure. We know about the dangers, but I don’t think 

we are doing enough. I have the ability to access my phone and laptop with my 

thumb scanner, but now I am thinking I should have actually applied it and I 

haven’t” (Participant 5, senior military officer). 

“Uhm, I don’t think people are aware of what they should be doing and how they 

should treat information; for instance, the in thing as of late is, when you get a 

signal, you take a photo and send it to your colleague via WhatsApp, though 

WhatsApp is encrypted. But the thing is, once the information is out in the public 

domain, it’s public knowledge and with the right software you are able to access 

that information. I often think that one should rather leave your cellphone at 

home or in your car so that you are not tempted. And I think that we are checking 

our messages and communicate with [one] [an]other through WhatsApp every 

single day” (Participant 9, senior military officer). 

Based on these two narratives, it was evident that Participants 5 and 9 thought that 

information-sharing practices were not sound. Furthermore, Participant 9 indicated that 

secure information-sharing practices were lacking and that sensitive information was 

shared on online social communication platforms such as WhatsApp. The other four 

senior military officers who suggested that perception was not important were of the 

general view that the SANDF should be an entity where the dissemination of potentially 

sensitive information to the public remains restricted. In addition, it emerged that 

information can be accessed through pictures that are taken to share critical signals 

through a third-party platform. This narrative is of key relevance to understand that 

information is accessible to the public and can potentially create a negative perception 

of the security mechanisms used by the organisation to communicate, and it should 

therefore be noted that it appears to be essential to secure sensitive information. 
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In addition, Participant 4 also made reference to information sent through social 

communication platforms such as WhatsApp not being confined to one specific 

location but rather directed to the organisation’s data bank. Expanding on this notion, 

the next comment by Participant 4 was in line with the abovementioned opinions that 

emerged from the narratives. Participant 4 suggested the following: 

“We share too many things in the organisation and a lot of information is 

founded on rumoured information, but usually where there’s smoke, there’s fire. 

So we disclose information more easily. A lot of military information is shared 

with civilians and the next moment this information is in the newspapers and 

blown out of context” (Participant 4, senior military officer). 

Participant 4 made reference to information-sharing practices and held the view that 

information was shared too easily and without the proper mechanisms in place to 

safeguard communication. The participant also alluded to the practice of sharing 

information with civilians. Some participants were also of the view that information 

could be shared online and with civilians as long as it did not pertain to sensitive 

operational activities. 

Regarding perceptions, Participant 10 pointed out their importance in 

information sharing to members of the organisation: 

“In actual fact, it should be a lifestyle. They should not only be informed; they 

should live it. For example, if I take a picture of one of my colleagues and put it 

on social media, what perception are you creating to the general public about the 

South African soldier? But, if I innocently put something online where we as 

soldiers are singing, then the perception will be on the outside, look at these 

soldiers; they are dancing and singing. Should they not be drilling, for example? 

So it creates a total[ly] different perception. We saw during the Armed Forces 

Day, where the sergeant major brought the guys to attention, and some of them 

were just standing around. That says to me there’s no discipline, you see, and 

that’s the perception that is created. People create their own perceptions on 

social media but also internationally, how other armed forces are viewing the 

South African soldier” (Participant 10, senior military officer). 
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Participant 10 indicated that managing information should be a lifestyle and that it 

should be integrated throughout the organisation. Social media is perceived as a 

space in which individuals should navigate carefully, as Participant 10’s narrative 

shows. Furthermore, this participant referred to a video clip that captured the members 

of the military standing around instead of coming to attention when instructed to do so. 

This video clip was circulated on social media platforms after a certain Armed Forces 

Day event. The perception of the organisation on the outside was clearly equally 

important to the participant, as they suggested that civilians’ perception of the SANDF 

could be poor. Moreover, the international perception by foreigners of the organisation 

was also pointed out as a security risk as the circulated video apparently showed that 

there was very little discipline in the ranks. Linking the participant’s narrative to the 

possible construction of cyberthreats, it should be stated that perceptions could have 

an impact on the measures that could possibly be implemented in the organisation. 

A challenging aspect that had been dealt with throughout the analysis of the 

sub-theme was the code “vigilance”, which featured prominently in the interview data. 

The participants acknowledged that perceptions regarding securing of information 

were seen as a challenge that needed to be revised. As recorded, if the overall 

perception is that there is a lack of seriousness about implementing cybersecurity 

measures and that cyber awareness training is necessary, the likelihood exists that the 

perceptions of information security would not be considered as important by some 

members of the organisation. 

This sub-theme ultimately drew on a social process that had a “domino effect”. 

If there was a challenge with implementing awareness mechanisms among the top 

structure, then members lower down the ranks probably would not consider it as 

important. The disclosure of potentially sensitive information to the public and the lack 

of compliance with existing directives are thus symptoms of a larger organisational 

void in cultivating awareness and cannot be isolated to individual participants in the 

study. 

5.8  Summary of findings 

The primary aim of this chapter was to determine what influences perceptions of 

cybersecurity and how they influence the organisation relating to the sharing of 

information in a digital space and the level of awareness that constitutes best practice. 
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In relation to the third secondary research question, which focuses on cybersecurity 

awareness, the responses showed that not all military officers were in agreement about 

the idea that awareness was needed in the organisation. In addition, some of the 

dominant responses showed that senior officers located at the SANDC were aware of 

cyberthreats. Four main themes emerged from the analysis process: 

5.8.1  Theme 1: Knowledge production and training focusing on cybersecurity 

awareness  

Two sub-themes emerged from Theme 1, namely Awareness and knowledge of 

cyberspace and its associated dangers and The establishment of cybersecurity 

awareness among military members. Cybersecurity education for all members was 

also a code indicated in Sub-themes 1.1 and 1.2. These sub-themes focused on the 

construction of cybersecurity awareness among South African military members 

located at the SANDC. It was noted in the qualitative narratives that some members 

challenged the concept of creating awareness among all members in the organisation, 

although it was captured in Sub-theme 1.2 that the organisation should consider 

implementing and introducing cybersecurity awareness training for all members of the 

organisation, from the bottom up. This is of key importance for the attempt to produce 

knowledge of cybersecurity awareness in the organisation. These two sub-themes 

captured the views of military officers by identifying the gap in training in a technological 

age, where knowledge and awareness are essential for understanding the damage 

that could be inflicted through cyberspace. 

5.8.2  Theme 2: Challenges of trust with technology and members 

This theme focused on challenges related to trust in technology and members. 

Theme 2 had two sub-themes: Vigilance among members of the organisation owing to 

differences in how cyberspace is approached and The uncertainty of cybersecurity 

best practices and protocols in the organisation. The second theme addressed the 

unique challenges members face in the organisation, which can be linked to the 

construction of cybersecurity and the efforts to implement this. The codes “trust in one 

another” and “trust in technology” emerged from the analysis process and were 

formulated in a subsequent step as a sub-theme that formed part of Theme 2. 

  

Stellenbosch University https://scholar.sun.ac.za



203 
 

5.8.3  Theme 3: The construction of a digital culture among members  

In this theme, the focus was on the individual in the armed forces and how they were 

able to integrate technology in their day-to-day organisational duties. Theme 3 had 

four sub-themes. The first sub-theme, Culture of digital security among officers, 

showed that the digital culture in the organisation needed to be developed. The creation 

of awareness initiatives is therefore seen as a challenge and that it would require 

additional effort to promote a space where technology is accepted and secured. Sub-

theme 3.1 captured the essence of a digital culture among members and provided a 

glimpse into how senior members viewed this in relation to the organisation. The 

second sub-theme, Personal devices are considered more efficient to store 

organisational information, focused on the idea that personal devices are seen as 

more efficient to store organisational information. Sub-theme 3.2 indicated that 

members are more inclined to use their personal devices as a means to store 

information, but also that sharing the information is much faster as a result. The code 

“personal devices” became apparent several times in the analysis process and could 

consequently be linked with this specific sub-theme. The third sub-theme, Cyber 

increases the skills gap between more senior and junior military officers, focused on 

how cyberspace use advances the skills gap between senior and junior members. 

Sub-theme 3.3 essentially drew from the way that senior members perceive younger 

military members relating to their efforts to secure information in practice, as well as 

how comfortable younger members are with technology. Based on the findings and 

codes that emerged from the data derived from Sub-theme 3.3, it should be highlighted 

that a gap was identified between senior and junior members. The fourth sub-theme, 

The demand for faster and more efficient communication is becoming normalised 

practice, focused on the demand for faster and more efficient communication, which is 

becoming normalised practice. It emerged that there are no clear guidelines on the use 

of third-party open-source platforms such as WhatsApp. In addition, senior members 

also use social media platforms to convey sensitive information. This behaviour is 

therefore not limited to junior members. 
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5.8.4  Theme 4: The view on cyberthreats is constructed based on experiences 

in the physical domain  

This theme connects with the second secondary research question of this study as it 

conveys the perception of cybersecurity. Two sub-themes emerged from this dominant 

theme. The first sub-theme focused on information security as a practice. This was 

followed by Sub-theme 4.2, which focused on perception as an important aspect to 

military members. There was a focus on perceptions and how practices could be linked 

to information security. The participants confirmed feeling that information practices in 

the organisation were a challenge, which was suggestive of the trend in other sub-

themes presented in this chapter. There is also an element of consistency in what 

emerged from the narratives. Sub-theme 4.2 gauged perception as an important 

aspect to military members, which was regarded as valuable as it indicated systemic 

organisational challenges. The measures employed to highlight cybersecurity 

awareness were impacted by the perceptions of the respondents of technology and 

the construction of threats. Sub-theme 4.2 thus drew on elements that could help 

provide insight into the broader systemic issues relating to the construction of security 

and how these perceptions are impacted. 

5.9  Conclusion 

This chapter focused on presenting the findings of the qualitative interviews, which 

focused on senior military officers enrolled for a professional military course at the 

SANDC. The findings were presented in line with the study’s secondary research 

questions. One of the key findings that emerged from the qualitative narratives 

was that the participants considered training and education to be of key importance 

in creating cybersecurity awareness. It was also revealed in Theme 1 that in order to 

create awareness across the organisation, all South African military members require 

training in cybersecurity. What also emerged from the narratives was that some 

participants were vigilant about how other military members used cyberspace and 

applied their security behaviour. Theme 2 revealed that there were some participants 

who viewed the organisational guidelines on cybersecurity as not being clear. It was 

also evident from the narratives in Theme 3 that there was a demand for more efficient 

technological tools in the organisation. However, from the excerpts it was noted that the 

use of personal devices might place the organisation’s information at risk. Theme 4 
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revealed that cybersecurity behaviour was impacted by experience to threats and 

knowledge of the subject matter. In addition, the perceptions of participants regarding 

organisational practices related to securing and communicating information were 

presented. The ease of communicating organisational information on social media 

platforms was questioned by the participants.  

This chapter presented the narratives of 10 participants located at the SANDC. 

The findings presented in this chapter allowed for the construction of scale items and 

dimensions of the COQ, which were important for Phase 2 of the study. The themes 

presented formed the foundation for the quantitative findings in Chapter 6 (see 

Appendix S). The codes extracted during CA was used to inform the scale items of the 

COQ in Phase 2. The codes used to inform the construction of items were presented 

in Chapter 4 (see Section 4.8.1.3). These codes, along with the themes presented in 

this chapter, formed the basis of the four dimensions and scale items for the 

questionnaire used in Phase 2 (see Section 4.8.3).  

The chapter that follows presents the findings derived from the COQ, which 

focused on SAMA and the SANWC. 
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CHAPTER 6:  

PHASE 2: DESCRIPTIVE AND THEMATIC ANALYSES 

6.1  Introduction 

This chapter contains a discussion of the perceptions and contextual realities, which 

were derived through the COQ, of South African military officers in the SANDF. The 

findings in this chapter moreover play an integral part in the triangulation process of 

the study, as referred to in Chapter 4. This chapter consolidates the findings 

determined by the dimensions of the COQ and the themes that emerged from the short 

narratives. This forms the basis of the triangulation, which combines both the 

quantitative and qualitative findings presented in Chapter 7. The information in this 

chapter achieves a consolidated view of the perceptions of cybersecurity among 

selected South African military officers. The COQ focused on gauging the SANWC 

and SAMA participants’ awareness31 of cybersecurity and not necessarily their level 

of knowledge of cybersecurity. Furthermore, the researcher thematically analysed the 

short questions in the COQ and separated the quantitative results of the COQ into two 

sections according to the relevant military organisation, namely SAMA and the 

SANWC. SPSS version 24 (IBM Corporation, 2016) was utilised for the quantitative 

analysis of the COQ. The qualitative results of the COQ, however, combined the 

results obtained from SAMA and the SANWC. The reason for this was to display the 

results of the two different data-collection sites clearly. 

The objectives of the study, as previously presented, outlined three specific 

research questions that guided the quantitative and qualitative analysis of the COQ. 

This chapter seeks to answer the three secondary research questions by way of 

presenting the COQ scale items and short narrative responses. These three secondary 

research questions are as follows: 

1) How do South African military officers conceptualise cybersecurity awareness? 

2) How do South African military officers perceive cybersecurity threats within the 

SANDF? 

3) What are the perceptions of cybersecurity awareness through the lens of the 

military officer? 

 

31  The researcher focuses on awareness as it pertains to participants’ perceptions, views, and feelings towards events or objects. 

In the case of the COQ, dimensions were created to explore their awareness of cybersecurity and not their level of knowledge, 
which may refer to their exposure to education and facts on the subject matter.  
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6.2  Results derived from SAMA 

6.2.1  Demographic information 

This section presents the demographic information relating to the SAMA sample. The 

display and interpretation of the demographics are an integral part of the argument put 

forward in this study. The display of demographic information is important as it allows 

for a basic view of the characteristics of the SAMA sample. In addition, the 

demographic information assists with providing further information about the context 

of the selected sample population, in particular the younger generation. 

Table 6.1: Ethnicity of selected military officers at SAMA 

Ethnicity Frequency Percentage 

African 94 83 

Coloured 6 5 

Indian 1 0.9 

White 9 8 

Other 2 2 

Total 113 100 

 

Table 6.1 indicates that the majority of the respondents who answered the 

questionnaire were African (83%), a very small percentage were Indian (0.9%), and 

only six individuals were coloured (5%). In addition, only nine (8%) white respondents 

completed the questionnaire. Two respondents preferred not to disclose any 

information concerning their ethnicity. 

Table 6.2: Gender of selected military officers at SAMA 

Gender Frequency Percentage 

Female 38 34 

Male 67 59 

Missing value 8 7 

Total 113 100 

 

The data displayed in Table 6.2 indicate that the minority of the respondents were 

female (34%) and the higher percentage male (59%). It appeared from the results that 

eight respondents preferred not to disclose information related to their gender as the 

questionnaire did not explore respondents’ views on gender. The researcher rounded 

these percentages off, and the relationship was a very broad representation of the 

distribution of male and female in the greater SANDF. 
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Table 6.3: Arms of service of military officers located at SAMA 

Arms of service Frequency Percentage 

SA Army 66 58 

SAN 24 21 

SAAF 15 13 

SAMHS 4 4 

Missing value 4 4 

Total 113 100 

 

Table 6.3 indicates that the majority (58%) of the participants were in the SA Army. 

Furthermore, the second highest number of participants (21%) were in the SAN. The 

third highest number (15%) were in the SAAF. Military officers from the SAMHS were 

the smallest group (4%) to complete the questionnaire. Moreover, four respondents 

did not disclose their arms of service. The low numbers might be an indication of the 

student intake for that specific cohort, in which a minimal number of students from the 

SAAF and SAMHS were enrolled. The researcher concluded that the SAMA sample’s 

composition possibly reflected the general composition of the SANDF in that the SA 

Army is the largest component of the SANDF, followed by the SAAF, the SAN, and 

finally the SAMHS. 

Table 6.4: Rank of military officers at SAMA 

Rank Frequency Percentage 

Lieutenant Colonel 1 1 

Captain/Lieutenant (SAN) 4 4 

Lieutenant/Sub-Lieutenant (SAN) 62 55 

Second Lieutenant / Ensign 11 10 

Midshipman / Candidate Officer 33 29 

Missing value 2 1 

Total 113 100 

 

Table 6.4 shows that the majority (55%) of the participants held the rank of Lieutenant 

and Sub-Lieutenant. Midshipmen and Candidate Officers are equal in rank in the 

different arms of service; the ranks Midshipman and Candidate Officer were therefore 

combined. A total of 29% of the participants were Midshipmen / Candidate Officers. 

Only 10% of the participants identified themselves as holding the ranks Second 

Lieutenant and Ensign. These ranks were also combined owing to their equal status in 

their respective arms of service. The rank Captain or Navy Lieutenant comprised a 

minority of 4%. The rank Captain in the SA Army is equal to Lieutenant in the SAN. 

These two ranks were therefore also combined. Moreover, 5% of participants held the 

rank of Ensign. One Lieutenant Colonel participated in the study. The participant who 
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had the most senior rank was a Lieutenant Colonel. The next section deals 

comprehensively with the responses of military officers to the scale items listed in the 

COQ. 

6.2.2  Quantitative results of the COQ: Descriptive analysis 

6.2.2.1  Dimension 1: Information-sharing culture in the organisation 

This dimension focused on the information-sharing culture among selected 

respondents at SAMA and is further elaborated on in the section that follows after Table 

6.4. One hundred and thirteen respondents located at SAMA completed the 

questionnaire and, where applicable, the mismatch in the table can be ascribed to the 

non-response to questions. A percentage difference was therefore found between the 

items, owing to the aforementioned missing responses to items in the questionnaire. 

Table 6.5: Information-sharing culture in SAMA 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

1 
I feel that it is safe to share information on 

social media. 
44% 35% 16% 3% 2% 

2 I feel that my personal information is important. 4% 2% 23% 70% 1% 

3 

I feel passwords are enough to protect my 

personal information stored on my work 

computer/laptop. 

24% 40% 25% 11% 0% 

4 
I feel that using a storage device (USB) is the 

best way to store information. 
19% 44% 29% 7% 1% 

5 
I change my passwords on my laptops, 

cellphone, and computer on a regular basis. 
10% 31% 39% 19% 1% 

6 I feel safe using free Wi-Fi from public places. 29% 49% 19% 2% 1% 

7 
I sometimes connect my cellphone or laptop to 

a public Wi-Fi connection. 
21% 20% 53% 4% 2% 

8 
I feel comfortable posting about my personal 

life on social media. 
48% 39% 10% 2% 1% 

9 
I feel comfortable posting information about my 

workplace activities on social media. 
66% 24% 4% 3% 3% 

10 
I feel that my work should have more 

cybersecurity awareness campaigns. 
6% 5% 24% 62% 3% 

11 
I have read about an information-sharing policy 

at my workplace. 
5% 18% 57% 17% 3% 

12 
I feel that my workplace should implement an 

information-sharing policy. 
4% 4% 48% 41% 3% 

13 
I am aware of guidelines at my workplace 

promoting cybersafety. 
4% 21% 54% 19% 2% 

* Totals do not add up to 100% due to missing data. 
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It is important to note that the researcher presents the findings in a cluster format, 

which implies that Questions 1 to 9 represent how respondents considered 

information-sharing practices and the security behaviour attached to them. Question 1 

of the COQ revealed that 79% of the respondents disagreed with sharing information 

online, whereas 44% of the 79% indicated that it was unsafe to share their personal 

information on social media, although 19% of the respondents felt it was safe to share 

their information on social media. With regard to Question 2, most (93%) of the 

respondents felt that their personal information was important. Question 2 also showed 

that 70% of the respondents felt very strongly that their personal information was 

important and that it should not be shared in an online space. As high a percentage 

as 64% of the respondents indicated in response to Question 3 that they felt their 

passwords were not enough to protect the personal information stored on their official 

computer/laptop, while 38% of the respondents were comfortable with their passwords 

protecting their personal information on their official computer/laptop. A high 63% of 

respondents indicated in response to Question 4 that using a storage device (USB) 

was unsafe for storing information, while 33% indicated they felt it was safe to store 

organisational information on a USB. Relating to Question 5, 58% of the respondents 

indicated that they changed their passwords on their laptops, cellphones, and 

computers on a regular basis, while 41% of individuals did not change their passwords 

on these devices regularly. Most (78%) of the respondents to Question 6 emphasised 

that they did not feel safe using free Wi-Fi in public places, with only 20% of the 

respondents felt safe doing so. Question 7 elicited that 57%, just over half of the 

respondents, occasionally connected their cellphones or laptops to a public Wi-Fi 

server, whereas 41% indicated that they did not. A high 87% of the respondents to 

Question 8 indicated that they felt uncomfortable posting about their personal life on 

social media, while 12% stated they were comfortable with submitting posts about their 

personal life on social media. The responses to Question 9 revealed that 91% of the 

respondents felt uncomfortable about posting information about their workplace 

activities on social media, with only 7% of the respondents admitting to feeling 

sufficiently comfortable to post about workplace activities on social media. The 

responses to Questions 10 to 13 show how the respondents reacted to items directed 

at the way that information-sharing practices is applied in the workplace and their 

responses to the impact of policies on this. A large majority (86%) of the respondents 

to Question 10 felt that their workplace should have more cybersecurity awareness 
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campaigns, while 62% of them felt very strongly about having cybersecurity 

awareness campaigns in their workplace. Question 11 showed that 74% of the 

respondents indicated they had read about an information-sharing policy in their 

workplace, with only 23% of respondents disclosing that they had no knowledge of an 

information-sharing policy in their workplace. Question 12 showed that 89% of the 

respondents felt their workplace should implement an information-sharing policy, while 

8% felt it was not necessary for their workplace to implement an information-sharing 

policy. Question 13 revealed that 73% of the respondents said they were aware of 

guidelines promoting cybersafety in their workplace, while only 25% of the 

respondents admitted to being unaware of such guidelines in their workplace. 

6.2.2.2  Dimension 2: Security orientation among military officers 

Dimension 2 focused on how military officers orientated themselves in cyberspace by 

specifically viewing how cybersecurity threats might manifest. Within this dimension, 

there were elements of missing data, which implied that some participants did not 

respond to all the items in the questionnaire. 

Table 6.6: Security orientation among selected SAMA participants 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

18 
When I use the Internet, I am aware of 

the dangers of cyberthreats/attacks. 
4% 3% 50% 40% 3% 

19 
I feel that information security is 

important in my workplace. 
1% 1% 37% 57% 4% 

20 
When I feel unsafe using the Internet, I 

decide to log out. 
5% 8% 40% 42% 5% 

21 

I sometimes save my personal 

information on my work laptop or 

computer. 

20% 33% 35% 8% 4% 

22 

I am aware of technology that can be 

used to hack computers in my 

workplace. 

17% 26% 33% 20% 4% 

23 
I update myself with cybersecurity 

issues. 
5% 30% 45% 15% 5% 

24 

I sometimes try to include official 

cybersafety guidelines in my 

workplace. 

7% 34% 46% 8% 5% 

25 

I know of colleagues who have had 

their personal or work 

laptops/computers hacked. 

8% 34% 37% 18% 3% 
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The first cluster in Dimension 2 focused on Questions 18 to 21, relating to the 

respondents’ practical application of online security behaviour. The responses to 

Question 18 show that 90% of the respondents indicated that they were aware of the 

dangers of cyberthreats or attacks when using the Internet, while only 7% of the 

respondents said they were unaware of cyberthreats or attacks when using the 

Internet. Almost all (94%) the respondents to Question 19 indicated they felt that 

information security was important in their workplace. Question 20 showed that 82% 

of the respondents, with 42% feeling very strongly about this, indicated that when they 

felt unsafe using the Internet, they would log out. However, 13% of the respondents 

stated they would stay online despite feeling unsafe. Just under half (43%) of the 

respondents indicated that they would occasionally save their personal information on 

their work laptop/computer, whereas a little over half (53%) of the respondents noted 

that they would not save their personal information on their work laptop/computer. 

The focus in the second cluster of Dimension 2 considered how respondents 

applied safety precautions by using guidelines. The responses to Question 22 showed 

that a slight majority (53%) of the respondents indicated that they were aware of 

technology that could be used to hack into computers in their workplace, while 43% of 

the respondents were not knowledgeable about technology that could be used to hack 

into the computers in their workplace. In answering Question 23, 60% of the 

respondents indicated that they kept themselves updated about cybersecurity matters, 

while 35% of the respondents indicated that they did not remain updated relating to 

cybersecurity matters. Over half (54%) of the respondents indicated in Question 24 

that they occasionally included official cybersafety guidelines in their workplace, while 

40% of respondents did not include cybersafety guidelines in their workplace. It 

emerged from Question 25 that 55% of the respondents were aware of colleagues 

who have had their personal or work laptops/computers hacked, while 42% did not 

know of colleagues who had experienced hacking of their colleagues’ private or work 

laptops/computers. 

6.2.2.3  Dimension 3: The officers’ views of cybersecurity 

This dimension focused on how military officers viewed cybersecurity. The questions 

primarily focused on the views of the military officer concerning cybersecurity in the 

workplace. In Dimension 3, the researcher did not have a group of cluster questions. 
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All items within this dimension focused on how the respondents considered the danger 

of cyberthreats in the workplace. In Dimension 3 it was evident that some respondents 

did not respond to all the items in the questionnaire. The missing values are reported 

as a percentage so that a total of 100% can be reached in each case item.  

Table 6.7: SAMA officers’ view of cybersecurity 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

29 I feel that the Internet is safe to use. 18% 38% 36% 4% 4% 

30 
I am aware of the cyberthreats that are 

affecting the workplace. 
4% 21% 57% 13% 5% 

31 
I am aware of cyberattacks that have 

happened at my workplace. 
10% 49% 34% 4% 3% 

32 

I feel that all my work colleagues should 

learn the skills that can help them fight 

cyberthreats at work. 

0% 3% 41% 52% 4% 

33 

I feel that the cybersecurity guidelines at my 

organisation will not limit the duties and tasks 

of military officers. 

2% 14% 51% 27% 6% 

34 
I feel that there is a need for the military to 

control cyberspace. 
1% 6% 41% 47% 5% 

35 
I feel that all Internet activity in my workplace 

should be monitored to prevent cyberthreats. 
3% 7% 41% 45% 4% 

36 

I feel that monitoring the Internet at my work 

will change how people think about 

cybersecurity. 

4% 12% 43% 38% 3% 

37 
I feel that all my colleagues are informed of 

cyberthreats or attacks at our workplace. 
16% 42% 30% 7% 5% 

38 
I feel that the organisation pays attention to 

cyberthreats and attacks in the country. 
15% 30% 43% 7% 5% 

39 
I feel that cyberspace is a new space to 

carry out warfare. 
2% 9% 39% 46% 4% 

40 

I feel that my work colleagues are aware of 

the cybersecurity guidelines at our 

workplace. 

12% 38% 41% 4% 5% 

41 
I am aware of my colleagues who are 

knowledgeable about cybersecurity 
5% 25% 52% 13% 5% 

42 

I am aware of the consequences of 

cyberthreats for the organisation and the 

country. 

4% 13% 49% 28% 6% 

43 
I feel that cyberthreats cannot harm the 

workplace. 
54% 30% 6% 4% 6% 

44 
I feel that all officers in my workplace should 

be aware of the effects of cyberthreats. 
3% 3% 30% 60% 4% 

 

The responses to Question 29 showed that 56% of the respondents felt the Internet 

was not safe to use, while 40% felt it was safe to do so. The majority (70%) of the 

respondents indicated in response to Question 30 that they were aware of the 
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cyberthreats affecting their workplace, while 25% of the respondents were not aware 

of any cyberthreats. Most (59%) of the respondents noted in Question 31 that they 

were not aware of cyberattacks that had taken place in their workplace, with only 38% 

of respondents indicating that they knew of cyberattacks in their workplace. The 

responses to Question 32 showed that most (93%) of the respondents, with 52% of 

them feeling strongly in this regard, felt that all their colleagues at work should learn 

the skills that would help them fight cyberthreats in their environment. A small 

percentage (3%) of the respondents indicated that they did not feel that all their 

colleagues at work should learn the skills necessary for fighting cyberthreats at work. 

The information supplied in respect of Question 33 showed that most (78%) of 

the respondents felt cybersecurity guidelines in their organisation would not limit the 

duties and tasks of the military officers, while 16% of the respondents felt that the 

cybersecurity guidelines would limit military officers’ duties and tasks. The responses 

to Question 34 showed that 88% of the respondents felt that a need existed for the 

military to control cyberspace, while only 7% felt it was unnecessary for the military to 

control cyberspace. At the same time, 86% of the respondents to Question 35 felt that 

all Internet activity in their workplace should be monitored to prevent cyberthreats, 

while 10% of the respondents felt that it should not be monitored to prevent 

cyberthreats. The majority (81%) of the respondents to Question 36 indicated that 

they felt that monitoring the use of the Internet in their workplace would change what 

people thought of cybersecurity, while 16% felt that monitoring the Internet would not 

change what people thought of cybersecurity. 

It was evident from the responses to Question 37 that 58% of the respondents 

felt that not all their colleagues were informed about cyberthreats or attacks in the 

organisation, while 37% felt that their colleagues were informed of cyberthreats or 

attacks in their workplace. Question 37 in this dimension might appear to overlap with 

Question 25 in Dimension 2. Question 37 focused on the views of the respondents 

and how others might perceive cybersecurity in the workplace, while Question 25 dealt 

with the respondents’ awareness of whether their colleagues had been a victim of a 

cyberattack. This indicates that the responses to Questions 25 and 37 are connected 

as they highlight that limited cybersecurity awareness may be linked to security 

vulnerability in individuals’ security behaviour. 
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The responses to Question 38 showed that only 50% of the respondents felt 

that their organisation paid attention to cyberthreats and attacks in South Africa, 

whereas 45% of the respondents felt that their organisation did not pay attention to 

cyberthreats and attacks in South Africa. Most (85%) of the respondents to Question 

39 felt that cyberspace was a new space in which to carry out warfare, while 11% did 

not feel that cyberspace was a new space for conducting warfare. Question 40 showed 

that there were mixed views on cybersecurity guidelines in the workplace as 45% of the 

respondents felt that their colleagues were not aware of the cybersecurity guidelines in 

their workplace, while 50% of the respondents felt that their colleagues were aware of 

existing cybersecurity guidelines in the workplace. 

The responses received to Question 41 revealed that 65% of the respondents 

were aware of colleagues who were knowledgeable about cybersecurity, while 30% 

of the respondents were not aware of colleagues who were knowledgeable about 

cybersecurity. Most (77%) of the respondents indicated being aware of the 

consequences of cyberthreats for their organisation and South Africa, while 17% of 

respondents indicated that they were not aware of the consequences of cyberthreats 

for their organisation and South Africa. Most (84%) of the respondents to Question 43 

were of the view that cyberthreats might harm their workplace, with 54% of them 

stating they felt strongly that this might be the case. Question 44 indicated that most 

(90%) of the respondents, of whom 60% felt very strongly about it, felt that officers in 

their workplace should be aware of the effects of cyberthreats. 

6.2.2.4  Dimension 4: Cybersecurity posture in the organisation  

Dimension 4 focused on the cybersecurity posture of SAMA military officers in the 

workplace. The questions primarily focused on the practical activities of addressing 

cybersecurity behaviour in the workplace. In Dimension 4 it was evident that a minority 

of the respondents did not respond to all the items in the questionnaire.  
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Table 6.8: Cybersecurity posture of selected SAMA participants 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

45 
I feel that I behave the same on the 

Internet when I am at home or at work. 
15% 24% 45% 12% 4% 

46 

I feel that knowing about cyberthreats 

may change how I communicate with 

others. 

3% 8% 52% 33% 4% 

47 

I feel that using free software to fight 

cyberthreats and attacks in my 

workplace is unsafe. 

4% 17% 48% 26% 5% 

48 

I feel that my workplace should develop 

its own software to fight cyberthreats 

and attacks. 

2% 4% 39% 51% 4% 

49 

I feel that a cyber education programme 

for all members will increase 

cybersecurity in my workplace. 

2% 1% 36% 57% 4% 

50 

I feel that education and training will help 

to change the security behaviour of 

members in my workplace. 

0% 2% 38% 55% 5% 

51 

I feel that cyber-related education should 

be included in some of the work training 

programmes. 

0% 2% 40% 53% 5% 

 

The findings derived from Question 45 showed that 57% of the respondents felt that 

their behaviour on the Internet was the same regardless of their context – work or 

home. However, 39% of the respondents indicated that they behaved differently on 

the Internet depending on whether they were at home or at work. Question 46 showed 

that 86% of the respondents indicated that if they had the knowledge, they would 

change how they communicated with others about cyberthreats. A minority of 11% of 

the respondents felt that they would not change how they communicated with others, 

regardless of whether they knew about cyberthreats or not. Seventy-four percent of 

the respondents to Question 47 indicated that it was unsafe to use free software to 

fight cyberthreats and attacks in their workplace, while 21% of the respondents felt 

safe using free software to fight cyberthreats and attacks in their workplace. 

Most (90%) of the respondents to Question 48, of whom 51% felt very strongly 

in this respect, indicated feeling that their workplace should develop their own software 

to fight cyberthreats and attacks. Question 49 of the COQ showed that the majority 

(93%) of the respondents, with 57% of them feeling very strongly about this, felt that 

cyber-related education programmes for all members of the military would increase 

cybersecurity in their workplace. Furthermore, most (93%) of the respondents to 
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Question 50, with 55% of them feeling very strongly in this regard, indicated that they 

felt education and training would help to change the security behaviour of personnel 

in their workplace. The responses to Question 51 showed that most (93%) of the 

respondents felt strongly, with 60% indicating feeling very strongly, that cyber-related 

education should be included in some of their work training programmes. 

6.3  Results derived from the SANWC 

This section presents the findings on the SANWC respondents by first pointing out the 

demographic information of the sample. Thereafter, the next section presents the 

SANWC responses to the COQ dimensions, and then concludes with a synthesis of 

the SANWC results.  

6.3.1  Demographic information 

This section presents the demographic information relating to the SANWC sample. 

The display and interpretation of the demographics are an integral part of the argument 

put forward in the study. Table 6.9 provides information on the ethnicity of the SANWC 

sample. Displaying the demographic information is important as it allows for a basic 

view of the characteristics of the SANWC sample.  

Table 6.9: Ethnicity of selected participants at the SANWC 

Ethnicity of military officers Frequency Percentage 

African 39 56 

Coloured 9 13 

Indian 2 3 

White 19 27 

Other 1 1 

Total 70 100 

 

The information supplied in Table 6.9 clearly evidences that the majority (56%) of the 

respondents were African. The second highest group comprised respondents who 

indicated that they were white (27%), with a smaller percentage (3%) being Indian, 

whereas coloured people represented only nine respondents (13%) who completed 

the questionnaire. One respondent did not indicate their race in the questionnaire. 
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Table 6.10: Gender of selected participants located at the SANWC 

Gender of military officers Frequency Percentage 

Female 23 33 

Male 46 66 

Missing value 1 1 

Total 70 100 

 

Table 6.10 indicates that the majority (66%) of the respondents were males, whereas 

a smaller percentage (33%) were females. It appeared from the results that all the 

respondents disclosed information related to their gender. However, it is worth noting 

that the questionnaire did not explore the view of respondents on gender. The 

researcher rounded up these percentages and the relationship is thus a very broad 

representation of the male and female distribution in the greater SANDF. In addition, 

there was one participant who did not want to disclose the gender in the SANWC 

sample population group.    

Table 6.11: Arms of service of selected participants in the SANWC 

Military division Frequency Percentage 

SA Army 41 59 

SAN 7 10 

SAAF 12 17 

SAMHS 7 10 

Missing value 3 4 

Total 70 100 

 

Table 6.11 indicates that the majority (59%) of the respondents were in the SA Army. 

The second highest percentage (17%) of respondents indicated being in the SAAF. 

Military officers from the SAMHS and the SAN represented very few respondents to 

the questionnaire, with 10% each, and three respondents did not disclose their arms 

of service. It should be stated that foreign senior military officers were excluded from 

the findings relating to the SANWC as this study only focused on the views of South 

African military officers. 

Table 6.12: Rank of selected military officers at the SANWC 

Rank of military officers Frequency Percentage 

Commander 7 10 

Lieutenant Colonel 63 90 

Total 70 100 
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Table 6.12 indicates that the majority (81%) of the participants held the rank of 

Lieutenant Colonel, while seven (10%) participants held the rank of Commander. The 

ranks Commander and Lieutenant Colonel are the same. However, the terminology 

that the arms of service use differ, with Commander being the operative term in the 

SAN and Lieutenant Colonel in the SA Army. It is worth indicating that the ranks of 

Commander and Lieutenant Colonel are both senior in the two arms of service. These 

respondents were part of the middle management cohort who were part of the Joint 

Senior Command and Staff Programme. 

6.3.2  Quantitative results of the COQ: Descriptive analysis 

A total of 70 respondents completed the questionnaire, and it should be noted that the 

mismatch in the tables can be ascribed to some respondents failing to answer certain 

question items in the COQ. A percentage difference is therefore found in the items due 

to missing responses in the questionnaire. 

6.3.2.1  Dimension 1: Information-sharing culture in the organisation 

This dimension focused on the information-sharing culture among the respondents at 

the SANWC.  

Table 6.13: Information-sharing culture in the SANWC 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

1 
I feel that it is safe to share information on 

social media. 
34% 26% 7% 1% 32% 

2 
I feel that my personal information is 

important. 
2% 2% 8% 54% 34% 

3 

I feel passwords are enough to protect my 

personal information stored on my work 

computer/laptop. 

19% 24% 18% 7% 32% 

4 
I feel that using a storage device (USB) is 

the best way to store information. 
10% 27% 26% 4% 33% 

5 

I change my passwords on my laptops, 

cellphone, and computer on a regular 

basis. 

4% 16% 31% 16% 33% 

6 I feel safe using free Wi-Fi in public places. 28% 28% 11% 1% 32% 

7 
I sometimes connect my cellphone or 

laptop to a public Wi-Fi connection. 
21% 13% 30% 4% 32% 

8 
I feel comfortable posting about my 

personal life on social media. 
40% 22% 6% 0% 32% 

9 
I feel comfortable posting information about 

my workplace activities on social media. 
48% 16% 3% 0% 33% 
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No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

10 
I feel that my work should have more 

cybersecurity awareness campaigns. 
2% 2% 17% 46% 33% 

11 
I have read about an information-sharing 

policy at my workplace. 
7% 8% 33% 19% 33% 

12 
I feel that my workplace should implement 

an information-sharing policy. 
2% 0% 29% 37% 32% 

13 
I am aware of guidelines at my workplace 

promoting cybersafety. 
5% 15% 36% 12% 32% 

 

Table 6.13 indicates that 60% of the respondents, in their responses to Question 1, 

indicated that it was unsafe to share their information on social media, with 34% feeling 

very strongly that it was unsafe to do so. In contrast, 8% felt it was safe to share their 

information on social media. Most (62%) of the respondents to Question 2 indicated 

that their personal information was important, and 54% felt very strongly about this. 

Almost half (43%) of the respondents to Question 3 said they felt that their passwords 

were insufficient to protect their personal information stored on their work 

computer/laptop, while 24% of these respondents were comfortable that their 

passwords protected their personal information on their computer/laptop. Moreover, 

it was shown through the responses to Question 4 that 37% of the respondents felt 

using a storage device (USB) was not the best way to store information, while 30% did 

not disagree with storing information on a storage device. 

Furthermore, the responses to Question 5 indicated that 47% the respondents 

changed their passwords on their laptops, cellphones, and computers on a regular 

basis, while 20% did not change their passwords regularly. In addition, the majority 

(56%) of the respondents to Question 6 indicated that they did not feel safe using free 

Wi-Fi in public places, with only 12% of them indicating that they felt safe doing so. 

Less than half (34%) of the respondents to Question 7 indicated that they occasionally 

connected their cellphones or laptops to public Wi-Fi connections, while 33% indicated 

that they did not connect their phones or laptops to public Wi-Fi. The majority (62%) 

of the respondents to Question 8 pointed out that they did not feel comfortable posting 

about their personal life on social media, while 6% testified to being sufficiently 

comfortable doing so. 

The responses to Question 9 showed that most (64%) of the participants felt 

uncomfortable with posting information about their workplace activities on social 

media, with only 3% of respondents feeling comfortable doing so. A high percentage 
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of 63% of the respondents indicated in response to Question 10 that their workplace 

should have more cybersecurity awareness campaigns. In contrast, only 4% of the 

respondents felt very strongly about not having increased cybersecurity awareness 

campaigns in their workplace. Furthermore, 52% of the respondents to Question 11 

indicated that they had read about an information-sharing policy in their workplace, with 

only 15% of respondents indicating that they had not read about such a policy. 

Question 12 showed that 66% of the respondents felt their workplace should 

implement an information-sharing policy, while 2% did not feel it was necessary for 

their workplace to implement such a policy. To Question 13, 48% of the respondents 

indicated that they were aware of guidelines that promote cybersafety in their 

workplace, while only 20% of the respondents indicated they were largely unaware of 

such guidelines in their workplace.  

6.3.2.2  Dimension 2: Security orientation among military officers 

Dimension 2 focuses on how military officers orientated themselves in cyberspace by 

specifically viewing how cybersecurity threats might manifest. Within this dimension, 

there were elements of missing data, which implied that a large portion of the SANWC 

participants did not respond to all the items in the questionnaire. 

Table 6.14: Security orientation among selected SANWC participants 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

18 
When I use the Internet, I am aware of 

the dangers of cyberthreats/attacks. 
1% 4% 30% 30% 35% 

19 
I feel that information security is 

important in my workplace. 
1% 3% 17% 45% 34% 

20 
When I feel unsafe using the Internet, I 

decide to log out. 
3% 3% 25% 34% 35% 

21 

I sometimes save my personal 

information on my work laptop or 

computer. 

16% 14% 30% 7% 33% 

22 
I am aware of technology that can be 

used to hack devices in my workplace. 
10% 25% 20% 12% 33% 

23 I update myself with cybersecurity issues. 6% 28% 25% 7% 34% 

24 
I sometimes try to include cybersafety 

guidelines in my workplace. 
7% 22% 29% 9% 33% 

25 

I know of colleagues who have had their 

personal or work laptops/computers 

hacked. 

11% 27% 20% 10% 32% 
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The findings derived from the responses to this section of the COQ showed that 60% 

of the respondents to Question 18 indicated they were aware of the dangers of 

cyberthreats/attacks when using the Internet, whereas only 5% of the individuals 

responded that they were unaware of cyberthreats or attacks when using the Internet. 

In addition, the responses to Question 19 showed that 62% of the respondents felt that 

information security was important in their workplace. Moreover, 59% of the 

respondents to Question 20 reported that when they felt unsafe using the Internet, with 

34% of them feeling very strongly about this, they would log out. However, 6% of the 

respondents, as indicated in Question 21, declared that they would stay online even 

when feeling unsafe. Less than half (37%) of the respondents indicated that they would 

occasionally save their personal information on their work laptop/computer, while an 

almost equal portion (30%) of the respondents said they would not save their personal 

information on their work laptop/computer. 

The responses to Question 22 showed that 32% of the respondents were aware 

of technology that could be used to hack into computers at their workplace, while 35% 

of the respondents indicated that they were not knowledgeable about technology that 

could be used to hack into computers at their workplace. Furthermore, the responses 

to Question 23 showed that 32% of the respondents kept themselves updated 

regarding cybersecurity issues, while 34% of them indicated they did not do so. The 

responses to Question 24 showed that less than half (38%) of the respondents 

indicated that they occasionally adhered to cybersafety guidelines in their workplace, 

while 29% of respondents indicated that they did not follow these procedures. In 

addition, 30% of the respondents indicated in Question 25 that they were aware of 

colleagues whose personal or work laptops/computers had been hacked, while 38% 

said they were unaware of colleagues who had experienced hacking of their work 

laptops/computers. 

6.3.2.3  Dimension 3: The officers’ view of cybersecurity 

This dimension focused on how military officers view cybersecurity. The questions 

primarily focused on SANWC military officers’ views concerning cybersecurity in the 

workplace. 

Stellenbosch University https://scholar.sun.ac.za



223 
 

Table 6.15: SANWC officers’ view of cybersecurity 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

value 

29 I feel that the Internet is safe to use. 12% 12% 28% 5% 43% 

30 
I am aware of the cyberthreats that are 

affecting the workplace. 
5% 20% 37% 7% 31% 

31 
I am aware of cyberattacks that have 

happened in my workplace. 
9% 33% 20% 6% 32% 

32 

I feel that all my work colleagues should learn 

the skills that can help them fight cyberthreats 

at work. 

1% 1% 23% 45% 30% 

33 

I feel that the cybersecurity guidelines in my 

organisation will not limit the duties and tasks 

of military officers. 

3% 7% 29% 29% 32% 

34 
I feel that there is a need for the military to 

control cyberspace. 
1% 4% 25% 35% 35% 

35 
I feel that all Internet activity in my workplace 

should be monitored to prevent cyberthreats. 
2% 2% 27% 37% 32% 

36 
I feel that monitoring the Internet at my work 

will change how people think of cybersecurity. 
2% 5% 28% 32% 33% 

37 
I feel that all my colleagues are informed of 

cyberthreats or attacks in our workplace. 
15% 32% 14% 7% 32% 

38 
I feel that the organisation pays attention to 

cyberthreats and attacks in the country. 
10% 30% 21% 7% 32% 

39 
I feel that cyberspace is a new space to carry 

out warfare. 
3% 1% 28% 36% 32% 

40 
I feel that my work colleagues are aware of 

the cybersecurity guidelines in our workplace. 
11% 30% 21% 6% 32% 

41 
I am aware of my colleagues who are 

knowledgeable about cybersecurity. 
4% 15% 36% 11% 34% 

42 

I am aware of the consequences of 

cyberthreats for the organisation and the 

country. 

4% 7% 42% 14% 33% 

43 
I feel that cyberthreats cannot harm the 

workplace. 
42% 20% 3% 1% 34% 

44 
I feel that all officers in my workplace should 

be aware of the effects of cyberthreats. 
0% 0% 19% 47% 34% 

 

The responses to Question 29 revealed that 33% of the respondents felt that the 

Internet was not safe to use, while 24% felt it was safe to use. In Question 30, 44% of 

the respondents reported being aware of cyberthreats affecting their workplace, while 

25% of the respondents were not aware of any cyberthreats. In addition, most (42%) 

of the respondents in Question 31 were not aware of cyberattacks that had occurred 

in the workplace, whereas 26% of the respondents were aware of cyberattacks having 

taken place in the organisation. Furthermore, most (68%) of the respondents in 

Question 32, with 45% feeling strongly about this, felt that all their work colleagues 
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should learn the skills that would help them to fight cyberthreats at work. Only two (3%) 

respondents to Question 32 felt that it was not necessary for all their work colleagues 

to learn the skills required for fighting cyberthreats at work. 

The responses to Question 33, as shown in Table 6.12, indicated that most 

(58%) of the respondents felt that cybersecurity guidelines in their organisation would 

not limit the duties and tasks of the military officers, while 10% of the respondents felt 

that the cybersecurity guidelines would have a limiting effect on the military officers’ 

duties and tasks. The responses to Question 34 showed that 60% of the respondents 

felt there was a need for the military to control cyberspace, while only 5% of the 

respondents felt that there was no need for the military to do so. It was clear from the 

outcome to Question 35 that 64% of the respondents felt that all Internet activity in 

their workplace should be monitored to prevent cyberthreats, while 4% of the 

respondents indicated that the Internet should not be monitored for this reason. The 

majority (60%) of the respondents indicated in Question 36 that monitoring the Internet 

in the workplace would change the way people think of cybersecurity, while 7% felt 

that monitoring the Internet would not change the way that people regarded 

cybersecurity. 

The responses to Question 37 indicated that 47% felt that not all their 

colleagues were informed of cyberthreats or attacks in their workplace, whereas 21% 

felt that their colleagues were informed of these threats. The responses to Question 38 

signified that 28% of the respondents felt that their organisation paid attention to 

cyberthreats and attacks in South Africa, but at the same time 40% of the respondents 

felt that their organisation did not pay attention to cyberthreats and attacks in South 

Africa. Most (64%) of the respondents to Question 39 felt that cyberspace was a new 

space in which warfare could take place, while 4% felt that cyberspace was not a new 

space for warfare. Question 40 showed that there were differences in views on 

cybersecurity guidelines in the workplace as 41% of the respondents felt that their work 

colleagues were not aware of cybersecurity guidelines in their workplace, while 27% of 

the respondents felt that their work colleagues were well aware of cybersecurity 

guidelines. 

Furthermore, 47% of the respondents indicated in Question 41 that they were 

aware of colleagues who were knowledgeable about cybersecurity, while 19% of the 

respondents were not aware of colleagues who had knowledge of cybersecurity. Most 

(56%) of the participants to Question 42 pointed out that they were aware of the 

Stellenbosch University https://scholar.sun.ac.za



225 
 

consequences of cyberthreats in their organisation and in South Africa, but 11% of the 

participants indicated that they were not aware of any such consequences. Moreover, 

most (62%) of the respondents to Question 43 revealed that cyberthreats were able 

to harm the organisation, while 4% of respondents indicated they did not believe that 

cyberthreats could harm the organisation. Most (66%) of the respondents in Question 

44, with 47% feeling very strongly about it, felt that all officers in their workplace should 

be aware of the effects of cyberthreats. In the same question, 100% of the SANWC 

respondents were of the opinion that they should not be aware of the effects of 

cyberthreats.  

6.3.2.4  Dimension 4: Cybersecurity posture in the organisation  

This dimension focused on SANWC military officers’ behaviour in ensuring 

cybersecurity in the organisation. The questions primarily focused on the practical 

activities in addressing cybersecurity behaviour in the workplace.  

Table 6.16: Cybersecurity posture among selected SANWC officers 

No. Statements 
Strongly 

disagree 
Disagree Agree 

Strongly 

agree 

Missing 

values 

45 
I feel that I behave the same on the Internet 

when I am at home or at work. 
6% 14% 32% 15% 33% 

46 
I feel that knowing about cyberthreats may 

change how I communicate with others. 
1% 2% 32% 32% 33% 

47 

I feel that using free software to fight 

cyberthreats and attacks at my workplace is 

unsafe. 

2% 9% 38% 18% 33% 

48 
I feel that my workplace should develop their 

own software to fight cyberthreats and attacks. 
1% 5% 28% 32% 34% 

49 

I feel that a cyber education programme for all 

members will increase cybersecurity in my 

workplace. 

0% 0% 22% 44% 34% 

50 

I feel that education and training will help to 

change the security behaviour of members in 

my workplace. 

0% 0% 26% 40% 34% 

51 

I feel that cyber-related education should be 

included in some of the work training 

programmes. 

0% 0% 21% 45% 34% 

 

The responses to Question 45 indicated that 47% of the respondents felt that their 

behaviour on the Internet was the same regardless of their context, whether at work 

or at home. However, 20% of the respondents indicated they behaved differently on 

the Internet depending on whether they were at home or at work. Question 46 revealed 
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that 64% of the respondents felt they would change how they communicated with 

others if they knew about cyberthreats. However, very few (3%) of the respondents felt 

that they would change how they communicated with others if they knew about 

cyberthreats. The majority (56%) of the respondents to Question 47 agreed that it was 

unsafe to use free software to fight cyberthreats and attacks in their workplace, while 

2% strongly disagreed with this and 9% disagreed that it was unsafe to use free 

software for fighting cyberthreats. Most (60%) of the respondents to Question 48, with 

32% feeling very strongly about this, felt that their workplace should develop its own 

software to fight cyberthreats and attacks. The responses to Question 49 of the COQ 

showed that most (66%) of the respondents, with 44% of them feeling very strongly in 

this regard, felt that cyber education programmes for all members of the military would 

increase cybersecurity in their workplace. As indicated by the responses to Question 

50, most (66%) of the respondents reported that education and training would help to 

change the security behaviour of colleagues at their place of work. Of these, a high 

percentage (40%) indicated feeling very strongly about education and training. Most 

(66%) of the respondents to Question 51, with 45% of them feeling very strongly about 

this, felt that cyber-related education should be included in some of their work training 

programmes. 

6.4  Short question results of the COQ: Thematic analysis 

The short questions in the COQ were analysed as one unit, and the data gathered 

from SAMA and the SANWC were combined. With the short question responses 

combined for SAMA and the SANWC, the researcher was able to provide codes that 

form part of the thematic analysis process (see Section 4.8.2.2). The short question 

codes were quantified and thematically grouped (see Appendix N). The themes 

derived from the data therefore represent both SAMA and the SANWC as they were 

relevant to both organisations, with the most significant difference being that the views 

expressed were from a junior and a senior group of SANDF officers. It is worth noting 

that not all respondents shared their views on the short questions; however, it is 

important to note that the respondents were not compelled to answer these questions. 
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6.4.1  Theme 1: Information sharing on best practices requires implementation 

The theme Information sharing on best practices requires implementation centred on 

the notion that (1) existing security measures are not applied in the organisational 

context, and (2) that there was a need for the organisation to create a culture that 

focuses on securing information in a digital space, which is often described as relaxed.  

6.4.1.1  Sub-theme 1.1: Information security requires devotion 

This theme focused on the information-sharing practices and measures that were often 

not implemented in the organisation. This theme and the findings presented for 

Dimension 1 were concurrent. Overall, the majority (38%) of the participants from 

SAMA and the SANWC indicated that best practices related to cybersecurity were 

often not implemented owing to the low priority it received. The participants viewed 

this as an important aspect relating to creating awareness in the organisation and 

cultivating a culture that was in line with cybersecurity trends. The information supplied 

in the analysis process and coding development necessitated highlighting that the 

participants viewed progression in the application of cybersecurity measures as limited 

(14%). The execution of policies appeared to be one of the major factors that emerged 

from the data, which could be linked to the main theme. The majority (19%) of the 

participants viewed the implementation of policy related to cybersecurity as limited. 

Developing and sustaining an information security culture in an organisation requires 

altered mindsets, perceptions, and behavioural change to implement and comply with 

policies and processes (Ahmad & Huvila, 2019). The implementation of policies does 

not rest on the premise that members should adopt principles and processes alone. It 

is worth noting that implementing a cybersecurity policy that deals with the urgent 

issues relating to digital security in organisations should be done by means of a more 

holistic approach that considers both the social and technical aspects (Dong et al., 

2021; Van’t Wout, 2019; Jansen van Vuuren et al., 2013). The argument can also be 

made that introducing a cybersecurity policy that focuses on information security can 

be approached differently due to variations in the security needs of personnel, the level 

of awareness among personnel, and the organisational climate, which might affect 

implementation (Dong et al., 2021; Mashiane et al., 2019; Van’t Wout, 2019; Jansen 

van Vuuren et al., 2013). The following excerpts indicate how the participants felt about 
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the implementation of policies that were directed at creating information security 

awareness and providing a context in which implementation is reviewed: 

“Not being implemented accordingly. Still needs a concrete structure of support” 

(Participant 23, Lieutenant – SAMA). 

“There is awareness and ISS presentations or courses presented to military 

officers. Military officers are aware of cybersecurity and follow the rules” 

(Participant 84, Lieutenant – SAMA). 

“Cybersecurity is like any other form of security. You can never have enough of 

it, and no matter how perfect your system and SOPs [standard operating 

procedures] are, you will get robbed/hacked/phished someday” (Participant 3, 

Lieutenant – SAMA).   

“It’s relatively new and not well implemented” (Participant 27, Candidate Officer 

– SAMA). 

“Yes, the organisation is executing policies, but is approaching cyber from a very 

basic nature. Policies are also not really focused on cyber” (Participant 5, 

Lieutenant Colonel – SANWC). 

“It is of great importance for both the safety of the organisation and protection 

of my information, yet it is still under-emphasised to ensure cybersecurity” 

(Participant 34, Lieutenant – SAMA). 

“It has not been fully implemented, especially among the young generation that 

share about each and everything on the net” (Participant 3, Lieutenant Colonel 

– SANWC). 

“Implement policies that will serve as a guideline in terms of who is allowed to 

share what kind of information on the Internet. Which computers are being used 

with [the] Internet? Who is allowed to connect the workplace computers with 

the outside net?” (Participant 20, Ensign / Candidate Officer – SAMA). 

“Get involved and ... execution of policies” (Participant 20, Lieutenant Colonel 

– SANWC). 
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“Training and implementation of well-drafted policies and with monitoring of 

activities on well-protected computers and smartphones” (Participant 28, 

Lieutenant Colonel – SANWC). 

“By putting policies in place and educating people about cybersecurity or 

perhaps implementing courses” (Participant 37, Candidate Officer – SAMA). 

The aforementioned excerpts clearly indicate the differing views of the participants 

regarding the implementation of cybersecurity policies and how awareness is created 

in the organisation. These views were presented in the narratives of Participants 5, 34, 

and 84. However, there was a balanced view among the participants from SAMA and 

the SANWC regarding the lack of cybersecurity policy implementation in the 

organisation. The data derived from the responses and the participants’ narratives 

enabled the researcher to confirm that there was indeed a majority view (14%) that the 

application of cybersecurity was considered to be limited and needs attention to enable 

the construction of a digital culture. However, 16% of the participants felt that 

cybersecurity awareness existed in the organisation, but that it was not fully 

implemented (see SANWC Participants 5 and 84). These responses represent the 

stronger indicator and the narratives are expected to support the stronger indicator. 

These narratives were consequently not lone-standing indicators. It should therefore 

be emphasised that one of the main aspects of creating an information-related security 

culture that focuses on cultivating awareness among members of the organisation is 

clear communication among all levels of the organisation with regard to the way that 

best practices are enforced throughout. Furthermore, there was an expectation that all 

members must understand the basic premise of what it means to be secure and how 

an organisation that intends to secure data that could be of key importance to 

administrative and operational activities might achieve this goal. This section is 

concluded by emphasising the following three important aspects:  

1) The findings of the scale items for the SAMA and SANWC participants showed 

that a culture of information sharing prevailed in the organisation. However, the 

short questions pointed to the notion that there were often challenges with the 

implementation of security guidelines and policies.  
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2) The thematic finding related to information security also suggested that most 

participants located at SAMA and the SANWC were cautious when sharing 

information with colleagues, which implied a trust issue. 

3) Awareness creation of and training in cybersecurity were pertinent in the 

organisation. 

6.4.2  Theme 2: Cautionary behaviour is linked to the navigation of cyberspace 

In order to create an environment in which members of the military are aware of the 

cyber-related dangers that might compromise their information, and also they 

themselves, the existing precondition demands that knowledge regarding this space 

must be present. Generally, most military officers located at SAMA and the SANWC 

highlighted that they navigated the Internet with caution. This implied that there was 

cybersecurity awareness among members. The participants in each of these sample 

groups recorded that a measure of vigilance prevailed when they navigated the 

Internet and completed tasks. However, a small percentage of participants in both 

sample groups did not portray this sense of vigilance and thus represented risk and 

vulnerability in maintaining cybersecurity. This main theme has one sub-theme, which 

focused on cautiousness when navigating the Internet. 

6.4.2.1  Sub-theme 2.1: Cautiousness when navigating the Internet 

The codes that emerged from the data indicated that navigating cyberspace (Internet) 

was considered to be a space where most participants exhibited vigilance, discipline, 

and care. The excerpts below indicate that members were generally aware of the 

dangers posed by the Internet and actively prevented failure in security by adjusting 

their behaviour appropriately.  

Moreover, these extracts presented below highlight how awareness in 

cybersecurity was applied in a digital space: 

“[I] don’t have access to Internet at our workplace, but if I do have access I will 

ensure that my personal information is not displayed at all time[s] when I log in” 

(Participant 2, Colonel – SANWC). 

“Monitor what I send on the Internet” (Participant 57, Lieutenant – SAMA). 

Stellenbosch University https://scholar.sun.ac.za



231 
 

“If I see that something is suspicious, I log out immediately” (Participant 96, 

Lieutenant – SAMA). 

“I am aware of sites that could have a potential risk involved. Don’t actually take 

risks” (Participant 10, Lieutenant – SAMA). 

“I am very sceptical of what websites I visit and I need every detail of what I surf 

on the Internet” (Participant 10, Lieutenant – SAMA). 

“I’m dead, I do not participate much; for YouTube I only watch videos and 

do not subscribe” (Participant 43, Lieutenant – SAMA). 

“These days I’m becoming more cautious when I am on the Internet. The 

behaviour has changed since I joined SANDF” (Participant 31, Lieutenant – 

SAMA). 

“Carefree and exploratory” (Participant 28, Candidate Officer – SAMA). 

The abovementioned extracts emphasise that there was a mixed response from the 

participants in both sample population groups. The majority (45%) of the participants 

at SAMA and the SANWC were very cautious when navigating cyberspace and 

sharing information. Participants (12%) from both sample groups refrained from 

placing personal information online or logged out immediately if there were signs of 

suspicious activity on a specific website. On the other hand, some of the participants 

(13%) at SAMA indicated that their level of caution towards the Internet could not be 

rated high, but rather that they considered their security behaviour online as relaxed 

and carefree. To the contrary, almost all the participants at the SANWC were generally 

more cautious and considered cybersecurity as very important. It is important to note 

that this theme presented some key aspects:  

1) The cybersecurity behaviour among the participants was generally linked to 

cautiousness when navigating the Internet, although some participants in the 

SAMA population group indicated that they were not very aware when browsing 

or sharing information online or characterised their behaviour as carefree (see 

SAMA Participant 28). 

2) Participants located at the SANWC generally considered the Internet as a 

space where one should always be alert and aware of the threats. This section 
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of short questions was directed at obtaining deeper contextual meaning of 

what had been selected in the scale items of the COQ.  

The next theme addresses the element of training and education as a possible way to 

increase security measures when engaging in cybersecurity. 

6.4.3  Theme 3: Cybersecurity training and education as a way to enhance 

security measures 

Cybersecurity awareness is constructed on the basis that information is readily 

available on the topic of interest to the individual and that there is space for learning 

to take place (Alharbi & Tassaddiq, 2021; Van’t Wout, 2019; Zwilling et al., 2020). The 

crux of this theme was that cybersecurity education was required in the organisation 

and that information about important aspects relating to threats should be made 

available to members of the organisation. Moreover, it can be confirmed that there was 

uniformity in the data about the availability of cybersecurity information-related training 

and education. This main theme had one sub-theme, which focused on awareness 

training for all members. 

6.4.3.1  Sub-theme 3.1: Cybersecurity awareness training for the entire organisation 

This sub-theme addresses the management component of the main theme by 

highlighting that the majority (54%) of the respondents were of the view that education 

should be provided to members through regular training sessions that focus on 

guidelines on how to manage technology and be secure in the workplace. The theme 

also connected with the scale items presented in Dimension 3 (Questions 29 to 44). 

This connection rested on the premise of cybersecurity awareness and training. The 

questions relating to Dimension 3 primarily focused on “knowledge”, “training”, and 

“awareness”. In the analysis of this theme, emphasis was also placed on the 

implementation of cybersecurity guidelines. A minority (5%) of the respondents from 

SAMA and the SANWC indicated that the organisation needed to implement 

cybersecurity policies and guidelines. It was revealed through the analysis of the short 

questions that 26% of the respondents felt that stricter measures needed to be 

employed when addressing cybersecurity in the workplace. This response can be 

viewed as an alternative for providing cybersecurity awareness training for military 
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members. On the negative side, the findings derived from the SAMA and SANWC 

participants indicated that the respondents felt that some of their colleagues might not 

be aware of cybersecurity guidelines (see Question 40 in Appendix E). The limited 

access to guidelines, a factor that emerged from the responses, also indicated that 

there was a need for educational material to be available at all times. This view was 

corroborated by Participant 37, who suggested that continuous exposure to 

cybersecurity education and awareness programmes was important. This view can be 

substantiated by the responses to Question 44. The SAMA and SANWC respondents 

were in agreement that cybersecurity awareness training was important for the 

organisation. However, a minority (2%) of the respondents from SAMA indicated in 

Question 50 that they disagreed with cybersecurity training offered to military members 

and that it would have a positive impact on their behaviour. All respondents were in 

agreement in Questions 50 and 51 that cybersecurity awareness training would have 

a positive impact on their colleagues’ security behaviour. In addition, the respondents 

from both sample population groups indicated that the organisation should do more in 

its pursuit to create cybersecurity awareness (Question 38). Moreover, the 

respondents felt that more cybersecurity policies needed to be implemented in the 

organisation, which links Question 38 with Question 39, which highlights the 

seriousness attached to cyberspace as an emerging warfare domain. The following 

excerpts argue that awareness training in cybersecurity should be made available to 

all military members in the organisation: 

“People should be given awareness training and the training should be practical 

for individual[s] to experience the danger. For now it still sound[s] like a dream 

and it happens to others, and our workplace is protected, and [the] organisation 

is taking care of cybersecurity management” (Participant 57, Lieutenant Colonel 

– SANWC). 

“The best way is to provide training to all employees of the organisation in order 

to manage and control the security of the organisational information” 

(Participant 20, Lieutenant – SAMA). 

“Training member[s] continuously on the subject, continuous monitoring. 

Constant awareness programmes” (Participant 37, Lieutenant Colonel – 

SANWC). 
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“Ensure an understanding/orientation of cybersecurity for members who are in 

the organisation, with focus [on] members using the work computer networks. 

Develop a cyber unit to secure all organisational communication of info” 

(Participant 102, Midshipman, SAMA). 

“Secured and monitored lines. But access must be granted for us to do 

business” (Participant 65, Lieutenant Colonel – SANWC). 

“It is to educate and instil methods in the work programme” (Participant 47, 

Lieutenant – SAMA). 

“Do not bring foreign gadget[s] to the defence force systems. Don’t connect 

your phone to the system. Internet should be used independently. Documents 

should not be mailed as [Gmail] and [WhatsApp]” (Participants 63, Commander 

– SANWC). 

“Password[s] should be created for all members to monitor the flow of 

information. Certain information should be given to people with top secret 

security classification to ensure it’s managed and kept safe” (Participant 21, 

Lieutenant – SAMA). 

“To have training and programmes that make members aware of cybersecurity 

awareness” (Participant 49, Lieutenant Colonel – SANWC). 

Developing and maintaining cybersecurity skills is an important component of 

cultivating a culture of security. It is important to note that the majority of the 

respondents, in the short questions, were in favour of cybersecurity training being 

offered in the organisation and the implementation of stricter security measures 

through monitoring of devices. The majority of the respondents indicated in Dimension 

3 that there was a need to develop and train members to be aware of cyberthreats in 

the organisation. However, a combined minority (5%) of the respondents located at 

SAMA and the SANWC indicated that there was no need to create awareness and 

offer cybersecurity training to military members. This theme originated from the short 

questions, which focused on the view of security and the posture to this emerging topic 

in the SANDF. The participants’ extracts highlighted this theme and suggested that the 

best way to manage cybersecurity was to create opportunities for learning and training. 

This sub-theme affirmed the responses to the COQ scale items as the findings from 
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both the SANWC and SAMA participants showed that training was needed for all 

military members. In order for threats to be more identifiable in the SANDF (Questions 

37 and 44), Participants 37, 47, and 49 made reference to the need for additional 

training on cybersecurity in the SANDF. Furthermore, the responses in Dimension 3, 

which focused on knowledge and awareness of cybersecurity, also corroborated the 

views of, for example, Participants 20, 37, 47, 49, 57, and 102, as indicated in the 

excerpts presented above. However, some respondents considered the use of stricter 

security measures as an alternative measure to address the skills gap in cybersecurity. 

Participants 21, 63, and 65 were in favour of monitoring devices in the workplace and 

employing stricter security measures relating to accessing information. The stricter 

response to monitoring Internet activity in the workplace aligned with the responses to 

Question 35 as the majority of the respondents from SAMA (86%) and the SANWC 

(64%) were in favour of this practice. There was also a combined minority (14%) of 

respondents from both sample groups who were not in agreement with monitoring of 

the Internet in the workplace. This sub-theme focused on cybersecurity awareness 

training for military members. The presentation of responses to the short questions 

showed that there was indeed agreement among SAMA and SANWC members 

regarding the need for cybersecurity awareness training. 

6.5  Summary of findings: Descriptive and thematic analyses 

This section consolidates the findings of the SAMA and SANWC participants. 

Inherently, the comparison between SAMA and the SANWC involves a junior-senior 

ranks outlook on the dimensions. 

6.5.1  Dimension 1: Information-sharing culture in the organisation 

This dimension is grounded in the theme Information sharing on best practices 

requires implementation. The information supplied in this section highlighted that an 

information-sharing culture existed in SAMA’s and the SANWC’s selected sample 

population groups. Tables 6.9 and 6.10 revealed that it was generally regarded as 

unsafe to share information online. With regard to Question 2, the responses of both 

sample population groups concurred as most military officers indicated that their 

personal information was important. Officers located at SAMA responded more 

strongly to Question 3 than the respondents at the SANWC. The focus in Question 3 
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was on the use of passwords in securing ICT devices such as laptops. The responses 

to Question 4 were, however, mixed as the SANWC recorded a poor response to 

whether the use of a USB storage device was sufficient for securing information. The 

SAMA respondents’ responses to Question 4 showed that more than half of the 

respondents agreed that using a USB device was not the best way to secure data. 

With regard to Question 5, both the SAMA and SANWC respondents indicated 

that they regularly changed the passwords on their devices. Question 6 showed that 

the majority of the respondents at SAMA and the SANWC felt unsafe when using 

public Wi-Fi. The SANWC respondents presented a mixed reaction about connecting 

their devices to public Wi-Fi, whereas the SAMA respondents signified a strong 

response that indicated disagreement as they felt safe connecting their devices to a 

public Wi-Fi service. 

Furthermore, Question 8 revealed that most participants at SAMA and the 

SANWC were not comfortable with posting about their personal life on social media. 

Question 9 in the COQ also showed that participants from SAMA and the SANWC were 

not comfortable with sharing information about their organisation on the Internet. In 

addition, the participants from SAMA and the SANWC all indicated in response to 

Question 10 that they were in agreement that cybersecurity awareness campaigns 

should be promoted more in their organisation. The responses to Question 11 

indicated that the participants from both SAMA and the SANWC were aware of 

information-sharing policies in the organisation. Building on this, Question 12 revealed 

that most participants at SAMA and the SANWC were aware of e-safety guidelines 

and practices that were promoted in the organisation. It is worth noting that Questions 

11 and 13 were mutually supportive as both refer to knowledge of best practices and 

guidelines. This mutuality strengthened the argument that awareness of cybersecurity 

existed. However, in the SANWC group, many respondents, who were senior officers, 

indicated that they were largely unaware of cybersecurity guidelines in the 

organisation. 

With the aforementioned responses in mind, it could be highlighted that three 

key aspects can be taken from Dimension 1 among the SAMA and SANWC sample 

population groups. These three aspects are: (1) there were good indicators of an 

existing information-sharing culture in SAMA and the SANWC, (2) most respondents 

were applying security measures in a personal and organisational capacity, and  
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(3) the respondents from SAMA and the SANWC both indicated that the organisation 

could do more in terms of promoting cybersecurity awareness. On the negative side, 

some SAMA respondents felt that it was completely safe to share information online. 

This was in agreement with the short narratives provided by the SAMA sample group, 

which identified potential vulnerability and risk. The next section, located within 

Dimension 2, focused on Theme 2 (Cautionary behaviour is linked to the navigation of 

cyberspace), which can be connected to the responses received in this dimension 

(information-sharing culture) of the COQ. 

6.5.2  Dimension 2: Security orientation among military officers 

The responses to Question 18 denoted consistency as the participants from both 

SAMA and the SANWC indicated that they were aware of the dangers attached to 

cyberthreats/attacks when using the Internet. The responses to Question 19 also 

showed that information security was considered important by the SAMA and SANWC 

participants. In support of this argument, the responses to Question 20 suggested that 

the majority of the respondents from SAMA and the SANWC logged out of applications 

when they felt unsafe. Question 21 reported a mixed reaction as some participants 

from SAMA and the SANWC indicated that they would not store personal information 

on their organisational devices, while a number of respondents from SAMA (36%) and 

the SANWC (30%) indicated that they would store some personal information on 

organisational devices. 

Question 22 suggested that there was a slight majority in both the SAMA and 

SANWC participants, whose responses indicated that they were aware of technology 

that could be used to hack into devices in their organisation. In addition, data derived 

from Question 23 showed that SANWC military officers varied in their responses as a 

slight majority did not update themselves about security challenges that could occur. 

To the contrary, the majority of SAMA participants confirmed that they kept 

themselves updated about security issues. 

Question 24’s responses reflected that both the SAMA and SANWC 

respondents tried to include cybersecurity measures in their day-to-day activities, 

which implied that a certain level of e-safety was employed. Moreover, SAMA and 

SANWC respondents indicated that they were aware of people whose computer 

devices had been hacked. The researcher argues that this awareness of cybersecurity 
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incidents occurring in the organisation might be an element that could give 

respondents a heightened sense of security. In summary, this section showed several 

key points:  

1) Most participants from both sample groups showed that they were aware of 

cybersecurity threats when browsing the Internet. This implied that there was a 

foundation of cybersecurity awareness when navigating cyberspace and when 

confronted with possible threats.  

2) There were also indicators of some emphasis on security measures being used 

when confronted with a possible cyberthreat as both sample groups showed a 

strong drive to adopt security behaviour if they felt unsafe when in cyberspace. 

In addition, this dimension was located in Theme 2: Cautionary behaviour is 

linked to the navigation of cyberspace.  

3) The narratives presented also make reference to cautiousness when navigating 

cyberspace and the adoption of security behaviour when confronted with more 

information about potential risks. However, there were narratives that indicated 

that a slight minority of the respondents considered their cybersecurity 

behaviour as relaxed and carefree (see Respondent 43, Theme 2). 

6.5.3  Dimension 3: The officers’ view of cybersecurity  

Tables 6.13 and 6.14 indicated that it should be emphasised that the SANWC and 

SAMA respondents were aware of the existing cyberthreats that could compromise 

security. The responses to Question 29 indicated that there were mixed views about 

whether the Internet was a secure domain or not. While half of the junior officer 

respondents at SAMA suggested that cyberspace was not a secure domain, 40% were 

of the view that it was a secure space. The findings derived from the SANWC disclosed 

that the senior officers responded similarly. The responses to Question 30 showed 

that there was a strong sense of agreement between SANWC and SAMA respondents 

about whether cyberthreats could have an impact on the organisation. The responses 

to Question 31 indicated that most of the respondents from SAMA and the SANWC 

were not aware of any cyberattacks that had occurred in the organisation. Furthermore, 

the responses to Question 32 revealed that most respondents at SAMA and the 

SANWC indicated that their colleagues would benefit from acquiring skills to 

counteract potential cyberthreats in the workplace. The responses to Question 33 
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showed that most SAMA and SANWC officers admitted to being of the opinion that 

cyber guidelines would not limit their interactions in the workplace. A strong positive 

response to Question 34 indicated that the respondents from SAMA and the SANWC 

were of the opinion that cyberspace needed to be controlled by the military. In addition, 

the responses to Question 35 focused attention on monitoring Internet activity in the 

workplace and supported the positive responses to Question 34. 

The responses to Question 36 showed a strong preference for the idea that 

monitoring the Internet in the workplace would contribute to an alternative way of 

thinking about cybersecurity. The responses to Question 37 showed agreement 

between the responses by the SANWC and SAMA respondents, namely that not all 

members of the organisation were aware of cyberthreats or attacks in the workplace. 

The responses to Question 38 highlighted that a discrepancy existed between the 

SAMA and SANWC participants’ responses. The majority (50%) of the SAMA 

respondents indicated that the organisation did pay attention to cyberthreats. 

However, 45% responded that the organisation did very little to advance cybersecurity. 

The majority (40%) of the SANWC respondents believed that the organisation did very 

little concerning cyberthreats. The responses to the short questions (see Theme 3) 

pointed out that cybersecurity awareness was necessary in the organisation to 

educate its members about cyberthreats. A connection therefore exists between the 

COQ scale item responses and the short question responses. Most respondents to 

Question 39 indicated that cyberspace was a new domain in which warfare might be 

carried out. In response to Question 40, 50% of the respondents from SAMA and 40% 

from the SANWC indicated that their colleagues were unaware of cybersecurity 

guidelines in the organisation. The short narrative responses from the SAMA and 

SANWC respondents also confirmed this as 5% of the codes that appear in the 

thematic analysis showed that cybersecurity policy implementation was a challenge 

(see Appendix N). The SAMA respondents (45%) and the SANWC respondents (27%) 

indicated to a greater and lesser degree that their colleagues were aware of 

cybersecurity guidelines. 

The responses to Question 41 indicated that the majority of the respondents 

from both SAMA and the SANWC confirmed having colleagues who were 

knowledgeable about cybersecurity. This supports the responses to Question 42, as 

the respondents from SAMA and the SANWC showed a strong indication that they 
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were aware of the consequences relating to cyberthreats. The majority of the 

responses to Question 43 divulged that the respondents from both SAMA and the 

SANWC were cognisant of the idea that cyberthreats could inflict harm on the 

organisation. Questions 41, 42, and 43 built upon each other and this security aspect 

was reinforced by Question 44. There was consensus among the SAMA and 

SANWC respondents about Question 44, as they indicated that all officers in the 

workplace should be made aware of cyberthreats that exist in that space. In taking a 

summative view of the findings in Dimension 3 (Officers’ views of cybersecurity), it 

became clear that (1) most respondents at SAMA and the SANWC were aware of the 

implications of cyberthreats, (2) the respondents maintained that training for all 

members related to cybersecurity was important, (3) the positive response towards 

monitoring of the Internet to protect the organisation and the country was highly rated 

for both the SAMA and SANWC respondents, and (4) responses to questions geared 

towards training and education (Questions 32, 33, 37, 38, 41, and 44) also received a 

highly positive response from both SAMA and SANWC respondents. The next section, 

located within Dimension 4, focuses on Theme 3: Cybersecurity training and education 

as a way to enhance security measures, which connected to the responses received 

in this dimension of the COQ. 

6.5.4  Dimension 4: Cybersecurity posture in the organisation  

In Dimension 4, it became evident that, among the respondents from both the SANWC 

and SAMA, online behaviour relating to cyberspace was replicated in their personal and 

professional capacity, as can be observed in the responses to Questions 45 and 46. 

A very small portion of the respondents, in both the SAMA and SANWC sample 

population groups, indicated that they practised online behaviour relating to 

cyberspace and networks differently depending on whether they were acting in their 

professional or personal capacity. In addition, the majority of the respondents in both 

sample population groups indicated that they would communicate more cautiously in 

cyberspace if they were more knowledgeable about and aware of cybersecurity 

threats. The majority of the respondents from both sample population groups indicated 

in response to Question 47 that they were aware of the dangers associated with the 

use of free online software in their professional environment. In addition, a small 

percentage of the participants indicated in Question 48 that free software could be used 
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to counter cybersecurity threats and attacks in the workplace. In contrast, most of the 

respondents from SAMA and the SANWC thought that the SANDF should develop 

security-enhancing software that belonged to the SANDF to address cybersecurity 

threats. 

The respondents from SAMA and the SANWC generally indicated that 

cybersecurity awareness education would improve overall digital security in the 

organisation. In addition, the respondents highlighted that training and education in 

cybersecurity awareness would assist with improving the broader security behaviour 

of members of the military, as emerged from the responses to Question 49. In 

Questions 50 and 51, it is important to note that the respondents from the SANWC 

responded negatively to the creation of a cybersecurity education programme for all 

military personnel by indicating they did not believe this would advance digital security 

in the organisation. To the contrary, the respondents from SAMA highlighted that 

training for all military personnel would be beneficial. The majority of the respondents 

from both SAMA and the SANWC indicated in response to Question 52 that 

cybersecurity education training should be introduced in official training. 

In summary, the replication of security behaviour among both sample groups 

appeared to be consistent. This implies that some cybersecurity measures had been 

put in place in the respondents’ personal and professional capacity. However, 

practising security behaviour was done differently depending on the respondents’ 

personal and professional context. This raises concerns as it highlights that security 

was not practised consistently, even though security practices were replicated in the 

personal or professional space. The respondents indicated that they were generally 

cautious when navigating cyberspace, but would be more aware of how they 

communicated with others, depending on the nature of the threat observed. 

With regard to the use of freely available open-source software in cyberspace, 

the respondents indicated that they believed this could potentially be dangerous and 

expose the organisation to harm. Yet, a very small percentage of respondents from 

both sample groups indicated that open-source software could also potentially be 

beneficial. In terms of cybersecurity training, both sample groups agreed that the 

organisation could benefit from providing more education on cybersecurity in the 

organisation. However, the SANWC respondents indicated that training and education 

in cybersecurity should not be provided to all members of the organisation. 
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Reservations regarding cybersecurity training could be due to the voluntary and 

involuntary security threats coming from the human element. The researcher 

considers the finding related to training for all members and the respondents’ 

reservation about “all” perplexing. The reasoning behind this reservation about training 

all members was not explored further. The key points in this section were (1) that 

cybersecurity training and education were essential for the organisation and (2) that 

the risks associated with navigating cyberspace could be better understood if threat 

information and guidelines were more readily available. 

6.6  Conclusion 

One of the main findings that emerged from the COQ was that education and training 

were considered an imperative component in creating cybersecurity awareness in the 

organisation, although it was also noted by a small percentage of the respondents at 

the SANWC that this may not necessarily be reserved for everyone. What also 

emerged was consistency between junior and senior branches of military training in 

how the Internet was approached in the organisation and how information sharing was 

regarded. A great need, as the respondents indicated, exists for cybersecurity 

guidelines to be implemented and enforced by the organisation. This showed the 

necessity for greater involvement on the part of the organisation with regard to 

cybersecurity measures. The sharing of information and the policies that direct them 

were identified by the respondents from both the SANWC and SAMA as being present 

in their respective units or workplaces, as indicated in Dimension 1. Furthermore, it 

became apparent that there was not much difference between the views of the 

respondents located at SAMA and those at the SANWC relating to cybersecurity 

awareness training for military members. The findings of the qualitative short questions 

that were included in the COQ revealed a small measure of disjointedness between 

the responses to the scale items and what was reported in the short questions. This 

could be ascribed to survey fatigue or that the meaning of the questions was not 

adequately apparent to the diverse range of respondents.   

The chapter that follows discusses the interview themes and findings of  

the COQ.  
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CHAPTER 7:  

DISCUSSION OF INTERVIEW THEMES AND CYBERSECURITY ORIENTATION 

QUESTIONNAIRE (COQ) FINDINGS 

7.1  Introduction 

This study aimed to explore the perceptions of cybersecurity among South African 

military officers. This chapter’s key contributions rest on the inclusion of data derived 

from the COQ (Likert scale items and short questions) to supplement the findings 

derived from the semi-structured interviews. This chapter offers a discussion of the 

main findings of the study by focusing first on establishing the context of the findings 

presented in Chapters 5 and 6. An overview of the research questions in relation to the 

themes and COQ scale items is also presented. This is done to show how the findings 

were triangulated and how they confirm the themes that emerged in Phase 1. A 

discussion of the research questions in relation to the triangulated findings follows. 

The chapter’s conclusion includes an overarching summary of the exploration of 

cybersecurity among South African military officers. 

7.2  Summary and discussion of the CA findings 

This section provides a summary and the context of the findings that emerged from the 

interview and the questionnaire. The purpose of this section is to present the findings of 

both the interview and the COQ dimensions. The presentation of the findings also adds 

weight to the argument in the rationale of the study, namely that questionnaires alone 

are not sufficient to provide a lens on cybersecurity behaviour but do well in capturing 

specific aspects of cybersecurity awareness. Consequently, this section will firstly 

focus on the interview themes and then turn to the discussion of the four dimensions 

of the COQ, in which the responses to the scale items are discussed. A summarised 

approach to the discussion and presentation of the findings, followed by a brief 

discussion in context, provide a practical means of showing triangulation. For the sake 

of clarity, the themes and sub-themes of Phase 1 are presented in Table 7.1. 
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Table 7.1: Distribution of themes in Phase 1 

Interview main themes Interview sub-themes 

Theme 1: 

Knowledge production and training 

focusing on cybersecurity awareness 

Sub-theme 1.1: 

Awareness and knowledge of cyberspace and its associated 

dangers 

Sub-theme 1.2: 

The establishment of cybersecurity awareness among military 

members 

Theme 2: 

Challenges of trust with technology 

and members 

Sub-theme 2.1: 

Vigilance among members of the organisation owing to 

differences in how cyberspace is approached 

Sub-theme 2.2: 

The uncertainty of cybersecurity best practices and protocols 

in the organisation 

Theme 3: 

The construction of a digital culture 

among members 

Sub-theme 3.1: 

Culture of digital security among officers 

Sub-theme 3.2: 

Personal devices are considered more efficient to store 

organisational information 

Sub-theme 3.3: 

Cyber increases the skills gap between more senior and junior 

military officers 

Sub-theme 3.4: 

The demand for faster and more efficient communication is 

becoming normalised practice 

Theme 4: The view on cyberthreats is 

constructed based on experiences in 

the physical domain 

Sub-theme 4.1: 

Information security as a practice 

Sub-theme 4.2: 

Perception as an important aspect to military members 

 

It was necessary to contextualise this study’s findings as this section aims to present 

the findings in context, which were based on the CA of the SANDC interviews. 

Phase 1’s findings indicated that there were many facets to cybersecurity 

perceptions. It was therefore important to highlight that cybersecurity still appears to 

be an emerging concept, which could be shown in how the participants reacted to the 

question about how the organisation approached cyber (see Sub-theme 1.1: 

Awareness and knowledge of cyberspace and its associated dangers). Furthermore, 

Sub-theme 1.2 focused on the establishment of cybersecurity awareness among 

military members and the findings showed that training in cybersecurity was required 

at the entry level. 

Viewing the themes in context, cybersecurity training and providing education in 

novice Internet security skills currently did not appear to be of significant concern owing 

to the lack of attention it received from the SANDF. In the context of Sub-themes 1.1 

Stellenbosch University https://scholar.sun.ac.za



245 
 

and 1.2, the argument can be made that the SANDF could equip its members to be 

proficient in cybersecurity skills by using specialist knowledge that draws on 

experience of the industry32. This should go beyond merely questioning cybersecurity 

awareness in the SANDF context to interrogating the priority given to cybersecurity 

awareness training in the broader context of South Africa. 

Theme 2, Challenges of trust with technology and members, produced two sub-

themes, namely Vigilance among members of the organisation owing to differences in 

how cyberspace is approached and The uncertainty of cybersecurity best practices and 

protocols in the organisation. Sub-theme 2.1 indicated the vigilance associated with 

practising cybersecurity in the organisation. This sub-theme furthermore identified a 

challenge as some participants felt they could not trust their colleagues because of the 

way they used the Internet and how they practised cybersecurity. Most participants also 

felt that the organisation was not enforcing the existing cybersecurity policies, which 

could be why the prevailing perception was that the safety of personal and 

organisational information might be compromised. Considering Sub-theme 2.1 in 

context, it is relevant to note that the uncontrolled use of social media could be a threat 

to the SANDF, especially since most participants indicated they had adopted a digital 

way of living, characterised by a blended dynamic, where occupational and personal 

activities easily interlink. This reaffirms the stance that the military officer is not isolated 

from society. 

In the defence environment, trust is regarded as invaluable as the success of 

operations relies completely on accurate and reliable information, which can only be 

the case where trust prevails. In an organisational context such as the SANDF, social 

exchanges between the various levels of functioning, for example the tactical, 

operational, and strategic, play an important role in the interchange of information and, 

more importantly, the relationship among members of the military who have positions 

at each of those three levels. It is therefore considered imperative for trust to be 

developed as information is filtered down the ranks. Establishing trustworthy 

relationships as a basis of forming healthy relationships is of cardinal importance for 

mission success. Consequently, employee organisational trust can be considered an 

 
32  See Duvenage (2019) on strategies to increase cybersecurity awareness in Chapter 2. 
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essential forecaster of organisational trust. Based on the findings, it is argued that 

cybersecurity behaviour is not all that secure and that the element of trust is broken. 

Sub-theme 2.2 focused on the uncertainty of cybersecurity best practices and 

protocols in the organisation. Most participants felt unsure about the cybersecurity 

practices in the SANDF. Sub-theme 2.2 also drew attention to knowledge and 

understanding of best practices and guidelines. It can therefore be argued that the 

challenge with achieving information security in organisations might be due to the lack 

of enforcement of polices that focus on cybersecurity. Furthermore, the element of 

compliance with policies might also be considered a key factor in how personnel 

approached security33. As noted earlier, the argument was made that the challenge to 

achieve information security in organisations is the lack of enforcement of policies that 

deal directly with cybersecurity and inconsistent approaches to the use of devices. 

The third theme focused on the construction of a digital culture among members. 

This theme produced four sub-themes: 3.1: Culture of digital security among military 

officers, 3.2: Personal devices are considered more efficient to store organisational 

information, 3.3: Cyber increases the skills gap between more senior and junior military 

officers, and 3.4: The demand for faster and more efficient communication is becoming 

normalised practice. When viewing the findings of Sub-theme 3.1, the majority opinion 

among the participants was that the culture associated with digital security was limited 

as six of the 10 senior military officers interviewed indicated that the existing culture 

that embraced technology was limited. It can be said that organisational security 

culture might be influenced by the overall morale of personnel and the need to adhere 

to proposed guidelines in organisations. In addition, the findings derived from this sub-

theme suggested that the interviewed SANDC participants were aware of the limited 

digital culture in the organisation, which aligns with the notion that the challenge in 

shaping organisational culture includes the establishment of a cybersecurity culture. 

The researcher argues that an additional factor that influences human behaviour is the 

possible inclusion of technology, which is used interchangeably between occupational 

settings and personal life. The possibility that a digital security culture would be fully 

embraced is also presented as a challenge as the South African Minister of Defence 

indicated in the Defence and Military Veterans Department Budget Vote 2021/22 that 

 
33  See Alotaibi et al. (2017) on the aspect of compliance with policies in an organisation and how this may impact 

organisational security culture. 
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the cybersecurity tools used in the SANDF were dated and required attention (RSA, 

2021). 

In addition to the discussion on Sub-theme 3.1, the focus of this study was on 

the military officer; hence the continuous reference to the human element. The context 

of the findings was directed at the notion that information security management, which 

forms part of cybersecurity, largely depends on the human factor. While the resource 

allocation for new technology and cybersecurity was not clearly stated in the DoD’s 

annual report of 2020/2021 (RSA, 2020b), it is of key importance to note that the 

military officers interviewed had made some effort to embrace using technological 

devices in their personal lives and consciously or unconsciously apply this in their 

professional work environment. It is worth noting that the SANDC participants were of 

the view that embracing technology and fusing it with the notion of security can be 

considered a challenge. Moreover, based on the views of the participants interviewed 

at the SANDC, it emerged that there is hesitancy to embrace technology in the 

organisation. What should be acknowledged in respect of this theme is that the 

respondents displayed flexibility and the desire to integrate technology into their 

everyday functioning in the organisation. Where an organisation has values that 

accept change and is willing to be flexible in its values, it is likely that digital 

transformation can occur. 

Linking Sub-theme 3.1 to RQ1 enabled the researcher to highlight that the 

passive creation of a digital culture might not promote knowledge construction nor 

direct employees’ efforts and attention to adopting cybersecurity behaviour34. The 

researcher argues that the limited production of cybersecurity awareness and the lack 

of enforcement of security policies might not advance the notion of forming a digital 

security culture. In addition, most participants indicated that there was a limited digital 

security culture in the organisation. Very few participants in Sub-theme 3.1 indicated 

that a digital security culture existed. The researcher argues that limited knowledge 

production of cybersecurity awareness in the organisation might place the organisation 

in an even more vulnerable security position. The construction of cyberthreats among 

the participants could be described as cautious owing to their identified hesitation to 

 
34  See discussion by Fichman et al. (2014) in Chapter 2 on the role of innovation and digital transformation in organisations. 
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integrate new technology and their description of an organisational culture that does 

not embrace a digital environment comfortably. 

Sub-theme 3.2 suggested that the participants who were interviewed felt more 

comfortable and safer using their personal devices such as laptops, storage devices, 

and cellphones than using the devices allocated for use by the organisation. This 

concern with safety was raised when the participants indicated that organisational 

devices were often infected with viruses. The participants indicated that they needed 

to be more cautious when transferring information from an organisational computer or 

device to their own personal storage device or computer. In addition, the use of 

personal devices among the interviewed participants suggested an element of work-

related demands and security concerns. Moreover, the use of personal devices in the 

organisation might be linked to concerns about privacy. Personnel thus tended to feel 

that using their own devices would limit privacy concerns as they were able to 

scrutinise which applications were safe to use and how cybersecurity was maintained. 

Sub-theme 3.2 also drew on information derived from the interviews that storage 

and computer devices were used to navigate day-to-day activities in the organisation. 

One of the main codes that emerged from the data analysis was the usage of personal 

devices. It should be mentioned that the relevant argument in Sub-theme 3.2 was that 

the participants would rather use their own devices to store and peruse the 

organisation’s information. Some participants testified to being unable to trust the 

DoD’s computers, which had been provided to them, because they were at greater 

risk of viruses, as noted in the excerpts from the SANDC interview transcriptions. 

Some participants also revealed that they had very little faith in the DoD’s systems, 

although the emphasis they placed on the internal networks had been recorded as 

somewhat reliable for storing information. The overall perspective was that there was 

also a level of convenience associated with using a personal storage device. Tasks 

associated with professional duties could be carried out or continued in the setting of 

the participants’ personal capacity or “after hours”, as noted in the qualitative excerpts. 

Most participants indicated that when they felt unsafe on the Internet, they 

immediately logged off, especially when they were on a particular website or computer 

device. The participants indicated being aware of security issues and that they could 

take the necessary precautions when they used their own devices. Moreover, DoD 

Instruction DODI/CMI/00008/2001 (RSA, 2011a) suggests that members are advised 
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against privately storing information that is linked to the organisation and that private 

computers used for DoD reasons will be subjected to audit. The risks associated with 

cyberthreats are heightened when personal devices are constantly used for uploading 

information from DoD networks and computers35. Malicious software on DoD 

computers and the aspect of convenience were pointed out by most of the participants 

as being the main reasons for giving preference to their personal devices. 

Sub-theme 3.3 focused on how cyber increases the skills gap between more 

senior and junior military officers. When linking the role of top management to the 

increasing gap between military officers, the organisational culture factor should also 

be included. The findings suggested that most participants were aware of cyberthreats, 

although the findings in Sub-theme 3.3 referred to the notion that cybersecurity might 

be relatively new, which might provide some basis for the lack of attention received 

from senior management36. 

The findings also referred to the notion that some participants considered junior 

members to have had greater exposure to new technological interfaces, which allowed 

them to adjust more easily to embedding tools in their work-related activities, as well 

as their personal lives. Finally, financial and cultural factors might play a role, which 

could have an impact on perceptions and attitudes of members of the military about 

the role of work in the organisation. It is worth noting that the researcher did not control 

for financial and cultural factors in the study. 

When linking Sub-theme 3.3 to cybersecurity awareness, the argument could be 

made that if the subject was not considered a priority, then this element of concern 

would undoubtedly have had an impact on how some participants perceived 

cybersecurity in the workplace. Nonetheless, the second aspect of this sub-theme 

addressed the factor of seniority and hierarchy in cybersecurity practices.  

Sub-theme 3.3 identified that the participants (senior military officers) who were 

interviewed suggested that junior officers were not acting cautiously in cyberspace. 

The researcher therefore argues that issues pertaining to cybersecurity practices have 

less to do with the element of hierarchy and rank, and more with the aspects of training 

and generational differences – in addition to how security behaviour is practised 

 
35  Khan et al. (2020) argue that most individuals lack basic knowledge of information security, which increases their risk of falling 

victim to cyberthreats. 
36  See arguments by North and Fiske (2012) and Fatokun et.al. (2019) in Chapter 2 about the role of age in organisational settings 

and its impact on cybersecurity. 
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online. By linking this to Sub-theme 3.3, the researcher notes that the interview 

extracts referred to the notion that younger military members were perhaps more likely 

to engage in riskier online security behaviour when using social media platforms and 

technology. The participants indicated that younger members were more likely to 

share information online without considering the consequences of security. In 

expanding this discussion, Sub-theme 3.4 focused on faster and more efficient means 

of communication. In Sub-theme 3.4, most participants showed that social media 

platforms such as WhatsApp were more efficient ways of communicating tasks and 

important information37. 

The discussion relating to the summary and contextualisation of themes 

continued in Theme 4, Cyberthreats are constructed based on experiences in the 

physical domain, which had two sub-themes: 4.1: Information security as a practice 

and 4.2: Perception is an important aspect for military members. Sub-theme 4.1 

entailed how the participants made sense of information security by applying their 

perceived awareness of threats and best security practices when using the Internet in 

the workplace. In Sub-theme 4.1, the participants referred to how information security 

was practised differently depending on personal or professional context. The crux of 

the main theme remained that threat perception was constructed according to previous 

experience. Most participants indicated that they were aware of the dangers in 

cyberspace. However, the participants were also aware of their own vulnerabilities in 

relation to cybersecurity and organisational information. Sub-theme 4.2 showed that 

the participants’ perceptions were an important factor that referred to how military 

officers regard themselves according to the perception of others. It appeared that one 

of the reasons that the participants felt they needed to be cautious in cyberspace or to 

be careful about monitoring their own behaviour was their concern for the 

organisation’s reputation. 

7.3  Discussion of COQ scale items for the SAMA and SANWC respondents 

The COQ entailed four dimensions, namely (1) information-sharing culture, (2) security 

orientation, (3) views of cybersecurity, and (4) cybersecurity posture in the 

organisation. This section of the discussion focuses on the findings obtained from 

 
37  See discussion by Murire et al. (2021) in Chapter 2 regarding the use of personal devices and information security 

awareness among personnel and information security awareness. 
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these four dimensions as applicable to the SAMA and SANWC sample populations. 

The findings related to the four dimensions clearly indicated that there was an 

identifiable pattern across the two sample population groups. Furthermore, the 

percentages presented in the tables that follow were extracted from the original COQ 

dimensions for SAMA and the SANWC. These percentages display the responses of 

“strongly disagree” and “disagree” as combined. The same modus operandi was 

followed in the context of “strongly agree” and “agree”. The discussion of the COQ 

dimensions in the section that follows refers only to the highest percentage for each 

sample population group. This section is therefore not a reiteration of the content 

presented in Chapter 6, but rather a discussion of scale items in relation to the context 

and the findings reported in the literature. Presenting the two sample groups in separate 

tables according to the dimensions allows for the triangulation of the findings as the 

discussion entails viewing them in context. The following sections provide a summary 

of the dimensions and discuss the context of the responses. 

7.3.1  Dimension 1: Information-sharing culture in the organisation (SAMA and 

SANWC) 

This section addresses the combined findings of the SAMA and SANWC participants 

related to the information-sharing culture in the organisation. A description of the 

combined findings is provided in Table 7.2. 

Table 7.2: Information-sharing culture among SAMA and SANWC population groups 

Statements 

Disagree/ 

strongly 

disagree (SAMA) 

Disagree/ 

strongly disagree 

(SANWC) 

Agree/ 

strongly 

agree (SAMA) 

Agree/ 

strongly agree 

(SANWC) 

Q1: I feel that it is safe to 

share information on social 

media. 

79% 60% 19% 8% 

Q2: I feel that my personal 

information is important. 
6% 4% 93% 62% 

Q3: I feel passwords are 

enough to protect my 

personal information stored 

on my work computer/ 

laptop. 

64% 43% 36% 25% 

Q4: I feel that using a 

storage device (USB) is the 

best way to store 

information. 

63% 37% 36% 30% 
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Statements 

Disagree/ 

strongly 

disagree (SAMA) 

Disagree/ 

strongly disagree 

(SANWC) 

Agree/ 

strongly 

agree (SAMA) 

Agree/ 

strongly agree 

(SANWC) 

Q5: I change my 

passwords on my laptops, 

cellphone, and computer on 

a regular basis. 

41% 20% 58% 47% 

Q6: I feel safe using free 

Wi-Fi at public places. 
78% 56% 21% 12% 

Q7: I sometimes connect 

my cellphone or laptop to a 

public Wi-Fi connection. 

41% 34% 57% 34% 

Q8: I feel comfortable 

posting about my personal 

life on social media. 

87% 62% 12% 6% 

Q9: I feel comfortable 

posting information about 

my workplace activities on 

social media. 

90% 64% 7% 3% 

Q10: I feel that my work 

should have more 

cybersecurity awareness 

campaigns. 

11% 4% 86% 63% 

Q11: I have read about an 

information-sharing policy 

in my workplace. 

23% 15% 74% 52% 

Q12: I feel that my 

workplace should 

implement an information-

sharing policy. 

8% 2% 89% 66% 

Q13: I am aware of 

guidelines at my workplace 

promoting cybersafety. 

25% 20% 73% 48% 

 

The scale items in the COQ for the SAMA and SANWC sample population groups 

indicate unambiguously that a clear pattern emerged in Dimension 1, which focused 

on the information-sharing culture in the organisation. For the most part, the 

respondents from SAMA and the SANWC gave consistent responses. The 

respondents were of the view that it was not safe to share information on social media 

sites, which indicated that a level of security awareness prevailed among the 

respondents. Users’ perceptions of sharing information in cyberspace could be linked 

to factors such as awareness and knowledge. The researcher argues that the presence 

of these factors might facilitate Internet users to be more aware of the space they are 

navigating, which means they might be able to anticipate cyberthreats. In addition, the 

respondents also felt that their personal information was important, which might imply 
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that the ill-considered exchange of personal data in cyberspace might leave users 

vulnerable to being exploited. 

Questions 3 to 7  focused on practising information security in the organisation 

by specifically considering the user’s behaviour. The responses from each of the 

sample population groups clearly showed that users felt their passwords were 

insufficient to secure their information. This emphasises the limitations of security as 

users were aware of their own security-related vulnerability against the background of 

cybersecurity. The aforementioned outcome also allowed the military officer to 

become aware of possible security measures that could be used to mitigate potential 

risk. The respondents in both sample groups furthermore agreed that they changed 

their passwords regularly, which might also point to self-responsibilisation38. Questions 

6 and 7 suggested that the SAMA respondents were aware of the potential threats 

attached to connecting to an unsecured wireless network. To the contrary, the SANWC 

respondents presented mixed views, which possibly indicated questionable security 

practices. 

In addition, the participants indicated that the organisation needed to do more 

concerning cybersecurity awareness, as pointed out in Question 10. It is thus argued 

that the organisation should emphasise enhancing the security awareness of 

personnel by evaluating security behaviours and information security practices and 

using this approach as a platform to improve current systems. The findings in this 

regard pointed out that both sample populations acknowledged the existence of 

vulnerabilities in their information security practices, such as the storage of data and 

password management. 

The last three questions in the first dimension referred to the respondents’ 

knowledge regarding information-sharing policies in the organisation. The overall 

responses from these three questions (Questions 10 to 13) suggested that most 

respondents were aware of the existence of such policies in the organisation.  

However, some responses showed mixed views regarding the awareness of such 

policies. When broadening this view to include the armed forces context, then 

operational activities in the mission area and day-to-day functioning of members also 

require information to reach the desired cybersecurity objectives. 

 
38  Self-responsibilisation refers to the dynamic where users become aware of their own security flaws and possibly change their 

attitude to mitigate unintentional security risks (Pollini et al., 2021). 
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Questions 10 to 13 showed that there was overall awareness relating to 

information security and the sharing of data in a personal and professional capacity. 

The policy and formal procedural questions in Dimension 1 indicated that the 

respondents were largely aware of policies being circulated in the organisation. The 

section that follows, including Table 7.3, deals with Dimension 2, which focused on the 

security orientation of the respondents located at SAMA and the SANWC. 

7.3.2  Dimension 2: Security orientation among military officers (SAMA and 

SANWC) 

This section addresses the combined findings of the SAMA and SANWC respondents 

related to security orientation. The description of the combined findings is provided in 

Table 7.3.  

Table 7.3: Security orientation among the SAMA and SANWC population groups 

Statements 

Disagree/ 

strongly 

disagree (SAMA) 

Disagree/ 

strongly disagree 

(SANWC) 

Agree/ 

strongly 

agree (SAMA) 

Agree/ 

strongly agree 

(SANWC) 

Q18: When I use the 

Internet, I am aware of the 

dangers of cyberthreats/ 

attacks. 

7% 5% 90% 60% 

Q19: I feel that information 

security is important in my 

workplace. 

2% 4% 94% 62% 

Q20: When I feel unsafe 

using the Internet, I decide 

to log out. 

13% 6% 82% 59% 

Q21: I sometimes save my 

personal information on my 

work laptop or computer. 

53% 30% 43% 37% 

Q22: I am aware of 

technology that can be 

used to hack devices in my 

workplace. 

43% 35% 53% 32% 

Q23: I update myself with 

cybersecurity issues. 
35% 34% 60% 32% 

Q24: I sometimes try to 

include cybersafety 

guidelines in my workplace. 

41% 29% 54% 38% 

Q25: I know of colleagues 

who have had their 

personal or work 

laptops/computers hacked. 

42% 38% 55% 30% 
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This section highlights the pattern observed in the data across the SAMA and SANWC 

sample population groups. The focus of Dimension 2 was on how well the respondents 

orientated themselves to practices concerning adherence to cybersafety guidelines, 

as well as to what degree they were aware of cybersafety issues. Based on the pattern 

that emerged from Dimension 2, it was evident that the respondents were aware of 

cybersecurity threats and that information security was important to them. Viewing this 

finding in context, the responses showed that the respondents embraced responsibility 

as active agents in the cybersecurity process. The argument can be made that those 

respondents who indicated that they were aware of cybersecurity threats might have 

a strong sense of security behaviour in cyberspace. It is worth noting that the findings 

presented for Questions 21 and 22 revealed that the respondents made reference to 

devices that could be used to hack into computers or perform data breaches in the 

organisation, which clearly indicated a distinct dissonance between the responses of 

the SANWC and SAMA sample population groups. 

There was a level of awareness in both sample population groups, yet the 

practice relating to how information security was performed and how users orientated 

themselves with the practice differed in the SANWC population sample. It emerged 

that, based on the responses to Question 23, the respondents from the SANWC were 

less likely to update themselves on cybersecurity issues than those at SAMA. Based 

on the responses to Dimension 2, the junior SAMA population group probably 

possessed more cybersecurity awareness and, with regard to certain aspects, might 

have orientated themselves better in cyberspace and with practices relating to 

cybersecurity. Yet, the responses to Questions 23, 24, and 25 made it apparent that 

attempts to obtain knowledge on issues on cybersecurity were not performed regularly, 

which might pose security-related challenges to the organisation and to them as 

individuals. It also became clear that the SANWC respondents were less aware of 

security incidents that had occurred in the case of their colleagues39. This could be an 

indication that the exposure to cyber and to information relating to cybersecurity might 

be limited40. It is therefore of key importance for personnel to remain up to date with 

relevant security risks and possible threats that members of the military might 

encounter in a professional or personal context. 

 
39  See Alotaibi et al. (2017) in Chapter 2 on the increased vulnerability linked to cybersecurity awareness and the possible 

increase in human error. 
40  See Daengsi et al. (2021) on how training and prior exposure to cyber may facilitate awareness. 
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Alternatively, the researcher also formed the view that the sample population 

groups might have interpreted the risk factor differently. When perusing the responses 

where disagreements between the SANWC and SAMA sample groups were 

recorded, it was relevant to note that if users were to share information more 

frequently, based on the idea that they felt comfortable using the Internet, then the 

argument derived from the responses in this dimension could possibly focus on 

personality and sense of risk. 

7.3.3  Dimension 3: The officers’ view of cybersecurity for SAMA and SANWC 

respondents 

This section addresses the combined findings related to the SAMA and SANWC 

respondents’ views on cybersecurity. A description of the combined findings is 

provided in Table 7.4. 

Table 7.4: SAMA and SANWC military officers’ view of cybersecurity 

Statements 

Disagree/ 

strongly 

disagree (SAMA) 

Disagree/ 

strongly disagree 

(SANWC) 

Agree/ 

strongly 

agree (SAMA) 

Agree/ 

strongly agree 

(SANWC) 

Q29: I feel that the Internet 

is safe to use. 
56% 24% 40% 33% 

Q30: I am aware of the 

cyberthreats that are 

affecting the workplace. 

25% 25% 70% 44% 

Q31: I am aware of 

cyberattacks that have 

happened in my workplace. 

59% 42% 38% 26% 

Q32: I feel that all my work 

colleagues should learn the 

skills that can help them 

fight cyberthreats at work. 

3% 2% 93% 68% 

Q33: I feel that the 

cybersecurity guidelines in 

my organisation will not limit 

the duties and tasks of 

military officers. 

16% 10% 78% 58% 

Q34: I feel that there is a 

need for the military to 

control cyberspace. 

7% 5% 88% 60% 

Q35: I feel that all Internet 

activity in my workplace 

should be monitored to 

prevent cyberthreats. 

10% 4% 86% 64% 

Q36: I feel that monitoring 

the Internet at my work will 
16% 7% 81% 60% 
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Statements 

Disagree/ 

strongly 

disagree (SAMA) 

Disagree/ 

strongly disagree 

(SANWC) 

Agree/ 

strongly 

agree (SAMA) 

Agree/ 

strongly agree 

(SANWC) 

change how people think of 

cybersecurity. 

Q37 I feel that all my 

colleagues are informed of 

cyberthreats or attacks in 

our workplace. 

58% 47% 37% 21% 

Q38: I feel that the 

organisation pays attention 

to cyberthreats and attacks 

in the country. 

45% 40% 50% 28% 

Q39: I feel that cyberspace 

is a new space to carry out 

warfare. 

11% 4% 85% 64% 

Q40: I feel that my work 

colleagues are aware of the 

cybersecurity guidelines in 

our workplace. 

50% 41% 45% 27% 

Q41: I am aware of my 

colleagues who are 

knowledgeable about 

cybersecurity. 

30% 19% 65% 47% 

Q42: I am aware of the 

consequences of 

cyberthreats for the 

organisation and the 

country. 

17% 11% 77% 56% 

Q43: I feel that cyberthreats 

cannot harm the workplace. 
84% 62% 10% 4% 

Q44: I feel that all officers in 

my workplace should be 

aware of the effects of 

cyberthreats. 

6% 0% 90% 66% 

 

Dimension 3 focused on the respondents’ view of cybersecurity and the general feeling 

towards how the organisation approached cybersecurity. The findings in this 

dimension revealed that, generally, the participants were aware of cyberthreats in the 

organisation. Most respondents indicated that they were not aware of cyberattacks 

that have occurred in their organisation. The researcher considers this as a point of 

importance as the respondents showed their ability to differentiate between threats in 

the organisation and previous attacks that had taken place. The responses also 

showed that there was a need for cybersecurity training and education in the 

workplace41. 

 
41  See Fatokun et al. (2019) in Chapter 2 on the education of online users concerning cyberthreats. 
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Most respondents highlighted that cybersecurity policies and guidelines would 

not deter them from performing their duties. It is argued that, in context, policy is an 

important guiding factor in the way that personnel can engage with their organisational 

duties. The onus is therefore on military members to display the element of 

understanding these policies and regulations. Furthermore, the perception of how 

colleagues complied with policies was a further point that emerged as one that requires 

attention. In reference to Questions 40 to 42, for example, it was evident that most 

respondents viewed some of their colleagues as not complying with organisational 

cybersecurity polices and guidelines. The link between awareness of online threats 

and awareness of policy was clear in the responses to Question 42, which suggested 

that most respondents from SAMA (77%) and the SANWC (56%) were aware of the 

consequences associated with a lack of compliance with cybersecurity guidelines in 

the organisation. 

Furthermore, there was a difference between how the SAMA and SANWC 

respondents viewed organisational priority to cyberattacks and threats that may occur 

in South Africa (see Question 38)42. The DoD’s annual report for 2020/2021 (RSA, 

2020b) highlights the development of cyber capacity throughout the organisation. 

However, with regard to the importance that has been attached to the concept of a 

cybersecurity agenda being promoted throughout the organisation, it fell well below the 

main agenda items, which were to increase capacity and enhance facilitating 

infrastructure to combat the country’s digital space (RSA, 2015a). When viewing the 

DoD’s annual report for 2020/2021 (RSA, 2020b), it became evident that the COVID-

19 pandemic had received priority. Cybersecurity as an emerging threat had thus 

temporarily made way for a more existential security issue that threatened health 

security as an important domain of human security.  

In focusing attention on the COQ, most respondents from both SAMA and the 

SANWC felt that the SANDF should be the dominant actor in cyberspace. This was 

presented in Questions 34 and 35. Whereas Question 34 dealt with the armed forces’ 

monitoring of cyberspace, Question 35 focused on the role of monitoring of devices in 

the workplace to act as a mitigating factor in the way that users navigate cyberspace. 

In Question 35, there was agreement by both sample populations that Internet activity 

 
42  See discussion by Nævestad et al. (2018) in Chapter 2 on the role of support by management and the element of awareness. 
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should be monitored. This could also be linked to Sub-theme 3.2, which centred on 

how military officers considered the use of their personal devices to engage in 

communication and for reasons of information storage and day-to-day work activities. 

The factors proposed by Alotaibi et al. (2017), as presented in Chapter 2, were 

consistent with the findings derived from Sub-theme 3.2, which showed that the 

respondents were sometimes required to communicate by means other than the 

official and prescribed format. It was therefore found necessary for military officers to 

be more flexible about the technological devices they use and the way traditional 

conceptualisation of military communication has thus far been conducted. 

The researcher argues that one of the reasons for the use of personal devices 

could be ascribed to the risk of the organisation actively monitoring network activity43. 

The responses to Question 35 and the concomitant qualitative theme presented a 

contradiction and therefore needed additional exploration. Moreover, it was noted in 

the responses that monitoring of the Internet in the workplace should be carried out by 

the organisation. At the same time, most respondents indicated that the monitoring of 

the Internet might alter their online behaviour. This would leave the organisation in a 

precarious position. In terms of policy linked to DoD Instruction DODI/CMI/00008/2001 

(RSA, 2011a), all military personnel who access devices and DoD networks will be 

monitored, which is to ensure that there is a clear audit trail of all Internet activity. 

Furthermore, it is evident that respondents from the SANWC felt that the organisation 

performed well in prioritising cybersecurity, whereas those from SAMA felt that the 

organisation did very little to deal with cybersecurity, which linked up with the next 

dimension, namely the respondents’ behaviour in cyberspace. 

7.3.4  Dimension 4: Cybersecurity posture in the organisation of SAMA and 

SANWC military officers 

This section addresses the combined findings of the SAMA and the SANWC 

participants related to the cybersecurity posture of SAMA and SANWC military 

officers. The description of the combined findings is provided in table 7.5. 

 
43  It can be argued that the monitoring of employee Internet use may be problematic in many respects; the first issue being that 

the organisation might encroach on privacy. Internet use by personnel might be a mitigating act to ensure that personnel are 
protected against possible vulnerabilities or threats (Moussa, 2015). 
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Table 7.5: The cybersecurity posture of military personnel at SAMA and the SANWC 

Statements 

Strongly 

disagree/disagree 

(SAMA) 

Strongly 

disagree/disagree 

(SANWC) 

Strongly 

agree/agree 

(SAMA) 

Strongly 

agree/agree 

(SANWC) 

Q45: I feel that I behave the 

same on the Internet when I 

am at home or at work. 

39% 20% 7% 47% 

Q46: I feel that knowing about 

cyberthreats may change how I 

communicate with others. 

11% 3% 85% 64% 

Q47: I feel that using free 

software to fight cyberthreats 

and attacks in my workplace is 

unsafe. 

21% 11% 74% 56% 

Q48: I feel that my workplace 

should develop their own 

software to fight cyberthreats 

and attacks. 

6% 6% 90% 60% 

Q49: I feel that a cyber 

education programme for all 

members will increase 

cybersecurity in my workplace. 

3% 0% 93% 66% 

Q50: I feel that education and 

training will help to change the 

security behaviour of members 

in my workplace. 

2% 0% 93% 66% 

Q51: I feel that cyber-related 

education should be included 

in some of the work training 

programmes. 

2% 0% 93% 66% 

 

Dimension 4 displayed agreement on how the participants replicated their personal 

online security behaviour in their professional context. The findings of Dimension 4 

strongly showed that obtaining knowledge of and training in cybersecurity threats 

would influence how the participants interpreted and adjusted their online security 

behaviour. Most respondents from SAMA and the SANWC indicated in Question 45 that 

their online security behaviour could be applied to both their personal and professional 

or working context44. 

The findings also showed that there was a need to develop software and tools 

for the SANDF to combat cybersecurity threats (see Questions 47 and 48). Linking the 

scale items attached to the aforementioned interview theme, it was suggested that 

respondents might consider utilising their own software on personal devices in 

 
44  See argument by Ertan et al. (2018) in Chapter 2 on habitual behaviour and its impact on security culture. 
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organisational settings to protect them and their information against malicious 

software. Providing efficient platforms might inspire users to have greater confidence 

in the organisation’s ability to address cybersecurity threats45. 

In addition, the aforementioned alluded to the notion that the participants 

functioned in a blended digital lifestyle that incorporated both their professional context 

and personal lives. The overall response to the questions related to education and 

training in cybersecurity (Questions 46, 49, 50, and 51) was that a dire need existed 

for programmes to target the online security behaviours of personnel in the 

organisation. The researcher is of the view that incentives might also assist with how 

users respond to cybersecurity threats. The overall findings in this dimension showed 

that the respondents had indicated the need for cybersecurity training. Training, once 

completed, might have an impact on the way officers engage in communications with 

others, and might also contribute to assisting other colleagues in the SANDF to 

enhance their cybersecurity skills set. The respondents recognised behavioural 

change after training as a consequence of receiving education and training. The next 

section focuses on the themes extracted from the short narratives attached to the 

COQ. 

7.4  Discussion of themes extracted from the short narratives of SAMA and 

SANWC military officers 

This section presents a discussion of the themes extracted from the short question 

responses of the COQ. These short question responses were a combination of the 

SAMA and SANWC sample population group.  

7.4.1  Theme 1: Information sharing on best practices requires implementation  

The findings attached to this theme showed that the SAMA and SANWC respondents 

were of the view that cybersecurity was relatively new to the organisation and required 

some adaptation on the part of the organisation. This theme also identified that 

information-sharing practices and measures were often not implemented in the 

organisation. This might consequently have an impact on how military officers in the 

 
45  See the discussion in Chapter 2 by Patil and Joshi (2014) on the use of antivirus software and the role of the user in maintaining 

online cybersecurity. 
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armed forces perceive sharing of official information on digital platforms. When 

referring to the findings and placing them in context, it is worth noting that the 

information-sharing practices could also be linked to organisational culture46. 

7.4.2  Theme 2: Cautionary behaviour is linked to the navigation of cyberspace 

This theme centred on the SANWC and SAMA participants describing their online 

security behaviour as cautious. The findings related to Theme 2 showed that most of 

the respondents were very vigilant when navigating cyberspace. However, there were 

some military officers who considered their behaviour as relaxed. The majority of the 

respondents indicated that being aware of threats in cyberspace allowed for adequate 

preventative measures to be employed. The findings therefore implied that most 

participants were aware of cyberthreats, which could explain why the participants were 

vigilant in cyberspace and how they practised online security behaviour. It could also 

be argued that the participants had had some level of exposure to cybersecurity 

information but not necessarily training. Furthermore, to elevate the level of risk 

awareness of employees who already have a basis of knowledge on cybersecurity, the 

management of the organisation should consider using simulation and case studies, 

as well as regular feedback sessions, about potential threats. 

7.4.3  Theme 3: Cybersecurity training and education as a way to enhance 

security measures 

This section focuses on the need for the organisation to provide training and education 

in cybersecurity for all members in the organisation, irrespective of rank. The argument 

can be made that cybersecurity awareness training is an essential part of 

understanding how personnel perceive risk in organisations47. The researcher argues 

that a delay in training and a lack of clarity might moreover result in management not 

considering the acquisition of security management tools and technology. The 

identification of cybersecurity awareness training by the respondents also concerned 

the involvement of senior management in the organisation. The researcher argues that 

if there was a lack of training in and awareness of cybersecurity, it might take some 

 
46  See Al-Dawod and Stefanska’s (2021) discussion in Chapter 2 regarding organisational culture and its impact on perceptions 

and how this impacts information sharing and prior exposure to cybersecurity training. 
47  See Al-Dawod and Stefanska’s (2021) discussion in Chapter 2 on the role of the human factor. 
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time to understand and obtain clarity regarding a cybersecurity-related incident48. This 

argument could be extended by suggesting that a delay in training and a lack of clarity 

on cybersecurity might prolong the acquisition of security management tools and new 

technology in the organisation. 

7.4.4  Summary of section 

This section provides a summary and contextualisation of the research findings by 

highlighting several key points. The data presented in this section showed that 

information often overlapped, which confirmed certain aspects of the focus in this 

section, including a discussion of the findings in relation to the research questions. 

Four key points emerged from this process, which can be expressed in a summary 

that incorporates the short question responses and responses from the scale items: 

1) The SANWC respondents appeared to present more problematic behaviour 

as some of the members did not practise cybersecurity awareness. The 

SAMA respondents, on the other hand, indicated having cybersecurity 

awareness and they practised online security behaviour. However, there 

were some SAMA respondents who considered their online security 

behaviour to be carefree. Furthermore, both the SAMA and SANWC 

respondents indicated that they were aware of cyberthreats and their 

implications. However, there was a balanced view in responses from the 

SANWC respondents concerning the practice of security when attempting to 

connect their devices to open-source connections (Wi-Fi). The responses to 

the COQ short questions also showed a variety of views relating to online 

cybersecurity practice. 

2) The conceptualisation of cybersecurity awareness among the SANWC and 

SAMA respondents appeared to be that the Internet should be navigated with 

caution, which included the associated security behaviour. Most respondents 

viewed the Internet as a space that should be navigated with caution. 

However, at the same time, both the SANWC and SAMA respondents 

acknowledged that they had colleagues who were not aware of a 

cybersecurity policy in the workplace. The findings of the COQ also showed 

 
48  See Prevezianou’s (2021) discussion in Chapter 2 on the role of awareness regarding the understanding of a threat. 
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that the interpretation of risk differed among the respondents from SAMA and 

the SANWC. This might point to a larger organisational issue, namely 

identifying the perception that cybersecurity was not a priority. It can therefore 

be said that if the organisational culture surrounding cybersecurity is not 

highlighted by senior management, it might not be considered important by 

the rest of the personnel. 

3) In terms of security behaviour, the SAMA and SANWC respondents were of the 

view that cybersecurity threats could pose security challenges for the 

organisation. The combined responses of the two sample groups indicated that 

stricter security measures needed to be implemented in the organisation. 

Overall responses related to the SANWC indicated that the majority of the 

respondents did not update themselves about cybersecurity tools that could be 

used to cause data breaches or commit other forms of hacking. Most 

respondents from the SANWC were also distrusting of others when sharing 

information in cyberspace and considered the space to be dangerous. 

Furthermore, a minority of the SAMA respondents used social media platforms 

to update themselves with information. A similar response was found in the 

SANWC respondents’ answers to the short questions, where a few respondents 

indicated that they only used the Internet when absolutely necessary. However, 

the general response among the respondents was that cyberspace required 

security behaviour that was characterised by being cautious. This might also 

point to the frame of reference of the topic and the amount of exposure to issues 

pertaining to cybersecurity in the workplace. 

4) The majority of the respondents in the SAMA and SANWC sample population 

groups were of the opinion that cybersecurity training and education were 

limited and had been identified as a gap in the training needs of military 

members. The responses to the short questions indicated that most 

respondents considered the priority accorded to cybersecurity in the 

organisation as very low. Additional responses to the short questions, where 

most respondents indicated that limited information security awareness 

existed in the organisation, supported this finding. However, some 

respondents acknowledged that there was a culture of information security. 

Through the lens of the military officer, it is important to indicate that the 

SANWC and SAMA respondents agreed that all military officers should be 
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made aware of cybersecurity threats. This might be an indication that if 

adequate threat information was not received in a professional context, the 

participants would seek and obtain security elsewhere, in their personal 

capacity. Such a situation might also be an indication that clarity was required 

regarding organisational policies relating to information security and 

information sharing, as well as cybersecurity. In addition, the indication of a 

training and education deficit means that a lack in this regard should be 

resolved (see Question 38). Furthermore, the short questions of the COQ 

showed that there was not only a need to introduce cybersecurity education 

to the entire organisation, but also to educate personnel about the policies and 

directives in use. This would help to eliminate the root of the existing 

uncertainty. 

The section that follows engages in a discussion on answering the research questions 

in relation to the findings presented in the sections presented above. 

7.5  Discussion of the research questions 

The previous section presented the summary and contextualisation of the findings 

across Phases 1 and 2. This section discusses the study’s three secondary research 

questions, following the sequence of these research questions presented in Chapter 

1, and relates them back to the introduction to this chapter. RQ1 focused on how South 

African military officers conceptualised cybersecurity awareness and also centred on 

the aim of the study, namely exploring the perceptions of cybersecurity among military 

officers in the SANDF. RQ2 focused on how South African military officers perceived 

cybersecurity threats by specifically pointing to aspects relating to how they perceived 

threats and the implications of this in context. RQ3 focused on the elements attached 

to the military officers’ views of cybersecurity awareness in the organisation to 

determine how the military positioned itself within the broader issue of awareness 

creation in the organisation. The researcher consolidated the findings of the SANDC, 

SAMA, and SANWC respondents and created indicators to answer the three 

secondary research questions. The indicators in the model that was created linked 

with the main research question, accompanied by the three secondary research 

questions, as a guide to answering the main research question. The indicators used 

in this discussion are as follows: (1) information-sharing practices in the organisation, 
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(2) awareness of best practices and policy directives in the organisation, (3) 

awareness of online threats and perceived awareness of self in cyberspace, (4) 

cybersecurity training and skills development, and (5) trust in organisational processes 

and efficiency in technology use. 

7.5.1  How do South African military officers conceptualise cybersecurity 

awareness? 

This discussion of RQ1 is based on four indicators, which were extracted from the 

overall findings obtained in Phases 1 and 2 of the study, and which had been 

consolidated. 

Indicators 1 and 2 in the findings of the study indicate that SANDC participants 

perceived cybersecurity initiatives in the organisation as requiring to be dealt with 

urgently, which could also be equated with cognisance that the technology should 

adapt to and keep abreast of the current times. The SANDC participants nonetheless 

acknowledged a measure of progress with establishing a digital culture in the 

organisation. However, they were dissatisfied with how members handled securitising 

information on digital platforms. Furthermore, these participants also considered 

browsing the Internet as a risk as it is a dangerous environment that requires a sense 

of caution and vigilance. In addition, the SANDC participants showed that 

cautiousness prevailed in dealing with new technology in the workplace and how 

colleagues approached cyberspace. The researcher noted that the participants at the 

SANDC were very suspicious of how other military personnel operated in cyberspace. 

This behaviour was characterised as failing to show an interest in the applicable policies 

and best practices in the organisation. Moreover, the participants in the SANDC 

sample also considered cybersecurity awareness training as important in the 

organisation. Adding to this, the COQ scale item findings showed that the SANWC 

and SAMA respondents also considered it necessary for military members in the 

organisation to receive cybersecurity awareness training and forming a hierarchy of 

support. 

Addressing Indicator 3, it emerged from the findings that the SANDC 

participants and the SANWC and SAMA respondents replicated security behaviour in 

their personal and professional contexts. These SANDC participants and SAMA 

SANWC respondents mostly complied with vigilance-related features when navigating 
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cyberspace. This revealed a foundation of existing security knowledge in all three 

sample population groups, as displayed through the cautiousness attached to 

information sharing on the Internet. The notion of caution was also present in the 

SANDC findings. The responses to the COQ’s short questions and respective scale 

items also revealed that most SAMA and SANWC respondents were cautious when 

using the Internet and engaging in information-sharing practices. In addition, it is 

argued that there is a link between how cybersecurity was practised among 

respondents from the three sample population groups and the knowledge that had 

been acquired about cyberthreats and precautionary methods. However, it was worth 

noting that a minority of SAMA respondents considered their security behaviour as 

relaxed. Where cybersecurity training had been indicated by the three sample 

populations as limited in the organisation, it might be possible that previous security 

training had been acquired in a personal setting or aspects of information security had 

been included in a previous military training course. 

This view also supplemented how the respondents (SANDC and SANWC 

senior military officers) perceived the junior members of the military in the organisation, 

namely as relaxed regarding security behaviour. The researcher submits that, based 

on the four indicators used to answer RQ1, the respondents perceived the overall 

cybersecurity awareness initiatives as limited and felt that the organisation should be 

more active in implementing awareness programmes. This showed that the 

respondents were cognisant of their training needs and the magnitude of the threats 

that are quickly multiplying in the country. The SANDC participants and SAMA and 

SANWC respondents also provided insight into the repercussions of cyberthreats and 

attacks. Although most respondents who had completed the COQ reported that they 

were aware of threats, some SAMA and SANWC respondents were not aware of 

attacks that had previously occurred. 

Linking the findings to Indicator 3, RQ1 centred on the role of cybersecurity 

awareness through the lens of the South African military officer. The themes that 

emerged from Phases 1 and 2 suggested that cybersecurity awareness was 

considered a challenge in the organisation as some members were unable to access 

the available training. Theme 1, Knowledge production and training focusing on 

cybersecurity awareness, generally indicated cybersecurity awareness among the 

participants, which included cyberthreats, yet the organisation appeared to be doing 
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very little to increase opportunities for the educational advancement of the participants. 

Sub-theme 1.1, Information security requires devotion, located in the thematic 

component of the COQ (short questions), highlighted a perceived lack of commitment 

by the organisation concerning cybersecurity. The sub-theme under discussion made 

specific reference to the cultivation of a cybersecurity culture among respondents. By 

linking the main theme, as it emerged from the CA, with the aforementioned sub-theme 

derived from the COQ, it was clear that the respondents considered the drive required 

for creating cybersecurity awareness as stalled. 

7.5.2  How do South African military officers perceive cybersecurity threats 

within the SANDF? 

This discussion of RQ2 is based on one indicator, which was extracted from the overall 

findings obtained from Phases 1 and 2 of the study and thereafter consolidated. 

Indicator 3 was considered in answering RQ2. 

RQ2 focused on the participants’ and respondents’ perception of cybersecurity 

threats. Indicator 3 for online security behaviour showed that respondents from the 

SANWC and SAMA both indicated the inclination to take security precautions when 

they encountered a threat or online situation that made them feel vulnerable. 

Furthermore, it was suggested, based on the risk information that the participants and 

respondents previously obtained through available policies or directives, that this could 

have assisted these military officers to make an assessment of security flaws, which 

might in turn have had an impact on the online security behaviour they had expressed. 

The perception of risk was therefore crucial for identifying threats and to determine 

when online platforms presented a risk. Moreover, senior military officers at the 

SANDC linked physical security to digital security (see Theme 4 in Section 7.2). This 

theme also emphasised how SANDC participants navigated the physical domain by 

not connecting their devices to public Wi-Fi networks. The construction of threats 

among SANDC participants was linked to the physical domain, which indicated that 

they were synchronising online security behaviour with their physical environment. In 

addition, this could be corroborated by the behaviour of the SANDC participants 

(senior military personnel), which was characterised by vigilance in respect of 

technology and their colleagues. The SANDC-derived themes, when tested, also 

suggested that a skills gap existed between junior and senior officers. This appeared 
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to be owing to the difference in how technology and the Internet were used in the 

workplace but also how senior officers perceived junior officers. This difference in 

perception further challenged the notion of how best practices might be interpreted 

and executed, as well as how the official means of communication were complied with. 

However, the general indication of the responses from the three sample groups was 

that the participants and respondents were overly cautious when sharing and 

communicating information online. However, there were some respondents in the 

SAMA group who characterised their security behaviour as relaxed. Similarly, there 

were also some respondents from the SANWC who indicated that they connected their 

personal devices to open public Wi-Fi connections. Advancing knowledge of 

cybersecurity issues might allow for better threat perception and self-assessment of 

the potential vulnerabilities relating to the human element. 

The findings showed that the SAMA and SANWC respondents were aware of 

the threats to the organisation. In addition, the SANWC and SAMA respondents were 

also aware of their own security behaviours. This section relating to RQ2 thus 

concluded that military officers at SAMA and SANWC were aware of cyberthreats and 

might have the necessary knowledge to form adequate deductions regarding possible 

threats. The findings derived from the SANDC participants, however, were 

characterised by additional caution. The findings also showed that participants from 

the SANDC perceived junior military members as not using cyberspace effectively. 

This might also be linked with vigilance and trust relating to colleagues and security 

practices. 

Viewing the findings in the context of RQ2, the researcher argues that when 

participants are suspicious of one another and the guidelines that safeguard members 

of the military, it might also have an impact on the cybersecurity culture, which might 

in turn influence how they perceive threats. On the other hand, the respondents from 

SAMA and the SANWC viewed the practice of cybersecurity as one that required 

vigilance. In addition, a clear misconception emerged regarding how senior 

participants viewed junior military members’ way of practising cybersecurity. This might 

have an influence on threat construction, and the way that a cohesive culture is framed 

around the sharing of information and how cybersecurity is practised. Moreover, it 

could be argued that while the senior participants’ perception was framed around 

junior participants’ careless way of sharing information and interacting with outsiders, 
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the perspective of junior SAMA respondents showed a different view. The SAMA 

participants considered their behaviour relating to information sharing and 

technological use as safe. However, the SANDC participants’ narratives indicated that 

their online security behaviour was generally less safe than that of the junior SAMA 

respondents. The researcher therefore argues that junior-ranking respondents from 

SAMA were more comfortable with using technology and the Internet. The researcher 

submits that senior participants located at the SANDC and senior respondents at the 

SANWC displayed an entrenched sense of cautiousness, which could be ascribed to 

apprehension about using new technology in the workplace and the scope of exposure 

to cyberspace. Furthermore, while the SANWC respondents acknowledged some 

perception of cybersecurity threats in the workplace, they were unable to indicate any 

devices that could be used for hacking into computers in the organisation. This finding 

could indicate a security risk and a void in cybersecurity knowledge at the senior 

management level. 

7.5.3  What are the perceptions of cybersecurity awareness through the lens 

of the military officer? 

This discussion of RQ3 is based on two indicators, which were extracted from the 

overall findings obtained in Phases 1 and 2 of the study and thereafter consolidated. 

Indicators 2 and 3 were considered in answering RQ3. 

The findings of the COQ scale items for the SANWC and SAMA respondents 

indicated that there was a level of cybersecurity awareness among military officers, 

although the implementation of awareness guidelines and official best practices was 

less encouraging. Moreover, based on the indicated levels of awareness of 

cybersecurity, the SAMA and SANWC respondents indicated that they applied this 

awareness in their information-sharing practices and their security behaviour.  

Linking these findings relating to RQ3, the SAMA and SANWC respondents were found 

to be generally aware of the guidelines concerning cybersecurity awareness. A 

connection could be made between knowledge of guidelines and security behaviour 

online. This connection was based on the aforementioned findings derived from the 

dimensions of the COQ. Furthermore, when investigating the themes of the COQ, 

it became clear that a sense of caution prevailed among these respondents when they 

used the Internet. 
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Relating the COQ short question findings to the implementation of information-

sharing policies and best practices, most of the respondents from the SANWC and 

SAMA indicated believing that there was an apparent lack of policy implementation 

relating to information security practices. This statement could be corroborated by the 

SANDC participants, as the thematic aspects pointed out uncertainty of best practices 

and protocols. Whereas the SANDC participants emphasised uncertainty in the 

application of guidelines and practices in this theme, it nevertheless contextually 

emphasised an overall lack of policy application, which questioned the implementation 

factor in organisational governance. When guidelines are not clear, the concomitant 

void may have an impact on the understanding and knowledge of the technological 

devices personnel might utilise in the organisation. Moreover, the findings showed that 

the aforementioned might also influence the measure of clarity about using personal 

devices to communicate organisational information. Considering an information-

sharing culture and the practices associated with it, the SANDF participants displayed 

general mistrust relating to their colleagues’ use of technology (Internet use and 

security behaviour). The existence of a limited digital culture was confirmed in the 

responses to the COQ’s short questions. In addition, concerning culture, while it was 

indicated that this matter received limited attention in the organisation, it nevertheless 

offers a platform where a cybersecurity culture can be enhanced through 

communication between upper management and lower-ranking members of the 

military. The level of importance attached to the promotion of guidelines and best 

practices in an organisation might also have an impact on the construction of security 

and the level of skills imparted to employees. In this vein, the overall findings related 

to best practices in the organisation suggest that the participants and respondents 

were aware of policies and guidelines. However, the short questions affirmed a lack of 

implementation of cybersecurity best practices and that challenges with cultivating a 

cybersecurity culture were perceived. 

7.5.4  Summary of research questions 

The discussion of RQ1 focused on how South African military officers conceptualised 

cybersecurity awareness. Figure 7.1 points out how the findings derived from the 

SANDC, SAMA, and SANWC sample groups were linked to the secondary research 

question on how cybersecurity awareness was conceptualised by way of the various 

Stellenbosch University https://scholar.sun.ac.za



272 
 

indicators that were also derived from the data. The researcher found five overlapping 

indicators pointing to the main research question, which was to determine the 

cybersecurity perceptions of South African military officers. The model presented in 

Figure 7.1 illustrates how the findings produced by the SANDC, SAMA, and SANWC 

respondents can be linked to RQ1, RQ2, and RQ3. It is important to note that the 

researcher constructed this model to capture how cybersecurity awareness can be 

viewed from the findings based on the five overlapping indicators. 
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Figure 7.1: Model of cybersecurity awareness among South African military officers 
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7.6  Indicators of cybersecurity awareness among South African military 

officers 

The model of cybersecurity awareness among South African military officers is 

essentially a summary of the findings in a logical, condensed format, to enable the link 

between themes and scale items to be understood easily. Five identified indicators 

facilitated the exploration of military officers’ perceptions of cybersecurity: (1) 

information-sharing practices in the organisation, (2) awareness of best practices and 

policy directives in the organisation, (3) awareness of online threats and perceived 

awareness of self in cyberspace, (4) cybersecurity training and skills development, and 

(5) trust in organisational processes and efficiency in technology use. Each of these 

indicators can be linked to the themes/sub-themes in Phase 1 and derived from the 

scale items and themes from the short questions in Phase 2. The model presented in 

Figure 7.1 thus connects the five indicators that inform the way that South African 

military officers perceive cybersecurity in the organisation. 

7.6.1  Indicator 1: Information-sharing practices in the organisation 

Two aspects in the model deal with an information-sharing culture and the overall 

conceptualisation of cybersecurity in the organisation. The researcher linked 

information sharing with aspects of organisational trust relating to cybersecurity, 

technological usage, efficiency in communication, and online behaviour. Information 

sharing in the context of the armed forces pertains to key strategic information that 

plays a role in successful military operational activities49. 

When turning the argument to culture in the organisation, the researcher 

maintains that the information-sharing culture was influenced by issues relating to how 

military officers in the organisation chose to adopt social media as their means of 

communication. This aspect is further influenced by the understanding and perceived 

view that personal devices were more efficient to use than the official means of 

communication. Moreover, junior respondents from SAMA were more inclined to use 

technology in the workplace. However, this use of technology also seemed to tie with 

the short question responses that highlighted a carefree and relaxed approach to 

 
49  See Marouf (2016) and Ertan et al. (2018) in Chapter 2 on the role of information sharing in organisations, as well as the role 

of senior management in this regard. 

Stellenbosch University https://scholar.sun.ac.za



275 
 

cybersecurity. Alongside this use of technology, stimulating unofficial forms of 

communication seemed to foster a better understanding of threats and the possible 

implications of sharing information online. In addition, the scale item findings derived 

from the COQ indicated that most respondents (SAMA and SANWC) were aware of 

cybersecurity guidelines in the workplace. This was supplemented by the responses 

to the short questions (COQ), where some respondents indicated that there was 

information security in the organisation. The SANDC participants’ excerpts in Sub-

theme 1.1, Information security as a practice, alluded to the general notion that 

cyberthreats could be harmful to the organisation. However, digital security 

management and how security was maintained appeared to be difficult. 

In grappling with RQ1, the focus should be on those responses in the COQ 

dimensions that referred to how the participants perceived the cybersecurity behaviour 

of others in the workplace, and the perceived exposure others might have had to 

cybersecurity awareness. If an information-sharing culture defined by a lack of clear 

guidelines is present, this might distort the view of trust among personnel or trust in 

management. Sub-theme 4.1, Vigilance among members of the organisation owing to 

differences in how cyberspace is approached, drew directly on the level of trust among 

members of the organisation, but also provided a basis for the argument that trust was 

a factor in information sharing in the organisation. 

The participants from the SANDC felt that a diminished sense of trust existed 

in the organisation, specifically of one another. It is important to note that SANDC 

participants, in their current ranking system, held senior positions as either wing 

managers or officers commanding in their respective units. The SANWC and SAMA 

respondents might not necessarily have been in a position of authority, with the 

required decision-making power to promote security agendas in the organisation. 

However, the respondents from the SANDC had the authority to promote information 

and agendas in their respective units as they were in a position of leadership, being 

officers commanding50. Vigilance is considered a topic that is viewed from a negative 

stance owing to the connotations of being alert from the individual perspective. Based 

on the psychology of being vigilant, it was surmised that a level of learning had taken 

 
50  See Siart et al. (2016) in Chapter 2 on the role of social status in hierarchical environments. 
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place, assuming that some trial-and-error events may have occurred prior to gaining 

experience. This is not in itself a negative but rather a positive view. 

In addition, the majority of the participants noted that members of the military 

had a tendency to not share information with one another owing to their experience, 

which revealed that they had developed a certain level of vigilance. This highlighted 

the concept of trust in the organisation. The extract relating to this was included in 

Chapter 5 (which dealt with data analysis), which showed that there was some 

awareness that information had been posted on open-source applications such as 

WhatsApp. The extract pointed out that information might be used as leverage against 

personnel in the defence environment to exploit someone to gain sensitive information 

about ongoing operations in the organisation. 

7.6.2  Indicator 2: Awareness of best practices and policy directives in the 

organisation 

This indicator in the model was highlighted owing to the findings that pointed to the role 

of best practices and guidelines in the organisation. In addition, the indicator was an 

important factor in answering the research questions of the study as it framed the 

perception of cybersecurity awareness through the lens of South African military 

officers. The researcher argues that there is a link between awareness of cybersecurity 

threats and awareness of policy and guidelines regarding cybersecurity in the 

organisation. Knowledge and understanding associated with consequences emerged 

as a strong facet that influenced compliance with security guidelines among users. 

The findings obtained from the COQ showed that the SANDC participants and 

SAMA and SANWC respondents were aware of cybersecurity guidelines and policies 

in the workplace (see Questions 11, 12, 13, 24, 40, and 42). In addition, awareness of 

directives and compliance with policy in the SANDF alluded to organisational 

governance possibly having an impact on the execution of best practices. 

This indicator is important as the respondents indicated that policy and best 

practices were not clear in the organisation (see interview extract for Sub-theme 2.2: 

The uncertainty of cybersecurity best practices and protocols in the organisation). The 

respondents from the SANWC and SAMA sample groups highlighted that they had 

heard of a cybersecurity policy in the organisation, although a contradiction in the short 

questions emerged as the respondents reported the absence of such a policy.  
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This could therefore indicate a larger organisational issue and not necessarily how the 

individuals conceptualised cybersecurity in the organisation. The role of policy 

compliance in the SANDF can be linked to cybersecurity awareness training and it is 

therefore essential that the SANDF should enhance the training and awareness of its 

members in order to mitigate risks of human error. 

The SANDC participants indicated uncertainty regarding best practices and 

guidelines, which tied in with the SAMA and SANWC respondents believing that their 

colleagues might not be aware of policies in the organisation. Both groups highlighted 

a challenge with the distribution of rules and regulations concerning cyber awareness. 

In addition, some SAMA and SANWC respondents noted that they were largely 

unaware of certain regulatory frameworks that might assist them in navigating 

cyberspace, whereas more senior military officers advanced that the policies and 

directives on cybersecurity were not clear51. When emphasising the link between 

policies and practising cybersecurity behaviour, the general impression gleaned from 

the data was that the SAMA and SANWC respondents indicated that the policies 

existed. Owing to the size of the SANDF, the argument could be made that not all 

directives or policies were shared in the same way. Filtering information across the 

organisation might therefore be a contextual challenge. In addition, where clear 

guidelines are lacking, it can influence how users interpret the approach to cyber as an 

emerging threat because of the impression that the organisation was not doing much 

about this. This impression could have been created by the unequal spread of 

information throughout the organisation, which might explain the differences in 

perception regarding policies and best practices. Moreover, the indicator relating to 

risk perception and online behaviour might also be linked to this factor on policies in 

that the unclear or unequal distribution of information might cause a change in attitude 

and perception about the matter. 

7.6.3  Indicator 3: Awareness of online threats and perceived awareness of self 

in cyberspace 

The findings showed that the respondents were aware of threats that originated in 

cyberspace. This is evident in the responses to the COQ dimensions.  

 
51  See Sub-theme 2.2, The uncertainty of cybersecurity best practices and protocols in the organisation, in Chapter 6. 
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Furthermore, the SAMA and SANWC participants were aware of security threats by 

practising behaviour that made them feel safe and maintained their perceived 

cybersecurity. The scale items (Questions 3 to 8) showed that the selected military 

officers were aware of the threats by displaying precautionary behaviour when they 

encountered a possible threat52. 

The researcher suggests that secure online platforms should serve as a basis 

for military officers to interact and share information with one another. Furthermore, it 

emerged from the SANDC findings that the organisation had not yet introduced new 

software to meet the need for efficient communication. This need was also expressed 

by a minority in the SAMA sample population group (see Appendix N). The findings 

of the COQ showed that some respondents were in favour of the SANDF advancing 

its own capabilities, instead of relying on software that was not owned by the SANDF 

itself53. 

The findings derived from the SANDC sample indicated that senior officers 

were critical of the behaviour of junior officers in terms of practising cybersecurity 

awareness through security behaviour. The data derived from the junior respondents 

from SAMA did not highlight this difference, nor did they indicate that senior members 

were less accepting of their online security behaviour. However, an element consistent 

across the three sample populations was that cybersecurity awareness should be 

developed and that management should make dealing with this growing concern a 

priority. 

7.6.4  Indicator 4: Cybersecurity training and skills development 

The findings indicated the necessity to develop the capacity of the SANDF concerning 

cybersecurity awareness. In addition, cybersecurity training and education 

programmes might be applicable to all members of the SANDF as navigating the 

Internet has become part of the organisation’s daily functioning. The SANDC findings 

related to Sub-theme 1.1 suggested a satisfactory level of cybersecurity awareness 

among the respondents as reference had been made to policies and how the SANDF 

should control this ephemeral space. The participants from the SANDC and 

respondents from the SANWC identified cyberspace as both potentially advantageous 

 
52  See Bulgurcu et al. (2010) in Chapter 2 on how security awareness is a potential indicator of security behaviour. 
53  Bălău and Utz (2017) highlight that organisations invest in this strategic activity to improve operational activities (see Chapter 2). 
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and as posing a risk. Sub-theme 1.2 highlighted that cybersecurity education training 

was required, with emphasis on accessibility by all. The majority of the participants in 

all three sample population groups indicated that there was a need to provide 

cybersecurity awareness training for military members. 

In reference to Sub-theme 3.1, Cybersecurity awareness training for the entire 

organisation, it was clear that the management of the organisation should take note of 

the personnel’s training needs, to advance their skills and knowledge of cybersecurity 

and orientation of the domain itself (see responses to Question 44 in Table 7.4 and to 

Question 49 in Table 7.5). While the findings did not indicate the lack of adjustment to 

new technology, they did, however, highlight the aspect of increased awareness of the 

matter. 

Training and education programmes were highlighted in the interviews and 

emerged from COQ findings across all three South African military education, training, 

and development institutions as being limited. While the study did not probe these 

nuances among the three sample population groups, it nevertheless emerged that the 

culture regarding cybersecurity was challenged by broader contextual issues, namely 

a lack of resources and a deficit in funding54. This could therefore be a challenge for 

the SANDF as training and awareness programmes were generally viewed among the 

participants, as well as in the literature, as necessary although participants from all 

three institutions indicated a lack of urgency about the training of members. Theme 3 

(short narratives of the COQ), for example, strongly indicated training and 

programmes in cybersecurity as a requirement for all members of the organisation. 

This view was also strongly shared by the participants from the SANDC, who 

expressed this need in Sub-theme 1.2: The establishment of cybersecurity awareness 

among military members55. 

7.6.5  Indicator 5: Trust in organisational processes and efficiency in 

technology use 

Indicator 5, as derived from the findings, pointed out that a sense of awareness of the 

approach to cyberspace prevailed, and more specifically the online security behaviour 

 
54  See Janse van Rensburg (2019) in Chapter 2 regarding the aspect of training in the DoD and how training is affected by the 

available resource allocation. 
55  See Ntsaluba (2017) on formalised training on cybersecurity and Mkhonza and Letsoalo (2017) on organisational challenges 

related to the employment of interventions in large organisations. 
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of others. The findings indicated the trust factor, which was identified by the 

participants from the SANDC, who admitted to having very little faith in the security of 

the SANDF’s computers and other members of the organisation. Furthermore, the 

SANDC-derived findings also emphasised that technology is possibly linked to the 

establishment of a digital culture, as illustrated in Theme 3: The construction of a digital 

culture among members. Moreover, Sub-theme 3.2 showed that participants accepted 

that doing their organisational tasks on their own technological devices was 

considered more efficient than on those of the SANDF.  

In addition, this indicator was a double-edged sword as the use of more efficient 

communication concerned using personal devices, which might simultaneously be 

considered as a security risk, especially if the security behaviour of the respondents 

and measures that ensure their compliance with regulations were not in place. 

Sub-theme 2.1, Vigilance among members of the organisation owing to differences in 

how cyberspace is approached, drew directly on the level of trust among military 

members of the organisation, but also provided a basis for the argument that trust was 

a factor in how security behaviour was approached. Despite the limited trust in 

technology and in colleagues, there were some respondents from SAMA and the 

SANWC who called for stricter security measures through monitoring. In addition, 

some SAMA and SANWC respondents indicated that there was a security culture in 

the organisation. 

7.7  Integration of the findings with ST  

The previous section offered a discussion of the research questions. This section 

extends the discussion of this chapter by contextually applying the findings to ST. This 

section follows the main points of the theory and discusses them in relation to the 

findings derived from Phases 1 and 2. The researcher made the argument in Chapter 3 

that securitisation might occur over a long period of time and might or might not 

complete this process in some contexts, as noted and explained in research by Van 

Ooijen (2020). The researcher notes that historically institutionalised security actors 

such as political institutions and military establishments may have more claim to ST 

than new actors entering the securitisation space. However, newer actors may also 

challenge the established conceptualisations of security.  
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The traditional view is that the military is used to protect the interest of the state 

and the state may often resort to the military as an intervention to the threat. This study 

included the newer conceptualisation of ST, which argues that newer actors may 

challenge existing ideas regarding security. It is worth noting that not all facets of ST 

might be applicable to, nor forced into, the interpretation of the findings. This is 

because the researcher explored cybersecurity at the individual level and not only at 

a macro level where one is able to view the security response mechanisms of the 

state. Subsequently, this section first considers the role of (1) the securitising actor 

and its place in the context of this study’s findings, (2) the speech act and its 

implementation, and (3) the perceived role of ST in the South African military context. 

7.7.1  The securitising actor and its contextual relevance for the findings 

It is argued that the findings of this study contribute to explaining how cybersecurity 

threats were perceived among three military sample populations. Cybersecurity is a 

national threat that is underpinned by national legislation and the military (SANDF) is 

the primary agency with the responsibility for national cybersecurity. In this regard, the 

SANDF and militaries (South Africa and internationally) are also vulnerable. Due to 

this vulnerability, it becomes essential to focus on the South African military officer 

cohort regarding their cybersecurity behaviour. The researcher argues that the older 

thought on ST did not consider new and emerging threats such as cybersecurity or 

piracy in the maritime domain. New conceptual thought on the use of ST therefore 

includes these to open up new discussions on security. The role of the actors in ST 

also shifted as new “players” enter the fold and may even engage in the securitisation 

process. This softens the traditional view that only the state and its political actors may 

engage in securitisation speech acts where threats are vocalised. The findings showed 

that military officers speak and do security and are active agents in establishing new 

ways to address cyberthreats, whether it be in their personal or professional capacity.  

The later conceptualisation of ST allows for new and less powerful actors to 

redefine security, as well as its meaning. This extension of meaning can be viewed in 

Sub-theme 3.3, where it was shown that the construction of a digital culture may 

increase the skills gap, which may be attributed to a difference among senior and junior 

officers. The extension of the conceptualisation of security and its meaning attributed 

by its actors can be seen in Indicator 2, which emphasised the aspect of awareness 

of best practices. The researcher argues that security actors (military officers) are 
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allowed to have a variety of approaches to address security threats. Indicator 1 

showed that there is a foundation in how threat information is shared but also 

understood. This forms part of the view that with new conceptualisations come new 

meaning. The interview findings suggested that the military officers considered 

cybersecurity threats as a challenge to the organisation and they thus adopted very 

cautious online security behaviour. However, there were exceptions concerning 

security behaviour. A closer look at the findings allowed for some understanding of 

how the participants viewed cyberspace and cybersecurity. The researcher also notes 

that while the current mechanisms to address security threats may not be perfect, they 

do fit within the micro-level view that actors may employ new logics of security to inform 

the speech act.  

The traditional view of ST was to emphasise security matters that were framed 

around the state and the military. At the same time, the researcher positioned his 

argument on the idea that the military was an important factor in the security cluster 

and also an essential tool in national security (RSA, 2015a). In following this line of 

logic, the researcher indicated in Chapters 2 and 3 that he considered the individual 

(the military officer) as a key human factor in the securitisation process. An important 

distinction should be made. While the participants were not in positions of decision-

making influence or possessed power at state level, they were also for the most part 

not practising as “functional securitising actors” in the securitisation process. The 

researcher posits that SANDF military officers take on an active audience member role 

within the ST process in the South African context. The South African military officer 

is not a passive receiver of speech acts, as can be observed in the findings; instead, 

they are active audience members who may function as potential securitising actors 

themselves through speech acts and behaviour. This view is in line with the later 

thought on ST, where the framework is considered dynamic, flexible, and 

intersubjective.  

In addition, the researcher also argues that cybersecurity as a threat had not 

yet been fully securitised, nor had the securitising actor positioned it as existential in a 

convincing way. Moreover, the presence of a threat or crisis does not mean that it will 

receive a response. However, the general perception of the threat, which is essential 

for obtaining the necessary support for measures that deal with drafting policies and 

the mobilisation of resources to resolve the existential threat, can be traced.   
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The securitisation of cybersecurity in part extends the narrow view of what 

constitutes an existential threat to a referent object. Moreover, some findings of this 

study showed that situating national cybersecurity responsibility in the SANDF points 

to achieving securitisation (Bourbeau, 2015). This confirms that ST as a process takes 

time to actualise over an extended period. The researcher followed this argument in 

stating that the first tick box of securitisation has been marked by the South African 

Minister of Defence. This minister has proclaimed publicly that cybersecurity threats 

have the potential to be a threat to the nation state’s national security and the users 

who navigate cyberspace. Regarding the apparent lack of understanding of this 

proclamation made by the securitising actor, the researcher argues that this might be 

a snapshot of a broader contextual issue that includes different actions, sequential 

decisions, and regulatory measures on cybersecurity threats. 

The study’s findings suggested that cybersecurity has not yet been fully 

securitised as the researcher, based on the findings and the key factors relevant to 

RQ1, submits that it was evident that the officers did not regard the military as taking 

the lead in prioritising cybersecurity. If cybersecurity was moved into the realm of 

political debate, the next step would be to obtain consensus that it poses an existential 

threat to the survival of the SANDF and thus the state itself. The recent Budget Speech 

Vote (2021/2022) indicated that the priority accorded to cyber became compromised 

to cope with the COVID-19 pandemic (RSA, 2021). However, the Minister of Defence 

had engaged in a securitising act, which was to announce the threat. Furthermore, the 

securitisation process had only commenced with the proclamation of the threat, and 

very little attention had been paid to obtaining clarity about the referent object and the 

introduction of emergency measures to address the state and securing its sovereignty; 

the organisation that upholds national security; and, lastly, the individual responsible 

for acting on security measures in order to maintain cybersecurity. 

7.7.2  The speech act and its implementation in relation to the findings 

As pointed out in Chapter 3 (see Section 3.5), not all threats require emergency 

intervention; the threat and the response to the threat therefore do not necessarily 

have to be at the apex of national security and the use of force. From the findings it 

appears that the SANDF does not address cybersecurity well enough for it to be taken 

seriously. However, in terms of viewing this specific finding from the ST framework, 

the researcher notes that threats are sometimes dealt with below the level of 

Stellenbosch University https://scholar.sun.ac.za



284 
 

exceptionality, which highlights the point made at the onset of this section. Indicators 

1, 2, and 3 point towards the conceptualisation of security and suggest that awareness 

is necessary to construct the importance placed on threats. One may thus assert that 

security is what the actors make it out to be. RQ1 focused on the conceptualisation of 

cybersecurity awareness, which centred on indicators linked to information sharing, 

training and education, and the awareness of best practices and policy.  

Here the South African military officers offered new conceptualisations of how 

to engage with cybersecurity threats in the SANDF context. These conceptualisations 

of security may also carry some political weight as the role of the military officer is to 

inform decision making and guide operational activities. Their frame of understanding 

may therefore assist in how directives approach cybersecurity and how awareness of 

the topic is presented and hopefully increased. While the military practitioner is not in 

a position of political power, he or she may still inform certain decisions made by senior 

management in the organisation and thus having an influence on the language of 

security used and the manner in which threats are vocalised to political appointees. 

The literature showed, as captured in Chapter 3, that the speech act centres on the 

security utterance made by the securitising actor, which in turn leads to actions on 

proposed security measures. 

Buzan et al. (1998) suggest that three conditions are attached to the speech 

act, which can be linked to the context of this study. Firstly, the speech act requires 

the utterance of a threat that should be characterised as existential and that 

emergency measures are to follow. The findings made it evident that the SANDC, 

SAMA, and SANWC participants indicated not only a lack of training and awareness 

of cybersecurity, but apparently also a limited amount of attention on cybersecurity 

threats. For example, the Minister of Defence has reported that cybersecurity threats 

could have a significant impact on national security. However, at the same time, very 

little was said about the existential nature of the threat and why it was deemed to be a 

danger to the various domains that comprise national security. The researcher argues 

that the findings derived from RQ1 and RQ2 showed that, with regard to the existing 

perceptions, cybersecurity was not framed as an existential threat. The participants 

did, however, indicate that they believed the armed forces should control cyberspace, 

which aligns with the idea that the SANDF is the apex entity to manage cyberattacks 

in the country. This indicates that although the speech act regarding the perceived 

danger of cyberthreats has not been proclaimed in its entirety, the participants were 
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aware of the potential risk this presented to the organisation and its employees’ 

personal information.  

The second facilitating condition focused on the positions of the securitising 

actor, that of authority, and of the audience (Buzan et al., 1998). Here subjectivity 

relating to threats and the interpretation of security entered the field. Essentially, this 

facilitating condition dealt with the relationship between the securitising actor and the 

audience. It should be noted that the military officer was considered the referent object. 

While ST deals with higher-order threats such as migration, political challenges to 

territory, and issues of sovereignty, this study focused on the individual level in the 

military, and specifically on issues of individual cybersecurity. The argument was made 

that the human factor was often the point of entry for cyberattacks and threats. In 

addition, human error also entered the discussion as the factor could be associated 

with online security behaviour and the voluntary and involuntary errors people make 

when engaging with cybersecurity. The researcher argues that the securitising actor 

would be the South African Minister of Defence, who has already proclaimed 

cybersecurity as a threat to national security. The audience in this case was the South 

African military officer located at the SANDC, SAMA, and SANWC.  

Based on the discussion of the findings relating to RQ2, it was apparent that 

the participants were aware of cybersecurity threats and took the necessary security 

precautions when they felt unsafe or uncomfortable. How information is received plays 

a role in how the participants practised cybersecurity behaviour. The researcher 

concurred with this statement and linked it to the role of the audience by pointing out 

that the participating military officers considered cyberspace a threat and that, in 

linking this to the discussion of RQ2, it was clear that the participants had adopted 

their security behaviour.  

The participants also clearly felt that, as derived from the findings of RQ1, the 

organisation should do more regarding cybersecurity awareness campaigns. In 

addition, the participants were also aware of the threats that might be relevant to the 

organisation. The findings could inspire the assumption that the military officers were 

generally aware of threats and security behaviour. Therefore, while there was no 

explicit focus on the immediate emergency measures, as indicated in the first indicator, 

there was a consistency between the security utterance of cyber being a threat and 

how military personnel practised security behaviour. One may argue that while the 

audience is not always informed of the threat, the discourse of actors that have political 
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power is an important and even critical factor in the perception of cybersecurity issues 

as threats to national security.  

The third condition highlighted is where the securitising actor expresses the 

unique features of the threat to the audience (Buzan et al., 1998). Based on available 

contextual information, the Minister of Defence described cybersecurity more than 

once as posing a threat to national security (RSA, 2022). This is relevant to where the 

cyberthreats were elevated from normal level 1 and 2 issues, which deal with 

defacement and data breaches (see Section 2.10), to higher levels. With regard to 

national security, it should be highlighted that the minister has attempted to elevate 

the cyberthreat issue to more serious attacks such as organised crime and hacktivists 

(see Section 2.10). To the contrary, the military officers in this study did not have the 

higher-order power to proclaim cybersecurity as an existential theat. Although senior 

SANDC military officers were in positions of leadership in their respective units, it is 

important to emphasise that they did not have full authority to enforce political 

decisions. The broader contextual aspects of the speech act did receive attention 

when the South African Minister of Defence indicated in the Budget Vote Speech 

2021/2022 (RSA, 2021) that cybersecurity threats poses a significant threat to the 

organisation. This again brings the role of other actors below the political level into 

play as actors, who engage with speech acts and as an audience to articulate 

cybersecurity as a dangerous threat to national security. 

Linking the overall findings addressed here to ST, some observations are 

offered. Cybersecurity has not yet explicitly been declared an existential threat to the 

survival of the object of reference. The researcher furthermore submits that the 

declaration of cybersecurity as an existential threat has not yet taken place in the 

context of South Africa, although some elements of the process are visible at the 

national level. This view could be supplemented by taking cognisance of the limited 

resources for and financial allocation to cybersecurity as a threat to the SANDF, which 

in essence is the bastion of cybersecurity for South Africa. It was noted in the Budget 

Speech Vote 2021/2022 (RSA, 2021) that the current tools of the SANDF were 

regarded as outdated. Moreover, the quality of the speech act, based on media reports 

and DoD’s annual reports (RSA, 2021; 2018), suggests that for cyber to be fully 

elevated to being an apex national security issue requires investment in spite of it 

recently having to concede a priority position to contain the COVID-19 pandemic. 
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On a more optimistic note, the Budget Vote Speech for 2021/2022 (RSA, 2021) 

showed that there is a trend to elevate cyber as a threat to national security. Although 

the findings related to Indicators 1 to 5 express a perception that cybersecurity has not 

yet been elevated as posing an existential threat, the contextual developments of 

cybersecurity in the SANDF show some movement to address cyber as a security 

threat (RSA, 2022; 2021). Lastly, securitising actors may provide projected timelines 

of the threat by highlighting the security measures necessary for responding to a 

threat. In part, a temporal line is echoed in the legislative measures and the annual 

objectives of the SANDF where cyberthreats continue to be raised as a serious, and 

even a national, security concern.  

7.7.3  The perceived role of ST in the South African military context  

When linking the ST process to the findings, the interview themes and COQ short 

narrative themes are indicative of how the participants perceived cyberspace, as 

characterised by cautiousness and vigilance. One of the key aspects in ST is to 

understand what was said and performed in the past. In this vein, securitisation may 

take the form of discourse and identity as the characteristics of a threat are humanised 

or normalised. To a large extent, the findings at the SANDC showed that military 

officers acknowledged that cyberthreats are a security challenge in the organisation. 

However, at the same time, the findings also alluded to the idea that their organisation 

is not taking cybersecurity seriously. Herein rests the duality of the argument: on the 

one hand, the participants from the SANDC, SAMA, and SANWC indicated that there 

was a feeling that cybersecurity is a threat and poses a significant security risk for the 

organisation, while, on the other hand, the idea that training and education are not a 

point of focus may link with the notion that at senior levels the threat may not be seen 

to pose an immediate danger. 

The interview findings also showed that the participants noted their personal 

feelings regarding cyberspace as a domain that is a dangerous space. The findings 

revealed that the participants (see Themes 2 and 4) considered their information 

security and their online safety as important and considered cyberattacks and threats 

as dangerous. The online security behaviour that was a consequence of these 

indicated feelings regarding cybersecurity might be useful in seeking a response from 

the audience if being shared with a designated audience. Indicators 2 and 3 showed 

that while not all military officers are in a position to enforce cybersecurity policies, 
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they do have the ability to inform decisions and the creation of directives that are 

issued in the organisation. It appears that the participants were not entirely influenced 

by the political language of the Minister of Defence regarding the threat. However, 

formal documentation in their professional environment or personal environment 

contributed to their conceptualisation of cybersecurity as a threat. This section is 

concluded by emphasising the perceived success of ST in the context of the findings 

derived from the SANDF. 

7.8  Conclusion 

This chapter discussed the findings of Phases 1 and 2. The first section of the chapter 

provided an in-depth summary of the findings and discussed these in relation to 

context. Thereafter, the chapter focused on discussing the findings associated with the 

COQ scale items for the SAMA and SANWC sample population groups. A summary of 

the findings from both phases was provided, and several key points were presented. 

This chapter included a discussion of the research questions by elaborating on each 

of them while keeping the findings in mind. The research questions contributed to the 

overall aim of this study, which was to explore the perceptions of cybersecurity in the 

SANDF. The findings related to RQ1 revealed that the conceptualisation of 

cybersecurity awareness depended on three indicators, namely information-sharing 

culture, cybersecurity training and skills development, and awareness of policies. 

Moreover, the findings related to RQ2 showed that threat perception and online 

security behaviour captured how the participants perceived cybersecurity threats, 

while the findings related to RQ3 focused on the context of issues relating to 

organisational trust and how this linked to cybersecurity awareness. A summary of the 

findings included presenting a graphical model that illustrated how the various 

indicators assisted with exploring the perceptions of cybersecurity, as well as five 

awareness indicators as an overall outcome.  

The chapter that follows provides the researcher’s concluding remarks about 

the study. 
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CHAPTER 8:  

CONCLUSION 

8.1  Introduction 

This study explored the perceptions of cybersecurity among South African military 

officers by focusing on their conceptualisation of awareness and view of cyberthreats. 

The primary aim of this research was to explore what governed the perceptions of 

cybersecurity among military officers. The second aim of the study focused on what 

impact these perceptions of cyber could have on users when sharing information in a 

digital space. Three secondary research questions informed the exploration of the 

study: 

1) How do South African military officers conceptualise cybersecurity awareness? 

2) How do South African military officers perceive cybersecurity threats within the 

SANDF? 

3) What are the perceptions of cybersecurity awareness through the lens of the 

military officer? 

This chapter provides a brief overview of the previous chapters. Thereafter, the focus 

shifts to the limitations and contributions of ST in this study. The research questions 

of this study are also stated with reference to how the findings may answer the 

questions posed. Thereafter, the chapter offers a brief section on the limitations of the 

study. The contribution that this study makes is also presented in this chapter. 

Furthermore, this chapter also offers a discussion of the recommendations for future 

research. A reflection regarding the researcher’s personal experience of this doctoral 

study is also presented in this chapter. Lastly, final conclusions are offered by the 

researcher.   

8.2  Overview of chapters 

8.2.1  Chapter 1: Introduction 

This chapter presented an overview of literature that focused on the development of 

cyberspace and the impact this domain has on the SANDF. The overview of the 

literature also referred to the aspect of information sharing as an element of 

cybersecurity. Focus was also placed on the South African military officer as a key 
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element in the development of cybersecurity capacity. The chapter presented a brief 

introduction of ST and noted how the human element may feature in the process of 

securitisation. The chapter then briefly introduced the problem statement of the study. 

Thereafter, the chapter discussed the rationale, research, and research questions of 

the study. This chapter formed the foundation of the three research questions of this 

study.  

8.2.2  Chapter 2: Review of literature on cybersecurity as an emerging threat 

This chapter revealed that most of the existing literature focuses on governance and 

technical elements of cybersecurity. The chapter acknowledged that there is a void in 

the literature concerning the role of perceptions regarding cybersecurity awareness 

among South African military officers. The chapter offered a contribution to the 

literature by creating an operational definition of cybersecurity that encapsulates the 

human element as the centre. This built onto a discussion of the complex nature of 

cyberthreats. This chapter offered an extensive discussion of the cybersecurity 

legislative efforts made by the South African government. The chapter offered a brief 

discussion regarding elements of risk perception and how risk information is perceived 

in organisations. Additionally, a brief discussion of information-sharing behaviour and 

cybersecurity awareness creation concluded the chapter. This chapter contributed to 

the overall understanding of cybersecurity by discussing existing literature to gain an 

understanding of the emerging domain under exploration. The literature presented 

also assisted in the identification of knowledge gaps and an overall understanding of 

viewing the findings in context.  

8.2.3  Chapter 3: Securitisation as a theoretical framework 

Chapter 3 offered a discussion of the rise of new security threats in the 21st century 

and indicated that cyberspace is a threat that has emerged as a new security challenge 

for nation states and institutions. The chapter addressed the new conceptualisations 

of security threats by presenting various interdisciplinary views of security. This 

chapter discussed the rise and use of ST in contexts. The chapter also offered a critical 

review of ST by pointing out the pitfalls and potential aspects that might hinder 

development and thus its applicability and utility in newer contexts. The chapter 

identified the SANDF as a custodian of cybersecurity in the South African context, 
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where the organisation has the responsibility to coordinate security efforts to address 

threats originating from the cyber domain. The chapter positioned itself within the focus 

of security studies and located cybersecurity threats along newer thinking on 

securitisation within the ST framework.  

8.2.4  Chapter 4: Research methodology 

Chapter 4 provided a discussion of the research design, which emphasised the 

sequential approach of Phases 1 and 2 of the study. This chapter also captured the 

reason why a mixed-methods approach was deemed suitable for the research 

questions and objectives of the study. The SANDC, SANWC, and SAMA sample 

population groups were also briefly discussed in this chapter, with emphasis on the 

element of junior and senior officers. The chapter further presented CA as an analysis 

technique for Phase 1 and pointed out how the codes and themes informed Phase 2 

of the study, which focused on the construction of the COQ dimensions. The element 

of triangulation was briefly discussed as this is central to the use of the sequential 

design. Furthermore, the chapter discussed aspects related to validity and reliability. 

The study limitations were also addressed in this chapter.  

8.2.5  Chapter 5: Phase 1: CA 

Chapter 5 presented the qualitative findings of Phase 1 of the study and used CA to 

analyse and code the interview transcripts. The themes were presented in this chapter, 

and four main themes emerged. The key findings that emerged from the chapter were 

as follows:  

1) Training and education are key in creating cybersecurity awareness.  

2) The participants were vigilant about how other military members used 

cyberspace and applied their security behaviour.  

3) There is a lack of clarity regarding the use of cybersecurity guidelines in the 

organisation.  

4) More efficient technological tools are required, with an emphasis on personal 

device use.  

5) Previous exposure to cybersecurity may assist in security behaviour and 

understanding the subject matter.  
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6) More accessible means of communication are required to convey information 

other than social applications.  

The findings of Phase 1 assisted in the construction of COQ items and dimensions. 

The chapter also contributed to the understanding of cybersecurity awareness among 

a senior military sample group, namely the SANDC.  

8.2.6  Chapter 6: Phase 2: Descriptive and thematic analyses 

Chapter 6 presented the responses to the scale items in the COQ. The chapter 

presented the findings related to the SAMA and SANWC sample population groups. 

Education and training were highlighted as elements in the creation of cybersecurity 

awareness in the SANDF context. Information sharing on directives was noted as a 

developmental issue, where the respondents indicated that greater involvement was 

needed. Chapter 6 also yielded three themes from the short narrative questions. 

Theme 1 revealed that information sharing on best practices requires implementation; 

Theme 2 showed that cautionary behaviour is linked to the navigation of cyberspace; 

and Theme 3 focused on cybersecurity training and education as a way to enhance 

security measures. The chapter contributed to the importance of Phase 2 by 

supplementing the findings presented in Phase 1. The chapter also provided a 

snapshot of how the SAMA and SANWC respondents perceived cybersecurity through 

exploring the four dimensions of the COQ.  

8.2.7  Chapter 7: Discussion of interview themes and COQ findings   

Chapter 7 discussed the findings of the CA and COQ. The chapter offered a brief 

summary and discussion of the CA findings. Thereafter, a discussion of the various 

COQ dimensions was presented in line with the SAMA and SANWC sample 

population groups. A discussion of the themes extracted from the short narratives of 

the SAMA and SANWC sample population groups was presented, with emphasis on 

three themes. The chapter also critically engaged with the research questions by 

discussing them with reference to the CA and COQ findings. The CA and COQ findings 

were combined to provide an overall picture of cybersecurity awareness among 

SANDF military officers. This was performed by presenting five indicators. The CA and 

COQ findings were also discussed critically in relation to the relevant facets of ST, 
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such as the securitising actor, speech act, and the perceived role of the military in the 

South African context. The discussion of the findings in this chapter contributed to 

viewing the various facets of cybersecurity awareness in the South African context, as 

well as from an ST perspective.  

8.3  Contribution of ST to the study 

This study recognised the role of ST and expanded the exploration of this theory by 

indicating how ST and cybersecurity as a fast-growing threat to national security 

interact. Although the existential threat argument might be perceived as a central 

limitation, the military connection to extraordinary responses ties into how weak 

cybersecurity awareness and behaviour inhibit military organisations such as the 

SANDF in playing their role. Examining the perception of cybersecurity among South 

African military officers in the context of ST contributes to the cybersecurity debate in 

South Africa and the SANDF. The theoretical contribution of this study also explored 

ST in a non-Western context and noted cybersecurity as an emerging threat domain 

in the South African context. In this manner, the research contributes to the exploration 

of cybersecurity among an armed forces population. 

ST has undergone several developments in the past decade; this study thus 

adds to the growing debate surrounding the securitisation of cyberspace and the 

military by viewing the individual as central to the security debate. This development 

made ST more relevant to the study as it considered alternative contexts – those falling 

outside the Western trend – to explain how threats are communicated. It was important 

to put on record that no longer might only the authoritative actors engage exclusively 

in the speech act and call for emergency measures. The authority and power have 

broadened to include entities outside of the state to employ the speech act. The focus 

migrated from those traditionally in power to include other, non-political entities, where 

these entities continue to apply pressure instead of power. This study fitted into this 

nexus of pressure from these entities, away from the traditional Western concepts of 

who has the power to engage in the securitisation process. 

Furthermore, it also allowed for a more grounded approach to viewing how 

cyberthreats have become a danger to society. Using ST in this study assisted with 

understanding the meaning attributed to threats and security and how responses 

unfold. The contextual perceptions of participants in the armed forces might 
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therefore allow for greater insight into the challenges experienced in this domain, as 

well as to increase the level of understanding of cybersecurity as a facet of the referent 

object. The study cultivated greater understanding of the conceptualisation of 

cybersecurity and of how cyberthreats are perceived among military officers. The 

findings of this study revealed that cybersecurity behaviour and conceptualisation 

might be experienced differently. This difference in perspective was in line with the 

view that the audience does not necessarily have to accept the conventional security 

framing of a threat in order for the speech act to be a success. Cybersecurity 

awareness in the SANDF might therefore be able to contribute to understanding 

threats and thus enable cultivation of new attitudes and behaviour towards cyberspace 

and its potential threats. 

The existential and extraordinary measures were two elements of ST that were 

not satisfied. The other elements in the securitisation process could be observed, but 

future progress would reside in bringing newer thought into the ST process to account 

for a number of shifts: who can securitise (other than political actors); what threats 

beyond armed attacks are potentially existential; and convincing audiences by way of 

non-political actors to respond comprehensively to previously neglected threat sectors, 

of which cybersecurity is one. 

8.3.1  Limitations of the use of ST in this study 

The use of ST as a framework could be criticised as this theory is still undergoing 

development, especially in its application to various contexts outside the Western 

setting (Kapur & Mabon, 2018). The focus of this study was to view the key points in 

ST and doing so in the context of the findings. Moreover, the philosophical level of the 

theory focused on the higher-order actors and processes with an existential narrative, 

and not specifically on individual and institutional elements. This study, however, dealt 

with the human factor and selectively used elements of the theory to explain the greater 

ST process and how this might occur in the South African context. The challenge of 

applying ST in the South African context is that the securitisation process of 

cybersecurity is non-linear. Although later reviews of the theory did make allowances 

for non-Western contexts, they might not necessarily have considered all the 

contextual challenges in which a security issue might occur. However, ST currently 

does make allowance for the notion that it may take some time for threats to be 
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elevated to a point where they are considered existential. Since the element of time is 

not indicated in the ST process, the argument can be made that the non-linear process 

evidenced by cybersecurity in the South African context might enable a more flexible 

view of what threats are securitised and by whom. Moreover, ST provides 

conceptual conditions as a basis to view the success of the speech act in context. At 

the practical level it is worth noting that, based on the findings, although a threat is not 

fully connected to existentialism, it may not necessarily indicate that the audience is 

not cognisant of its dangers and implications to national security. Confining the 

theoretical elements of ST might therefore be challenging in contexts that reflect newer 

threat sectors, which might have limited resources or revolving securitising actors such 

as a turnover of cabinet members and ministers relaying threat information. 

The section that follows presents a summarised discussion of the indicators 

derived from the overall findings. The researcher presented a summarised version of 

the findings by emphasising the indicators used for the model in Figure 7.1.  

These indicators represent a summary of the findings derived from Phases 1 and 2 of 

the study. 

8.4  Reiterating the research questions 

This research employed two phases – one qualitative and the other quantitative. The 

semi-structured interviews in Phase 1 conducted at the SANDC allowed the 

researcher to obtain a contextual impression from a selected group of senior officers of 

their perceptions of cybersecurity in the workplace. Phase 2 focused on preparing the 

COQ, to explore the views of participants located at SAMA and the SANWC through 

focusing on four dimensions that related to various aspects of cybersecurity 

awareness. The dissertation commenced with three guiding research questions. 

Based on the information provided throughout the study and the findings presented, it 

was possible to provide informed answers to these research questions. 

8.4.1  How do South African military officers conceptualise cybersecurity 

awareness? 

RQ1 focused on gauging how South African military officers conceptualised 

cybersecurity awareness in the organisation. In answering this research question, the 

researcher considered several aspects that emerged from the findings that potentially 
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answered the question. The findings indicated a lack of urgency by the organisation 

to address cybersecurity. This lack of urgency was regarded as an indication of how 

the participants from the SANDC, SANWC, and SAMA perceived a digital culture. 

Moreover, their perception of a digital culture sparked the participants’ use of their own 

technological devices and software rather than the organisation’s to perform their day-

to-day tasks. The findings also showed that the SANDC, SANWC, and SAMA 

participants tended to conceptualise cybersecurity awareness as a factor that was still 

relatively new to the organisation. Minor differences emerged in how the participants 

from the SANDC and SAMA perceived junior officers practising online security 

behaviour. The findings also revealed that the practice of cybersecurity among SAMA 

participants did not have strong links with a lack of awareness in cyberspace. The data 

suggested that some SAMA participants were probably more comfortable with 

operating in cyberspace and still maintaining a sense of vigilance, although the 

majority of the SANDC and SANWC participants appeared to be apprehensive about 

this space and the integration of technology. 

Overall, the findings suggested that the priority allocated to addressing 

cybersecurity in the organisation was limited. Some participants from SAMA and the 

SANWC indicated that the organisation needed to embrace a stricter position relating 

to cybersecurity. However, most participants indicated that cybersecurity education 

and awareness training should be presented to all military members. The majority of 

participants were aware of cyberthreats that could be harmful to the organisation. Few 

participants indicated they did not update themselves with information regarding 

cybersecurity. Moreover, some SAMA participants considered their online security 

behaviour as more relaxed and a minority of the SANWC participants indicated that 

they would use the Internet when necessary. It might have been possible that the 

misconception regarding the matter of cybersecurity could be linked to rank and 

exposure to cyberspace. Participants from the SANDC and SANWC expressed that 

they were more distrusting of junior colleagues’ security behaviour in cyberspace. 

Conversely, some SAMA participants were relaxed when sharing information with their 

colleagues and in using cyberspace. However, the majority of SAMA participants were 

aware of cyberthreats and exercised caution when sharing information in cyberspace.  
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In answering RQ1, it was clear that the premise of the conceptualisation of 

cybersecurity awareness was based on the following: 

1) Most participants were vigilant of cyberthreats and cyberspace.  

2) Most participants were aware of sharing information with their colleagues in 

the workplace. 

3) Some participants were in favour of using their personal devices in the 

workplace.  

4) Most participants indicated that there was a need for cybersecurity awareness 

training.  

The aspects listed in answering RQ1 could explain why there was a difference in 

conception between the participants from the SANDC and SANWC as opposed to 

those from SAMA. 

8.4.2  How do South African military officers perceive cybersecurity threats 

within the SANDF? 

RQ2 focused on military officers’ perception of cybersecurity threats. The researcher 

argues that the indicator awareness of online threats and perceived awareness of self 

in cyberspace should be applied in answering this research question. The findings 

showed that the participants located at the three military institutions took the necessary 

security precautions in securing themselves in cyberspace. The participants 

considered the domain of cyberspace to be dangerous and that they needed to adopt 

a sense of vigilance when navigating cyberspace. Hence, the findings suggested that 

most participants had the necessary awareness and that they were cognisant of the 

implications when a vulnerability could possibly be exploited. Cyberthreats and attacks 

therefore influenced military officers to adapt their online security behaviour regardless 

of whether it was in a personal or a professional setting. It was argued that the 

construction of threats essentially dealt with users’ perception of what constituted the 

cyberthreat. The researcher asserted that the perception of risk information was 

impacted by the perception of digital safety and the availability of information that dealt 

with policies and guidelines. The identification and understanding of policies might 

assist military officers in interpreting security incidents and with using the necessary 

security tools to respond. Furthermore, the participants were also aware of their own 

security vulnerabilities. This awareness showed that, generally, military officers 
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(SANDC, SAMA, and SANWC) were informed of cyberthreats and that they might 

have the necessary knowledge to form adequate deductions of threats. 

8.4.3  What are the perceptions of cybersecurity awareness through the lens 

of military officers? 

RQ3 focused on the perceptions of cybersecurity awareness through the lens of South 

African military officers; thus focusing on the perceived role of cybersecurity. The 

findings showed that the participants regarded themselves as aware of cybersecurity 

threats but indicated that their knowledge of threats in the organisation was limited. 

The findings applicable to all three sample groups showed that their online security 

behaviour and information-sharing practices could be positively impacted by new 

threat information and training. Compliance with and integration of policies with 

operational activities might influence their security perceptions and awareness for the 

better. The link between compliance with guidelines and awareness of cybersecurity 

threats could be determined by how the participants integrated this into their work 

activities and applied vigilance in online security behaviour. This compliance with 

directives and guidelines showed that the participants were generally open to training 

and education in cybersecurity awareness. It should be noted that embedding 

cybersecurity was deemed to be an ongoing process that requires dedication. While 

some participants indicated that cybersecurity policies were present in the 

organisation, they believed that not all of their colleagues were aware of this, which 

could imply a difference in how security behaviour was practised. In addition, this 

underlined the reality of cybersecurity as an ongoing exercise to continuously fill the 

awareness voids. 

The findings showed that some change regarding the manner in which policies 

and directives were communicated to military officers at all levels was necessary. This 

finding consequently raised questions about how guidelines and best practices were 

practised, as well as concerns about organisational governance. The findings 

indicated a strong sense that the guidelines were not clear, which explained why the 

participants conveyed that some of their colleagues were often unaware of 

cybersecurity guidelines. Unclear guidelines might therefore have had an impact on 

how military officers practised online security behaviour and adapted the ways in which 

they practised information sharing. In addition, the lack of understanding of policies 

might also have contributed to how technology was used, as expressed in the online 
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behaviour of the military officers. The contextual aspect alongside the allocation of 

limited resources to the SANDF might have had a further impact on cybersecurity and 

preferred behaviours. In this regard, the participants pointed out that cybersecurity 

was in its infancy, which might indicate why the findings revealed that the senior 

management of the organisation was failing to prioritise cybersecurity. The cultivation 

of a digital culture in the organisation might have a positive impact on the security 

behaviour of the military officers, and in turn improve how these members of the 

military perceive cybersecurity. 

8.5  Limitations of the study 

This section discusses the limitations of the study. These limitations are as follows: (1) 

access to participants, (2) mitigation of bias, (3) missing data, and (4) challenges with 

sample size and the COQ.  

8.5.1  Access to participants  

The first sample recruitment site was identified as the SANDC. This site was 

earmarked as senior officers were attending a training course there. However, the 

primary recruitment site presented a myriad of challenges as the researcher had to 

conduct the interviews on-site and could not conduct interviews after hours owing to the 

restricted access to the military base on which the SANDC is located. The researcher 

mediated this challenge by creating a schedule for the participants once consent to 

conduct interviews had been obtained. Preceding this, at the initial briefing to which 

potential participants were invited to receive information about the nature and purpose 

of the research, a far greater number of military members attended and indicated their 

interest than who eventually participated. Nevertheless, after following up with the 

participants by calling them on their cellphones, some confirmed their interest in 

participating, while some potential participants indicated that they did not feel 

comfortable with participating in a study that was considered security sensitive. The 

researcher did not make a formal note of the verbal indications that the members gave 

regarding why they were no longer interested. As consent forms are generally signed 

at the start of an interview process and not prior to it, a participant is only regarded as 

engaged once the consent form has been signed. This did not present a problem. The 

researcher followed up with those who had shown an interest in participating in the 
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study and scheduled interviews according to the participants’ preferred date, location 

on-site, and time. In addition, of the 36 military officers who formed part of the SANDC 

cohort, only 10 indicated an interest in participating. 

SAMA formed part of Phase 2, which primarily concerned the researcher 

administering the COQ. SAMA has a very full academic schedule that leaves little 

room for members to do anything else, including being interviewed for research 

purposes. Together with this, the researcher was not in the same province as the 

SAMA students. However, consultations took place with senior staff members at the 

institution to enquire whether it would be feasible to provide questionnaires to a large 

group of students. This arrangement received consent. The researcher arranged for 

SU lecturing assistants in the Department of Industrial Psychology, Faculty of Military 

Science, to assist with the collection of questionnaire data. In addition, the researcher 

constructed a training manual for the lecturing assistants, who were undergoing 

training in industrial psychology, to administer the COQ (see Appendix Q). This was 

done to guide the research assistants in the data-collection process, as well as with a 

view to handling the process ethically and to be able to respond to queries about 

questions that might require elaboration. The use of lecturing assistants allowed for 

financial and time constraints to be bridged and addressed in this study. 

The participants at SAMA and the SANWC were all seated in one venue, which 

made it possible to gather all their responses in one session. This was beneficial as 

access to these sites and participants could be challenging, especially considering 

academic schedules and national military obligations. The researcher did not attend 

the completion of the COQ, which prevented interaction between the participants and 

the researcher. Exploring any supporting aspects such as body language and the way 

certain points on security were expressed were therefore limited due to the quantitative 

approach of Phases 1 and 2. Owing to the Likert-type order of certain items in the COQ, 

the respondents could rate questions based on their experience, and did not require 

asking deeper, more reflective questions. In addition, due to time constraints, the 

researcher could not pilot the COQ in a military sample. The piloting of the COQ could 

have resolved any problematic items that sought to assess the various constructs.  

Accessing the data-collection site is crucial for a study to commence. Some 

challenges were experienced at the SANWC. Obtaining access approval from the 

Commandant at the training institution proved to be extremely challenging.  
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The researcher developed a call log and kept a trail record to show the difficulties with 

obtaining the necessary clearance to access the participants, who were senior military 

officers. Access to the sample population was obtained after interventions by 

academic representatives of SU, where the researcher was enrolled for his doctoral 

studies. Once the Commandant of the SANWC had granted permission, gaining 

access to the senior military officers who were attending a course was possible. After 

several months of liaising between SU and the SANWC, the researcher was finally 

able to brief the participants and to administer the COQ. 

8.5.2  Mitigation of bias 

In terms of addressing the element of bias in Phase 1 of the study, the researcher 

made use of a terminology list (see Appendix R) in case the participants needed clarity 

regarding terms related to cybersecurity. However, it is important to note that no 

participant in the process sought this assistance. It is also worth noting that the 

researcher acknowledges that bias can enter the process when providing the 

participant with a terminology list. Due to COVID-19 restrictions in place at the time, 

the researcher was unable to clarify or probe for additional information. 

The researcher considered this terminology list as a precautionary measure in 

addressing clarification concerns. The researcher was aware of his own possible bias 

entering the construction of the qualitative component of the study. This awareness of 

potential bias entering the research process of Phase 1 was made possible with the 

use of a qualitative audit trail (see Appendix O) and a personal reflexive journal to 

ensure that all thoughts and ideas were captured. Palaganas et al. (2017) suggest that 

reflexivity is an ongoing process where introspection takes place and where the 

researcher acknowledges the role of subjectivity in the research process. 

8.5.3  Missing data 

One of the limitations that stemmed from the analysis of the COQ data was the amount 

of missing data. The amount of missing data presented in Chapter 6 may have an 

impact on the statistical power of the COQ. Due to COVID-19 restrictions in place at 

the time, the researcher was unable to re-establish contact with the SAMA and 

SANWC sample population groups as these sites were restricted during this period. 

The researcher therefore needed to work with the data that were collected during the 
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pre-COVID-19 period. The limitation in this regard is that no interpersonal contact 

could be established to confirm some of the participants’ responses. The researcher 

also notes that the missing data presented may not necessarily indicate a lack of 

cybersecurity awareness in the SAMA and SANWC sample population group. The 

amount of missing data in the study could be a factor to consider for future research 

on the construct of cybersecurity awareness. Furthermore, the focus of the study was 

on awareness and not on the level of knowledge regarding cybersecurity awareness 

among the participants. The COQ was designed to gauge the perception and 

consciousness of participants towards events. One of the design limitations of the 

COQ is that it does not assess the knowledge or level of education on cybersecurity. 

However, the perceptions of the four dimensions of the COQ were sufficient in 

answering the study’s research questions. 

8.5.4  Challenges with the sample size and the COQ 

This study could be criticised for not extending the sample to include SANDF officers 

responsible for cybersecurity. While remaining cognisant of this, two main reasons 

were linked to the selected study sample at the SANDC, SAMA, and the SANWC. 

Firstly, the researcher focused on exploring the perceptions of cybersecurity; specialty 

in skills was thus not a key factor, nor was the study interested in interviewing cyber 

operators. Secondly, the researcher acknowledged that cybersecurity was an 

emerging domain in the SANDF. Exploring cybersecurity was therefore an important 

factor in establishing the foundation of how a cross-section of military officers 

conceptualised aspects of cybersecurity, related behaviour, and information-sharing 

practices. Furthermore, studying the perceptions relating to cybersecurity was 

appropriate as this was identified from the literature review as an upcoming domain. 

This exploratory study therefore provides an opportunity for further descriptive or 

explanatory research. Given the sample size of the study, the researcher cannot 

generalise the findings to the broader SANDF population, but this limitation creates 

opportunities for further research. 

A practical criticism of the study possibly concerns the development of the 

COQ. The number of scale items in the COQ could have been reduced. However, 

because of the physical distance between locations and the researcher, and the once-

off availability of sample sites for data collection owing to rigid COVID-19 restrictions, 
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the researcher added additional items to the COQ for exploration. This assisted the 

researcher to make more in-depth deductions from the data that had been obtained.  

8.6  Contributions of the study 

This section addresses the contributions made by this study by focusing on (1) the 

information-sharing perceptions and practices among SANDF officers, (2) how the use 

of ST informed the case of cybersecurity in the South African context, and (3) using 

the COQ to explore the dimensions of cybersecurity.   

8.6.1  Information sharing and cybersecurity practices among SANDF officers 

This study added value to the armed forces context and cybersecurity domain in the 

South African military context by contributing to filling the void in the existing literature 

concerning cybersecurity awareness. As a result, this study presented a focus on the 

context of the armed forces and cybersecurity domains, which remain underdeveloped 

in South Africa.  

The researcher focused on the perceptions of cybersecurity among South 

African military officers and on aspects related to behaviour and awareness. This study 

therefore acknowledged the unique role that the military officer (human element) 

performs in the cybersecurity chain. Furthermore, as cybersecurity advances up the 

South African national security agenda, the importance of the SANDF as a national 

security entity gains prominence. This study contributed to understanding the role of 

the SANDF and the human element as important actors in the securitisation process. 

This study further contributed to the gap that exists in cybersecurity awareness in the 

SANDF context by exploring various dimensions such as (1) information-sharing 

culture, (2) security orientation, (3) the view of cybersecurity, and (4) cybersecurity 

behaviour. The exploration of these dimensions allows for a better understanding of 

South African military officers’ contextual frame of cybersecurity in the SANDF. The 

findings of the study might also be considered to contribute as a baseline for practical 

interventions related to cybersecurity training and education in the SANDF. Views on 

the various dimensions offered a broad spectrum of information that could assist with 

forming a basis for a needs analysis of cyber. Furthermore, the study also contributed 

to the profile of what constituted cybersecurity awareness among senior and junior 

South African military officers. 
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8.6.2  How the use of ST informed the case of cybersecurity in the South 

African context 

This study positioned itself within the security studies domain and explored the 

element of cybersecurity threats as a new conceptualisation of the security challenge 

entering the security debate. The findings of this study also contributed to the 

theoretical expansion of the security logic in ST and the view that the conceptualisation 

of threats might not necessarily be in sync with the status quo.  

8.6.3  Using the COQ to explore the dimensions of cybersecurity  

The unique contribution made by this study was that it explored the perceptions of 

cybersecurity awareness through the contextual lens of South Africa military officers 

by engaging in a mixed-methods approach and by using a sequential research design. 

The collection of data in this sequential process allowed the researcher to construct a 

picture of how military officers conceptualise the notion of security qualitatively. 

Providing the qualitative narrative of conceptualising cybersecurity enabled the 

researcher to develop an instrument that could capture the four dimensions of how 

cybersecurity is constructed in the organisation. The COQ allowed for a greater 

sample reach and the findings of the instrument were able to supplement the 

perceptions and views expressed in Phase 1 of the study. The methodological 

strategies employed in this study could be replicated in other contexts as the steps in 

Phases 1 and 2 were presented transparently. The evidence of these steps can also 

be traced in the attached appendices of this study.  

The COQ contributed to the exploration of cybersecurity in the South African 

military context through potentially acting as a cybersecurity screening tool for the 

organisation, and especially senior management, to gauge where military members 

locate themselves in implementing cyber regulatory instructions and adopting 

cybersecurity behaviour. The COQ focused on the “here and now” and might provide 

valuable insight into how military officers consider securing information and engaging 

in certain security behaviours. Furthermore, the COQ offers an opportunity for the 

SANDF to enable the human factor to become more resilient in cyberspace. This could 

be done by perusing the factors that affect contextual issues, such as how existing 

information-sharing activities are performed and how cyberspace is perceived. 

Moreover, the COQ established the foundation for the identification of factors that 
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concern cybersecurity awareness. In terms of improving the COQ, revising the scale 

items and reducing items might be considered. In addition, the COQ could be improved 

by focusing on a larger military population and adhering to processes not confined by 

COVID-19 restrictions to perform in-person data collection and follow-up. In addition, 

the COQ scale items could be improved by including multiple stakeholders from the 

private and security sector for additional input. The findings of the COQ showed that 

there were small differences between the scale items of the four dimensions. 

Additionally, the large amount of missing data may also have an impact on the 

development of the COQ. The researcher notes that survey fatigue may have been a 

consequence of the number of questions listed in the COQ. While the focus of this 

study was not to develop the COQ, the reliability showed good internal consistency, 

which indicates that certain construct items might be used as a foundation for further 

development.  

8.7  Recommendations for future research 

This section focuses on the study’s recommendations for future research on 

cybersecurity. The researcher acknowledges that there are four aspects to consider 

for future research, namely (1) the development of cybersecurity awareness screening 

tools, (2) exploring the validation of the COQ, (3) advancing cybersecurity education 

and training, and (4) policy development.  

8.7.1  The development of cybersecurity awareness screening tools  

The researcher submits that future research should be orientated towards the 

development of screening tools that are able to identify the cybersecurity awareness 

of military members. The use of screening tools may enable the organisation to gauge 

how military members perceive cyberthreats and how they adjust their security 

behaviour when confronted with online security challenges. Further development of 

the COQ may facilitate the screening of cybersecurity awareness in the SANDF. A 

follow-up study should thus be undertaken to explore the dimensions of the COQ to a 

military sample that has a wider range.   
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8.7.2  Exploring the validation of the COQ 

While the focus of this study was not on the development of the COQ, the 

questionnaire served as a foundation for future development to explore factors that 

may govern cybersecurity behaviour and awareness in the military context. A 

recommendation for future research is thus to consider the construction of a statistical 

model, using structural equation modelling, to investigate multivariate causal 

relationships. This technique is but a step in the continuous validation of the COQ as 

an instrument for gauging cybersecurity behaviour among South African military 

officers. The COQ might thus serve as a starting point for determining factors that were 

strong predictors in the SANDF sample. In addition, the researcher recommends that 

future research should explore the COQ in contexts other than the military, to 

incorporate additional perspectives on security.  

8.7.3  Advancing cybersecurity education and training 

The findings showed that there was satisfactory knowledge of cybersecurity awareness 

in the organisation. This level of satisfactory awareness can be viewed in Dimension 2: 

security orientation among military officers (see Section 7.3.2), where it was shown 

that the participants were aware of threats and applied precautionary behaviour where 

possible. However, for a more in-depth view of cybersecurity behaviour, it might be 

necessary to focus on specific aspects unique to the organisation, such as directives 

that focus on online security. In addition, the COQ might assist by forming part of a 

training battery that might be presented to members of the military during the period 

prior to their exposure to training. The purpose of this proposed training battery would 

be to measure the pre- and post-cybersecurity behaviour of South African military 

members. Whereas the findings of the COQ did demonstrate that the participants were 

generally aware of cyberthreats, it did not assess specific threats and specific security 

behaviour. Future development in the workplace might therefore focus on 

cybersecurity awareness training by evaluating how members respond when 

confronted with online threats. The findings showed that cybersecurity awareness 

training should be available to each member of the military, regardless of their rank 

and level of functioning in the SANDF. The method through which cybersecurity 

awareness could be achieved might take the form of video and text-orientated content. 

In addition, as a practical initiative to bridge the skills gap and the need for 
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cybersecurity training, the researcher recommends that cost-effective awareness 

training measures should be explored such as a Massive Open Online Course as a 

viable alternative to traditional education (Fianu et al., 2018). Such measures are 

available to help address the identified need for accessible cybersecurity training and 

education across all levels in the SANDF. 

A gamification approach might also be considered as an alternative option for 

cybersecurity training in the organisation. This would be a more immersive and 

interactive approach, which would allow personnel to experience a simulated virtual 

environment that could replicate the contextual aspects in the physical domain. 

However, the researcher is mindful that gamification might be a platform that would 

appeal more to younger and more junior military than more senior military members. 

Based on the findings, it was evident that the junior participants from SAMA were more 

comfortable with using online platforms and maintaining security behaviour. In the final 

instance, cybersecurity awareness training was found to require more attention from 

the SANDF as the SANDF currently has only 100 trained cybersecurity operators 

(PMG, 2020). E-learning strategies might thus be considered to serve as a bridge 

between those who receive training and education and those who do not.  

8.7.4  Policy development  

Future cybersecurity initiatives should follow a more focused approach by highlighting 

the role of each security cluster more efficiently since the current allocation of 

responsibilities shows an overlap. This study did not analyse the policy on 

cybersecurity to make recommendations. Instead, it focused on the perceptions of 

South African military officers. Therefore, with knowledge on policy, the SANDF would 

be able to bridge the temporal gap in legislation and policy within internal directives. 

The findings suggested that the participants were generally aware of directives that 

related to elements of cybersecurity, such as information security in the workplace. 

This strengthened the argument that the directives offer ways to support existing policy 

and concepts of cybersecurity. The armed forces domain in South Africa should 

develop more comprehensive directives that focus on how better cybersecurity could 

be achieved at a level where all members are included and should not refer to the 

specialised roles concerning the approach to digital security. The findings showed that 

there is a need for better communication and implementation of policy on cybersecurity. 

Stellenbosch University https://scholar.sun.ac.za



308 
 

In addition, the SANDC findings indicated that uncertainty prevailed among senior 

officers about policy currently being employed. Future contributions to the 

development of a more integrated policy in the SANDF could perhaps be more direct 

and reward-based as this might assist in achieving compliance. Moreover, this might 

inspire military members to view compliance with policy and directives as beneficial. 

The SANWC and SAMA findings confirmed that knowledge of certain threats might 

assist in how online security behaviour is practised. A need emerged for synergy 

between directives issued in the organisation and the awareness required of military 

members at the unit level. 

The time that legislation takes from inception until it is passed is considerable 

and requires dedicated attention. In terms of the findings in this regard, it is worth 

noting that the SAMA and SANWC respondents showed a definite preference for 

policy relating to cyber to be implemented in the organisation. Based on these findings, 

the researcher argues that knowledge of and compliance with policy were seen to have 

a beneficial impact on online security behaviour. Awareness of existing directives in 

the SANDF might therefore not only assist to bridge this gap between institution and 

practitioner but also positively influence the online security behaviour of users. The 

DoD, for example, might issue directives that focus on information security and the 

management of mobile device use in the organisation. The participants’ views 

indicated that policies did not always reach everyone; the various mechanisms through 

which policy is disseminated in the organisation therefore need strengthening. 

8.8  Reflection on the research study  

This section focuses on the reflections of the researcher and personal pronouns are 

used to present the personal experience and views on this doctoral journey. The 

researcher engaged with this PhD research study on the perceptions of cybersecurity 

to explore how military officers embrace the notion of security in cyberspace. The topic 

is increasingly becoming relevant and requires development in the broader South 

African and military context. When reflecting on the PhD research study, the following 

aspects are worth noting and are presented in this reflection: (1) the SANDF as 

research context, (2) grappling with ST, and (3) finding my feet in a military orientated 

topic.  
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8.8.1  The SANDF as research context  

I engaged with this study using a sequential design where I was able to interact 

physically with military officers in Phase 1 of the research (see Appendix O). However, 

there were some challenges in accessing the sample population groups in Phase 2 

(see Section 8.5.1). The research context of this study was the SANDF. I had very 

little experience as an active military member within the organisation. I served as a 

civilian member for 12 months at the Military Psychological Institute, where my 

research interests were aligned to military science and psychology in the armed forces 

context. This PhD bridges the research gap in the organisation and aligns with the 

institutional goals of the SANDF. The organisation revealed in the South African 

Defence Review (RSA, 2015a) that cybersecurity is an element of concern that needs 

to be developed. My PhD was thus a means to address this gap and contribute to the 

organisation where my passion for military science was evoked. When reflecting on 

my PhD journey, the focus of cybersecurity started to actualise in 2018.  

8.8.2  Grappling with ST  

The theoretical component of this PhD was considered from an ST stance. I took the 

opportunity in my PhD to break away from the traditional psychological theories 

regarding behaviour and awareness. Instead, ST was an opportunity for me to explore 

my research interests and contribute a theoretical framework that is still emerging in 

the South African context. Reflecting on my theoretical stance for this study, I consider 

grappling with ST as one of the most challenging theoretical frameworks from a 

conceptual perspective, especially with cybersecurity being at the centre. ST not only 

challenged how my perspective of authority among actors is viewed, but it also 

required me to wrestle with the philosophical notions of power and speech acts. The 

selection of ST was the correct one, as I was able to contribute to theoretical 

knowledge by applying its facets to the South African military context.  

8.8.3  Finding my feet in a military orientated topic 

One of the main challenges in engaging with this topic was that I had limited 

experience in the SANDF. This limited period of serving in the SANDF may have 

impacted how I interpreted and understood some processes in the organisation.  
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The manner in which the participants expressed how security is conceptualised 

sometimes caused some confusion as I was for the larger part unfamiliar with the 

processes of securing information and the sharing practices in the organisation. As a 

result, I needed to become more familiar with the directives and policies of the 

organisation so that I was able to have a more grounded understanding of what military 

officers may experience in their day-to-day activities.  

8.9  Conclusion 

The role of cyberspace as a domain of warfare from an armed forces perspective could 

be significant for launching key strategic operations and maintaining freedom of action. 

This is achievable from a technical perspective, although an indeterminate limitation 

becomes prevalent when the human factor is introduced, which compromises the 

complexity and safety mechanisms of the former.  

This study was conducted with the researcher highlighting the human factor as 

an important component in establishing cybersecurity and was therefore found worthy 

of further research. In this vein, information-sharing practices among SANDF officers 

from SAMA, the SANDC, and the SANWC revealed that there were clearly discernible 

differences in how officers approached the digital platforms. Although cybersecurity 

awareness in the organisation derived from human behaviour, altering undesirable 

behaviour did not receive the attention it deserves in the consideration of the 

complexity and dangers of cyberthreats and attacks.  

This study showed that knowledge of and education in cybersecurity were 

necessary (and desired) for transforming not only organisational culture concerning 

how technology is embraced, but also how threats are perceived and eventually 

mitigated. The exploration of perceptions was important as what they pointed out 

would contribute to selecting ways and means for improved security behaviour in 

cyberspace. In addition, the researcher focused on the element of awareness instead 

of knowledge of cybersecurity due to the field being positioned as emerging in the 

South African and SANDF context. Contextual challenges also played their roles as 

the findings of this study, along with the literature review in Chapter 2, indicated 

budgetary constraints in the SANDF, which might have an impact on the resource 

allocation to the advancement of cybersecurity training in the organisation. On the 

other hand, contextual challenges also provided insight into the restrictions relating to 

Stellenbosch University https://scholar.sun.ac.za



311 
 

cultivating a digital culture in the SANDF. The identified existing financial constraints, 

for example, could well be a major reason why cybersecurity awareness training and 

education have not featured prominently in the organisation. Furthermore, the use of 

outdated technologies might be due to the lack of resources. 

Developing a cybersecurity culture in the SANDF could not be omitted from the 

core theme, namely awareness creation. The manner in which cybersecurity is framed 

is linked closely to key human practices applied in securing physical information; the 

practice of securing information and executing security behaviour should therefore be 

aligned. Hence, as derived from this study, the researcher concludes that a high level 

of uncertainty limits best practices in cybersecurity behaviour and the optimal 

implementation of guidelines in the SANDF, both of which require urgent resolution. 
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APPENDICES 

APPENDIX A: INFORMATION SHEET FOR SEMI-STRUCTURED INTERVIEWS 

 

Who am I? Hello, I am Kyle Bester from the University of Stellenbosch. 

What am I doing? I am conducting research at the Faculty of Military Science to 

explore cybersecurity in the organisation, with a particular focus on exploring the 

views and perceptions of members. In order to continue with the research, we need 

your inputs so that we may improve our knowledge base of cybersecurity. It is hoped 

that this research may be published by dissertation in order to extend our knowledge 

base on cybersecurity. 

Your participation: I will ask you to participate in an interview, which will not be 

more than 60 minutes. When participating in the interview, it would be appreciated 

if you could be honest and elaborate as far as possible. This interview is however 

not compulsory and will not affect you in any manner. It is entirely up to you how 

many questions you answer, but it would be appreciated if you did attempt to answer 

most of it. If you feel that you do not want to participate in this interview, it is your 

right and you will not be disadvantaged in any manner. 

Please understand that your participation is entirely voluntary. You alone decide 

whether or not you want to take part. If you choose not to take part, you will not be 

affected in any way whatsoever. If you agree to take part, you may refuse to answer 

any question or stop at any time. If you do this there will also be no penalties and you 

will not be prejudiced in any way. If you agree to participate, we ask you to answer 

to the best of your ability and encourage you to answer as many questions as you 

feel comfortable with. 

Confidentiality: On the interview schedule, it requires you to complete your age, 

race, gender and region. This information is only used to explain the sample for 

research purposes and there is no need for any identifying information, such as 

names or ID numbers/force numbers. This information will only be observed by the 
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principal researcher and only he will have access to the data. You can be assured 

that you as an individual will not be linked to any publication or analysed 

information. Your information will therefore always remain confidential. All 

identifying information such as the audio recordings and consent forms will be kept 

in a locked filing facility and access to this is restricted, thus it will not be made 

available to others. These details will be destroyed once the project has been 

completed. 

Risks/discomforts: There are no risks when participating in the interview and the 

questions in the interview are all related to exploring cybersecurity. 

Benefits: There are no immediate benefits to you from taking part in this study. 

However, this study will be helpful in assisting the SANDF in the understanding of 

cybersecurity from the views of members employed in the organisation. Focusing 

on participant views and perception will allow one to see how security is framed, 

prioritised and understood. Furthermore, by exploring the views and perceptions of 

participants’, this study will also ascertain what the political and social implications 

are for cybersecurity from the views of members. Note, participation is out of free 

will and without payment. Your participation is important and we thank you for this. 

In order to comply with the ethical requirements of the study, I will ensure that I 

receive a signed and dated copy of the Participant Information Leaflet and Informed 

Consent form. 

If you have any concerns: If you have any questions or concerns about the 

research or participating in this study, please feel free to contact the researcher Kyle 

Bester (+27 76 737 6654; 19079346@sun.ac.za) and/or his supervisor, Dr Michelle 

Nel (+27 22 702 3131; nel@ma2.sun.ac.za). 
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APPENDIX B: CONSENT TO PARTICIPATE IN RESEARCH INTERVIEW 

 

TITLE: Perceptions on cybersecurity among South African military officers 

You are asked to take participate in a research study conducted by Mr Kyle John 

Bester, from Faculty of Military Sciences at Stellenbosch University. The results 

obtained will contribute to the completion of a doctoral degree in Industrial Psychology. 

You were selected as a possible participant in this study because you are a South 

African National Defence Force officer. 

PURPOSE OF THE STUDY 

The main purpose for undertaking this study is due to the . significant gap which exists 

with regard to knowledge production on the perceptions of cybersecurity among South 

African military officers. More specifically, the study focuses on the human element 

within the emerging field of inquiry namely cybersecurity. Expanding on this, the 

proposed study also seeks to explore how cybersecurity measures are able to deal 

with cyberthreats that have increased due to the increased digitalisation and 

interconnectedness of actors. The researcher therefore seeks to explore the views of 

South African military officers on cybersecurity. The proposed outcome of the study is 

to understand the nature of cybersecurity within the South African National Defence 

Force by gauging the views of officers. 

WHAT WILL BE ASKED OF ME? 

If you volunteer to participate in this study, you would be required to do the following: 

INTERVIEW 

You will be asked to voluntarily participate in an interview to explore your views and 

perceptions on cybersecurity within the military. You will be required to answer 

questions related to cybersecurity posture; views on security; security orientation and 

cybersecurity in the organisation. You will be requested to answer all questions. 

However, if you do not want to answer a question it is in your right to do so. Note that 
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there are no right or wrong responses; we are merely interested in your personal views 

and perceptions on cybersecurity. Your responses will remain anonymous and your 

confidentiality will be protected. You will require approximately 60 minutes when 

participating in the interview. 

POSSIBLE RISKS AND DISCOMFORTS 

There are no potential risks envisaged in this study. The interview will also require 

approximately 60 minutes of your time. 

POSSIBLE BENEFITS TO PARTICIPANTS AND/OR TO THE SOCIETY 

Participation in the research study will provide you with an opportunity to reflect on the 

factors (i.e., information-sharing culture, security orientation; view on cybersecurity 

and cybersecurity posture) that may play a role in how your views and perception on 

cybersecurity can have an impact on the organization 

PAYMENT FOR PARTICIPATION 

No payment will be made to participants for partaking in this study. 

PROTECTION OF YOUR INFORMATION, CONFIDENTIALITY AND IDENTITY 

Any information you share with me during this study and that could possibly identify 

you as a participant will be protected. This will be done by providing you with a 

pseudonym or unique number which will only be known by the principle researcher. 

Only the researcher will have access to the information you shared during the data-

collection process. Furthermore, your information will be stored in a safe location, 

which will only be known by the researcher. After the research study has been 

completed the data will be deleted. 

During the interview process your information will be audio-recorded. As a voluntary 

participant you have the opportunity to refuse to be recorded. Furthermore, as a 

participant you will also have an opportunity to review and edit the information 

recorded. Only the principle researcher Mr Kyle Bester will have access to these 

recordings. These audio- recordings will be used for educational purposes and will be 

erased once the research study has been completed. The results of this study will be 

published in the form of a completed dissertation, but confidentiality will be maintained. 

No names or identifying information will be published. 
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PARTICIPATION AND WITHDRAWAL 

You can choose whether to be in this study or not. If you volunteer to be in this study, 

you may withdraw at any time without consequences of any kind. You may refuse to 

answer any question and still remain in the study. The investigator may withdraw you 

from this research if circumstances arise which warrant doing so. 

RESEARCHER’S CONTACT INFORMATION 

If you have any questions or concerns about the research or participating in this study, 

please feel free to contact the researcher Kyle Bester (+27 76 737 6654; 

19079346@sun.ac.za) and/or his supervisor, Dr Michelle Nel (+27 22 702 3131; 

nel@ma2.sun.ac.za). 

RIGHTS OF RESEARCH PARTICIPANTS 

You may withdraw your consent at any time and discontinue participation without 

penalty. You are not waiving any legal claims, rights or remedies because of your 

participation in this research study. If you have questions regarding your rights as a 

research participant, contact Ms Maléne Fouché [mfouche@sun.ac.za; 021 808 4622] 

at the Division for Research Development. 
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APPENDIX C: CONSENT TO PARTICIPATE IN CYBERSECURITY ORIENTATION 

QUESTIONNAIRE  

 

 

TITLE: Perceptions on cybersecurity among South African military officers 

You are asked to take participate in a research study conducted by Mr Kyle John 

Bester, from Faculty of Military Sciences at Stellenbosch University. The results 

obtained will contribute to the completion of a doctoral degree in Industrial Psychology. 

You were selected as a possible participant in this study because you are a South 

African National Defence Force officer. 

PURPOSE OF THE STUDY 

The main purpose for undertaking this study is due to the due to the significant gap 

which exists with regard to knowledge production on the perceptions of cybersecurity 

among South African military officers. More specifically, the study focuses on the 

human element within the emerging field of inquiry namely cybersecurity. Expanding 

on this, the proposed study also seeks to explore how cybersecurity measures are 

able to deal with cyberthreats that have increased due to the increased digitalisation 

and interconnectedness of actors. The researcher therefore seeks to explore the views 

of South African military officers on cybersecurity. The proposed outcome of the study 

is to understand the nature of cybersecurity within the South African National Defence 

Force by gauging the views of officers. 

WHAT WILL BE ASKED OF ME? 

If you volunteer to participate in this study, you would be required to do the following: 

QUESTIONNAIRE 

You will be asked to complete a questionnaire to explore your views and perceptions 

on cybersecurity within the defence force. You will be required to rate each question 

on a Likert scale ranging from 1 to 5. There are no right or wrong responses; we are 
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merely interested in your personal opinions. Your responses will remain anonymous 

and your confidentiality will be protected. You will require approximately 15-20 minutes 

when completing this questionnaire. 

POSSIBLE RISKS AND DISCOMFORTS 

There are no potential risks envisaged in this study. The questionnaire will also require 

approximately 20 minutes of your time to complete. 

POSSIBLE BENEFITS TO PARTICIPANTS AND/OR TO THE SOCIETY 

Participation in the research study will provide you with an opportunity to reflect on the 

factors (i.e., information-sharing culture, security orientation; view on cybersecurity and 

cybersecurity posture) that may play a role in how your views and perception on 

cybersecurity can have an impact on the organization 

PAYMENT FOR PARTICIPATION 

No payment will be made to participants for partaking in this study. 

PROTECTION OF YOUR INFORMATION, CONFIDENTIALITY AND IDENTITY 

Any information you share with me during this study and that could possibly identify 

you as a participant will be protected. This will be done by providing you with a 

pseudonym or unique number which will only be known by the principle researcher. 

Only the principle researcher Mr Kyle Bester will have access to the information you 

shared during the data-collection process. Furthermore, your information will be stored 

in a safe location, which will only be known by the researcher. After the research study 

has been completed the data will be deleted. The results of this study will be published 

in the form of a completed dissertation, but confidentiality will be maintained. No 

names or identifying information will be published. 

PARTICIPATION AND WITHDRAWAL 

You can choose whether to be in this study or not. If you volunteer to be in this study, 

you may withdraw at any time without consequences of any kind. You may refuse to 

answer any question and still remain in the study. The investigator may withdraw you 

from this research if circumstances arise which warrant doing so. 
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RESEARCHER’S CONTACT INFORMATION 

If you have any questions or concerns about the research or participating in this study, 

please feel free to contact the researcher Kyle Bester (+27 76 737 6654; 

19079346@sun.ac.za) and/or his supervisor, Dr Michelle Nel (+27 22 702 3131; 

nel@ma2.sun.ac.za). 

RIGHTS OF RESEARCH PARTICIPANTS 

You may withdraw your consent at any time and discontinue participation without 

penalty. You are not waiving any legal claims, rights or remedies because of your 

participation in this research study. If you have questions regarding your rights as a 

research participant, contact Ms Maléne Fouché [mfouche@sun.ac.za; 021 808 4622] 

at the Division for Research Development. 
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APPENDIX D: SEMI-STRUCTURED INTERVIEW GUIDE 

 

Biographical Information: 

Age: 

Race: 

Gender: 

Region: 

 

 

Questions: Information-sharing culture: 

• In your opinion, what information would you brand as sensitive? 

• What is the best way in your view on how to protect such information? 

• In your opinion, do you feel that information shared at work merits the 

classification of being sensitive? 

• How do you feel about government information being saved on a personal 

data-storage device? 

• Do you consider the use of a personal data-storage device such as USB / hard 

drive crucial to your everyday work activity? 

• What other electronic devices are you using to store your information? 

• What in your opinion is the best way to store such sensitive information? 

• How often would you make use of public/open access Wi-Fi with your 

personal or work computer? 

• Do you feel secured when accessing those networks? 

• In your opinion, if you could rank your information from low importance to a 

higher level of importance, which would you classify as crucial to you? 

• What is your opinion on sharing information on work activity (Posting 

pictures with their uniform revealing rank; or posting information that links to 

their duties at work)? 
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• Have you ever encountered an information-sharing policy within the 

organisation? 

• In your opinion should the organisation adopt a stricter policy on 

information sharing? 

 

 

Questions: Security orientation 

• Are you a security conscious individual? Explain. 

• What are your views on information security within the organisation? 

• How do you secure information at your organisation? 

• What does the term “security” mean for you? 

• In your opinion is there a culture of cybersecurity within the organisation? 

• How would you describe this culture of cybersecurity within the organisation? 

• How often do you share organizational information with colleagues? 

• What is your opinion on sensitive information that is being shared with 

colleagues’? 

• Are you aware of technology that may be prone to hacking in your workplace? 

• What is your perception on browsing websites that are unprotected on your 

work devices? 

• What are your thoughts on downloading documents from the Internet on your 

work device? 

• How do you feel about state documents that contain sensitive information 

being taken home on personal devices? 

• How do you assess your cybersafety? 

• Do you have software that can be used to safeguard against cyberthreats? 

 

 

Questions: View on cybersecurity 

• What is your view on cybersecurity? 

• What is cyberspace/Internet in your opinion? 

• What does this mean for you? 

Stellenbosch University https://scholar.sun.ac.za



377 
 

• What are your views on cyberthreats? 

• What cyberattacks are you aware of? 

• What is your understanding on cyberthreats/attacks? 

• What are your thoughts on equipping all military officers with the technical skills 

to combat cyberthreats? 

• Given the importance of cyberthreats pose, why do you think there is a lack of 

awareness of cyber-related issues in the organisation? 

• How would you describe the nature of communication on cybersecurity that is 

taking place in the organization? 

• In your opinion, should there be collaboration between cyber commands and 

units? 

• Do you feel that the guidelines concerning cybersecurity currently under review 

are limiting your work? 

• Do you consider this a space that needs to be controlled by the armed forces or 

other state-affiliated actors? 

• How would you approach this domain of warfare? 

• Do you feel that cyber space should be monitored at work? 

• How would you regulate the use of the Internet at work? 

• What is your opinion on national security and how would cyberattacks 

compromise it? 

• Do you feel that members of the organisation should be informed about these 

threats and attacks? 

• Do you feel that there should be more awareness regarding cybersecurity? 

• In your opinion what tools can be used in the organisation to increase cyber 

awareness? 

• What are your perspectives on cyber-related issues and its impact on the 

organisation? 
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Questions: Cybersecurity posture in the organisation 

• What are your perceptions regarding the Internet? 

• Do you feel that being cyber conscious will have an impact on your interaction 

with colleagues and peers? 

• How would you describe your posture in cyberspace? 

• What are your feelings towards online behaviour? 

• Does this have an effect on how you interact with others at your workplace? 

• In your view what is the ideal way to manage cybersecurity in the workplace? 

• What information in your opinion is acceptable to be shared in the workplace? 

• How would you describe your online behaviour when navigating the intranet? 

• Is this behaviour or cyber posture similar to how you would navigate the Internet 

in your personal capacity via your personal devices? 

• What is your view on using open-source tools/software in the military context? 

• What is your view on new technologies being introduced in the organisation that 

may have potential risks? 

• Are you aware of any units that are using open-source software to manage 

sensitive information? 

• How do you feel about this? 

• What in your opinion is the idea way to manage sensitive information in the 

workplace? 

• In your opinion, how would you regulate and monitor others’ Internet and 

intranet usage? 

• In your view, should there be more education regarding Internet usage and 

behaviour? 

• What in your opinion should be added to a cyber-related education programme 

for military officers? 

• Do you feel that the organisation should support for active monitoring of 

governmental devices? 

• What is your view on the information security team in your organisation? 

 

 

End, Thank You  
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APPENDIX E: THE CYBERSECURITY ORIENTATION QUESTIONNAIRE  

 

 

INSTRUCTIONS: 

 

1. The following statements are about cybersecurity within the organisation. 

2. Please read each statement carefully and indicate your answer by making a 

cross in the relevant block of how much you agree or disagree with the statement. 

For example: I share information easily with people. 

 

3. There is no right or wrong answer. 

4. Please give your honest response for all the items. 

5. Please answer ALL the questions. 

6. Please ONLY mark ONE option for the different answer options given. 

 

  

Strongly Agree Agree Disagree Strongly Disagree 
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SECTION A: BIOGRAPHICAL INFORMATION: 

 

Nationality: 

 

 

Age:    

 

Race: 

 

 

 

Gender: 

 

 

Province: 

Eastern Cape  

Northern Cape  

Gauteng  

North West   

Free State  

Western Cape  

Mpumalanga  

Limpopo  

KwaZulu-Natal  

 

What Arm of Service are you from: 

 

 

 

How many years are you in the SANDF:   

 

What is your current rank in the SANDF:   

  

South African Other 

White African Coloured Indian Other 

     

Male Female 

SAAF NAVY ARMY SAMHS 
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SECTION 1: INFORMATION-SHARING CULTURE 

 

1. Read all the questions clearly and take note of ALL the answer options given 

(Strongly Disagree, Disagree, Agree, and Strongly Agree). 

2. You may NOT mark more than one OPTION. 

 

No. Statements 
Strongly 

Disagree 
Disagree Agree 

Strongly 

Agree 

1 
I feel that it is safe to share information on 

social media. 

    

2 I feel that my personal information is important.     

3 

I feel passwords are enough to protect 

my personal information stored on my work 

computer/laptop. 

    

4 
I feel that using a storage device (USB) is 

the best way to store information. 

    

5 
I change my passwords on my laptops, 

cellphone and computer on a regular basis. 

    

6 I feel safe using free Wi-Fi from public places.     

7 
I sometimes connect my cellphone or laptop to 

a public Wi-Fi connection. 

    

8 
I feel comfortable posting about my personal 

life on social media. 

    

9 
I feel comfortable posting information about my 

work place activities on social media. 

    

10 
I feel that my work should have more 

cybersecurity awareness campaigns. 

    

11 
I have read about an information-sharing 

policy at my work place. 

    

12 
I feel that my work place should implement 

an information- sharing policy. 

    

13 
I am aware of guidelines at my work place 

promoting cybersafety. 
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SHORT QUESTIONS 

 

1. Read ALL the questions clearly and PLEASE provide honest answers for ALL the 

questions. 

 

No. Short Opinion Questions Answers 

14 What would you consider to be 

sensitive information? 

 

 

 

 

 

15 How would you describe the 

culture of cybersecurity within your 

work place? 

 

 

 

 

 

16 Do you share work information 

with colleagues on a regular 

basis? And why? 

 

 

 

 

 

17 How do you feel about sharing 

sensitive information with your 

colleagues? 
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SECTION 2: SECURITY ORIENTATION 

 

1. Read all the questions clearly and take note of ALL the answer options given 

(Strongly Disagree, Disagree, Agree, and Strongly Agree). 

2. You may NOT mark more than one OPTION. 

 

No. Statements 
Strongly 

Disagree 
Disagree Agree 

Strongly 

Agree 

18 
When I use the Internet, I am aware of 

the dangers of cyberthreats/attacks. 

    

19 
I feel that information security is important 

in my work place. 

    

20 
When I feel unsafe using the Internet, I 

decide to log out. 

    

21 
I sometimes save my personal information 

on my work laptop or computer. 

    

22 
I know of technology that can be used to 

hack computers in my work place. 

    

23 I update myself with cybersecurity issues.     

24 
I sometimes try to include cybersafety 

guidelines in my work place. 

    

25 

I know of colleagues that have had their 

personal or work laptops/computers 

hacked. 

    

 

 

SHORT QUESTIONS 

 

1. Read ALL the questions clearly and PLEASE provide honest answers for ALL the 

questions. 

 

No. Short Opinion Questions Answers 

26 What do you think of cybersecurity?  

 

 

27 How would you describe your behaviour on 

the Internet? 

 

 

 

28 How do you feel about your behaviour when 

using Internet websites? 
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SECTION 3: VIEWS ON CYBERSECURITY 

 

1. Read all the questions clearly and take note of ALL the answer options given 

(Strongly Disagree, Disagree, Agree, and Strongly Agree). 

2. You may NOT mark more than one OPTION. 

 
 

No. Statements 
Strongly 

Disagree 
Disagree Agree 

Strongly 

Agree 

29 I feel that the Internet is safe to use.     

30 
I am aware of the cyberthreats that are 

affecting the work place. 

    

31 
I am aware of cyberattacks that has 

happened in my work place. 

    

32 

I feel that all my work colleagues should 

learn the skills that can help them fight 

cyberthreats at work. 

    

33 

I feel that the cybersecurity guidelines at my 

organisation will not limit the duties and 

tasks of military officers. 

    

34 
I feel that there is a need for the 

military to control cyberspace. 

    

35 

I feel that all Internet activity at my work 

place should be monitored to prevent 

cyberthreats. 

    

 

36 

I feel that monitoring the Internet at my work 

will change the way how people think of 

cybersecurity. 

    

37 
I feel that all my colleagues are informed of 

cyberthreats or attacks at our work place. 

    

38 
I feel that the organisation pays attention to 

cyberthreats and attacks in the country. 

    

39 
I feel that cyberspace is a new space to carry 

out warfare. 

    

40 
I feel that my work colleagues are aware of the 

cybersecurity guidelines at our work place. 

    

41 
I am aware of my colleagues that are 

knowledgeable about cybersecurity. 

    

42 

I am aware of the consequences of 

cyberthreats for the organisation and the 

country. 

    

43 
I feel that cyberthreats cannot harm the work 

place. 

    

44 
I feel that all officers in my work place should 

be aware of the effects of cyberthreats. 
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SECTION 4: CYBERSECURITY POSTURE IN THE ORGANISATION 

 

1. Read all the questions clearly and take note of ALL the answer options given 

(Strongly Disagree, Disagree, Agree, and Strongly Agree). 

2. You may NOT mark more than one OPTION. 

 

No. Statements 
Strongly 

Disagree 
Disagree Agree 

Strongly 

Agree 

45 
I feel that I behave the same on the 

Internet when I am at home or at work. 

    

46 

I feel that knowing about cyberthreats 

may change how I communicate with 

others. 

    

47 

I feel that using free software to fight 

cyberthreats and attacks at my work 

place is unsafe. 

    

48 

I feel that my work place should develop 

their own software to fight cyberthreats 

and attacks. 

    

49 

I feel that a cyber education programme 

for all members will increase 

cybersecurity at my work place. 

    

50 

I feel that education and training will help 

to change the security behaviour of 

members at my work place. 

    

51 

I feel that cyber-related education 

should be included in some of the work 

training programmes. 

    

 

SHORT QUESTIONS 

 

1. Read ALL the questions clearly and PLEASE provide honest answers to ALL the 

questions. 

 

No. Short Opinion Questions Answers 

52 

Does cybersecurity affect how you 

interact with others at your workplace? 

 

 

 

53 

What do you feel is the best way to 

manage cybersecurity in your work 

place? 

 

 

THANK YOU FOR PARTICIPATING IN THIS STUDY!!  
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APPENDIX F: DEFENCE INTELLIGENCE CLEARANCE 
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APPENDIX G: INSTITUTIONAL PERMISSION 
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APPENDIX H: UNIVERSITY ETHICS CLEARANCE LETTER 
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APPENDIX I: PERMISSION LETTER FROM THE SOUTH AFRICAN MILITARY 

ACADEMY  
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APPENDIX J: PERMISSION LETTER FROM THE SOUTH AFRICAN NATIONAL 

WAR COLLEGE  
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APPENDIX K: PERMISSION LETTER FROM THE SOUTH AFRICAN NATIONAL 

DEFENCE COLLEGE  
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APPENDIX L: CONTENT ANALYSIS SHEET PROCESS INDICATING MEANING UNITS, CODES, CATEGORIES, AND 

THEMES FOR PHASE 1 

 

Main theme 1: Knowledge production and training focusing on cybersecurity awareness 

Sub-theme 1.1: Awareness and knowledge of cyber space and its associated dangers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

I think the organisation should enforce a policy more if 

there is one and to check and make a presentation 

during war period once a month to say like that there 

were 7 violations on Facebook and counter-M should 

look at this to create that awareness on rules and 

order within cyberspace” (2) 

Awareness of 

cyberthreats and 

attacks 

Violations in 

cyberspace 

Awareness 

construction 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

“Like I said being a human and pushing the military 

away from the normal human being, uhm which  is  

from a personal capacity uhm I don’t think that I take it 

that seriously, but in my work environment I take it 

very seriously and I know the consequence and 

implications. But from a personal view people or 

hackers can build a personal profile of you and putting 

it out there and that’s why I don’t belong to Facebook 

or have a Facebook Profile, but I am on WhatsApp as 

it is more commonly used. So you can see my profile, 

but it doesn’t say anything more on me. One thing that 

I do use is LinkedIn which is what I use for jobs and 

linking with other professionals in my field and sharing 

information and creating a network. I also see a lot of 

my other colleagues on LinkedIn that is of national 

security value in the sense that this information can be 

used either against or for. And you can use 

cyberattacks to get this information which is another 

I do not take it that 

seriously in my 

personal capacity, 

but in my 

professional 

capacity I consider 

security to be 

important 

Violations in 

cyberspace 

Awareness 

construction 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 
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Main theme 1: Knowledge production and training focusing on cybersecurity awareness 

Sub-theme 1.1: Awareness and knowledge of cyber space and its associated dangers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

form of warfare in my opinion and if you are not aware 

of it you may see your downfall” (1) 

People are being caught out for violating certain 

cybersecurity procedures it’s usually kept quiet, I think 

we should make it visible and expose those that are 

not violating the organisation’s trust and procedures. 

Awareness of 

cybersafety 

procedures 

Violating 

organisation 

trust 

Absence of 

awareness 

procedures 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

There are many formal presentations that have taken 

place regarding the awareness of cyberthreats and that 

are why when we speak about cybersecurity it’s 

hyperlinked to something and it’s not a stand- alone 

topic. And as the department of defence we should be 

more advanced than everybody else in the society, 

because if we cannot do that all nonsense ends up in  

the DoD (3) 

Awareness of 

policy regarding 

cybersafety 

measures 

Awareness 

initiatives 

Awareness 

construction 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

My understanding is that we should be able to function 

and share information without external stakeholders 

who are intending to interfere with our daily activities in 

the military when it comes to information…This should 

come through basic training, so that we can be taught 

this subject at every course you come in contact with. 

The topic of cybersecurity should be considered a 

must at every course you are attending and should 

continue throughout your training as an officer (6) 

We should be able 

to share 

information without 

people interfering 

in operational 

activities and this 

information should 

be available at 

basis training 

Awareness 

through 

education 

Awareness 

construction 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

We do awareness campaigns during the officer 

commanding periods that we have, counter-

intelligence presents then uhm with collaboration with 

SITA we schedule information security courses 

Awareness of 

policies that are 

related to 

information security 

Awareness 

through 

education 

Awareness 

construction 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 
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Main theme 1: Knowledge production and training focusing on cybersecurity awareness 

Sub-theme 1.1: Awareness and knowledge of cyber space and its associated dangers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

“No, I am not security conscious because we are not 

taught, because the department is not strict on us or 

telling us to follow the guidelines or even bringing in 

awareness on that factor” 

(p6) 

Awareness of rules 

and guidelines in 

the DoD regarding 

procedures 

Lack of 

seriousness 

Absence of 

awareness 

procedures 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

The way we structured our security cluster and how 

we interact with other stakeholders, uhm all I can say is 

that people always wake up after the incident. We 

are reactive as South Africans and we are supposed to 

be proactive. We are reactive in everything and that’s 

the reason why some of us don’t see cyberthreats as a 

threat. The military should control cyberspace and 

should be on top (p3) 

Some officers are 

proactive in taking 

security measures 

Proactive 

measures 

Measures to 

secure 

information in 

cyberspace 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

Cybersecurity has been around for the last decade or 

so, uhm in the military context uhm we have good 

plans, and policies, but implementation is the issue. 

But I think because we haven’t had an attack or a 

threat we don’t really take it seriously. Yes I am aware 

that we have some computers stolen, many of them 30 

or 40 computers were from HQ and they contained 

information that was sensitive and that could be the 

link of why they wanted to take it (3) which is working 

quite well because after a certain time they just don’t 

do maintenance on those old computers. They are 

actually forcing the units to purchase new computers 

and dispose of the old (9) 

Cyberthreats not 

considered real or 

important 

Lack of 

seriousness 

Challenges of 

implementation in 

the organisation 

Awareness and 

knowledge of cyber 

space and its 

associated dangers 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 
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Sub-theme 1.2: The establishment of cybersecurity awareness among military members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

I Think that all officers are aware of it uhm I don’t 

remember the course name but uhm we have the basic 

and advance course in our unit that deals with the 

security of information (1) 

Security courses 

are available at 

certain units 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

I would say it’s limited due to the DoD scaling down 

over the years and still scaling down. And 

obviously you have the lack of expertise and lack of 

knowledge and because we change people every 3-6 

years and you have a different person with a different 

background in how they deal with things. 

Knowledge 

regarding 

cybersecurity is 

unevenly spread 

Challenges in 

accessing 

knowledge 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

This should come through basic training, so that we 

can be taught this subject at every course you come in 

contact with. The topic of cybersecurity should be 

considered a must at every course you are attending 

and should continue throughout your training as an 

officer” (6). 

Training on 

cybersecurity 

should start at a 

basic level 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

The DoD needs to equip all members with skills, and 

remember if you do you’re planning then you will see 

that whatever you say and do can be used against you. 

For example cellphone of today are like 

computers, I mean I can say something and tomorrow 

the person can record it and then tomorrow it’s on 

twitter and on Facebook, which means people think 

cybersecurity is something like it came out of the sky, 

and cellphones are considered an instrument that can 

be used to breach security (10) 

Equipping all 

members with skills 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

“uhm what we should add is to change the training 

material and not to just talk about documents but to 

Training of 

members through 

Training of 

members 

Training of 

members to 

The establishment of 

cybersecurity 

Knowledge 

production and 
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Sub-theme 1.2: The establishment of cybersecurity awareness among military members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

make young officers and non-commissioned officers 

aware of the consequences and trends of what 

currently Is happening in cyberspace and 

security domain you know” (4) 

the changing of 

training material 

create cyber 

awareness 

awareness among 

military members 

training focusing on 

cybersecurity 

awareness 

“I think cybersecurity should form part of a course to 

sensitise people to the threats and guidelines of best 

practices. If you go on formative or on a NCO course 

there should be a lecture on cybersecurity for your 

own personal good and for the work” (9) 

Cybersecurity 

should form part of 

a training course to 

sensitise members 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Cybersecurity 

awareness in the 

organisation 

“uhm what we should add is to change the training 

material and not to just talk about documents but to 

make young officers and non-commissioned officers 

aware of the consequences and trends of what 

currently Is happening in cyberspace and security 

domain you know. And what’s the point of me learning 

this at higher HQ and it’s not filtered down. I am the 

one securing information, but there is limited 

information about this at the lower levels. And they are 

the ones who use Internet and electronic devices the 

most” (4) 

Changing of 

training material 

and making 

awareness 

available for all 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Cybersecurity 

awareness in the 

organisation 

There are challenges within our domain. I do feel like 

just because there is a lack we should continue to 

inform and teaching youngsters in the organisation as 

well as the senior personnel about the consequences  

of information sharing and cybersecurity (1). 

Training regarding 

this should start 

with junior officers 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

“I think so and I portray that as well. But in one case 

you know some people leave nothing to their 

subordinates and if it’s mine then it’s mine. If it’s 

intellectual property then it can be shared so I’m more 

like that. so if I do things I make It available to people 

Making training 

and information 

available for 

members 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 
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Sub-theme 1.2: The establishment of cybersecurity awareness among military members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

and I am one of those people that support 

cybersecurity because I know how damaging it can 

be” (5) 

This should come through basic training, so that we 

can be taught this subject at every course you come in 

contact with. The topic of cybersecurity should be 

considered a must at every course you are attending 

and should continue throughout your training as an 

officer 

Training should 

commence by 

looking at basic 

training 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

“Uhm I believe it should start with basic training as a 

package of awareness, lectures can also create 

awareness, let’s take a simple example we need to start 

bottom up approach where we create awareness at a 

junior level and that awareness needs to take place 

at that level. A person coming into the DoD can 

be given this foundation” (10) 

Bottom-up 

approach should 

be used in 

cybersecurity 

awareness 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 

It should be an intervention where one should have 

training on a monthly basis and deliver education as 

technology is moving quickly 

Regular awareness 

sessions should be 

held with officers at 

units 

Training of 

members 

Training of 

members to 

create cyber 

awareness 

The establishment of 

cybersecurity 

awareness among 

military members 

Knowledge 

production and 

training focusing on 

cybersecurity 

awareness 
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Main theme 2: Challenges of trust with technology and members 

Sub-theme 2.1: Vigilance among members of the organisation owing to differences in how cyberspace is approached 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

Well uhm I don’t think we have information security. You 

know neh once a decision is made by the council; the 

whole DoD knows it and the minutes are published. 

Before its being communicated to you the rumours are 

starting to surface (12) 

Members are 

becoming weary of 

the computers at 

their units 

Trust in 

technology 

Distrust in one 

another 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

“Yes, because then officers and non-commissioned 

officers wont abuse the resources of the organisation 

and browse on sites that are unprotected and might be 

harmful to the DoD network (15) 

Members do not 

trust each other 

due to misuse 

Trust in each 

other 

Distrust in one 

another 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

“I would make it more visible, if people are being caught 

out for violating certain cybersecurity procedures it’s 

usually kept quiet, I think we should make it visible and 

expose those that are not violating the organisation’s 

trust and procedures. If military personnel can see 

those that have loose lips that can sink ships, then 

surely this will scare them” (5) 

Exposing those 

that violate trust 

Trust in each 

other 

Distrust in one 

another 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

“I don’t have a problem with the Internet in the DoD 

because it assists a lot in the research we do. It gives 

you access to other scholars and their works and a lot 

of other things. However, people start to misuse the 

Internet in the DoD and are not security aware” (10). 

Members are 

abusing 

organisational 

resources 

Trust in each 

other 

Distrust in one 

another 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

I do feel that they should share information on what 

happened on Facebook for example and state that 

they have detected this and that it’s wrong, and 

Members are 

unsure what to do 

Trust in the 

organisation 

Distrust in 

policies 

Vigilance among 

members of the 

organisation owing 

Challenges of trust 

with technology and 

members 
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Main theme 2: Challenges of trust with technology and members 

Sub-theme 2.1: Vigilance among members of the organisation owing to differences in how cyberspace is approached 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

because of the lack of knowledge about a command 

like this uhm, you kind of don’t know what’s allowed 

and what’s not allowed. And you don’t want to start a 

name- and-shame campaign but yeah we don’t 

know” (5) 

in terms of 

information sharing 

to differences in how 

cyberspace is 

approached 

Uhm just the normal antivirus called Kaspersky. So 

your personal preference plays a role and the 

programme must show me that it works. MacAfee 

doesn’t remove all the viruses in my experience and it 

doesn’t pick up all the viruses (14) 

Members are 

weary of antivirus 

challenges within 

the DoD 

Trust in 

technology 

Distrust in DoD 

computers 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

I am using Kaspersky and I think currently it’s one of 

good tools to use, I won’t say it’s the best, you also 

have to have malware protection as well. Because this 

malware can also damage the system (10) 

Unofficial software 

is being used to 

protect against 

viruses 

Trust in 

technology 

Distrust in DoD 

computers 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 

My personal information is all on the H drive because 

that goes directly onto the server, the D drive I use 

specifically for the webpage so that information is just 

restricted and then on the T- drive I don’t like putting 

things on because it’s a sharing thing, sometimes I 

have to put my PMDS there as an example so when 

they are done they can just remove it and call me 

immediately. And if you go on to the T drive now there 

is a lot of peoples CV’s and personal photos which is 

considered personal and that is a lack of awareness on 

our side because we don’t adhere to the policy and 

yes (16) 

Members do not 

want to use the 

military system to 

store information 

due to concerns of 

information being 

lost or hacked 

Trust in 

technology 

Distrust in DoD 

computers 

Vigilance among 

members of the 

organisation owing 

to differences in how 

cyberspace is 

approached 

Challenges of trust 

with technology and 

members 
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Sub-theme 2.2: The uncertainty of cybersecurity best practices and protocols in the organisation 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

How can we regulate something we don’t have 

knowledge on? First let us get the knowledge on 

cybersecurity and create awareness. I mean let’s get 

the policy and then get the strategy and thereafter 

decide to monitor and control (12) 

Knowledge on 

creating 

cybersecurity 

awareness 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

Yes, I am aware of such a policy. Uhm I feel it’s good 

because there is a big problem with the amount of 

military personnel using social media and what they 

post on there as there’s no restriction. There is no 

watchdog, however there is an instruction” (4) 

There is limited 

enforcement of 

information 

sharing online 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

“How do you control that because now we need to get 

everyone who has DoD laptops to sign and out? It 

becomes a tedious exercise, and yeah it goes about the 

trust for me, let’s say if I say to people this is sensitive 

stuff that we are dealing with they need to take it the 

way I take it. I think, that is the only way to be safe which 

is to instil integrity into our people so that they can 

understand that we are dealing with sensitive 

information. Like when we deal with ammunition, they 

must take it like we are dealing with ammunition. We 

should take the people to court who transgress and look 

into the policy of how to do things, but it’s like crime, 

you can regulate it, but they will still commit it. They 

must find it in  themselves to get this integrity and by 

reporting when they take information home on their 

laptops or USB’s. I mean the DoD can give it to away to 

them, because it in any case gets taken home” (3) 

How do you 

control security as 

everyone needs 

laptops so they 

are choosing to 

use their own 

devices to store 

sensitive 

information 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 
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Sub-theme 2.2: The uncertainty of cybersecurity best practices and protocols in the organisation 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

For instance we had a case where a person was 

hijacked and in the policy it does state that you must 

look after your stuff and where you must put it, but it 

doesn’t stipulate certain things, so that policy must be 

updated and I know it’s a lot of work but there are 

people who are tasked and paid to do this, to keep it 

relevant to the current technology. I mean it’s very old 

though some of the information there is really old. And 

they can start by removing MacAfee because I don’t 

feel it’s secure (16) 

 Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

The enforcement of the policies are just not right and I 

was never allowed as a junior officer to just take a file 

home and work at home, yet it happens now so there’s 

no information security regulating the content being 

taken out of the unit and being worked on. Protocol 

has changed over time” (12) 

Shifting policies 

overtime remains 

inconsistent 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

“I personally think that the policy is restrictive. However, 

it is the application of commanders that is the problem. I 

do feel that Non-commissioned officers should be going 

on course to inform them about the dangers of sharing 

information and how we should go about storing this 

information, but also what information we should not 

be sharing. So, yes I think it is within our domain to 

protect this information going out” (1) 

The application of 

the policy from 

higher up is 

considered the 

challenge 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

Let me say there are not really any proper guidelines in 

place to safeguard information, I think cybersecurity is 

still a new phenomenon for us and if you look at how 

people are being hacked it tells you that this is still a new 

environment and I think we need to get a little bit more 

research on the subject from more developed countries 

There is no 

proper guidelines 

because 

cybersecurity is a 

new phenomenon 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

Stellenbosch University https://scholar.sun.ac.za



402 
 

Sub-theme 2.2: The uncertainty of cybersecurity best practices and protocols in the organisation 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

on cybersecurity, because when people talk 

cybersecurity they think it falls from the sky which is not 

the case you see, cybersecurity is linked to network 

security, which is more of your Internet type of security 

which protects the information. You  see  cyber is 

just a collective name where a lot of other securities 

are falling under it (10) 

“Like I said people don’t know how crucial information 

security is because of the relaxed rules and regulations. 

So until such time where seriousness will be instilled 

and urgency to abide by regulations, the significance of 

cybersecurity won’t be fully acknowledged. To be 

honest we don’t really secure information at the unit 

because the seriousness of  securing information is 

taken lightly” (7) 

There is a lack of 

enforcement from 

the DoD side 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

I don’t think the culture is there and that protocol is not 

being followed for example if you don’t have a secret 

clearance then you are not entitled to that information 

(12) 

The culture is 

present but it is 

not being adhered 

to 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

I personally think that the policy is restrictive. However, 

it is the application of commanders that is the problem. I 

do feel that Non-commissioned officers should be going 

on course to inform them about the dangers of sharing 

information and how we should go about storing this 

information, but also what information we should not be 

sharing. So, yes I think it is within our domain to protect 

this information going out. So for example if the person 

transgressed what mechanisms did you put in place to 

control it, because if you don’t make an example the 

The policies are 

too restrictive and 

is not enforced, 

which requires 

stricter 

implementation 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 
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Sub-theme 2.2: The uncertainty of cybersecurity best practices and protocols in the organisation 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

rest will just continue to bluntly share information. So I 

do think it’s up to the commanders, but I think the 

policy is very clear on what to do and what not to do and 

the use of it. I do believe that it’s about the application 

of the policy and the leadership in the organisation and 

how well your base is informed about information 

security” (1) 

I believe the DoD should adopt a stricter policy in terms 

of how we share information and post things online, 

because remember now the DoD is the last line of 

defence. If you’re military is crippled then your whole 

nation will be crippled too (10) 

Stricter policies 

should be 

adopted by the 

organisation in 

terms sharing 

information 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 

“In the DoD in terms of the cybersecurity, when I refer to 

the Y2K event we planned for it, but in terms of 

cybersecurity I have not seen a policy on it. And we have 

are not prepared to deal with it because we don’t take 

the threats seriously. I have not even seen a draft policy 

on it, yet in every presentation it comes up like 

something important, it’s almost like terrorism I have not 

seen any policy that deals with terrorism, yet the words 

are being thrown around like buzz words or trends (3). 

I have not seen a 

policy on 

cybersecurity 

Trust in 

policies 

Practices and 

guidelines of 

cyber in the 

organisation 

The uncertainty of 

cybersecurity best 

practices and 

protocols in the 

organisation 

Challenges of trust 

with technology and 

members 
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Main theme 3: The construction of a digital culture among members 

Sub-theme 3.1 Culture of digital security among officers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

There are many formal presentations that have taken 

place regarding the awareness of cyberthreats and 

that are why when we speak about cybersecurity it’s 

hyperlinked to something and it’s not a stand- alone 

topic. And as the department of defence we should be 

more advanced than everybody else in the society, 

because if we cannot do that all nonsense ends up in 

the DoD” (3) 

There’s a lack of 

intent to focus on 

cybersecurity 

Online 

security 

culture 

Relaxed take on 

cybersecurity 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

“Uhm eh a very interesting question. Uhm I would say 

passive. Passive in the sense that because it’s not 

considered a real threat yet. Most likely because we 

have not have cyberattacks to an extent where I can 

say There’s a threat so I can say guys seeing that 

there was a threat here is the protocol line it up with 

instruction and policy lets now do that, it’s like 

closing the doors against anything and everything. I 

don’t think we have closed the doors, we are still open 

and basically being passive until a real threat has 

presented itself and maybe it’s a good thing or a bad 

thing. For now I would consider it passive (1). 

I would say 

cybersecurity is 

considered to be 

relaxed 

Online 

security 

culture 

Relaxed take on 

cybersecurity 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

It can be used to do research especially at this unit 

because of our students and for all the colonels to go 

and study. And it can be used to communicate with my 

lecturer or anyone else. The Internet is not a bad thing 

for the DoD, but there are bad people on the outside 

and it depends on how you will approach it and defend 

yourself and you’re basically handle it. If people stick 

to the policy and remember that they aren’t allowed 

The Internet is not 

a bad thing 

Online 

security 

culture 

Relaxed take on 

cybersecurity 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 
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Main theme 3: The construction of a digital culture among members 

Sub-theme 3.1 Culture of digital security among officers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

to go on certain sites then it will be okay, if not, those 

who are not adhering to the policy must be 

charged (16) 

“I think the information security in the organisation is 

bad and I don’t believe that there is a culture around it. 

I think if you don’t make an example it will continue to 

go the same way” (5) 

Information 

security is bad as 

there is no culture 

Online 

security 

culture 

Behaviour of not 

caring 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

“We are completely ‘slapgat’ when it comes to 

information. We don’t worry anymore; I think we are 

oblivious so they just share information yeah like there 

is no threat” (2) 

There is a relaxed 

culture 

Online 

security 

culture 

Relaxed take on 

cybersecurity 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

“It’s a nonchalant type of attitude towards 

cybersecurity as we expect others to know 

everything about everyone and anything and here are 

people working at my unit that pretend to not be 

techno savvy, meanwhile have access to certain 

information and is aware about the technicalities of 

using the computer, and only when something 

happens in the unit in terms of a cyberthreat then 

everyone will try and be more secure or we hear about 

someone that has had his or her computer stolen then 

the rest will panic and change their passwords on their 

computers or laptops. I don’t think being cyber secure 

or being safe is considered something that needs to 

be done very diligently by everyone” (11) 

There is a culture of 

not caring about 

things 

Online 

security 

culture 

Behaviour of not 

caring 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

Yes, definitely the computers and members’ personal 

cellphone as they are open to being hacked as well. 

The relaxed culture in the DoD contributes to the 

likelihood that these devices can be hacked, that’s 

Relaxed culture in 

the organisation 

Online 

security 

culture 

Relaxed take on 

security 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 
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Main theme 3: The construction of a digital culture among members 

Sub-theme 3.1 Culture of digital security among officers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

why I raised the issue of consistently monitoring the 

network and devices being used in units by enforcing 

the monitoring   and evaluation capacity” (7) 

“You see the measures can be there, but the problem 

Is that the constant monitoring of people will be like I 

don’t trust you DoD members. The guidelines can be 

there and the boundaries can be employed so that 

people can develop. But if the organisation creates 

guidelines and boundaries and still dictate to its 

members how it should be used then the organisation 

will not grow, because you have no faith in its 

members and there will be no innovation in the 

organisation. If the organisation is allowing its 

members to go to this end and that end as long as 

objectives are met. And that is where you allow the 

space for people to grow. If it’s too restrictive then 

officers will think they cannot be trusted but if you 

employ the laws and guidelines and allow people to 

adapt to it than the organisation and people will grow” 

(3). 

Members are not 

being trusted 

enough; hence they 

do not care what 

upper management 

introduces 

Mutual trust Absence of mutual 

trust 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

“Yes, I think so, there should definitely be more 

education regarding this. Uhm remember you are 

sitting with two cultures the old school and the new 

school, the youngsters are having fun playing around 

with the new stuff and the old school guys are trying 

to play catch-up and there is a gap between them” (8) 

There are two 

opposing cultures 

in the organisation 

Organisational 

culture 

Organisational 

response to cyber 

Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

Well on the network you will see my folder and there 

are only files that I have shared with people. There are 

no photos or revealing information of mine on the T 

Trust in DoD 

systems 

Different 

generation 

Cyber culture Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 
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Main theme 3: The construction of a digital culture among members 

Sub-theme 3.1 Culture of digital security among officers 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Main theme 

drive not even on my desktop. This personal 

information belong to my computer at home” (12) 

“There is no awareness culture in the DoD about 

cybersecurity I would rate it as a 4 out of 10 which is 

at its worst, because the majority of officers save DoD 

information on their personal USB sticks or email it to 

their personal accounts and don’t worry about 

whether their emails are hacked” (6) 

There is no 

cybersecurity 

culture in the DoD 

Online 

security 

Cyber culture Culture of digital 

security among 

officers 

The construction of a 

digital culture among 

members 

 

Sub-theme 3.2: Personal devices are considered more efficient to store organisational information 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

Just my memory stick, but what I have done in the 

past is and I think it was a habit, I started doing and 

saving my work on the H drive which is backed up, but 

now if you don’t have a copy of your work on your 

C drive and the H drive is down then you can’t work 

so. In the past I have been able to work because I 

primarily work on my C drive because what do you do 

now and I think this is illegal , but it saved my bum a 

few time, but I make copies of my work and save it on 

my hard drive and then I leave a copy of that at home 

and that also enable me when a general contacts me to 

provide him with the documents at odd hours because 

of access to the military servers or drives, or when the 

systems are down I have a copy. It has its positive 

side, but has a risk can you imagine they break into 

my house and they steal that information. There are 

a lot of copies of ID and number for applications, 

Members are using 

their own storage 

devices to store 

sensitive 

information 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 
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Sub-theme 3.2: Personal devices are considered more efficient to store organisational information 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

sensitive information and CV’s. Okay, but luckily I don’t 

have it anymore, because I’m not in charge of it 

anymore” (9). 

Yeah you see that’s another one, it’s not a safe 

environment this cyberspace, the space where we are 

operating in, you make access to the unit very difficult 

to access information especially on weekends., now 

it’s difficult to say that you cannot take the laptop 

home because the work must be completed. But later 

you need to get permission to take the laptop home to 

do the work, but it should not be above your security 

classification or that you will store any confidential 

information on that laptop” (3) 

It’s a very 

dangerous space 

to work in and it’s 

very difficult to not 

take your laptop 

home because one 

day you are able to 

and the next you 

are not 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

“But to make sure that there is a computer standing 

alone somewhere in the building to access emails and 

have access to the Internet remains important, yet the 

computers in the DoD are so full of viruses there in the 

Internet there at uhm LIW that the MSD’s used and if 

you unplug your memory stick there you should first 

run it through your laptop’s virus protection software. 

The virus protection programme on the work computer 

is not regularly updated namely MacAfee. I use a 

different virus protection programme which I 

purchased out of my own pocket. During December it 

costs me about 

R1000 to save my butt” (1) 

Members are 

utilising their own 

devices and 

Internet connection 

to browse the 

Internet due to 

having trust issues 

with DoD 

computers 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

“The enforcement of the policies are just not right and I 

was never allowed as a junior officer to just take a file 

home and work at home, yet it happens now so 

there’s no information security regulating the content 

Members are 

taking home 

sensitive 

information and 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

The construction of a 

digital culture among 

members 
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Sub-theme 3.2: Personal devices are considered more efficient to store organisational information 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

being taken out of the unit and being worked on. 

Protocol has changed over time” (12) 

doing work on their 

personal devices 

store organisational 

information 

Right now there is no best way as we communicate 

sensitive information through WhatsApp for the 

purpose of our day-to-day military activities. We have 

been cautioned uhm we want this type of information 

to be in the public domain. But there is no other way 

as the old methods of doing things , the old methods 

of using the filing system and using the fax machine 

we are all in a new era now and it doesn’t work as we 

need to get information to others much quicker 

(Participant 2) 

Ambiguous 

procedures are 

causing confusion 

for members 

Unclear 

awareness 

procedures 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

You know at this stage I believe that they are critical 

because that is the easiest way of sharing information 

eh. For example if you look at the resources that we 

have in the DoD, we are unable to secure a laptop for 

each and every individual. But now we can’t say no 

more USB’s to everyone has got a laptop to store 

information. With the economic conditions we find 

ourselves in, it’s going to be hard for us to reach that 

goal. Now as a compromise a guy can come and 

say I’ve got a laptop at home I can take this 

information and work at home, and you want to deliver 

on a specific timeline and in that situation you are 

compelled to allow this individual to take the 

information home and complete 

the task” (3) 

Members feel that 

the organisation 

cannot afford to 

buy laptops that 

are secure for 

everyone 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

Well for example tablets that people use in the DoD 

can be a problem because you can’t control them, you 

can’t control the Internet if they don’t write in the 

Cannot control 

people who are 

Personal 

devices 

Reliance on 

technology for 

Personal devices 

are considered 

more efficient to 

The construction of a 

digital culture among 

members 
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Sub-theme 3.2: Personal devices are considered more efficient to store organisational information 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

registry and here we don’t write in the registry because 

the learners are complaining about it. I mean it can be 

controlled because people are using an Internet 

dongle in the DoD. Here at the unit the only thing we 

are allowed to have connected is our laptops, but I 

think that’s just  protect the learners so that they can 

have something to do in their free time, but that’s 

not really an effort that can be controlled (16) 

using their own 

devices 

operational 

activities 

store organisational 

information 

Okay, let’s put it in more practical and simpler terms 

let’s say when you get to a meeting and you have to 

store or download information onto your personal USB 

or hard drive and its normal documentation that I need 

to panel beat at home and it’s a letter to be drafted/ But 

Nevertheless, the problem is its still military 

information and I think that’s where some of us tend to 

struggle. If it’s not sensitive information I will put on a 

normal personal USB. And if that’s the only one 

available you will have to drive all the way home pick 

up your hard drive and come back. So economically it 

can be hard” (1). 

DoD information 

stored on personal 

storage devices. 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

“Yes I use a Mac-Book and I store all my work 

information on my personal device. And then I save all 

work-related information on a flash disk which I 

received from Air Force HQ. Tomorrow I will bring it 

back to work and then work in such a way again” (2) 

I store all my work-

related on a flash 

disk and use my 

personal computer 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

Yes, definitely the computers and members’ personal 

cellphone as they are open to being hacked as well. 

The relaxed culture in the DoD contributes to the 

likelihood that these devices can be hacked, that’s 

why I raised the issue of consistently monitoring the 

Members’ personal 

devices are 

vulnerable to 

threats that is why 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 
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Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

network and devices being used in units by enforcing 

the monitoring and evaluation capacity” (7) 

awareness of the 

matter is raised 

“In terms of your access control anybody that leaves 

the unit with a computer should be checked by 

counter-intelligence and opened up to see what 

information is leaving. Even though you are deleting 

that information from the laptop, the problem you sit 

with is that your hard drive still stores that information 

on the internal memory, so even if you delete and 

empty your recycle bin the information can still be 

retrieved so you just need a person to steal your hard 

drive. In order to access that internal memory you need 

to have a tool to check what  information is on your 

motherboard every time a person takes a device home 

out of unit lines and we don’t have the technology to 

do that at the moment so it’s better that people do the 

right thing but the issue is people are staying all over 

the place and they are in a rush to catch that bus so 

they sort of just store that information on a USB” (10) 

When a computer 

leaves the unit, it 

needs to be 

monitored and 

deleted 

Personal 

devices 

Reliance on 

technology for 

operational 

activities 

Personal devices 

are considered 

more efficient to 

store organisational 

information 

The construction of a 

digital culture among 

members 

 

Sub-theme 3.3: Cyber increases the skills gap between more senior and junior military officers 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

I would show them examples because that is the eye 

opener for people, and I would use scare tactics, 

yeah I would use bulletins as well, but then again not 

all troops have access to this resource and our 

junior officers are more into technology than the older 

officers, a demonstration and pictures about possible 

effect of cyberthreats (16) 

The older 

generation needs to 

understand the 

dangers associated 

with cyberthreats 

Lack of 

understanding 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 
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Sub-theme 3.3: Cyber increases the skills gap between more senior and junior military officers 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

“There is a culture, but whether we follow the rules 

and guidelines is another story. Often commanders 

do not exercise or implement these guidelines and it 

should be from the bottom down so that NCO’s are 

also aware of the dangers and threats” (1) 

The management is 

failing to manage 

the implementation 

of best practices 

Implementation Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

The top structure of the DoD are not aware of the 

dangers that the officers are experiencing, I believe 

that they are confused. But we are also not excused 

from this as our officers are also responsible for 

finding out about cyberattacks and security” (7) 

There is a limiting 

understanding on 

the cyberattacks 

and security by 

upper management 

Lack of 

understanding 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

Like I said sir it’s more of the older generation that 

promotes this lack of awareness and its more the 

younger generation is more up to date with 

cybersecurity and cybercrime. The older generation 

don’t actually know how to talk about it, they are 

used to the old way of doing things” (14). 

The older 

generation uses 

social networking 

without 

understanding the 

dangers associated 

with it 

Lack of 

understanding 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

“Yeah you know the measures that we have are 

traditional measures and not in line with 

technological advancements and policies are 

outdated. When I worked in a different environment 

that is when I first realised that an IT qualification is 

something serious. You know we had this young 

guys working there with this qualification and what I 

noticed was that we cannot cope with this current 

scope of digital awareness and cannot cope with 

these guys” (3) 

The older 

generation is used 

to the traditional 

modes of 

communication 

such as using a fax 

machine, and 

sending letters 

Older means of 

communication 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 
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Sub-theme 3.3: Cyber increases the skills gap between more senior and junior military officers 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

Yes, I think so, there should definitely be more 

education regarding this. Uhm remember you are 

sitting with two cultures the old school and the new 

school, the youngsters are having fun playing around 

with the new stuff and the old school guys are trying 

to play catch-up and there is a gap between them” 

(11). 

The younger 

generation is fast-

paced and that’s 

where the struggle 

comes in, even 

securing 

information 

More fast-

paced 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

There’s technology that will worsen the situation and 

I’m afraid that we won’t be able to handle the 

pressure associated with new advancements 

because we can barely manage our current state of 

affairs in the DoD” (4) 

New technology will 

worsen the situation 

as they are not able 

to handle the 

current state of 

affairs 

Expanding gap Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

I think it all comes down to education, uhm let’s take 

the lower-ranking guys and they are on social media 

and skipping and all these things are ‘Lekker’, and 

they don’t always think twice before putting 

information online. Yeah and I just think they 

need education” (8) 

The lower-ranking 

members are not 

aware of the 

dangers through 

the information they 

post 

Lack of 

understanding 

Divide in the 

understanding 

of cyber 

Cyber increases 

the skills gap 

between more 

senior and 

junior military 

officers 

The construction 

of a digital culture 

among members 

 

Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

It’s not just low priority in my unit but across the DoD, 

I see the stuff that is mailed to me and 

communicated to me, I see how people say   

things on WhatsApp, even some exercises. I’ve 

heard people say that the exercise would not have 

been possible without the use of WhatsApp. All 

WhatsApp is 

considered the 

common tool of 

communication 

Open-source 

applications 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication 

is becoming 

The 

construction of 

a digital culture 

among 

members 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

command and control happens through WhatsApp, 

meetings happens through it and it’s like the critical 

success factor. 

normalised 

practice 

I am against this WhatsApp and it’s like a losing battle 

as people adopted this mode of communication in 

sharing sensitive information, the experts will come 

and tell you that it’s like an email being sent and it 

doesn’t matter what type of information you send 

because it’s like the same thing. I have yet to adopt 

this method of  communication. Even the email I 

don’t prefer to send it over that platform, sensitive 

information is meant to be on a physical basis from 

hand to hand. I still believe in the old way of ceiling 

the envelop and at least you have a point to 

start” (3) 

I am against 

WhatsApp because 

sensitive information 

is being shared 

Open-source 

applications 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

That is why I say rather not post because if you do 

then it’s a breach in disclosing information. The 

same applies to WhatsApp or Facebook messenger 

it’s not a dedicated tool or line of communication, 

but most of our officers are using WhatsApp to 

communicate with their members and for me that’s 

also a security risk and a breach of information 

because they sometimes give an instruction and 

then you can access their WhatsApp or Facebook 

and as soon as you are hacked you have access 

to everything” (14) 

Members are relying 

on WhatsApp and 

Facebook 

messenger to send 

information 

Open-source 

applications 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

“No, definitely not. Although WhatsApp is a quicker 

way to receive information, especially when I’m out 

of town and where I cannot send emails, I mean it’s 

a quicker way to send and receive information. My 

It is faster and more 

efficient 

Open-source 

applications 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

The 

construction of 

a digital culture 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

issue is that it’s not regulated or internalised. 

Remember when the cellphone came in, there was 

a policy on how to manage information on how to 

use it” (3) 

becoming 

normalised 

practice 

among 

members 

Yes there are people in units that use these 

software and applications, but they do so because 

it’s a cheap and easy way of communication, my 

view on that is and I say we having a meeting 

tomorrow and they don’t consider that sensitive or 

whatever then it’s okay, but if your borders have 

been breached and we are under attack then 

information cannot take place over WhatsApp. So 

you cannot share sensitive information over social 

media like WhatsApp, rather small things like to 

communicate a meeting or starting time of work for 

the next day (10) 

People use these 

applications because 

it’s cheap and 

effective 

Open-source 

applications 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

Right now there is no best way as we communicate 

sensitive information through WhatsApp for the 

purpose of our day-to-day military activities. We have 

been cautioned uhm we want this type of 

information to be in the public domain. But there is 

no other way as the old methods of doing things , the 

old methods of using the filing system and using the 

fax machine we are all in a new era now and it 

doesn’t work as we need to get information to 

others much quicker, we needs to give feedback 

much quicker and faster on ad hoc type of 

discussions and doing it the way we used to” (4) 

Sensitive information 

gets shared on 

WhatsApp 

Information 

security 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

“No, definitely not. Although WhatsApp is a quicker 

way to receive information, especially when I’m out 

of town and where I cannot send emails, I mean it’s a 

quicker way to send and receive information. My 

issue is that it’s not regulated or internalised. 

Remember when the cellphone came in, there 

was a policy on how to manage information on how 

to use it” (3) 

The old way of using 

signals, letter, and 

using fax machines 

are not useful any 

longer 

Emphasis on 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

“In the past we had the red telephones in your 

operational unit so you could communicate easily 

over that line and share sensitive information. I think 

we should liaise with the department of 

communication and external service provides and 

request that they develop a secure network on 

which sensitive military information can be 

communicated over a cellphone. This can also give 

you a longer ranger than a radio, so that you can 

easily communicate with someone in the DRC for 

example. But I believe it’s possible” (10). 

A secure network 

needs to be 

developed for the 

defence 

Emphasis on 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

“Well at this point WhatsApp has become the 

most commonly used communication tool in the 

defence force. No more signals and letters because 

it’s just a faster and quicker method, if you just look 

at the times we are living in all the red-tape and 

bureaucracy is delaying the process because 

operations are moving so fast that you need to 

make things happen. So yeah I’m not keen on 

WhatsApp because it costs the individual himself 

money to do military work” (8) 

Information needs 

to get out quicker 

Outdated 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication 

is becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

Stellenbosch University https://scholar.sun.ac.za



417 
 

Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

“Once a year there is a transfer signal coming out to 

say where the colonels are being transferred and 

that thing ends up in WhatsApp groups. I don’t think 

the drafter of the signal had  time  to  still send it 

to 1 military hospital then that document is already 

in Cape Town and various other units. When I am 

looking for specific information, for instance it has 

happened when you are drafting a letter within a 

short- time space and that letter mist go to 

somebody but you not sure where the signature 

block should be and how it should look like and then 

you phone somebody in that environment and to 

ask that person to take a photo of a letter and send 

it to me as an example. It just makes things so much 

easier. I don’t ever send sensitive information to my 

colleagues” (9) 

Photos of signals 

and letters are 

shared on social 

media as a way to 

reach others 

Security 

awareness 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

I think sharing information on the WhatsApp group 

is dangerous. It also depends on the type of 

information that you are sharing. As you know the 

applications you have and download on your phone 

is always linked to a foreign country like China for 

example. But I do know that it all depends on the 

make of your phone so they have direct access and 

they can zoom in your information and so forth. 

Uhm and I must admit we have been doing as there 

is a clear absence of communication in the DoD, 

uhm we have systems in place, but has not been 

adjust through the times you understand. This is 

quick news, quick information, quick sharing 

whereas in the old days you had to write a signal 

WhatsApp replacing 

current means of 

DoD communication 

because its faster 

and formal 

communication 

means such as 

telephones are not 

as efficient 

Unclear 

awareness 

information 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

where you first have to prepare the content and go 

through the editing process and go onto the system 

by sending out the signal. Uhm, and yes we have 

official phones, but we don’t have official network 

like SETA that will protect us from sharing 

information. Uhm, to a certain extent we do have a 

system in place, but we are not serious about the 

sharing of crucial information. The type of systems 

that we are using should be aligned with the modern 

technology. We are still using the SAT-Phones you 

know and things like that. I believe that the defence 

force has not moved on the use of new 

technology” (1). 

“Yeah it’s not good at all; it has become a culture 

not to think about those things in the organisation. 

Uhm yeah, I was involved in a few years ago in 

accident, but the way those photos were transferred 

on flash disks was horrific, personally I am very 

secure about information as I deleted in immediately 

and clean it, but there is people that keep this 

information, and then they still say they are security 

conscious” (2) 

Sensitive information 

such as video clips 

and pictures are 

shared online 

Information 

security 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication 

is becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

Officers checking in, posting pictures of their 

uniform online, writing statuses and posting their 

location are not safe, because at the end of the day 

you are a public servant and your responsibility is to 

look after the public and South Africa. Let’s say 

some of our enemies abroad are looking into our 

military systems and they happen to bump onto 

whatever it is you are posting how you are keeping 

Pictures of members 

in their uniform are 

shared online or 

posted online is a 

way of compromising 

their own safety 

Unclear 

awareness 

information 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

us safe as a country if you are revealing 

information, so I’m just totally against it (15) 

“It’s bad. WhatsApp is not correct way of 

communication but it’s the communication current 

way of communication, its quicker to WhatsApp 

someone than to phone them and I do feel it’s a risk 

because sensitive information is shared over 

WhatsApp and it’s not the safest communication 

source” (14) 

The old way of 

communicating is 

tedious 

Emphasis on 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

When I am looking for specific information, for 

instance it has happened when you are drafting a 

letter within a short-time space and that letter 

must go to somebody but you not sure where the 

signature block should be and how it should look 

like and then you phone somebody in that 

environment and to ask that person to take a photo 

of a letter and send it to me as an example (9) 

Using social 

platforms to receive 

and send information 

Emphasis on 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication 

is becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

I am of the opinion that it shouldn’t take place, but 

I’m also of the opinion that communication overall in 

the DoD takes place when we react quicker to 

WhatsApp and those types of groups than by 

waiting for instructions and orders to be given and 

materialised. So currently it’s not right, but it seems 

that it works, because we wait for paper orders 

and nothing happens” (5) 

Communication is 

faster on WhatsApp 

Emphasis on 

technology 

Method of 

communication 

The demand for 

faster and more 

efficient 

communication is 

becoming 

normalised 

practice 

The 

construction of 

a digital culture 

among 

members 

“I feel the SANDF cannot keep up with the rapid 

technology that is being introduced. For instances 

the use of drones can so easily be deployed, instead 

of sending 4 men with a vehicle to patrol the 

The SANDF cannot 

keep up with the 

demand for faster 

technology 

Emphasis on 

technology 

Technological 

demand 

The demand for 

faster and more 

efficient 

communication is 

The 

construction of 

a digital culture 
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Sub-theme 3.4: The demand for faster and more efficient communication is becoming normalised practice 

Meaning unit 
Condensed 

Meaning unit 
Code Category Sub-theme Theme 

perimeter, the amount of fuel, time and impact on 

the environment and patrol the area for the fraction 

of the cost. In terms of cybersecurity I feel the DoD 

should draw in the youngsters from the techno world 

and to go look for them” (1) 

becoming 

normalised 

practice 

among 

members 

 

Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

I am a bit of a private individual. My behaviour is 

adjusted towards the circumstances of the information 

being sent to me. People should be more aware in the 

DoD. Officers share things on the T drive and NCO’s 

see this and will replicate the same behaviour. Access 

to certain information should be restricted in the DoD 

(11) 

Knowledge practices 

cybersecurity in the 

personal capacity 

assists with securing 

information in the 

workplace 

Prior 

knowledge 

Prior 

knowledge 

assists with 

information 

security 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

You know from a personal point of view the nature of 

my information might be very personal for me so for me 

uhm I am aware of the dangers and consequences in 

going onto an open WI-FI network and Uhm I tend to 

ignore the security risk to myself, but within the security 

domain I find myself in I tend to be cautious when 

around those networks with my work hardware (1) 

I find myself to be 

very cautious in the 

security domain 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“Because they are not interested, I think they still want 

to fight with big tanks and technology is just considered 

to be there, but what if they get attacked and they don’t 

get paid, then they will realise that there is a problem 

because it will hit them in their hearts. Either they are 

Physical security is 

considered more a 

threat than digital 

security 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

not interested or it’s the whole idea of we will rather 

fight with tanks and what not. So technology is not 

that important to them” (16) 

and digital 

space 

Well we don’t always follow protocol because we do 

renew our passwords on the military devices but not 

on all the stand-alone PCs at work. We are taking 

computers out of the unit with confidential information 

and it is not sometimes classified or that the 

information is  sometimes  encrypted  or converted 

(4) 

Computers are 

removed with 

sensitive information 

Access to 

information 

Official 

hardware used 

for securing 

information 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“The LAN system that we work on forces us to change 

our passwords regularly and apart from that more than 

one person is able to have access to the folder I 

created on the network. So it’s just wise that one be 

aware of the information you put on the T drive and the 

sensitivity of documents. If you don’t want your 

information on the T drive you can always save 

information on another device where few have access 

to it. So your information in the DoD is never 100% 

secure” (11). 

The T and H drives 

are considered the 

digital way of 

securing information 

Access to 

information 

Official 

hardware used 

for securing 

information 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“I wouldn’t say cyberattacks but we had serious 

communication failures one moment you may have 

access to the T drive and H drive depending where 

you are situated then you may be cut-off from the 

network because of some malfunction I don’t 

necessarily see it as a threat, but it could be possible 

threats” (1) 

Unstable access to 

online DoD storage 

systems 

Access to 

information 

Official 

hardware used 

for securing 

information 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

I am a bit of a private individual. My behaviour is 

adjusted towards the circumstances of the information 

being sent to me. People should be more aware 

in the DoD Officers share things on the T drive and 

NCO’s see this and will replicate the same behaviour. 

Access to certain information should be restricted in 

the DoD” (11) 

Information on the 

DoD storage drives 

are easily accessible 

and can be used to 

store sensitive 

information 

Access to 

information 

Behaviour of 

information 

security 

practices 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“No, especially because I’m not very technologically 

competent. So nowadays people are calling you with 

scams and stuff, the other day I picked up a virus that 

was linking me to a Wi-Fi. So 

no, ideally it’s not good” (5) 

I am not technically 

competent and 

people are trying to 

exploit me 

Access to 

information 

Behaviour of 

information 

security 

practices 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“Like I said I put everything on the T drive. So that my 

subordinates are able to learn from me, so now while 

I’m on course the Lt Colonel that is acting and taking 

over from me, can get the documents on the T drive” (5). 

I place everything on 

the T drive so that 

juniors are able to 

learn 

Access to 

information 

Behaviour of 

information 

security 

practices 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“Well we have servers such as the T drive and H 

drive and also other drives on the server if it’s effective 

I don’t know. But one thing I have noticed from the 

United Nations is that they make use of Outlook 

Express in order to transfer information in the mission 

area and if you open an email that was sent to you 

and if it’s of a sensitive nature then the message and 

attached document will self- destruct that they send 

via outlook express and the South African Defence 

Force should maybe look into those areas” (10) 

We have servers in 

the DoD that is 

maybe effective 

Access to 

information 

Behaviour of 

information 

security 

practices 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

Uhm I am not aware of any technology that can be 

used for hacking or that can be hacked in the 

organisation, but I am of the opinion that were high 

technical equipment that was stolen, but uhm, I think 

operational plans and stuff was stolen once, but I 

cannot think of anything specific. I know the Persol 

system I assume will be secured so there’s not 

actually something I can think about. Hacking is 

possible, which is like stealing. You protect your 

vehicle against theft, but they tell you what measures 

you have in place, but it still gets stolen within in 

seconds. Personally think where there is a will 

there’s a way” (5) 

There is technology 

in the organisation 

that can be used for 

stealing information 

Accessing 

information 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

Uhm if you lock it in a safe uhm then it depends who 

has access to that safe you see. I think that there 

needs to be a central point it can either be locked in a 

unit level or counter-intelligence office or officer 

commanding or your staff head if it’s in an admin or staff 

environment at your higher headquarters. But it should 

not be that everybody has got access to that mobile 

device or memory stick or some sort to store sensitive 

information. There should be one access point to that 

document and it should be locked in a safe totally 

sealed in an envelope for safe keeping” (10) 

Using a central point 

in signing out 

documents are 

considered the safest 

way to secure 

information 

Accessing 

information 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“Uhm it should be in one office, but on different 

computers. And in all the other offices it should only be 

a shorted version of the main one” (7). 

Information should be 

on different 

computers and in the 

office 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical  

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

and digital 

space 

“The old school way of filing documents in a locked 

file cabinet” (11) 

Using a filing cabinet 

is considered a way 

of securing 

documentation in the 

workplace instead of 

relying on the DoD 

system 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“The traditional way is the best way such as locking 

information in the safe. The challenge that we have is 

that digital migration has had a big impact on how we 

look at things. Eh. We are in a world that is evolving we 

can be seen sitting in corners and the development 

pass us, as a result of that we send information 

through emails so that we can catch up which makes 

the security of that information very difficult as there 

is someone that controls this information on this 

space. The best way to control this information is to 

lock it in a place where you can physically keep it safe” 

(3) 

The traditional way of 

securing information 

is the more 

appropriate as digital 

security comes with 

challenges 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“I would change my passwords once a month, but I 

would use the same one for all my accounts and 

devices. It’s been like this for years because if you 

check my Facebook, WhatsApp, twitter or banking 

details are all the same. ..In my personal capacity I am 

weak hey because most of my passwords are the 

same throughout the bank and social media. There 

I would change my 

passwords regularly, 

but they are all the 

same one social 

media platforms 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

are loads of sites so I prefer to have one password 

for all my things” (6) 

In the DoD we are using MacAfee on the network and 

on the stand-alone computers we have Kaspersky. 

But I wouldn’t say that is enough security because 

that’s just the antivirus, they do have firewalls and all 

that, but the human element is the problem because 

they can still find out what the passwords are (16) 

The DoD provides 

MacAfee Internet 

security as a way to 

secure information 

on their computers 

and systems 

DoD 

software 

Members 

assessing the 

trustworthiness 

of DoD-

sanctioned 

software 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

Uhm communication would never ever stop in the 

DoD, there is an email system in the defence force 

called Lotus notes where very few people have access 

to as I for one do not. It’s an old system that is being 

used. In the unit I currently work at we are very 

fortunate where all of us have emails and 

computers so we email and fax communication. 

However, in the unit we also do the memos to inform 

people about certain things that are common and 

giving reports to your supervisor in writing and we 

send confirmatory notes of meetings” (11) 

Some officers have 

access to Lotus 

notes, but this is not 

accessible to 

everyone in the DoD 

DoD 

software 

Members 

assessing the 

trustworthiness 

of DoD-

sanctioned 

software 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

“There should also be an emphasis on what can 

happen and education on how you should secure 

yourself. I know we get uhm secure lotus notes as well, 

but uhm you don’t always read it. But I do think the 

presentation should be more formal” (2) 

There is information 

on Lotus notes but I 

don’t always read it 

Accessing 

information 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

There is software available for that. I feel that this 

software is not provided to all officers and If it is 

Accessing the DoD 

software can be 

attained by members 

DoD 

software 

Members 

assessing the 

trustworthiness 

of DoD-

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 
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Main theme 4: The view on cyberthreats is constructed based on experiences in the physical domain 

Sub-theme 4.1: Information security as a practice 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

provided we are not using it because we must log into 

a specific folder with a password (14). 

sanctioned 

software 

on experiences in 

the physical domain 

But the main problem is the securing of information 

when it’s off the network. That is more of a problem 

because now it’s a physical problem because if you 

can gain access you can take the information and then 

you can put it on your memory stick. If you lose your 

memory stick it’s easy for someone to get that 

information and log into your computer. So the 

measures are in place to secure information in the 

DoD. But it’s the person behind the computer that must 

enforce the rules and adhere to the prescripts of the 

DoD-E and ISS policies 

Information security 

is dependent on the 

individual behind the 

device 

Physical 

security vs 

digital 

security 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

I’m not much of an online person, but if I go online, I 

do what I need to do. I’m not an inquisitive person who 

would go outside my barriers for example if I go and 

research something I just go and do that. In terms of 

cellphone banking, it was useful because I could go 

and buy airtime and make a call. The basic stuff I can 

do, but beyond that I’m not curious (3) 

I do what I need to 

online and perform 

the necessary 

functions 

Accessing 

information 

The balance 

between 

viewing threats 

in a physical 

and digital 

space 

Information 

security as a 

practice 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Sub-theme 4.2 Perception is an important aspect for members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

According to  me our environment is a closed 

environment. And that is where I find problems where 

people past sensitive stuff on WhatsApp for other to 

view, everything we deal with here is sensitive, and if 

the public wants to know we should inform the public. 

Some information is transmitted to gadget and very 

difficult to control. There are two people that I don’t like 

and that is Erica Gibson and bietjie Greef who are well 

connected and every time they have the correct 

information. The more you have measures in place, 

the more others want to break it” (4). 

There is a fear for 

some journalists 

reporting about 

military issues 

Vigilance Perception of 

insecurity 

Perception is an 

important aspect 

for members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

All information in the DoD is considered sensitive in 

my view thus being crucial. My personal information 

is also important, but DoD information is most 

important. The problem is people on the outside 

know more about what is happening inside the DoD 

than those who work there (3) 

All information in the 

DoD is sensitive and 

the issue is that 

external people know 

more about the 

organisation 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

Look somehow these sensitive documents containing 

information ends up with Erica Gibson because she 

has definitely been informed about our information 

and you see with cameras it’s easy because you can 

easily take a photo or record a discussion. And in this 

environment if you want the information you will be 

able to get it and hurt somebody (9) 

   Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

We share too many things in the organisation and a lot 

of information is founded on rumoured information, 

but usually where there’s smoke there’s fire. So 

we disclose information more easily. A lot of military 

information is shared with civilians and the next 

Crucial military 

information is shared 

with the public 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Sub-theme 4.2 Perception is an important aspect for members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

moment this information is in the newspapers and 

blown out of context” (4). 

Uhm I don’t think people are aware of what they 

should be doing and how they should treat information 

for instance the in- thing as of late is when you get a 

signal you take a photo and send it to your colleague 

via WhatsApp, though WhatsApp is encrypted. But the 

thing is once the information is out in the public 

domain its public knowledge and with right software 

you are able to access that information. I often think 

that one should rather leave your cellphone at 

home or in your car so that you are not tempted. 

And I think that we are checking our messages and 

communicate with other through WhatsApp every 

single day” (9) 

There is frustration 

that crucial 

information is known 

by members of the 

public whilst the 

officers In the force 

are not even aware 

of this information 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

Yeah that’s a difficult one hey, well I don’t know if a 

stricter policy will be effective because we know how 

the policy of the country is working. Maybe when the 

policy is enforced there will be results so when I send 

a letter to the Chief Director it will be going straight to 

him and not a copy via WhatsApp being sent all over 

the world. for example when the Chief communicated 

that the course will take place two weeks later that 

information was communicated with everyone, but 

the institution did not know about it on an official 

document, yet this information was published by Erika 

Gibson, so now where the hell did she get it from, 

and if you receive a letter and its addressed to you, 

then it’s for your eyes, if not then it has nothing to do 

The public knows 

more what is 

happening in the 

DoD than its 

members 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Sub-theme 4.2 Perception is an important aspect for members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

with you. Currently it does not work like that 

because in this era all information is shared” (12) 

“In actual fact it should be a lifestyle, they should not 

only be informed they should live it. For example if I 

take a picture of one of my colleagues and put it on 

social media, what perception are you creating to the 

general public about the South African soldier. But if I 

innocently put something online where we as 

soldiers are singing then the perception will be on 

the outside look at these soldiers they are dancing 

and singing should they not be drilling for example so 

it creates a total different perception, we saw during 

the armed forces day where the sergeant major 

brought the guys to attention and some of them were 

just standing around that says to me there’s no 

discipline you see and that’s the perception that is 

created. People create their own perceptions on 

social media but also internationally how other armed 

forces are viewing the South African soldier” (10) 

Public perception is 

important especially 

for the South African 

soldier 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 

I would rather say that we need to be aware of the 

impact of social media and how they use social 

media. For example people should not pose where 

they stand with weapons in the field because that 

depicts our training regime. People should be 

discouraged of them in uniform on social media, to 

post photos when they are in training and I know 

people want to show how they look to their friends, 

but I think they should rather put those pictures on a 

CD and show it to their family instead of posting it 

online. However, we also need to be matured in 

Being aware of social 

media and how the 

military is depicted 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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Sub-theme 4.2 Perception is an important aspect for members 

Meaning unit 
Condensed 

meaning unit 
Code Category Sub-theme Theme 

terms of social media because whereby we should 

post positive things and not things that break down 

the organisation. If you are going to put something on 

social media it should be of the benefit to market the 

organisation and not to break down, because I see in 

the US they make a lot of use of social media, but 

the negative stuff you won’t see (10) 

Currently yeah uhm, I don’t think there is good control 

over it. I just think there are people posting on the 

DoD web and there’s undisciplined comments being 

made and stuff so, I think it can be a big threat in 

general and I do believe that most people are not 

very secured. We know about the dangers, but I don’t 

think we are doing enough. I have the ability to 

access my phone and laptop with my thumb scanner, 

but now I am thinking I should have actually applied it 

and I haven’t (5) 

There is a need to 

control cyberspace in 

the organisation due 

to members posting 

information 

Vigilance Perception of 

insecurity 

Perception as an 

important aspect to 

military members 

The view on 

cyberthreats is 

constructed based 

on experiences in 

the physical domain 
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APPENDIX M: DISPLAY OF CODES FOR QUALITATIVE INTERVIEWS (EXAMPLE INTERVIEW 1) 

 

Meaning unit Code extraction 

Respondent: Any information that can be classified under confidentiality doctrine or any security classification that 

may entail secrecy 

Classification of information 

Respondent: Well we do have systems in place and uhm also the registry in order to work your way to top secret, 

restricted, classified documentation, so there is a clear guideline on how to deal with information. The problem 

comes in you know, ever since the computer generation in terms of putting documentation on the hard drive, it 

becomes uhm eh a risk because you are sometimes requested to work at home. And because the systems are 

not allowed to give you military hardware, it can be become a bit confusing as your personal information can be 

mixed up with your work information that is often-times considered to be top secret or sensitive. So now the attempt 

I made was to purchase my own defence hard drive so I store all the defence related documents there and my 

private documentation separately. Although sometimes it’s easier said than done and this is where uhm… you 

sometimes blur the line when saving official information on your personal hard drive. And sometime visa-versa as 

sometimes you are not in possession of your defence hard drive, and sometimes you transfer that information to a 

personal hard drive which could be problematic. 

Physical domain digital information  

Clear guidelines Work pressures 

Personal devices  

BYOD  

Personal storage device  

Access to information  

Lack of implementation  

Secure information  

Organisational devices  

Storage of organisational information 

Personal information on organisational 

devices  

Online security culture  

Emphasis on technology 

Respondent: I think we all know it’s not supposed to be done. But sometimes you don’t have a choice and now 

I’m being completely honest and well contravene these now and then. Although as an officer you should know 

what is right or wrong. And to be ethical to save your official information on your personal hard drive is not right. 

But, uhm sometimes you are forced to do things that is not supposed to be done in that manner. However, this 

also depends on the classification, uhm I personally feel that if its uhm…an unrestricted document then I don’t 

see a problem, but when it comes to sensitive information the lines should not be blurred 

Clear guidelines  

Breaching guidelines  

Personal devices  

Personal storage device  

Sensitive information 

Organisational information on personal 

devices 

Personal information on organisational 

devices 

Respondent: Okay, let’s put it in more practical and simpler terms let’s say when you get to a meeting and you 

have to store or download information onto your personal USB or hard drive and its normal documentation that I 

need to panel beat at home and it’s a letter to be drafted/ But Nevertheless, the problem is its still military information 

Personal storage device  

Organisational information on personal 

devices 

Stellenbosch University https://scholar.sun.ac.za



432 
 

Meaning unit Code extraction 

and I think that’s where some of us tend to struggle. If it’s not sensitive information I will put on a normal personal 

USB. And if that is the only one available you will have to drive all the way home pick up your hard drive and come 

back. So economically it can be hard. The factors around it sometime forces you to make a decision is the 

information crucial, can it affect national security, is it going to affect the organisation. And Uhm to some 

extent no it doesn’t 

BYOD 

Personal devices  

Work pressure  

Breaching guidelines  

Sensitive information 

Respondent: I think they do realise that fact. In my base we do information security and the cyber awareness in the 

organisation. We also have this security programme which we send out to all that are on courses. So I think it’s 

very clear what to do and what not to do. But as a human being you do something that in actual fact is not supposed 

to be done. And obviously you have to make a decision on the concept, but also the confidentiality of the matter. I 

do think that all officers are of it uhm I don’t remember the course name but uhm we have the basic and advance 

course in our unit that deals with the security of information. 

Awareness through education  

Regular training 

Breaching practices 

Online security culture 

Security culture  

Trust in policies  

Awareness of threats 

Respondent: Besides your normal USB, we have a normal network or the CPU that is connected to the LAN 

system. Uhm we save our normal and important documentation on the T drive and on the H drive. The H drive is 

more for sensitive information and the T drive is for everyone to have access to your documentation with certain 

restrictions 

Organisational storage devices  

Online security culture  

Security culture 

Clear guidelines 

Well it’s through registry, whether it top secret or secret, it has to go through registry. Well the other way uhm is 

to keep a back-up which is to go about it on your official laptop. Uhm however, the laptop if it is being taken out of 

the Unit Lines it must have the necessary counter-intelligence clearance. At AFB Makhado they do random checks 

with SETA and they will come around and scan the Hub to see if some computers are using 

Physical security  

Digital security  

Personal devices  

Security checks  

BYOD 

Organisational device  

Clear security processes 

I don’t use these networks on a work laptop. Personal laptop I do just that most often uhm and then obviously 

you’ll need to have a firewall. You also need to consider the networks and area you are in, for example when you 

go to a wimpy, that’s not a very secure network. But my emails I will open at wimpy, or I will go Telkom or in a 

network where I feel safe to enter a network. I normally don’t use any network; I have my personal Wi-Fi router 

so often more than usual use that. Every time I normally do or use open-source networks with this bugger called 

the cellphone, I usually use the hotspot option to just receive my WhatsApp or email. But normally I don’t use the 

open-source networks mainly because of the sensitivity of the information 

Personal devices  

BYOD  

Personal devices  

Unsecure network 

WhatsApp 

Open-source tools  

Security awareness  

Organisational devices  

WI-FI 
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Meaning unit Code extraction 

Security culture 

Online security practices 

Respondent: You know from a personal point of view the nature of my information might be very personal for me 

so for me uhm I am aware of the dangers and consequences in going onto an open WI-FI network and Uhm I 

tend to ignore the security risk to myself, but within the security domain I find myself in I tend to be cautious when 

around those networks with my work hardware. 

Awareness of threats  

Violations in cyberspace  

Online security culture  

Online security practices  

BYOD 

Personal devices  

Vigilance 

Respondent: First and foremost information about my personal identity remains crucial to me and secondly my 

bank account, I think that is the most critical one, because if that goes my whole lively hood goes with it. Uhm and 

then obviously personal matters with institutions that has to do with debt or an application for loans that I would 

classify as critical not so critical I would classify a message such as hi Mum or sending a pic or two that’s not so 

sensitive for me, but it obviously depends on the content. 

Personal information is important  

Trust in policies 

Vigilance  

WI-FI 

Awareness of threats 

Online security practices 

Respondent: I would say sharing information neither on social media that’s a no go nor on a Facebook profile. I 

think sharing information on the WhatsApp group is dangerous. It also depends on the type of information that you 

are sharing. As you know the applications you have and download on your phone is always linked to a foreign 

country like China for example. But I do know that it all depends on the make of your phone so they have direct 

access and they can zoom in your information and so forth. Uhm and I must admit we have been doing as there 

is a clear absence of communication in the DoD, uhm we have systems in place, but has not been adjust through 

the times you understand. This is quick news, quick information, quick sharing whereas in the old days you had to 

write a signal where you first have to prepare the content and go through the editing process and go onto the system 

by sending out the signal. Uhm, and yes we have official phones, but we don’t have official network like SETA that 

will protect us from sharing information. Uhm, to a certain extent we do have a system in place, but we are not 

serious about the sharing of crucial information. The type of systems that we are using should be aligned with the 

modern technology. We are still using the SAT-Phones you know and things like that. I believe that the defence 

force has not moved on the use of new technology. 

Online security culture  

Open-source applications  

Unclear information sharing  

DoD software 

Access to information  

Efficient information sharing  

Open-source applications 

Perception of sharing information  

Restricted information being shared on 

social media platforms  

Digital domain 

Unclear information 

Mode of communication  

Open-source applications 

Respondent: I personally think that the policy is restrictive. However, it is the application of commanders that is 

the problem. I do feel that Non-commissioned officers should be going on course to inform them about the dangers 

of sharing information and how we should go about storing this information, but also what information we should 

Restrictive policy  

Knowledge creation  

Training of members  
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Meaning unit Code extraction 

not be sharing. So, yes I think it is within our domain to protect this information going out. So for example if the 

person transgressed what mechanisms did you put in place to control it, because if you don’t make an example 

the rest will just continue to bluntly share information. So I do think it’s up to the commanders, but I think the policy 

is very clear on what to do and what not to do and the use of it. I do believe that it’s about the application of the 

policy and the leadership in the organisation and how well your base is informed about information security 

Trust in policies  

Organisational guidelines  

Trust in military members 

Unclear guidelines 

Access to information  

Unclear information-sharing practices 

Trust in policies  

Physical security  

Digital security 

Online security culture 

Respondent: I think it has been classified, I just think it has not been enforced to such an extent where it is 

punishable by law or that you can lose your job. No the consequences should be well known to everybody. I think 

we choose not see this as a real threat that’s why we are not taking it seriously, but in the meantime this is a real 

threat and to the National Security because you don’t know what type of information another person is sharing. Uhm 

let’s say personal information about the commander that may put him in disrepute with another faction or another 

individual. And people have been sharing with the medial all types of information about the military, now the question 

is that Cyberwarfare or information warfare so there is a territory between the two. Information has been used put 

onto a system where it was shared with other users and should be punishable by law, except if it’s to one military 

person to another. But we should have uhm defence networks that you only operate within this network for 

communication or email, WhatsApp or so forth. We need to get the same type of network to protect this information 

that is shared, because what happens now is that you know that the email service is unprotected and the information 

attached to that email is confidential or restricted, yet you send it anyway because there is a need for it, so what do 

you do in such a case because you need to get that information across. There is no system that caters for this, and 

we all talk about the DoD network and emailing this information, but we have not received any confirmation that 

you will now register as an active DoD user, to use this domain, you see we have not received that information 

and it is sometimes problematic you understand 

Lack of implementation  

Lack of consequences  

Vulnerable information  

Sharing information online  

Consequences of sharing information. 

DoD software Access to information 

Efficient information sharing  

Open-source applications  

Perception of sharing information  

Restricted information being shared on 

social media platforms  

Digital domain 

Unclear information 

Mode of communication  

Awareness of threats  

Open-source applications 

Respondent: I will say yes I am, uhm however certain information I don’t classify as important I will share. For 

example I will send a message over WhatsApp stating please plan for 1, 2, and 3. If I feel that I need to share 

information a little bit more closely I will send an email, because at least an email is a lit bit trickier as you need a 

password to get in. There are ways you need to go about retrieving that information. But WhatsApp is like social 

media, if you give it to one the one can share it with others without your permission, with an email you can at least 

determine who it was send to and actually track it. 

Mode of communication  

Open-source applications  

Mode of communication  

Security awareness  

Communication over social platforms 

Information sharing 
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Meaning unit Code extraction 

Emphasis on technology 

Respondent: Yes, my wife is more paranoid than I am. But nonetheless, what I feel as a security risk and what 

my wife feels is security risks are two different things. For example she will tell me not to share my ID no with 

others, however, if I verify who’s on the line and I pose a range of questions before I give my data out such as 

please tell me a little bit about yourself, why are you calling me and what is the purpose of this call. And seeing 

that they know who I am, you should have my details such as my email address I will ask them to confirm it for 

me. If they ask for the ID number I inform them that I cannot divulge such personal information, so I will ask them 

to please confirm the first 6 digits of my ID and then I will complete the rest, But 

yes I am paranoid. 

Previous experience  

Security threats 

Online security practices  

Awareness of threats 

Respondent: Well information is sensitive when it comes to the military domain uhm because everything you do 

is either made on decisions or a plan of action or information that you need to share with others to inform others 

on what your intent is or to deal with the risks and implications. So information is quite sensitive and needs to be 

controlled. You know when I got to air force base Makhado the whole issue was that everyone writes letters but 

nothing goes through registry, so when you look for a document, you can hardly find a document at registry 

anymore . You have to ask people do you remember this letter that has been written 3 years ago before my time. 

Then apparently this information would not be at registry, instead the information would be located on their laptops 

or at home or little flash drives. It took me more than a year to find the base standing orders as it was not on the 

T or H- drive nor in the registry, I got the document from an individual who had to re-write the new base standing 

orders. It is always difficult for incoming commanders to get certain tasks done or tracing the necessary information 

because there is no trace, unless it is registered at the registry. And that is why the registry will always play a 

pivotal role in safeguarding and securing information 

Physical security digital security  

Sensitive information 

Old way of doing things  

Personal storage devices  

BYOD 

Unsecure information security practices 

Personal devices 

Respondent: Yes it is, look there is systems that will do mustering at least every quarter and check-up, and 

however they don’t know what information has gone through and things like that. For example if you get an email 

and print it, people don’t put it through registry to be booked out. So that processes will have to be reformulated 

and restructured because we are still sitting with the old way of doing things and like I said we have not gone up 

with the times. Believe it or not in the past we received faxes and this went through registry and had to be booked 

out by registry. Now will get a fax most likely in the officer commanding’s office, second in charge office, squadron 

commander’s office, but this information does not get through registry. You will see in my minutes in the base 

command council this is one of the issues that we have picked up and we are trying to address it as well. I’m not 

saying its 100%, but whatever I get I push through the registry and book it out. And I try to make copies and say 

it’s coming from registry but here are your copies and it’s called the minutes by objects, it’s called the MBO, an 

excel spread sheet that lays out the who’s responsible for documents, the timeline, is it completed and why it is 

Old way of doing things  

Generational divide  

Physical security  

Digital security 

The old way of securing information 

Security procedures 

BYOD 

Unclear procedures  

Emphasis on technology  

Trust in technology 
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Meaning unit Code extraction 

not completed and the remarks and then we colour code it. So once the document is in there and the file reference 

is also there you can trace it in the MBO and at registry to make the link. Yes commanders do follow certain 

procedures when it comes to information security. Information security is vital to the base but also organisation. 

Respondent: Well we on this security and defence programme so there are many descriptions in terms of security, 

but of you look at you know and now we not talking about uhm local national security, we talking more about 

personal security, well I would say it’s mostly to safeguard your personal information and yourself as a person 

and to be free of fear and want. Well, that’s basically what the constitution also says. But I think security means 

like whatever you do you don’t have any threat to that information that will be utilised against you or secondly that 

the organisation is put in distrust that the information will be leaked and so forth. I think in essence security means 

more safeguarding of all aspects from information to personal information 

Leaked information  

Distrust in one another  

Securing information  

Emphasis on technology 

Respondent: I feel like being a human is sometimes being ignorant, ignorant in the fact that information can be 

used against you and that information is available on that domain. You may think that you have a firewall, Norton, 

MacAfee and passwords that you are secure, and yes to some extent you are, but personally I believe we are 

ignorant and we don’t consider that this information can be used against yourselves. And I believe, yes additional 

guidelines should be given and more attention should be driven towards implementing, but also the execution part 

you know. I think if I was not exposed to cyber-related issues during the chief of the air force forums ours I would 

probably be as empty-headed as any normal to say agh it’s just information, but when you are brought into 

perspective in terms of what that domain actually entails your paranoia becomes 100% more than what it was. I 

think that’s how I currently am with information. I am carrying information with me the whole time as I don’t want 

it to be laying in my room or whatever the case may be as the information is so sensitive and can be used against 

you. Yes, I think we can use more guidelines and the penalties for those types of things should be executed ion 

such a way where you won’t lose your job but sensitised to you might lose your job if you do not conform to 1, 2 

and 3 especially when it comes to social media because people think social media is there for people to know 

what’s happening at work and it’s not true. You work for an organisation that is very sensitive towards information 

and therefore, you must be careful in terms of the information you do share. We do have a form to complete which 

is a DD112 which is disclosure of information and a lot of people know about this form and have signed it, but you 

will not know how many people in this organisation divulges personal information by standing naked in front of a 

camera and you are an officer and then to put it on social media, whether it is just the top par or so. Uhm I 

personally think there’s nothing wrong to have a picture of yourself to identify who you are, but it could also be 

used to profile you so to what extent do you do it and to what extend don’t you. And if you don’t do it your family 

does it. So they don’t work for the DoD but how do you restrict from using Twitter, Facebook or Instagram. 

Policies and guidelines  

Emphasis on technology  

Trust in technology 

Emphasis on technology 

Vigilance 

Emphasis on technology  

Trust among military member  

Open-source applications 

Unclear awareness information  

Previous experience 

Clear guidelines  

Social media practices  

More clear guidelines 

Awareness of guidelines  

Staff awareness of guidelines 

Social media information sharing  

No exposure to cyberthreats  

Secure password 

Physical security  

Emphasis on technology 
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Meaning unit Code extraction 

Respondent: Look the Internet is probably the only way now to steal information, in the old days you will have spies 

coming in to get into your office and then the human part of it was gathering information through sources. But from 

the work perspective besides human sharing state information is to hack into your network which is the DoD 

network, how secure this network is I am not too sure. I don’t personally think it’s that secure. The DENEL issue a 

couple of years ago could maybe give some more insight in terms of how light we take security and putting information 

and the availability of information on our systems. Uhm I believe that if my laptop that I carry around does not have 

sensitive information, it should not pose a risk, but it is accessible and can be remotely accessed through 

cyberattacks. 

Violations in cyberspace  

DoD online systems  

DoD Software 

Access to information  

BYOD 

Physical domain  

Information sharing  

Cyberthreats  

Awareness of threats 

Digital space 

Respondent: Like I said being a human and pushing the military away from the normal human being, uhm which 

is from a personal capacity uhm I don’t think that I take it that seriously, but in my work environment I take it very 

seriously and I know the consequence and implications. But from a personal view people or hackers can build a 

personal profile of you and putting it out there and that’s why I don’t belong to Facebook or have a Facebook Profile, 

but I am on WhatsApp as it is more commonly used. So you can see my profile, but it doesn’t say anything more 

on me. One thing that I do use is LinkedIn which is what I use for jobs and linking with other professionals in my field 

and sharing information and creating a network. I also see a lot of my other colleagues on LinkedIn that is of national 

security value in the sense that this information can be used either against or for. And you can use cyberattacks 

to get this information which is another form of warfare in my opinion and if you are not aware of it you may see 

your downfall. 

Prior knowledge 

Open-source applications  

Access to information  

Emphasis on technology 

Respondent: Well I would say according to SETA that MacAfee is the best antivirus software; however I don’t 

feel that it is the best as it doesn’t pick up all the viruses after updating it once a week or even once a month. I 

have cleared many viruses by using Kaspersky. But I think they cannot trace all viruses because the network is 

so big. I think it’s bigger than any other network beside Vodacom, Cell C and MTN. No I don’t think that the SETA 

Network is that secure. 

DoD software  

Vigilance 

Own software  

Antivirus 

Regular software update  

Unsecure network  

Emphasis on technology 

Respondent: Well I must say from the bases perspective. You can’t just download an application; you need the 

administrator’s password. And the Administrator is ICT-M. if they see there that this app must not be loaded onto 

your system they will not give permission. So what I have requested is because it goes onto the LAN system so 

what I have requested in order to have those apps is I requested for a stand-alone computer, so in other words I 

don’t connect to the LAN system. But if I do want the app they will grant me a password and to come and do the 

DoD software  

Vigilance 

Secure password  

Physical domain  

BYOD 
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Meaning unit Code extraction 

necessary and load the application. At the war college we had a choice between a work laptop or your own. If you 

use the work lap you will request access to the Internet and they will give you the administrator password, but only 

they know the password. And you can only use it in this domain. So I think from a security perspective the DoD is 

trying their best to deal with these issues. 

Emphasis on technology 

Respondent: Well first and foremost, training is considered the tool that we are currently using. The awareness 

campaigns that are used by the counter-intelligence officers, we do use them. Uhm and we do use them when 

we pick up certain trends and threats where we see there are security risks which they do present. And we have 

a threat analysis that we go through every year which we submit. Cybersecurity or information security is one the 

aspects we look at. Yet, like I said the biggest issue is that we do not have the personnel to do that continuously 

but uhm we do awareness campaigns during the officer commanding periods that we have, counter- intelligence 

presents then uhm with collaboration with SITA we schedule information security courses. There is a basic course 

and then there is an advance course and that is once a year for both courses, which means that we run two courses 

per year on the base so SITA comes down 

and presents it to us. 

Lack of seriousness  

Training of members  

Awareness of threats  

Security risks 

Risk 

Security awareness courses  

Regular training 

Respondent: Very easy and this is most probably where the policy does not make uhm…like when I speak on 

my base, I think I am able to speak on all other air force bases. At our base we don’t have a SETA person sitting 

at the base dealing with information security. However, we have an ICT-M section but there primary reason for 

being there is not to look at firewalls and see if its secure, but rather to check if the systems are up and running and 

the reporting mechanisms, sending signals or if there is a password that needs to be replaced they will go through 

the password system to replace they will replace your password. The big issue is that we should have a cyber-

technical expert on each base to make sure that the day-to-day activities are good and if he picks up something it 

should be immediately addressed and not wait for an inspection or wait until SETA comes and does a laptop site 

and checks that you not supposed to be on this site or there’s too many pictures on this one and so forth. We 

should have SITA personnel at each base. Currently we have one person in Polokwane dealing with a range of 

Bases, he does not come out immediately and because they don’t take cybersecurity seriously, that’s why we 

have these little challenges on base levels. 

Vigilance 

Awareness though training  

Access to information  

Personal devices 

Trust in policies 

Respondent: I feel the SANDF cannot keep up with the rapid technology that is being introduced. For instances 

the use of drones can so easily be deployed, instead of sending 4 men with a vehicle to patrol the perimeter, the 

amount of fuel, time and impact on the environment and patrol the area for the fraction of the cost. In terms of 

cybersecurity I feel the DoD should draw in the youngsters from the techno world and to go look for them. 

Generational divide  

Faster and more efficient mode of 

communication 
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APPENDIX N: CODE LIST FOR SHORT QUESTIONS IN THE CYBERSECURITY 

ORIENTATION QUESTIONNAIRE 

Dominant Number of Codes From SANWC and SAMA Sample Groups 

Theme 1: Information Sharing on Best Practices Requires Implementation 

Code Count in Data 

for SAMA 

Code Count in 

Data for SANWC 

Condensed and 

Combined Codes 

for SAMA and 

SANWC 

Percentage of Respondents 

(SAMA and SANWC) 

Limited cybersecurity 

culture (12) 

Low priority for 

cybersecurity (39) 

Lack of policy 

implementation and 

cybersecurity 

awareness practices 

(34) 

19% 

Low priority given to 

cybersecurity (23) 

Almost non- 

existent 

information 

security culture (3) 

Low priority 

allocated to 

information security 

and promoting best 

practices (69) 

38% 

Not fully implemented 

(10) 

Lack of 

awareness of 

cybersecurity (3) 

There is an 

information security 

culture in the 

organisation (29) 

16% 

Important for 

organisation (3) 

Lack of policy 

implementation 

and awareness 

(12) 

  

Basic form of policy 

and cybersecurity 

awareness (4) 

There is security 

cybersecurity 

awareness in the 

organisation (17) 

Limited information 

security awareness 

of best practices (26) 

14% 

There is awareness 

(5) 

Limited 

cybersecurity 

culture (4) 

  

Limited information 

security culture (6) 

 

Relaxed and carefree 

cybersecurity culture 

(7) 

Lack of policy 

implementation (10) 
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Theme 2: Cautionary Behaviour Is Linked To The Navigation Of Cyberspace 

Sub-theme 1: Cautiousness When Navigating The Internet 

Code Count In Data 
for SAMA 

Code Count In 
Data for SANWC 

Condensed and 
Combined Codes 

for SAMA and 
SANWC 

Percentage Of Respondents 
(SAMA and SANWC) 

Cautiousness (39) Cautiousness (43) Cautiousness when 
using the Internet 
(82) 

45% 

Carefree usage of 
cyberspace (22) 

Practising 
cybersecurity 
behaviour (5) 

Applying 
cybersecurity 
practices when 
navigating the 
Internet (20) 

11% 

Aware of threats (4) Distrusting of 
cyberspace and 
others (18) 

Vigilant about 
information on 
cyberspace and 
sharing information 
with others (22) 

12% 

Good cybersecurity 
practice (15) 

Using the Internet 
only when needed 
(7) 

Using social media 
to update myself 
about matters (5) 

3% 

Social media usage 

(3) 

Using the Internet 

for social media 

(2) 

Using the Internet 

only when required 

(19) 

10% 

Use only when 

needed (12) 

Limited 

awareness (2) 

Relaxed security 

behaviour when 

using the Internet 

(24) 

13% 

Theme 3: Cybersecurity Training and Education as a Way to Enhance Security Measures 

Sub-theme 1: Cybersecurity Awareness Training for the Entire Organisation 

Code Count in Data 

for SAMA 

Code Count in 

Data for SANWC 

Condensed and 

Combined Codes 

for SAMA and 

SANWC 

Percentage of Respondents 

(SAMA and SANWC) 

Cybersecurity 

awareness training 

and education (52) 

Cybersecurity 

awareness 

training (47) 

Cybersecurity 

awareness training 

and education for 

military members 

(99) 

54% 

Stricter security 

measures (16) 

Stricter security 

measures (7) 

Employment of 

stricter security 

measures through 

monitoring the 

Internet and 

employees (48) 

26% 

Monitor the Internet 

and military officers 

(16) 

Monitoring (9) Implementation of 

cybersecurity 

policies (10) 

5% 

Using own software 

and developing 

policies (2) 

Implementation of 

policies (4)  

Policy implementation 

of cybersecurity (4) 
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APPENDIX O: QUALITATIVE AUDIT TRAIL (REFLECTION ON RESEARCH 

PROCESS) 

 

Identification of the 

research problem 

During my PhD journey, it was rather challenging to confirm what the actual 

research question will be due to the field still emerging. As I reviewed 

literature regarding cybersecurity my understanding of the topic developed 

and became more evident.  

The research proposal I needed to construct a research proposal which was reviewed several times 

before submission was made to the Ethics Committee. In addition, the 

researcher also presented the proposal in- front of a faculty Committee who 

provided input. Moreover, all the methodological considerations were noted 

and suggestions were made so that the researcher is able to engage in PhD 

study that shows methodological rigour. 

The search for a 

theoretical framework 

The securitisation framework appeared to be most challenging yet. I was not 

prepared to deal with the complexities of the framework as it is challenging 

to integrate the human element into a theoretical stance that is driven by 

power and the state. Understanding the context of the theoretical framework 

was challenging. However, as the research progressed, the variables within 

the theory became easier to understand. This allowed for the researcher to 

map out the all the actors in the security process. 

Reviewing the 

literature 

The literature review was also one of the most challenging chapters in the 

research process. One of the main reflective processes that I underwent 

was to focus my research question. This facilitated my understanding of 

what I want to achieve in the research process. There was a lack of literature 

focusing on cybersecurity in the SANDF context. This made the entire 

literature search process challenging as I needed to relate international 

literature focusing on the armed forces to the SA context. Furthermore, 

literature focusing on cybersecurity is also lacking in a SA context. 

Designing a research 

framework 

The next step in the research process was to select a sound methodological 

approach to guide the research process. The data-collection strategy 

involved two phases which each a defining approach. Phase 1 was 

qualitative and Phase 2 was quantitative. The mixed-methods research 

design was the best possible option considering the research question and 

the emerging topic of interest. 

The interview 

schedule 

I made use of semi-structured interviews in order gauge the perceptions of 

cybersecurity among military officers. The questions were constructed 

based on the literature review that has been carried out. Due to the 

timeframe of the study, the interview questions could not be piloted or 

tested. Furthermore, I made use of peer reviewed literature on cybersecurity 

in organisation and adapted it according to the military context. The interview 

schedule also assisted the me in construction questionnaire items for the 

COQ. 

Accessing the sample 

population groups 

The next step was to access the sample population groups. The first 

sample population was the SANDC. This sample consisted of senior 

military officers and was the easiest to access. This was also the site where 

10 semi-structured interviews were conducted. 

The second sample group was located in the Western Cape and the 

researcher needed to use research assistants located at the SAMA to 

administer the questionnaire to students. Note the SAMA population groups 
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consisted of junior to senior officers. The researcher created an 

administration guide in order for the research assistants to be aware of the 

data-collection processes and the potential questions participants may ask 

them. This needed to be implemented as the researcher was not present to 

collect data. 

The last sample population group located in Phase 2 of the study focused on 

administering the COQ at the SANWC. Accessing this sample proved to be 

challenging as the researcher should be have been done with data 

collection in his second year. Instead this sample population group could 

only be access in the third year of the researcher’s PhD. I maintained all 

ethics throughout the data-collection process. 

The transcription and 

data-cleaning process 

The findings of the interview needed to be transcribed from audio 

recordings so that the I was  able to engage in the analysis process. 

The researcher started the transcription process after the first interview. 

During the process of transcription, the researcher  needed to reflect on 

the content and process. The researcher made notes about his reflection 

so that he could be aware of his ideas and prejudices. In addition, 

transcribing the first interview also allowed the researcher to take note 

of the interview process and questioning style used. This enabled the 

researcher to be aware of his position when entering the second interview. 

The same process was followed throughout the transcription process where 

the researcher needed to be actively involved in the data transcription 

process and being in touch with the narratives. This also allowed the 

researcher to be fully immersed in the analysis of the qualitative narratives. 

In terms of the data collected from the SANWC and SAMA, I needed to 

actively engage with the cleaning process as avoid any discrepancies in how 

items are being coded. 

The analysis of 

interview data and 

COQ findings 

I used content analysis for the interview data. Several steps needed to be 

completed for the researcher to extract the themes for Phase 1. Narratives 

linking to each theme needed to be presented as well. The COQ scale items 

were constructed based on the findings of the interview data. Once 

administered, I needed to engage with the analysis process of the scale 

items, by focusing on the frequency distributions and overall percentages. It 

should be noted that the short questions listed in the COQ also needed to 

be analysed. I used thematic analysis as he wanted to provide a general 

view of the thematic points that respondents presented. 

The writing up of the 

results 

With the writing up of the findings I needed to show his academic voice so 

that the interpretations made came from a point where literature informed the 

argument. In addition, I needed to be aware that his own preconceived ideas 

will not taint the findings retrieved in Phase 1 or Phase 2. Emphasis needed 

to be placed on reflection throughout this process as it could have been easy 

to get lost in the data for the two phases. The researcher needed to engage 

in a structure whereby it was able to logically apply the findings and literature 

in a discussion format. Furthermore, the research supervisors also checked 

and re- checked the presentation of results and the discussion. 
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APPENDIX P: PROCESS OF DATA ANALYSIS  

 

Preparation phase for the data-collection technique used 

Questions Answers 

Data collection 

How do I collect the most suitable data for my content analysis? I utilised the semi-structured interviews to explore the narrative related to 

cybersecurity. Interviews were used to explore the narrative regarding 

cybersecurity. 

Is this method the best available to answer the target research question? Yes, therefore semi-structured interviews were used as an inductive approach 

to the study. 

Engaging with the narratives about cybersecurity would and did answer the 

research question. 

Should I use either descriptive or semi-structured questions? Semi-structured interviews were used as they linked up with the inductive 

approach. 

Sampling strategy 

What is the best sampling method for my study? Purposive sampling was used to recruit the sampling population. 

Who are the best informants for my study? Senior South African military officers from the SANDC were targeted as the 

primary information site. 

What criteria should be used to select the participants? Criteria included: senior-ranking officers and a knowledge base of 

cybersecurity. 

Is my sample appropriate? The sampling technique used was appropriate for answering the research 

question and in alignment with qualitative content analysis. 

Is my data well saturated? Saturation in the information was met in the 8th interview, after which no new 

data emerged. 

Sampling strategy 

What is the unit of analysis used in the study The units of analysis were military officers in training at three identified military 

training institutions. 

Is the unit of analysis too narrow or too broad? The units of analysis were broad as senior and junior military officers were 

selected at the SANDC, SAMA and the SANWC. 
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Organisation phase of the study 

Is there any overlap between categories? Yes. Some of the categories in the coding and meaning making units can seem 

interlinked. For example, the process of integrating technological devices can 

take on a meaning of having both procedural and behavioural facets. 

Interpretation of the findings 

What is the degree of interpretation in the analysis? The degree of interpretation of findings are extensive. I engaged with the 

participant excerpts by specifically highlighting specific aspects that link to 

cybersecurity in the SANDF. 

How do I ensure that the data accurately represents the information that the 

participants provided? 

An audit trail, along with this checklist, ensured that there was quality assurance 

in validity and reliability. 

Reporting results 

Can the reader evaluate the transferability of the results (are the data, sampling 

method and participants described in detail)? 

Yes, the data, sampling method and participants were detailed in chapters 4 of 

the study. This detail in can be found in chapter 4 where the participants are 

discussed in detail. 

Are quotations used systematically? Yes, quotations are used based on their relevance and importance in the 

analysis phase. 

Are the results reported systematically and logically? Yes, the process and actual findings are separated and comprehensively 

detailed in chapters 5 and 6 

How are connections between the data and results reported? Findings can be linked to literature and the theoretical framework. This was 

performed in chapters 5 and 6 

Are there similarities within and differences between categories? Yes, there are, specifically concerning awareness and best practice and they 

are presented. 

Is scientific language used to convey the results? APA standards are complied with in reporting findings. 

Reporting analysis process 

Is there a full description of the analysis process? Yes, the process of analysing the data can be found in section 4.7.1.1 which 

emphasises the application of the technique. 

Is the trustworthiness of the content analysis discussed based on some criteria? This is discussed in relation to the validity and reliability of the data. 
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APPENDIX Q: ADMINISTRATION GUIDELINES FOR THE CYBERSECURITY 

ORIENTATION QUESTIONNAIRE  

 

 

The questionnaire should be administered by the designated data collector in the 

below-mentioned manner. 

• Make sure that the members are all neatly seated and are provided with a 

pencil or pen with which they are to complete the consent form and 

questionnaire. 

• Introduce yourself and make them feel at ease. Also explain to them that you 

will be providing them with both a consent form and questionnaire that needs 

to be completed, but you will explain exactly how to do so. Make sure they are 

relaxed and emphasise that the questionnaire is not a test. 

• Please familiarise yourself with the content of the information sheet and 

consent form, so that you may summarise the information sheet when asking 

them to complete a consent form. The most important aspects to indicate on 

the consent form are the following: they are completing a consent form for 

ethical purposes, this is voluntary but their participation will be greatly 

appreciated, there is no harm or benefit from participating, except that the 

information may improve their outlook on cybersecurity in the organisation. 

The consent and questionnaire will not be linked (please make sure that you 

collect the consent form and put it in an envelope before letting them 

complete the questionnaire. This will ensure confidentiality of information), the 

results will be analysed as a group and the information on the consent form is 

only for ethical purposes. 

• Once the consent forms are completed by members, please collect them and 

store in an envelope indicating the following details: Date, amount of 

members, place in which administration is taking place and ‘consent forms’. 

• Hand out the questionnaire to the members and read the information provided 

on the cover of the questionnaire (instructions), where necessary explain in 

your own words, as to ensure that they all understand both the purpose and 

need for the questionnaire. Answer any questions they may have concerning 
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this information. It should be fairly straight forward. Please ensure that you 

emphasise that they complete all the sections. 

• Section A is biographical information and members are encouraged to 

complete in full. 

• Section 1: Information-Sharing Culture has options for the different items 

such as “Strongly Disagree, Disagree, Agree, and Strongly Agree”. Please 

ask them to make sure they indicate the relevant action, either “Strongly 

Disagree, Disagree, Agree or Strongly Agree” if they do so. If not marked, it 

will be interpreted as they do not agree or strongly agree to those items. Also 

they need to indicate whether they strongly disagree or disagree with some 

of the items. 

• Please also indicate that each section has a short question section which 

they are encouraged to complete. 

• Section 2: Security Orientation has options for the different items such as 

“Strongly Disagree, Disagree, Agree, and Strongly Agree”. Please ask them 

to make sure they indicate the relevant action, either “Strongly Disagree, 

Disagree, Agree, and Strongly Agree” if they do so. If not marked, it will be 

interpreted as they do not agree or strongly agree to those items. Also they 

need to indicate whether they strongly disagree or disagree with some of the 

items. 

• Section 3: Views on Cybersecurity has options for the different items such 

as “Strongly Disagree, Disagree, Agree, and Strongly Agree”. Please ask 

them to make sure they indicate the relevant action, either “Strongly 

Disagree, Disagree, Agree, and Strongly Agree” if they do so. If not marked, it 

will be interpreted as they do not agree’ or strongly agree to those items. Also 

they need to indicate whether they strongly disagree or disagree with some 

of the items. 

• Section 4: Cybersecurity posture in the organisation is the last section of 

the questionnaire and has a short question section that follows. Section 4 has 

options for the different items such as “Strongly Disagree, Disagree, Agree, 

and Strongly Agree”. Please ask them to make sure they indicate the relevant 

action, either “Strongly Disagree, Disagree, Agree, and Strongly Agree” if they 

do so. If not marked, it will be interpreted as they do not agree or strongly 

agree to those items. Also they need to indicate whether they strongly 

disagree or disagree with some of the items. 
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APPENDIX R: TERMINOLOGY LIST FOR SEMI-STRUCTURED INTERVIEW 

 

 

Cybersecurity: “Cybersecurity is the organization and collection of resources, 

processes, and structures used to protect cyberspace and cyberspace-enabled 

systems from occurrences that misalign de jure from de facto property rights” (Craigen 

et al., 2014, p. 13). 

 

Cyberthreat: “A cyberthreat refers to anything that has the potential to cause serious 

harm to a computer system. A cyberthreat is something that may or may not happen, 

but has the potential to cause serious damage” (Techopedia, 2022, para. 2). 

 

Cyberattack: “A cyberattack is deliberate exploitation of computer systems, 

technology-dependent enterprises and networks. Cyberattacks use malicious code to 

alter computer code, logic or data, resulting in disruptive consequences that can 

compromise data and lead to cybercrimes, such as information and identity theft” 

(Techopedia, 2019, para. 2). 

 

WI-FI: “Wi-Fi is a wireless networking technology that allows devices such as 

computers (laptops and desktops), mobile devices (smart phones and wearables), and 

other equipment (printers and video cameras) to interface with the Internet. It allows 

these devices--and many more--to exchange information with one another, creating a 

network” (Cisco, 2022). 

 

Open-Source Software Tools: “Open-source tools are software tools that are freely 

available without a commercial license. Many different kinds of open-source tools 

allow developers and others to do certain things in programming, maintaining 

technologies or other types of technology tasks” (Techopedia, 2017, para. 2).  
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APPENDIX S: PHASE 1 CODES THAT INFORMED PHASE 2 OF THE STUDY 

Codes Qualitative themes COQ dimensions 

Violations in cyberspace 

Knowledge production and 

training focusing on 

cybersecurity awareness 

Cybersecurity posture in the 

organisation: Dimension 4 

Violating organisational trust 

Awareness initiatives 

Awareness through education 

Lack of seriousness 

Proactive measures 

Trust in technology 

Challenges of trust with 

technology and members 

The officers’ view of 

cybersecurity: Dimension 3 

Trust in each other 

Trust in the organisation 

Uncertain of policies and 

directives 

Mutual trust 

The construction of a digital 

culture among members 

Information-sharing culture in 

the organisation: Dimension 1 

Refusal to adapt 

Different generations 

Online security 

Personal devices 

Unclear awareness 

procedures 

Limited understanding 

Implementation 

Limited understanding 

Older means of 

communication 

More fast-paced 

Expanding gap 

Open-source applications 

Information security 

Outdated technology 

Vigilance 

The view on cyberthreats is 

constructed based on 

experiences in the physical 

domain 

Security orientation among 

military officers: Dimension 2 

Prior knowledge 

Physical security vs digital 

security 

Removal of devices 

DoD online systems 

Access to information 
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APPENDIX T: HOW ELEMENTS OF SECURITISATION THEORY INFORMED 

PHASE 1 AND PHASE 2 

Elements of ST Phase 1 

Securitising actor Cybersecurity posture: Questions focused on how military officers 

verbalised the threat and the significance placed on cyber threats in the 

organisation. Questions ranged from the military officer’s perspective 

to what they think the organisation does. Furthermore, this element of 

ST focuses on the role of the actor that initiates the speech act. 

Therefore, the essence was on the role of security and its importance 

for military officers: The questions are directed as follows:  

 

• What is your view on cybersecurity? 

• What is cyberspace/Internet in your opinion? 

• What does this mean for you? 

• What are your views on cyberthreats? 

• What cyberattacks are you aware of? 

• What is your understanding of cyberthreats cyberthreats/attacks? 

• What are your thoughts on equipping all military officers with the 

technical skills to combat cyberthreats? 

• Given the importance of cyberthreats pose, why do you think there 

is a lack of awareness of cyber-related issues in the organisation? 

• How would you describe the nature of communication on 

cybersecurity that is taking place in the organisation? 

• In your opinion, should there be collaboration between cyber 

commands and units? 

• Do you feel that the guidelines concerning cybersecurity currently 

under review are limiting your work? 

• Do you consider this a space that needs to be controlled by the 

armed forces or other state-affiliated actors? 

• How would you approach this domain of warfare? 

• Do you feel that cyber space should be monitored at work? 

Referent Object Security orientation: Questions focused on how military officers 

perceived the threat and what needs to be protected In terms of their 

information:  

 

• Are you a security conscious individual? Explain 

• What are your views on information security within the 

organisation? 

• How do you secure information at your organisation? 

• What does the term “security” mean for you? 

• In your opinion is there a culture of cybersecurity within the 

organisation? 

• How would you describe this culture of cybersecurity within the 
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Elements of ST Phase 1 

organisation? 

• How often do you share organizational information with 

colleagues? 

• What is your opinion on sensitive information that is being shared 

with colleagues’? 

• Are you aware of technology that may be prone to hacking in your 

workplace? 

• What is your perception on browsing websites that are unprotected 

on your work devices? 

• What are your thoughts on downloading documents from the 

Internet on your work device? 

• How do you feel about state documents that contain sensitive 

information being taken home on personal devices? 

• How do you assess your cybersafety? 

Elements of ST Phase 2: Cybersecurity Orientation Questionnaire 

Securitising actor Dimension 3 

Referent Object Dimensions 1 and 2 

 

 

Stellenbosch University https://scholar.sun.ac.za




