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Abstract

The study focused on healthcare data management in developing countries.
Data management is important for good healthcare service delivery. Data
helps management with decision-making based on facts and helps care delivery
to patients considering historical data. Health indicators can also be collected
for population health surveillance. But for data to be of beneficial use in the
health sector, it needs to be accurate, consistent, available and secured. The
health sector in developing countries faces many data management challenges
and struggles to provide patients with efficient and cost-effective care.

These data management challenges span the whole scope of the healthcare
data value chain. In healthcare, there are ample challenges with: (i) data
integration; (ii) human factors; (iii) data collection; (iv) data security; (v)
data quality; (vi) infrastructure and technology; (vii) data transmission; (viii)
the implementation of systems; (ix) data retrieval; and (x) data governance.

Improving the management of healthcare data can lead to improved health-
care service delivery. To improve healthcare data management effectively, it
is important to determine which components to focus on. Therefore, the aim
of the study was to develop a maturity model that assesses the as-is state of
a healthcare delivery entity’s data management across the whole healthcare
data value chain, which then identifies the areas of improvement.

Maturity models are designed to assess the maturity of a selected domain
based on a set of criteria. They are artefacts that determine the status quo of
the capabilities of an organisation and derive measures to improve from there.
The basic purpose of maturity models is to outline the maturity levels that
can be used to make maturity assessments. This includes the description of
the characteristics of each level and the logical relationship between levels.

Therefore, this study investigated the use of a maturity model as a suit-
able research product to assess the healthcare data management in developing
countries. To this end, a customised tool called the Healthcare Data Manage-
ment Maturity Model (HCDMMM) was developed to assess data management
of healthcare delivery entities in developing countries, including hospitals and
clinics at the facility level, and the headquarters at the organisational level.
Both facility and organisational levels were included in the study to address
data management challenges across the whole data management system in
healthcare.
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Throughout the development process of the HCDMMM, the structure and
components were verified for their theoretical soundness. After the develop-
ment process, it was further verified against the specified requirements for the
proposed solution. The HCDMMM was also validated to ascertain whether it
is useful to its intended users by evaluating it against the dimensions of appli-
cability, practicability, usability, and determining strengths and weaknesses.



Stellenbosch University https://scholar.sun.ac.za

Opsomming

Die studie handel oor gesondheidsorgdatabestuur in ontwikkelende lande wat
vir goeie gesondheidsorgdienslewering belangrik is. Data help bestuurslede
met feitegegronde besluitneming en ondersteun die voorsiening van gesondhei-
dsorg aan die hand van historiese tendense. Gesondheidsaanwysers kan ook
ingesamel word om populasiegesondheid te moniteer. Data kan egter slegs van
nut wees vir die gesondheidsektor indien dit akkuraat, konsekwent, beskikbaar
en beskerm is. Die gesondheidsektor in ontwikkelende lande word deur etlike
databestuursuitdagings in die gesig gestaar, en sukkel om doeltreffende en
koste-effektiewe sorg aan pasiénte te voorsien.

Hierdie databestuursuitdagings strek oor die volle spektrum van die gesond-
heidsorgdatawaardeketting. Op gesondheidsorggebied is daar heelwat uitdag-
ings met (i) data-integrasie, (ii) menslike faktore, (iii) data-insameling, (iv)
datasekuriteit, (v) datagehalte, (vi) infrastruktuur en tegnologie, (vii) datao-
ordrag, (viii) stelselsimplementering, (ix) dataherwinning, en (x) databestuur.

'n Verbetering in gesondheidsorgdatabestuur kan ook beter gesondheid-
sorgdienslewering teweegbring. Om gesondheidsorgdatabestuur doeltreffend
te verbeter, is dit belangrik om te bepaal presies watter komponente aandag
moet ontvang. Vir dié doel ontwikkel hierdie studie 'n volwassenheidsmodel
wat die huidige stand van 'n gesondheidsorgentiteit se databestuur oor die hele
gesondheidsorgdatawaardeketting beoordeel, wat dan gebiede vir verbetering
aan die lig bring.

Volwassenheidsmodelle word ontwerp om die volwassenheid van 'n bepaalde
domein op grond van 'n stel kriteria te bepaal. Dié modelle is instrumente wat
die status quo van 'n organisasie se vermoéns bepaal en op grond ddarvan dan
maatreéls vir verbetering identifiseer. Die hoofdoel van volwassenheidsmodelle
is om deur volwassenheidsvlakke volwassenheidsbeoordelings te onderneem.
Dit sluit in die beskrywing van die eienskappe van elke vlak en die logiese
verwantskap tussen vlakke.

Hierdie studie ondersoek dus die gebruik van 'n volwassenheidsmodel as
'n geskikte navorsingsproduk om gesondheidsorgdatabestuur in ontwikkelende
lande te beoordeel. Hiervoor word 'n pasgemaakte instrument genaamd die
Volwassenheidsmodel vir Gesondheidsorgdatabestuur (oftewel “Healthcare Data
Management Maturity Model” (HCDMMM)) ontwikkel om die databestuur
van gesondheidsorgentiteite in ontwikkelende lande, waaronder hospitale en
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klinieke op fasiliteitsvlak, en hoofkantore op organisasievlak, te evalueer. Sowel
die fasiliteits- as organisasievlak word by die studie ingesluit om die databestu-
ursuitdagings oor die hele databestuurstelsel van gesondheidsorg die hoof te
bied.

Die struktuur en komponente van die HCDMMM is deur die hele ontwikkel-
ingsproses vir teoretiese korrektheid nagegaan. Boonop is dit na die ontwikke-
lingsproses verder gestaaf aan die hand van die bepaalde vereistes waaraan
die voorgestelde oplossing moet voldoen. Daarbenewens is die nut van die
HCDMMM vir die beoogde gebruiker bevestig deur die toepaslikheid, uitvo-
erbaarheid en bruikbaarheid daarvan te evalueer en die sterkpunte sowel as
swakpunte van die model te bepaal.
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Nomenclature

Glossary

Domain component: Domain components are significant particular parts of
a specific domain that plays a major role in the maturity of the domain.

Domain sub-components: It is the distinct capability areas within the do-
main components that allow for further detail of the domain components.
The capability area relates to the ability of a system to perform a specific
function, process or cluster of activities.

Domain: The sphere of activity that defines the broad focus of the entity
under study.

Enabling practices: The enabling practices are the conventions that shape
the working of the primary activities. These are customs that creates
the environment that the primary activities are carried out in.

Facility level: The facility level is the micro-level of the healthcare data man-
agement system where micro-functions are carried out. This is the oper-
ational level and functions that are carried out has to do with operational
activities.

Maturation path: The anticipated, desired or logical path a capability area
undergoes towards a target maturity state from an immature state.

Mature state: The state where the capability area and the domain under
study is continuously improved in terms of effectiveness and efficiency.

Maturity model: A maturity model is designed to assess the maturity of
a selected domain based on a set of criteria. They are artefacts that
determine the status qua of the capabilities of an entity and derives
measures to improve from there. A maturity model consists out of stages
for each capability area that form an anticipated, desired or logical path
from an initial to a target maturity state.

Maturity: The extent of how well a specific function or process is performed.
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Chapter 1

Introduction

This chapter introduces the research and gives background on healthcare data
management and its challenges in developing countries. The background on
healthcare data management in developing countries that is described in Sec-
tion 1.1 includes the importance of data management for effective care delivery,
basic data management components, some common challenges of healthcare
data management and why it is important to improve healthcare data manage-
ment in developing countries. This chapter also contains the research problem
statement and the research aim and objectives (Section 1.2). The research
strategy is also specified (Section 1.3), the scope of the research is set (Section
1.4) and the document structure is conveyed (Section 1.5). Lastly, the chapter
is concluded (Section 1.6).

1.1 Background

Data management is a significant contributor to the effectiveness of any health-
care system. The objective of health data management is to produce relevant
and quality data to support health interventions (World Health Organization,
2008). In developing countries, however, many data management challenges
exist that impede the effectiveness of the healthcare system.

Data management mainly entails the collection, storage, security and shar-
ing of data gained from diverse sources (Galetto, 2016). Data management
in healthcare is the basis that enables the holistic views of patients, person-
alisation of treatments, improved communication and enhancement of health
outcomes (Evariant, 2019). To achieve this, data must be aggregated and stan-
dardised (Adams, 2017). The accuracy, completeness and consistency of data
must be ensured throughout the healthcare data management system. There-
fore, a data management plan is needed, coupled with the necessary platform
to integrate data, manage its quality and utilise it productively.

Data is used in all aspects of the healthcare system. Data is collected,
stored and used for patient record keeping, monitoring, diagnosis and treat-
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ment. It is also used in other parts of the healthcare system such as tracking
medicinal stock levels and patient billing. Healthcare data is located every-
where: (i) clinical and claims systems; (ii) human resources (HR); (iii) financial
applications; and (iv) third-party sources (Adams, 2017). Health data is also
crucial in the case of emergent diseases and other acute health threats (World
Health Organization, 2008). The rapid awareness, investigation and response
to these health threats can save lives and prevent broader national or global
outbreaks.

Some of the common challenges that arise in developing countries such as
South Africa are: (i) the fragmented nature of information systems or the lack
of integration (Bhaskaran et al., 2013; Masana and Muriithi, 2017); (ii) chal-
lenges with data collection (Allorto and Wise, 2015), storage (Ganiga et al.,
2018), retrieval (Kaseke et al., 2017) and sharing (Pahl et al., 2015); (iii) data
security challenges (Khan and Hoque, 2016b); (iv) data quality challenges (Tu-
ran and Palvia, 2014); (v) poor governance (Alkraiji et al., 2016); (vi) human
incompetence (Mate et al., 2009; Sharifi et al., 2013); (vii) and the lack of the
necessary infrastructure for data management (Fritz et al., 2015; Bijlmakers
et al., 2017). Data management challenges not only contribute to the ineffec-
tive delivery of healthcare, but also hinder the application of novel, innovative
solutions in developing countries. For instance, South Africa is developing an
‘mhealth’ strategy to improve the accessibility of healthcare. Mhealth is de-
pendent on the availability and accessibility of good quality data to have any
significant impact (South-African Department of Health, 2015). Other appli-
cations that are dependent on the availability of data are data science, the
Internet of Things (IoT), cloud computing, telehealth and machine learning.
These applications can only be applied in healthcare if the management of
data is done properly. Data management makes it possible to handle large
volumes of structured or unstructured data. Through data management best
practice the power of the data can be harnessed and insights can be gained to
make the data useful (Galetto, 2016).

Research in the field of healthcare data management of developing countries
is important, because data is such an integral part of the healthcare system.
The healthcare system will not be able to function properly without data
management. Data management in developing countries is still in its infancy
stage, with developing counties generally lacking the needed capabilities to
execute healthcare data management strategies. Although data management
has been a part of healthcare of developing countries for a long time, developing
countries still struggle with elementary challenges and are only starting to take
the initial steps to the development of mature capabilities of which developed
countries boast.

There are many reasons why it is important to strengthen healthcare data
management. There exists an increase in the demand for better statistics
that accurately track progress and performance in health and to ensure ac-
countability, on both country and global levels (World Health Organization,
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2014). Reliable, regular and timely data is necessary to monitor the progress
of different countries who strive to improve service delivery, reach Sustainable
Development Goals (SDGs) and Universal Health Coverage (UHC) targets.
Better health data and information leads to better decision-making, which re-
sults in better health (World Health Organization, 2008). Reliable and timely
health data serves as a foundation for public health action and the improve-
ment of health systems on a national and international level. Available public
health surveillance data can be used for defining problems and provide timely
action plans. These are but a few reasons why it is important to improve
healthcare data management.

1.2 Problem statement, research aim and
objectives

In this section the problem for this study (Section 1.2.1) and the research aim
(Section 1.2.2) are stated. The research aim is further expanded with a set of
research objectives (Section 1.2.2).

1.2.1 Problem statement

Healthcare data management is a significant challenge in developing countries.
There are many aspects contributing to the sub-optimal state of the health-
care data management system. Effective data management is supposed to
improve the service delivery of healthcare, but many factors contribute to the
ineffective management of data such as the lack of infrastructure, less quali-
fied staff, paper-based data collection and storage systems, data quality and
security challenges and the lack of integration of the data management system
restraining data sharing or the dissemination of data to patients. This results
in ineffective data management that does not adequately improve the service
delivery of healthcare.

Structured tools that assist stakeholders to identify the strengths and weak-
nesses of their existing data management practices and present a pathway for
improvement can greatly assist systematic improvement initiatives and plan-
ning. Therefore, a need exists for tools that enable this by (i) clearly identi-
fying the various aspects of data management that need to be considered in
the healthcare centre and (ii) integrating these into a practical tool for assess-
ing both the current strengths and weaknesses to assist in determining the
pathway for improvement of data management practices within the healthcare
sector.
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1.2.2 Research aim and objectives

The aim of the study was to contribute towards increasingly effective and effi-
cient healthcare data management practices by developing a tool that enables
the identification of the strengths and weaknesses of existing data manage-
ment practices that assists systematic improvement initiatives and planning.
The tool should be able to this by (i) clearly identifying the various aspects of
data management that need to be considered in the healthcare centre and (ii)
integrating these into a practical tool for assessing both the current strengths
and weaknesses of existing data management practices within the healthcare
sector to assist in determining the pathway for improvement of these data
management practices. The set of research objectives that is developed to col-
lectively contribute towards the realisation of the stated aim is outlined below.
The research objectives and sub-objectives are listed below with the related
chapters and sections where they are addressed:

1. Describe the context of healthcare and healthcare data management in
order to gain a better understanding of healthcare data management
in developing countries (Chapter 2). The sub-objectives that relate to
research objective 1 include:

1.1 describing the delivery of healthcare as a system (Section 2.1);

1.2 defining data management and describing data management in the
context of the healthcare sector (Section 2.2); and

1.3 identifying the significant challenges of healthcare data management
in developing countries (Section 2.3).

2. Specify the requirements that the proposed research product should ad-
dress in order to ensure the research product adequately addresses the
problem (Chapter 3). The sub-objectives that relate to research objective
2 include:

2.1 identifying and describing the significant healthcare data manage-
ment components (Section 3.1);

2.2 determining the challenges landscape of data management across
the whole healthcare data management value chain (Section 3.1.2);
and

2.3 specifying the requirements that the proposed research product
should address to be able to assist in identifying healthcare data
management components to improve on and to address the prob-
lem statement of this study (Section 3.2).

3. Identify, select and describe a suitable research product that is able to fa-
cilitate the identification of healthcare data management components to
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improve on in order to address the healthcare data management problem
stated for this study (Chapter 4).

4. Develop the research product in order to provide an appropriate means
to identify the healthcare data management components to focus on for
improvement endeavours (Chapter 5 and 6). The sub-objectives that
relate to research objective 4 include:

4.1 using a defined design and development methodology with the ap-
propriate design decisions and principles to develop the research
product (Sections 5);

4.2 verifying the research product theoretically and whether it addressed
the specified requirements (Section 6.2); and

4.3 validating the applicability, practicability and usability of the devel-
oped research product and determine its strengths and weaknesses
(Section 6.3).

1.3 Research strategy

There are many challenges associated with the management of healthcare data
and it is important to follow an appropriate research strategy to propose a
suitable research product. Figure 1.1 illustrates the different components of
the research strategy for this study which consists of: (i) a literature study
to understand relevant concepts; (ii) a requirements mapping; (iii) the re-
search product development process; (iv) and verification and validation of
the research product. The different components of the research strategy are
described further:

1. Literature study to understand relevant concepts

Literature was studied to understand the healthcare context, data man-
agement concepts, as well as data management, in the context of health-
care. A structured literature review was conducted to determine the
scope of healthcare data management challenges in developing countries.
This scope of challenges defined the healthcare data management prob-
lem holistically and provided a platform on which to develop a frame-
work to address the healthcare data management problem. Literature
was further reviewed to gain knowledge on the healthcare data manage-
ment value chain from a data analysis perspective. This value chain was
used to construct the challenges landscape that was used for the require-
ments mapping of the proposed framework. Literature was further inves-
tigated to find maturity models to determine whether they can address
the healthcare data management problem in developing countries. The
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literature of maturity models included the origin and purpose of matu-
rity models, the basic structure of maturity models, and using a defined
design methodology that included design decisions and principles. Lit-
erature on existing maturity models of healthcare data management was
also reviewed to establish what challenges these models addressed in the
past, what can be learnt from them and how the developed model for
this study is different from previous ones.

2. Requirements mapping

The proposed framework to address the healthcare data management
problem should adhere to certain requirements. General requirements
that should be met were specified by using the value chain, challenge
landscape and other relevant literature as inputs for the requirements
specification. The categories of the different design specifications as
specified by Van Aken and Berends (2007) were used as a guide for
the requirements mapping.

3. Research product development process

The research product design requirements and development procedure
gained from literature were then used to develop a research product that
meets the design requirements that address the healthcare data manage-
ment problem in developing countries. An iterative design process was
followed that utilised inputs from literature and subject matter experts
(SMEs) to develop the proposed research product with all the necessary
components.

4. Verification and validation

SMEs were interviewed to ensure the correct design of the model and to
ensure it appropriately represents the real-world system. Throughout the
study, literature was consulted to verify the research process and SMEs
were interviewed to verify the developed components of the model. The
model was developed iteratively and improved incrementally with the
assistance of SMEs to ensure the model was theoretically sound. The
model was validated to ensure it is suitable for use in the real world
by real users. It was validated along the dimensions of applicability,
practicability and usability to determine whether it attained the aim of
the study.
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Figure 1.1: Research roadmap

1.4 Scope of the research

In this section the delimitations and limitations of the study are conveyed. The
delimitations (Section 1.4.1) and limitations (Section 1.4.2) together comprise
the scope of the research and fix the boundary of the study.

1.4.1 Delimitations

This study focuses on healthcare data management in developing countries.
It investigated healthcare data management from a system perspective, with
a specific focus on the facility and the organisational levels of the healthcare
system. Data management on the facility level included data management of
hospitals and clinics, and on the organisational level, it included data manage-
ment of the organisation’s headquarters. This study investigated healthcare
data management from a strategic level and therefore, did not describe all the
detailed components of the healthcare data management system. To establish
the different domain components of healthcare data management, a healthcare
data value chain was constructed. The study focused on the development of a
maturity model in the healthcare data management domain to help assess the
as-is state of the capabilities of the technical components of healthcare enti-
ties” data management. Although the model development focused on health-
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care data management in the public sector of developing countries, it was also
validated whether the model is also applicable to the private sector.

1.4.2 Limitations

Healthcare data management in developed countries has a very different focus
from that of developing countries, especially compared to data management in
the public sector, and therefore, this study is not relevant to healthcare data
management in developed countries. This study did not investigate data man-
agement from a sociotechnical perspective, but focused only on the technical
components of data management in healthcare. Neither does it offer any solu-
tion for challenges related to healthcare data management cost and financial
support. This study does not focus on identifying and describing the health-
care data management components on a detailed level, but merely describes
their functions on a strategic level. The maturity model that was developed
is limited to a descriptive application of use and does not provide a means of
progressing to the next maturity stages, although its descriptions of levels give
an indication of the required capability on each maturity level. Lastly, due to
time constraints, this study does not include the application of the developed
model in a real-world setting as part of validation.

1.5 Document structure

The presentation of the research of this study guides the reader from under-
standing the background and context of the challenges that healthcare data
management in developing countries faces, to understanding the theoretical
foundations that were used to develop the model, whereafter the model that
was developed is presented. The evaluation of the model is also described.
What follows is a brief description of the contents of each chapter.

o Chapter 1: Introduction

This chapter gives a summary of the context within which the research
problem exists. The research problem statement, aim and objectives are
also stated. Thereafter, the research strategy is described, the scope of
the research is set and lastly, the document structure is discussed.

o Chapter 2: Contextualisation of data management in health-
care

This chapter focuses on understanding data management and its chal-
lenges in the context of healthcare in developing countries. This is done
by explaining the healthcare system, describing data management and
explaining data management specifically in the context of healthcare.
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This chapter concludes with the scope of the healthcare data manage-
ment challenges that were determined through a structured literature
review.

« Chapter 3: Requirements specification

In this chapter the requirements that the proposed research product
should adhere to are specified. In order to specify these requirements,
it was necessary to determine the challenges landscape across the whole
healthcare data value chain on which the requirements would be based.
The healthcare data value chain was developed by incorporating different
proposed big data value chains. To determine the challenges landscape,
the challenges from the scope of challenges in Chapter 2 were categorised
into the different healthcare data value chain components. The health-
care data value chain and challenges landscape is covered in this chapter.
Following this, the specified requirements are described as they were de-
termined from Chapter 2 and 3 inputs.

o Chapter 4: Maturity models

The focus of this chapter is to describe a maturity model as an appropri-
ate research product to help address the specified problem of this study.
The origin, purpose and value of maturity models are portrayed, followed
by the basic structure of maturity models. The importance of using a
defined methodology to develop maturity models is also conveyed. The
chapter concludes with the review of maturity models in the healthcare
data management domain.

o Chapter 5: Model development and presentation

This chapter focuses on describing the development of the maturity
model to help address the healthcare data management challenges in de-
veloping countries. Firstly, the development methodology is described,
followed by explaining how the development methodology was executed,
which included the identification of the need for new opportunity, the
definition of the scope of the model, and the iterative design and pop-
ulation phase of the maturity model. Finally the conceptual maturity
model is presented, along with the maturity model transfer media (the
form in which the maturity model is transferred to user communities).
The last part of this chapter described the reflection on future updates
of the developed model.

o Chapter 6: Model evaluation

In this chapter the evaluation of the developed maturity model is de-
scribed. The evaluation strategy, which consists of verification and vali-
dation, is described. Thereafter, the execution of the verification process
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is conveyed. The last section of this chapter is the explanation of how
the validation process was executed.

o Chapter 7: Conclusion

This final chapter includes an overview of the research conducted in this
study, the confirmation that the stated research objectives have been
achieved, a discussion of the limitations of the research, and a proposal
of opportunities for future research.

1.6 Chapter conclusion

This chapter contains an introduction of the challenges of healthcare data
management in developing countries. It also defines the problem statement,
and the research aim and objectives. The research strategy is also explained.
Thereafter, the scope of the research is set and the last section of this chapter
consists of the description of the document structure. Following this chapter,
the context of data management in healthcare in developing countries is de-
scribed in detail. This provides a detailed exposition of the healthcare data
management challenges in developing countries.
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Chapter 2

Healthcare data management in
developing countries and its
scope of challenges

Healthcare data management can considerably improve the outcomes of health-
care systems. It can enable effective patient record-keeping, improve diagnosis,
treatment and monitoring. The proper use of data can improve the quality
of healthcare, but to achieve this, the appropriate systems and infrastruc-
ture need to be in place. Over the years it has been the constant struggle of
developing countries to properly manage their data for beneficial use. Data
management challenges surface throughout the healthcare system and impede
the beneficial use of data. To be able to contribute to improving the health-
care data management problem, it is important to have a basic understanding
of the healthcare system and data management in healthcare. It is also im-
portant to gain more insight into the persistent healthcare data management
challenges in developing countries. Therefore, in this chapter, the healthcare
system is described to give background to this domain (Section 2.1). Data
management in healthcare is also described to gain an understanding of data
management in the context of healthcare (Section 2.2). To determine the per-
sistent healthcare data management challenges the current healthcare data
management challenges in developing countries were scoped through the use
of a structured literature review and the significant challenges contributing to
the healthcare data management problem were identified (Section 2.3). This
chapter is concluded in Section 2.4.

2.1 The healthcare system

To understand the healthcare data management problem better, it is important
to gain better insights into the healthcare sector itself. This section describes
the healthcare sector looking at healthcare as a system. First, the systems

11
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approach is described in general terms (Section 2.1.1) and then it is applied
to the context of the healthcare sector (Section 2.1.2). The healthcare sector
is described as a system with various levels.

2.1.1 The systems approach

The systems approach is what systems engineering is founded on and is a set
of top-level rules from which systems engineering methodologies are derived
(Jackson et al., 2010). Systems approach is fundamental to systems, systems
thinking, systems methodology, systems design and systems engineering.

A system consists of a collection of interacting elements (Jackson et al.,
2010). This is called a system of interest. The system of interest can interact
with other systems in the environment it operates in. The combination of dif-
ferent systems that interact with each other constitutes a system of systems.
To define the system of interest, it is important to define the system bound-
ary which clearly distinguishes the system from its environment. Internal-to-
external interactions take place across the system boundary. An open system
exchanges energy, information and material across its boundary with its envi-
ronment and other systems in the environment. Environments of interests can
include physical, cultural, economic, social, legal, political and geographic en-
vironments. By defining the environment of the system, the dynamic context
and all exchanges, influences and other factors are taken into consideration
(Jackson et al., 2010).

It is essential that every system has a purpose that is reflected in the
identification of the function of the system (Jackson et al., 2010). As a system
is comprised of different elements, it is also important that each element also
has a function. The system and its functions can have multiple functions. It
can also be that multiple elements perform a single function together. When
elements within a system are grouped together to perform a certain function, it
constitutes a sub-system. The elements can be any combination of hardware,
software, humans, processes and conceptual ideas. Sub-systems are positioned
at a level appropriate to the function they perform (Jackson et al., 2010).

The systems approach views the system of interest as interacting with other
systems and consists of interacting sub-systems. It is important to consider all
the interactions to design in all the inflows in, the intra-flows and the outflows
from the system of interest (Jackson et al., 2010).

When a system is synthesised, holistic methods are used to define the
architecture of the entire system of interest. During the synthesis of the system,
iteration is used to refine the system. When holistic methods are used, multiple
system elements and their interrelationships are considered in the context of
the whole (Jackson et al., 2010).

The objective of a system is to solve a problem. To reach this objective, the
systems approach considers the attributes of an entire system (Jackson et al.,
2010). In problem-solving systems, the main importance is not dealing with
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the entire system or where the boundary of the system of interest is drawn, but
what proper entities and attributes of the system should be focused on (Chen,
1975). This means that in order to have an appropriate research product, the
right problem needs to be identified. To do this, the key challenges underlying
the problem need to be located by thinking through the problem and focusing
on the critical elements.

2.1.2 The healthcare systems approach

To function as a system, every participating unit in the healthcare delivery
system needs to recognise its dependence and influence on all other units (Reid
and Grossman, 2005). To optimise the system as a whole, each unit must not
only achieve high performance, but it is important that units must join together
to optimise the performance of the system as a whole.

Reid and Grossman (2005) applied a systems approach to develop a four-
level model of the patient-centred healthcare system. Reid and Grossman
(2005) adapted the four levels of the healthcare system as described by Ferlie
and Shortell (2001) to develop the model. The four nested levels of healthcare
are the individual patient, the care team, the overall organisation and the
environment in which the organisation is embedded.

Ferlie and Shortell (2001) realised the need for a multi-level approach for
the delivery of quality care and for change. It is best to consider all the
levels for the highest probability of successful change. This does not mean
that every change effort should focus on all four levels, but rather that the
levels that are focused on are considered within the context of the other levels.
The multilevel approach to healthcare delivery change can be implemented
top-down or bottom-up, incrementally or radically (Ferlie and Shortell, 2001).
These levels are illustrated in Figure 2.1 and are briefly explained as followed:

1. The patient level

Healthcare policies emphasise an increase of consumer-driven healthcare
(Reid and Grossman, 2005). This means that healthcare delivery focuses
more and more on the patient. This also means incorporating the values
and wishes of patients into care processes (Reid and Grossman, 2005).

2. The facility / care team level

The care team consists of individual physicians and groups of care providers
whose collective efforts result in the delivery of care to patients (Reid and
Grossman, 2005). The care team is the basic building block of a clinical
microsystem. This is the smallest replicable unit within an organisation
that contains within itself the necessary resources to do its work. Care
is standardised where possible, but care is also customised to meet indi-
vidual needs of patients (Reid and Grossman, 2005). For effective care,



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 2. HEALTHCARE DATA MANAGEMENT 14

Patient
Driver of healthcare

Facility / Care team level
Replicable unit in the
organisation with the necessary
resources to provide care to
patients

Overall organisation level
Coordinates activities of multiple
facilities through decision-making,
information systems, operating
systems and other processes

Environment level
Political and economic environment
including regulatory, financial and
payment regimes

Figure 2.1: Healthcare system levels

physicians must have on-demand access to critical clinical information
and administrative information.

3. The overall organisation level

The organisation level provides infrastructure and other complementary
resources to support the work of the care teams and microsystems (Reid
and Grossman, 2005). The organisation coordinates the activities of mul-
tiple care teams and supporting units through decision making systems,
information systems, operating systems and processes like financial, ad-
ministrative, human-resources and clinical processes.

4. The environment level
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The final level is the environment (Reid and Grossman, 2005). Reid and
Grossman (2005) defines it as the political and economic environment
that includes regulatory, financial and payment regimes. It also includes
entities that influence the structure and performance of healthcare organ-
isations directly. These entities also influence all other levels indirectly
through their influence on the organisation.

2.2 Data management and healthcare

To understand data in the context of the healthcare sector, it was necessary to
first gain an understanding of data management in general. In this section data
management is defined (Section 2.2.1) and the importance of having a data
strategy that is applicable to the relevant domain is described (Section 2.2.2).
After a good understanding of data management in general was established,
data management in the context of healthcare was also described (Section
2.2.3). This included reviewing traditional healthcare data management and
the management of big data in healthcare.

2.2.1 Defining data management

Data is a valuable resource that needs to be managed through the process
of creating, obtaining, transforming, sharing, protecting, documenting and
preserving of data (O’Neal, 2012). Drucker (1988) stated that information
is “data endowed with relevance and purpose.” Before raw data is of any
beneficial use, it must first be integrated with other data and transformed into
information that guides decision-making (Dallemule and Davenport, 2017).

O’Neal (2012) further elaborates that data management comprises all the
disciplines related to managing data. This includes the development and ex-
ecution of architectures, policies, practices and procedures that manage the
full data life cycle. The different aspects of data management are file naming
conventions, policies and practices on how to create metadata and how to do
documentation for the long term. The accuracy, completeness and security of
data is ensured through data management. The different data management
components include (O’Neal, 2012)):

« Data governance

o Data quality

o Master data management
o Metadata management

e Data architecture
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« Privacy/security

o Data retention and archiving

2.2.2 Data strategy for beneficial data usage

It is also important to take the data strategy into consideration to understand
what the data will be used for and how to enable that use (Dallemule and
Davenport, 2017). A data strategy ensures the improved execution of how data
is acquired, stored, managed, shared and used (Levy, 2018). The data strategy
should be actionable, measurable, and relevant (Zaino, 2017). Another main
objective of the data strategy is that it aligns and prioritises data and analytics
activities with key organisational priorities, goals and objectives.

The data strategy strives to ensure that all data resources are positioned to
be used, shared and moved easily and efficiently (Levy, 2018). Data is a critical
asset that enables processing and decision-making. The data strategy ensures
data is managed as an asset. To do this, the data strategy provides goals and
objectives for the efficient and effective use of data. It also establishes common
methods, practices and processes to manage, manipulate and share data in a
repeatable way (Levy, 2018).

Normally, healthcare tends to have a defensive data strategy, because it
operates in highly regulated environments where data quality and protection
are of the utmost importance (Dallemule and Davenport, 2017). The defensive
strategy focuses on minimising downside risks. That means that it includes
activities such as ensuring compliance with regulations, detecting and limiting
fraud and preventing theft (Dallemule and Davenport, 2017). Compliance with
regulations includes rules governing data integrity and data privacy. Another
objective that the defensive data strategy strives to achieve is to ensure the
integrity of data flowing through the internal system of the company. This is
done by identifying, standardising and governing authoritative data sources in
a Single Source of Truth (SSoT) (Dallemule and Davenport, 2017).

Striking the balance between a defensive or offensive data strategy is im-
portant. The environment in which healthcare operates demands a defensive
strategy, but activities of an offensive strategy are also needed (Dallemule and
Davenport, 2017). Data needs to be standardised and uniform for a defensive
strategy to comply with regulations and to implement data-access controls, but
it also needs to be flexible to convert it into useful information through data
analytics, modelling, visualisation, transformation and enrichment (Dallemule
and Davenport, 2017). Therefore, one logical repository that contains one
authoritative copy of all the important data is important (Dallemule and Dav-
enport, 2017). This enables robust data provenance and governance controls
which are required in healthcare. Furthermore, this controlled data should be
flexible so that it can be managed to give it relevance and purpose. A success-
ful data strategy includes all the different disciplines within data management
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(Levy, 2018). The different elements of the two different data strategies can
be seen in Table 2.1.

Table 2.1: Data strategies (Dallemule and Davenport, 2017)

Defense Offense

Key objectives Ensure data security, | Improve competitive
privacy, integrity, position and
quality, regulatory profitability
compliance, and
governance

Core activities Optimise data Optimise data
extraction, analytics, modelling,
standardisation, visualisation,
storage, and access transformation, and

enrichment

Data management Control Flexibility

orientation

Enabling architecture | SSoT MVoT

2.2.3 Healthcare data management

After data management was explained in general, it was possible to also gain
an understanding of data management in the context of healthcare. Therefore,
this section briefly describes healthcare data management. Traditional health-
care data management is described first (Section 2.2.3.1), followed by a short
description of big data in healthcare (Section 2.2.3.2) and lastly, healthcare
data management on different system levels is described (Section 2.2.3.3).

2.2.3.1 Traditional healthcare data management

In order for a traditional healthcare data management system to function
well, it needs an overarching system of governance, which enables the effective
functioning of the rest of the data management components which includes:
(i) data collection; (ii) data storage; (iii) ensuring data quality; (iv) data
processing and analysis; (v) data dissemination; and (vi) the use of data (World
Health Organization, 2008, 2014). Healthcare data management means that
data related to the delivery of healthcare to patients is collected (Yang et al.,
2015), stored (Vreeland et al., 2016), shared and used (Yang et al., 2015).
Healthcare data management should be underpinned by clear legislative,
regulatory and planning frameworks (World Health Organization, 2008, 2014).
This legal framework should specify the roles and responsibilities of producers
and users of healthcare data. Healthcare data management policies should be
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based on the principles of accountability and transparency, and should make
explicit provision for the assurance of the ethical use of data and protection
of individual privacy and confidentiality (World Health Organization, 2014).
These frameworks manage the personnel, financing, logistics support, infor-
mation and communications technology and coordination mechanisms with
regard to healthcare data management (World Health Organization, 2008).

A wide range of policies and processes is needed to ensure data quality
(World Health Organization, 2008). Data should meet high standards of reli-
ability, transparency and completeness. Data is systematically and regularly
assessed for quality by an independent data verification mechanism that is
routinely conducted (World Health Organization, 2014). Other processes to
improve the quality of data include regular local quality control and data-use
checks, the use of clear definitions of data elements, up-to-date training and
frequent feedback to data collectors and users (World Health Organization,
2008).

The collection of patient data such as diagnoses, treatments and outcomes
is of key importance for good quality clinical care (World Health Organiza-
tion, 2014). Within a traditional healthcare data management system, various
healthcare data is collected, which includes patient data, such as: (i) patient
demographics; (ii) encounter summaries; (iii) medical history; (iv) allergies;
(v) intolerances; (vi) lab test histories (Ludwick and Doucette, 2009); (vii) in-
dividual patient records such as specific type of care data or data for conditions
requiring long-term care and multiple visits; (viii) data collection for outpa-
tient, admission and discharge registries (World Health Organization, 2014);
and (ix) a core set of health indicators including health status, risk factors,
service coverage and health systems indicators (World Health Organization,
2008, 2018).

The storage of patients’ medical records is important for managing disease
trajectory and clinical decision-making (World Health Organization, 2008).
Healthcare data should be stored in an appropriate location where it is easily
retrievable. Healthcare data storage should be well organised by: (i) restricting
access to authorised users; (ii) coding the system to make records retrievable;
(iii) following clear procedures for record distribution and refiling; and (iv) ob-
serving obligatory rules for the minimum period of maintenance and dispatch
times (World Health Organization, 2008).

Data sharing means that healthcare data is shared and processed in a net-
worked system (Vreeland et al., 2016). There is a broad range of data users
at different levels of the healthcare system (World Health Organization, 2008)
and data is disseminated to facilitate the use of healthcare data (World Health
Organization, 2014). Healthcare data should be shared securely. Secure data
exchange means confidentiality, integrity, availability and timeliness of health
and patient data. Data emanating from numerous care providers like fam-
ily physicians, specialists, social workers, pharmacists, radiologists, dietitians,
physiotherapists and nurses, is shared (Ludwick and Doucette, 2009). Stored
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patient data is shared electronically with authorised healthcare providers any-
time, anywhere to support high quality care (Ludwick and Doucette, 2009).

As raw healthcare data has limited use, it needs to be processed and anal-
ysed to be of beneficial use (World Health Organization, 2008). The most
important part of data processing and compilation is the extracting and in-
tegrating of data. Value is added to the source data through the process of
extraction and transformation. This is done by: (i) removing mistakes and
correcting for missing data; (ii) providing documented measures of degree of
confidence in data; (iii) capturing the flow of transactional data for safekeep-
ing; (iv) adjusting data from multiple sources to allow it to be used together;
(v) structuring data to be usable by end-user tools; and (vi) tracking all these
actions to tangibly support data quality assessments. To analyse data, it needs
to be reviewed, processed, integrated with data from other sources and then
have appropriate techniques applied to it (World Health Organization, 2014).
Data produces meaningful insights after it is compiled, managed and analysed
(World Health Organization, 2008).

Some usages of healthcare data include: (i) the standardisation of doc-
tors’ work practices; (ii) improving data availability; (iii) improving safety and
quality of care (Vreeland et al., 2016); and (iv) the incorporation of data into
decision-making processes to enhance the operational efficiency between hos-
pitals and for resource allocation (World Health Organization, 2014). Stored
patient data is used to track patient medical history, interventions, encoun-
ters, lab test results as well as managing allergies and drug contraindications
(Ludwick and Doucette, 2009).

2.2.3.2 Big data in healthcare

Big data refers to large, complex data sets that surpass the capabilities of
traditional data management systems to store, manage and process data timely
and economically (Nambiar et al., 2013). Historically, the healthcare industry
has generated large amounts of data through record-keeping, for compliance
and regulatory requirements and for patient care (Raghupathi and Raghupathi,
2014). Big data in healthcare refers to electronic health data sets that are too
large and complex to manage with traditional software and hardware, or by
means of traditional or common tools and methods.

Big data in healthcare entails the management of very diverse and large
volumes of data at a very high speed (Raghupathi and Raghupathi, 2014).
Big data in the healthcare industry is made up of the totality of data related
to patient healthcare. This includes clinical data, clinical decision support
systems, patient data in electronic patient records, machine generated and
sensor data and less patient-specific data like emergency data, news feeds and
articles in medical journals (Raghupathi and Raghupathi, 2014).

Big data in healthcare enables the discovery of deep knowledge and value
for the delivery of the best evidence-based, patient-centric healthcare (Yang
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et al., 2015). Big data analytics in healthcare has the potential to improve
care, save lives and lower cost through discovering associations and under-
standing patterns and trends within the data (Raghupathi and Raghupathi,
2014). Through the associations, patterns and trends that the synthesis and
analysis of big data reveals, more thorough and insightful diagnoses and treat-
ments can be developed. This results in higher quality care at lower costs and
in better overall outcomes.

Big data analytics in healthcare has the potential to improve operational
efficiencies, help predict and plan responses to disease epidemics, improve the
quality of monitoring of clinical trials (Raghupathi and Raghupathi, 2014;
Nambiar et al., 2013), improve healthcare research and development (Raghu-
pathi and Raghupathi, 2014), enhance evidence-based medicine (Yang et al.,
2015; Raghupathi and Raghupathi, 2014), incorporate genomic analytics, pre-
adjudicate fraud analysis (Raghupathi and Raghupathi, 2014) and optimise
the healthcare spending at all levels of the healthcare system including pa-
tients, hospital systems and governments (Nambiar et al., 2013). Big data
analytics also helps to make the shift from cure to preventive health.

A four-step process needs to be followed to utilise big data in healthcare
(Bahri et al., 2018). The process is depicted in Figure 2.2. Raw data is pro-
cessed and analysed to assist decision-making. The first step is the generation
of vast amounts of data from various sources. These sources include internal
company data from its information system, Internet of Things (IoT) data,
internet data and biomedical data (Bahri et al., 2018).

Big data process

Raw data —{Big data generationHBig data acquisitionH Big data storage HBig data analysis}* Value

Figure 2.2: Big data process steps

The second step is data acquisition that can be subdivided into three sub-
steps. These sub-steps are big data collection, big data transmission and big
data preprocessing. Big data collection has to do with the acquisition and
retrieval of vast amounts of raw data. These data can be structured, semi-
structured and unstructured and is retrieved from different sources like infor-
mation systems, mobile devices, the [oT and open data. The information sys-
tem is the centralised data warehouse that contains all the information about
the activities of the organisation (Bahri et al., 2018). The second sub-step is
transmission which has to do with the transfer of data from the different data
sources into storage management systems where it is processed and analysed
(Bahri et al., 2018). The last data collection step is big data preprocessing
that ensures efficient and enhanced data for storage and analysis (Bahri et al.,
2018). To do this, redundant, noisy, incomplete and useless data is eliminated
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and the data is also integrated with other data for additional value. This also
decreases the storage requirement and improves analytical accuracy (Bahri
et al., 2018).

To store big data, databases that are capable of handling vast amounts
of data of various types and formats are used (Bahri et al., 2018). These
databases should be able to guarantee data security, availability and reliability.
Data is stored for further analysis and processing.

Big data analysis is the most important process step (Bahri et al., 2018).
This is the step where value is generated as an output. Techniques and tech-
nologies are applied to mine and extract meaningful and valuable insights and
hidden information from the large amount of processed and stored data (Bahri
et al., 2018).

Adopting Big data in public health does not come without ethical chal-
lenges and it is important to recognise the potential risk and unintended con-
sequences (Vayena et al., 2015). National and international legislation and
guidelines were developed for very different historical conditions and are not
effective or appropriate in addressing the new ethical challenges that Big data
in healthcare poses. Through Big data much personal data can be accessed to
be utilised for good, but the rights of the individual, such as the right to pri-
vacy, should still be respected. Big data can lead to misleading and inaccurate
findings which may result in harm to individuals, businesses or communities
(Vayena et al., 2015). One such example is if a person is falsely identified as af-
fected by an infectious disease. Harm can include financial loss, stigmatisation
and the infringement of individual freedoms.

2.2.3.3 Healthcare data management on different system levels

According to Reid et al. (2005) information and information exchange are
crucial to the delivery of care on all levels of the healthcare delivery system.
Data is used at different levels of the healthcare system for healthcare service
and system management (World Health Organization, 2008). The users of
health data include those that deliver care to patients and those who are
responsible for managing and planning health programmes. Therefore, the
health data should be presented and disseminated in the appropriate formats
to all audiences.

Care providers and care teams need access to at least three types of clinical
information for diagnosis and treatment. These include the health record of the
patient, the medical-evidence base and provider orders that guide the process
of patient care (Reid et al., 2005). The demand for timely sub-national data on
service access, coverage, and quality for annual health reviews and operational
planning processes are also increasing (World Health Organization, 2014).

At the organisational level, clinical, financial and administrative informa-
tion is required for the measurement, assessment, control and improvement of
the quality of their operations. The clinical, financial and administrative infor-
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mation needs to be captured, integrated and analysed to improve the quality
and efficiency of healthcare. Interoperability and data-interchange standards
enable the internal integration of the organisation’s clinical, financial and ad-
ministrative information. This also enables the organisation to link its system
with other external care providers, insurers, vendors and regulatory bodies.
Data domains that need to be standardised are administrative data, clinical
data, medical images, prescription data and medical device data (Reid et al.,
2005).

The broader health data management system brings together data from
multiple sources such as from health facilities, surveillance systems and other
administrative data sources (World Health Organization, 2014). Facility-based
data is an integral component of this broader system. This data is derived rou-
tinely and includes data collection from service delivery records and patient-
provider interactions. They are also generated from a range of interventions
offered such as treatments administered and treatment outcomes. This data
can be used for various purposes, which includes managing patient care, epi-
demiological surveillance, monitoring of intervention specific programmes and
quality assessments. Facility-based data can also be used for monitoring and
evaluation on a country level and can be used to measure performance indica-
tors of outputs, outcomes and impact.

As there is an increasing emphasis on monitoring and evaluation, there is
also an increase of indicators, but this also increases the workload of health sys-
tem staff and often does not lead to improvement (World Health Organization,
2014). Therefore, the number of indicators should be kept to a minimum and
should consist of those that are used for decision-making on the various sys-
tem levels. Countries should decide on key indicator sets for national planning,
monitoring and evaluation of programmes, and for facility level management.
At the facility level, indicators should be chosen to monitor efforts to improve
health system performance.

The World Health Organization (WHO) has specified a list of 100 core
health indicators, The Global Reference List, that serves as a normative guide
for the selection of standard indicators that countries and partners’ stakehold-
ers can use for monitoring with respect to their priorities and capacity (World
Health Organization, 2018). The Global Reference List reflects relevant in-
dicators on universal health coverage, non-communicable diseases and other
health-related environmental, social, economic and behavioural risk factors.
The list comprises a selection of priority indicators across four domains, which
include health status, risk factors, service coverage and health systems (World
Health Organization, 2018).

Health status indicators consist of the core indicators which include mor-
tality by age, sex and cause. Risk factor indicators relate to nutrition, en-
vironmental, behavioural, injuries and violence indicators. Service coverage
indicators relate to the whole spectrum of health services which includes re-
productive, maternal, newborn, child and adolescent, immunisation, HIV, TB,
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malaria, neglected tropical diseases, non-communicable diseases, mental health
and substance abuse services. Lastly, health system indicators consist of in-
dicators on health system inputs and outputs like health facility density and
distribution, health workforce, health information, quality and safety of care,
and health security capacity (World Health Organization, 2018).

2.3 The scope of the healthcare data
management challenges

After laying the foundation of understanding the healthcare system and data
management in the context of healthcare, it was important to understand the
challenges that arise in the management of healthcare data in developing coun-
tries. A structured literature review was conducted to identify the healthcare
data management challenges in developing countries. Many healthcare data
management challenges exist in developing countries that impede the effec-
tive delivery of healthcare. The aim of this structured literature study is to
gain a better understanding of the scope of challenges that currently exist and
to determine which challenges are the most prominent ones. The results of
this review were used to populate the challenge landscape for requirements
specification in Chapter 3.

The text in Section 2.3 has been largely reproduced from a conference
article with the following citation: van der Merwe, L., Bam, W. and De Kock,
I., 2019, August. Healthcare Data Management in Developing Countries: A
Systematic Review. In SAITE NeXXXt.

This section begins with a description of the methodology followed to iden-
tify the healthcare data management challenges in developing countries (Sec-
tion 2.3.1), which is followed by a quantitative analysis of the data manage-
ment challenges (Section 2.3.2). Lastly, a discussion of the healthcare data
management challenges in developing countries is presented (Section 2.3.3).

2.3.1 Structured literature review methodology to
identify the healthcare data management
challenges in developing countries

A structured literature review was conducted on 16 April 2019. The search
followed the process described in this section. This study followed the system-
atic review process as described by Pickering and Byrne (2014). Firstly, the
electronic search platform and the search terms that were used are described
in Section 2.3.1.1. Secondly, in Section 2.3.1.2 the exclusion process is de-
scribed from the initial search results to the eventual number of search results.
The required data will be extracted as described in Section 2.3.1.3 which will
be analysed to draw conclusions from. Some variations to the process as de-
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scribed by Pickering and Byrne (2014) are made in Section 2.3.1.3 as the steps
in the process are inherent to how the study was carried out. The variation is
explained in Section 2.3.1.3.

2.3.1.1 Search strategy

The first steps were to define the topic, formulate the research question, iden-
tify the keywords and identify and search databases (Pickering and Byrne,
2014). The topic was defined as “health care data management in develop-
ing countries”. The research question was “What are the scope of health care
data management challenges in developing countries?” The electronic search
platform used for this structured literature review is Scopus. It was decided
to use only Scopus, because it is the largest abstract and citation database of
peer-reviewed literature that includes scientific journals, books and conference
proceedings. Scopus consists of an extensive database with good quality and
diverse sources which ensures good worldwide research coverage. Scopus de-
velopers claim that it is the largest single abstract and indexing database ever
built (Burnham, 2006). With Scopus it is possible to enter multiple search
requirements with different search operators. This allows Scopus to search
for results in a very specific field, while maintaining objectivity with regard
to the inclusion of all results in that field. Scopus was developed by Elsevier
and the characteristics of both PubMed and Web of Science were combined.
This allows enhanced utility for medical literature research and academic needs
(Falagas et al., 2008).

The search terms were chosen to cover the research field of healthcare data
management challenges in developing countries, and to specifically include
South Africa. To ensure the comprehensiveness of the initial Scopus search,
different keywords were used for the same concept. The variants of the term
“data management” for this study include “data processing”, “data control”
and “information management”. These terms were used in inverted commas
to return only articles where the words of the terms are used in conjunction.
Furthermore, health care was searched as one word and as two words enclosed
in inverted commas to accommodate articles with the spelling difference. The
search terms “developing countr” and “south africa” were used to narrow the
search down to only developing countries and South Africa. These search terms
were used with an asterisk to include articles where variants of these search
terms are used. Lastly, synonyms of challenges were used with asterisks to
ensure comprehensive coverage of articles that identified healthcare data man-
agement challenges. These synonyms include problems and issues. Therefore,
the relevant literature was retrieved with the following search keywords:

( TITLE-ABS-KEY ( “Data processing” OR “data management” OR “data
administration” OR “data handling” OR “data control” OR “information
management” ) AND TITLE-ABS-KEY ( healthcare OR “Health care” )
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AND TITLE-ABS-KEY ( “south africa*” OR “developing countr*” ) AND
TITLE-ABS-KEY ( challenge®* OR problem™ OR issue* ) )

2.3.1.2 Exclusion criteria

The next step was to assess the publications to ascertain if they were relevant
and whether they should be included (Pickering and Byrne, 2014). The first
exclusion criteria was to exclude articles that were published prior to 2008.
Data management has evolved tremendously over the years and including ar-
ticles that are too old will result in including irrelevant challenges in this study.
This study strives to address relevant healthcare data management challenges
of developing countries.

The second exclusion criterion was by document type. Books were excluded
from this review.

Lastly, the abstracts of the remaining articles were read to determine
whether they are truly relevant to this study field. Articles were excluded dur-
ing this phase based on whether they clearly mentioned any healthcare data
management challenges in the abstract. Sometimes, articles were included in
the initial search because the study used data management to address a totally
different challenge than what this study addresses. Such articles, for example,
were excluded during this phase.

This method ensured that only publications that are truly relevant to
healthcare data management challenges in developing countries were included.
Figure 2.3 illustrates the process of starting at the initial search protocol, to
how the search results were narrowed down to the eventual number of search
results through the different exclusion steps.
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( TITLE-ABS-KEY ("Data processing" OR "data management" OR "data administration"
OR "data handling" OR "data control" OR "information management") AND TITLE-ABS-
KEY (healthcare OR "Health care") AND TITLE-ABS-KEY (south africa*" OR
"developing countr*") AND TITLE-ABS-KEY (challenge* OR problem™* OR issue*) )

Scopus search
N=162
Exclude by year: limited to
between 2008 and 2019
N=108
Exclude by document type:
exclude books
N=106
Exclude by abstract:
no clear mention of health
care data management
challenges in abstract
N=062

Figure 2.3: Structured literature review process

2.3.1.3 Data extraction

After it was determined which articles to include in the study, the next step was
to develop the structure for a personal database on the topic (Pickering and
Byrne, 2014). After the completion of the article selection process, data was
extracted using MS Excel. Excel was used to develop a healthcare data man-
agement scope of challenges. This was done by creating an Excel spreadsheet.
The aim of the scope of challenges was to identify all the possible healthcare
data management challenges found in developing countries and to categorise
them into appropriate categories and subcategories. This scope of challenges
enabled the quantitative analysis of the extracted data. Other relevant data
extracted from literature into the Excel sheet include:

e Year of publication
o Author(s)
o Article title

o Country the study focused on
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Whenever an article mentioned a healthcare data management challenge
of developing countries, an ‘x’ was marked under the category to which that
challenge belongs. Articles addressed multiple challenges and some challenges
fell under multiple categories. The categories changed and more categories
were included as the data was extracted. This caused the scope of challenges to
expand. At the end of the data extraction process, the categories were assessed
to merge very similar challenges in the different categories. Challenges were
classified under different data management components.

Due to the evolving nature of the scope of challenges, steps seven to 10 as
described by Pickering and Byrne (2014) were automatically carried out in the
reading of all the publications. As new challenges were found the structure of
the database was updated until the final database was complete.

After the database was completed, it gave a holistic view of all the health-
care data management challenges that developing countries face. These chal-
lenges were categorised according to the different data management compo-
nents. These data management components can be regarded as the main cat-
egories. Challenges were designated to subcategories under these categories.
Other main categories are additional to data management components, but
also have an impact on data management. The main categories that the chal-
lenges were extracted to in the Excel database are:

» Poor governance

o Integration challenges

« Data collection challenges

o Data storage challenges

» Data processing challenges
o Data transmission challenges
o Data retrieval challenges

o Data utilisation challenges
o Data monitoring challenges
o Data reporting challenges

« Data analysis challenges

o Data quality challenges

o Data security challenges

 Infrastructure and technology challenges
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» Cost and financial support challenges
e Human factor challenges
o System implementation challenges

The subcategories under the categories were determined as they surfaced
in the literature. When a new subcategory appeared in literature, it was
added under the appropriate category. A subcategory, general challenges, was
included under most categories if a challenge was mentioned without a specific
regard of a subcategory.

2.3.2 Quantitative analysis of the healthcare data
management challenges

Quantifying the number of times that challenges fell into each category gives
an indication of which healthcare data management challenges are the most
prominent. The total number of occurrences recorded for all the categories
combined is 1 124.

For each category the challenges were further categorised into subcate-
gories. This section will discuss the distribution of the challenges between the
different categories and subcategories. Figure 2.4 illustrates the number of
challenges that occurred in each category and Figure 2.5 illustrates the Top
10 subcategories across the different categories.
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Figure 2.4: Number of occurrences per category
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Figure 2.5: Top 10 most occurring subcategory challenges

As can be seen in Figure 2.4 the six categories with the most challenges
are integration, human factors, data collection, data security, data quality,
and infrastructure and technology challenges. Integration challenges are the
highest by far, scoring 162 occurrences. Human factor challenges at 124 had
the second most occurrences. The category with the third most challenges
was data collection with 122 occurrences, followed by data security with 104.
Data quality had 93 occurrences and technology and infrastructure had 91
occurrences.

It is clear from Figure 2.5 that data not shared between different users is
the subcategory with the most occurrences. This is followed by fragmented
systems. Lack of digital data storage and missing or partial data is tied in
third place. Lack of infrastructure is the next subcategory with the most oc-
currences. From there on it is no digital data capturing, policies and standards,
patient privacy challenges, inaccurate data and general security challenges.

It is interesting to note that the category data transmission did not have
a high number of occurrences, but one of its subcategories, data not shared
with different users, is the subcategory with the highest score. Out of the Top
10 data management subcategory challenges, categories data quality and data
security featured twice, while the other categories featured only once in the
Top 10. It is also interesting to note that integration challenges, the category
with the most occurrences, also featured only once on the Top 10 subcategory
list. All these findings convey the intricacy of the healthcare data management
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challenges in developing countries.

2.3.3 Discussion of the healthcare data management
challenges

This section describes the different challenge categories as found in literature.
The discussion is presented according to the ranking of healthcare data man-
agement challenges. The categories are presented in the order of the highest-
scoring category to the lowest-scoring category from Section 2.3.3.1 to Section
2.3.3.12. Each category is introduced, followed by a discussion from literature
of the different subcategory challenges of that category.

2.3.3.1 Integration challenges

In Section 2.3.2 it was found that integration challenges was the category
with the most occurrences. Challenges that contribute to the complication
of integrating healthcare data management systems were designated to this
category.

There are many factors contributing to integration challenges. There are
many stand-alone information systems (Masana and Muriithi, 2017) and dif-
ferent systems have heterogeneous forms that make them even more difficult
to integrate (Bhaskaran et al., 2013; Khan and Hoque, 2016a, 2017). Often
the necessary standardisation and interoperability between systems are miss-
ing (Fritz et al., 2015; Idoga et al., 2018). Standardisation and interoperability
will enable different systems to share data among them.

Data is complex (Sampath et al., 2017), and to manage data effectively it
needs to be organised and aggregated. Aggregated data can help to make bet-
ter decisions based on holistic views of data (Aanestad et al., 2014; Bhaskaran
et al., 2013).

Paper-based data management systems make integration basically impos-
sible (Palmer and Simms-cendan, 2012; Turan and Palvia, 2014). Incompati-
ble technologies further complicate integration (Wang et al., 2010; Turan and
Palvia, 2014).

Another challenge is that even when it is possible to integrate systems and
share data, new security challenges arise (Idoga et al., 2018). Integration or
sharing data should not compromise the security of the data.

As stated in Section 2.3.2 it was found that fragmented systems is the
second biggest challenge on the Top 10. It is also the integration challenge
with the most occurrences compared to other subcategories. It was found
that in many developing countries fragmented systems were due to different
sub-systems operating separately and often even vertically (Mgozi and Weeks,
2011). Integration between governmental bodies or within the Ministry of
Health is also missing (Turan and Palvia, 2014). Fragmented and heteroge-
neous systems trap data needed for proper decision-making (Khan and Hoque,
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2017) and Sharifi et al. (2013) stated that fragmented and inaccessible clinical
information have a negative effect on healthcare quality and cost.

2.3.3.2 Human factors

According to the analysis of Section 2.3.2 human factors is the second biggest
challenge category. It is interesting to note that none of its subcategories are
in the Top 10, but it is still the third biggest healthcare data management
challenge category. All human-related data management challenges were des-
ignated to this category. The five most prominent human-related challenges
are the low skill level of staff, the lack of training, the lack of staff, digital
illiteracy and lack of participation.

Many healthcare workers do not have the required skills to do the data
management tasks they need to do. They make mistakes with data collection,
do not know how to use the routine health information system, and lack data
security, data management and data analysis skills (Koivu et al., 2016).

There is also a lack of training (Sharifi et al., 2013). A lack of training
means that healthcare workers are not trained before they start work and it
also means that their skills will not improve in the future, because there are
no training opportunities. Even in cases where there was training, there is no
ongoing data management training available (Mate et al., 2009).

Digital literacy is another significant challenge (Idoga et al., 2018; Koivu
et al., 2016; Mgozi and Weeks, 2011). For healthcare workers to manage data,
they need to be able to use the necessary information and communication tech-
nologies. Healthcare workers do not have the expertise to operate equipment
such as tablets, computers, and smart phones (Warkulwiz et al., 2014).

Not only is the skill level or the digital literacy of the staff low, there is also
a significant shortage of staff (Haskew et al., 2015). This includes a shortage
of data capturers (Allorto and Wise, 2015). The shortage of staff influences
data quality (Kaposhi et al., 2014).

Another factor is that humans do not participate in the data management
system as they should. Braa and Sahay (2012) found that sometimes health
managers lack faith in the health management information system. A lack of
collaboration of doctors and health personnel can lead to poor data quality
(Turan and Palvia, 2014).

2.3.3.3 Data collection challenges

Data collection challenges had the third most challenges documented. The
data collection challenges subcategories with the most occurrences are no dig-
ital data capturing, errors with collection, inefficient collection processes and
methods, lack of proper entry forms, time constraint, duplication and different
healthcare facilities collecting different data. It is also important to note that
no digital data capturing was sixth on the Top 10 subcategory list.
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No digital data capturing mostly entails that data is captured on paper
and documentation is also done on paper (Paul et al., 2009; Bindle and Joost,
2010). Sometimes there are systems that convert the paper-based data into
digital format, but usually there is a lag before that is done (Monda et al.,
2012). Paper-based capturing makes it very difficult to exchange and access
information and to monitor patients’ progress (Masana and Muriithi, 2017).
Masana and Muriithi (2017) also stated that the lag before data is digitalised
prevents real-time data accessibility.

Often times handwritten data is illegible, affecting the quality of the data
(Allorto and Wise, 2015). Data capturing errors also affect the quality of data.
These errors include partial data collection or entry mistakes by the capturer
(Mate et al., 2009; Khan and Hoque, 2016a,b).

There is also a concern about the suitability of data entry forms (Sharifi
et al., 2013). Sometimes forms do not allow the entry of relevant data in the
way that it is structured (Medhanyie et al., 2017). There exists a need to
standardise these forms to ensure all relevant data is captured (Allorto and
Wise, 2015).

There are different data entry points. This causes the same data to be
captured multiple times. This data is aggregated only later. Data is therefore
duplicated by different data capturers (Braa and Sahay, 2012; Medhi et al.,
2012).

It has also been found that different healthcare facilities collect various
types of data (Alkraiji et al., 2016). Different sub-districts and many health-
care facilities have different interpretations of how data should be captured
and managed (Kaposhi et al., 2014).

Another data collection challenge is the limited time available to collect
data (Nicol et al., 2013; Turan and Palvia, 2014; Alkraiji et al., 2016). In de-
veloping countries, it takes long to collect data and often data capturers do not
have enough time to collect it. Overworked healthcare personnel have multiple
responsibilities and do not have the time to collect data (Nicol et al., 2013),
especially when paper-based data capturing is used which is very inefficient
and not time-efficient (Nyumbeka and Wesson, 2014).

2.3.3.4 Data security challenges

Data security had the fourth most challenges identified. Any challenge regard-
ing the protection of data or protection against data breaches is included in
this category. The subcategory with the most occurrences is patient privacy.
General data management challenges also has just as many occurrences and
both these subcategories share the seventh place on the Top 10 subcategory
challenges list. Authorisation, confidentiality and data integrity are the other
significant data security challenges.

Medical systems are more connected and networked. It is necessary to have
identifiable health data in health data repositories across these systems for
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data accessibility and sharing, but the increase in connectivity and identifiable
health data causes an increase in patient privacy risks and security breaches
(Khan and Hoque, 2016a, 2017). Electronic documents have many privacy
and security risks because they are accessed and transferred easily (Turan
and Palvia, 2014). Unmanaged servers endanger data, bandwidth and other
devices on the network (Whalen et al., 2014).

Preservation of anonymity and security of patient records are significant
concerns, but in some developing countries there are no privacy laws that
protect identifiable data (Warkulwiz et al., 2014; Idoga et al., 2018). A need
also exists for well-coordinated regulatory frameworks for proper governance
of the privacy and security of patient health information (Mgozi and Weeks,
2011).

Another significant concern is unauthorised access (Idoga et al., 2018).
Authorisation services include policy management, role management and role
based access control (Ganiga et al., 2018), but sometimes even authorised users
can use data maliciously (Bhaskaran et al., 2013).

2.3.3.5 Data quality

Data quality is the fifth biggest data management challenge category and it
has two subcategories in the Top 10 subcategory challenges list. Missing data
is tied in third place and inaccurate data shares the seventh place. These are
the two main data quality subcategories, but poor data quality in general was
also often mentioned (Turan and Palvia, 2014; Fritz et al., 2015; Jobson et al.,
2018). Other data quality challenges were data duplication, unstructured data
and data discrepancy or inconsistency.

Quality data is important for many healthcare functions. Missing and
inaccurate data impedes functions such as record-linking, proper diagnosis and
analysis, patient monitoring and clinical and public health decision-making
(Vladescu et al., 2009).

Causes of missing or inaccurate data are nurses that simply do not write
out all patient data (Sharifi et al., 2013), doctors that do not write out the
diagnosis, but only symptoms and prescriptions (Aanestad et al., 2014) and
errors made by less qualified staff (Khan and Hoque, 2017).

2.3.3.6 Technology and infrastructure challenges

The technology and infrastructure challenges category is the sixth biggest chal-
lenge category. It involves all data management challenges related to the tech-
nologies and infrastructures needed for data management in healthcare. The
highest-scoring subcategories were infrastructure challenges, network availabil-
ity, software challenges and power supply challenges.

The infrastructure required for data management is lacking (Fritz et al.,
2015; Bijlmakers et al., 2017; Medhanyie et al., 2017; Alkraiji et al., 2016).
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Some of these infrastructures needed for data management include information
technology infrastructure (Ganiga et al., 2018), communication infrastructure
(Wang et al., 2010), and technological infrastructure to allow appropriate in-
formation storage and sharing (Idoga et al., 2018). New technologies cannot
be introduced to healthcare data management systems because the current
infrastructure is unable to support them (Aanestad et al., 2014).

Network availability is also a big challenge. Ganiga et al. (2018) found
that there is a great need for high speed internet connectivity, but often the
internet connection is unreliable. The unreliability of the internet forces lower
level sub-systems to be completely paper-based (Bergum et al., 2017). Internet
signal strength is often weak (Nyumbeka and Wesson, 2014) and bandwidth
costs are high, inhibiting the health systems’ effectiveness (Mgozi and Weeks,
2011).

Power supply has been found to be erratic (Idoga et al., 2018). In many
resource-limited areas healthcare facilities do not have a reliable electricity
supply to support data management activities such as electronic data storage
(Aanestad et al., 2014; Whalen et al., 2014).

2.3.3.7 Data storage challenges

Data storage has the seventh most challenges documented. Challenges are
designated to this category if it posed challenges to the storage of data. The
highest data storage subcategory, lack of digital data storage, is ranked sec-
ond on the Top 10 list for subcategory challenges. Loss of data is the second
biggest data storage concern. Other data storage subcategories include un-
structured storage, inefficient storage, reliability of storage and the lack of
storage infrastructure.

Many healthcare systems in developing countries are still managing data
in traditional paper-based systems (Medhi et al., 2012; Ganiga et al., 2018; Vi-
vanco and Oropeza, 2017). This makes it difficult to access patient information
(Patra et al., 2012) and gives rise to challenges in data aggregation, transmis-
sion and analysis (Medhi et al., 2012). This paper-based stored healthcare data
is also located at different geographical locations. This limits the adoption of
a system-wide approach to healthcare management (Turan and Palvia, 2014).
For some manual paper-based systems health statistics that are recorded in
log books are sent to regional offices for data capturing of metrics into a cen-
tralised database, but these log books are sent infrequently (Cline and Luiz,
2013).

Loss of data is also a common data storage challenge. Data that is needed
for patient care or programme management gets lost (Letebo and Shiferaw,
2016). In paper-based data storage the loss of health record books is common
(Irawan et al., 2016) and in some paper-based systems the record room only
retains records of patients for five years. This results in the loss of continuous
patient data (Ganiga et al., 2018). Chimbari (2017) found that data sets
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are collected at high cost, but are not analysed and get lost over time. Digital
data storage is prone to loss of data in the case of hardware or software failure.
Efficient backup is needed to prevent loss of data (Whalen et al., 2014).

2.3.3.8 Cost and financial support challenges

The cost and financial support challenges category represents the eighth biggest
healthcare data management challenge. All the different cost aspects of health-
care data management are categorised under this category. Implementation
cost was mentioned the most in literature. Other data management cost as-
pects mentioned include infrastructure costs, technology costs, systems costs,
data storage costs and training costs.

The cost of implementing healthcare data management systems is the
biggest cost challenge and is the main reason why developing countries strug-
gle to adopt digital healthcare data storage (Letebo and Shiferaw, 2016). Cost
is also the reason why existing digital medical records are not integrated
into information technology (Bhaskaran et al., 2013). Additional costs are
incurred for acquiring, installing and maintaining equipment for integration
(Idoga et al., 2018).

The expensiveness of technology is also a great concern. Healthcare compa-
nies have developed technologies to improve healthcare data management, but
the problem is they are too expensive for developing countries (Mukhopadhyay
et al., 2018). Healthcare data management software and hardware are expen-
sive (Sharifi et al., 2013), as is equipment to monitor patients at healthcare
facilities (Nyumbeka and Wesson, 2014).

2.3.3.9 Implementation of systems challenges

Implementation of systems is ranked ninth from the different challenge cat-
egories. Challenges regarding the implementation of systems is designated
to this category. Its main subcategories are resistance to change, training,
technical infrastructure available to support implementation and the existing
culture. The cost of implementing systems is the greatest implementation chal-
lenge, but that is categorised under the category cost and financial support.

Healthcare system users sometimes have negative perceptions about the
usefulness and the associated threats regarding new systems. This causes a
resistance to adopt the new systems (Turan and Palvia, 2014). Threats regard-
ing privacy and security make organisations reluctant to adopt new systems
(Mgozi and Weeks, 2011). One example of resistance to change due to per-
ceived usefulness is that reports from radiology are handwritten. Staff objected
to typing these in electronically, because it takes too long and workloads are
too high (Aanestad et al., 2014). Patients also resist change. Warkulwiz et al.
(2014) found that patients did not want their data to be entered electronically,
and preferred paper-based systems instead.
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The availability of technical infrastructure is very important for systems
implementation (Fritz et al., 2015), but poor infrastructure makes this very
difficult (Whalen et al., 2014). To ensure adoption of widespread implemen-
tation, currently available infrastructure should be used to support the imple-
mentation of systems, rather than having to develop new and sophisticated
technologies to support implementation (Wang et al., 2010).

Another factor is that the need for training makes implementation difficult
(Allorto and Wise, 2015). When new systems are implemented, it involves
training which is very expensive (Sharifi et al., 2013). After implementation,
ongoing training of personnel is also needed (Mate et al., 2009).

2.3.3.10 Governance challenges

According to Section 2.3.2, governance challenges is ranked tenth. All chal-
lenges that relate to the governance of healthcare data management is cate-
gorised in this category. Its main subcategories are policies, legislation and
standards. Other subcategories include regulations, frameworks and leader-
ship.

Policies are needed at a national level to ensure coherence (Idoga et al.,
2018), but there is a lack of adequate policies and procedures (Alkraiji et al.,
2016). Some common policies that are missing are policies regarding secu-
rity (Turan and Palvia, 2014), Information and Communications Technology
(ICT) (Mengiste, 2013) and well-defined access to policies to ensure authentic
users can access data (Patra et al., 2012). Policies for the use of information
systems are also important, for they grant access to the systems to authorised
users anywhere and at any time (Palmer and Simms-cendan, 2012). Kaposhi
et al. (2014) recommended changes in knowledge translation, data verification,
programme management and standardisation policies.

Having the necessary standards is also very important to have a system-
wide approach to patient healthcare management (Turan and Palvia, 2014).
It is found that many developing countries do not have informational and care
standards and they have limited existing regulations (Aanestad et al., 2014).
Digital health record standards have also been adopted only recently (Gainer
et al., 2012).

It was also found that there is an absence of legislation regarding data
management (Idoga et al., 2018). Health data is collected from public and
private hospitals, but because the required legislation is not in place, this data
cannot be shared or used (Turan and Palvia, 2014). Turan and Palvia (2014)
also found that there is no legislation safeguarding personal health information.

2.3.3.11 Data transmission challenges

Data transmission was quite a low-scoring challenge category, but one of its
subcategories, data sharing with different users, had the highest number of
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occurrences of all the subcategories. Challenges regarding the transmission
of data from one place to another by whatever means were included in this
category. Other data transmission challenges are difficulties with disseminat-
ing data to patients, data transfer latency, unreliable network availability for
transmission and transmission errors. In some cases, data was transferred in
paper format.

A key challenge in developing countries is to make healthcare data acces-
sible from rural to urban (Ganiga et al., 2018). Paper-based systems only
allow data to be accessed from one place (Mvelase et al., 2015). Therefore,
a need exists to digitalise data for data accessibility and data sharing, but if
digital systems are not linked or integrated, data accessibility and exchange
to different users will still pose a significant challenge (Masana and Muriithi,
2017).

Some clinical information technologies do not allow data-sharing between
clinicians, labs, hospitals, pharmacies and patients (Pahl et al., 2015) and
data is not shared between different levels of healthcare either (Haskew et al.,
2015). Different healthcare facilities use their systems with their own localised
data networks. This inhibits data-sharing and the adoption of a system-wide
approach to patient healthcare management (Turan and Palvia, 2014). Data is
isolated in silos which impedes data-sharing between care providers (Bhaskaran
et al., 2013). Legislative frameworks and an unwillingness of companies to
share data are yet some other factors contributing to the lack of data-sharing
(Mgozi and Weeks, 2011).

2.3.3.12 Data retrieval challenges

Data retrieval ranked twelfth. Its subcategories consist of challenges regarding
the retrieval and accessibility of data. The main subcategories are historical
data retrieval, real-time data retrieval, the lack of remote data accessibility
and timely data accessibility.

Paper-based and manually filed medical records are difficult to access and
impede good service to patients (Kaseke et al., 2017). Electronic databases
can make retrieval of stored data easier (Letebo and Shiferaw, 2016). Data
retrieval is important to make accurate clinical decisions (Bhaskaran et al.,
2013) and inaccessible clinical information has a negative effect on quality of
healthcare (Sharifi et al., 2013).

Many developing countries use systems that do not allow timely data ac-
cessibility. For instance, healthcare systems that are divided into different
categories which operate on different systems makes access to patient data
very difficult (Idoga et al., 2018). Other examples are processes that are error-
prone and time-consuming cause a delay in data accessibility (Mvelase et al.,
2015).

Recently, there has been an increase in the need to access data from remote
locations (Paul et al., 2009). This is needed so that doctors can view patient
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health records from anywhere and give advice and treatment (Patra et al.,
2012).

2.4 Conclusion on healthcare data
management

This chapter gave a description of healthcare and data management in health-
care. It described the healthcare delivery as a system with different system
levels. This chapter gave insight on how the healthcare system functions with
its components such as its elements, functions, levels and environment. The
healthcare system has four nested levels which are the individual patient, the
care team, the overall organisation and the environment. The environment of
the system also has an influence on the system. This gave a good idea of the
structure of the healthcare system.

Data management was explained in general and it was further discussed in
the context of healthcare. The different data management components were
identified and the importance of a data strategy was discussed. The data
strategy ensures the improved execution of how data is acquired, stored, man-
aged, shared and used. A defensive data strategy was fitting for the healthcare
context. This means downside risk should be minimised through compliance
regulations, detecting and limiting fraud and preventing theft. Healthcare data
management was also described with regard to traditional data management
and the management of big data in healthcare. The different functions of data
management in the context of healthcare were identified. The discussion on
traditional and big data management also gave insights into the change that is
occurring in healthcare data management and the transition from traditional
to new data management systems that is taking place.

Furthermore, the scope of healthcare data management challenges in de-
veloping countries was investigated to determine the whole range of challenges
and to determine which challenges are the most persistent. The six significant
healthcare data management challenge categories identified in this chapter
were integration challenges, human factors, data collection challenges, data
security challenges, technology and infrastructure challenges, and data quality
challenges.

This gives an idea of the scope and complexity of the healthcare data
management challenges in developing countries. To help solve healthcare data
management challenges in developing countries, the challenges identified in
this study should be taken into consideration. Therefore, in the next chapter
the scope of challenges is used to derive a challenges landscape for healthcare
data management in developing countries. This enabled the specification of
requirements that the possible research product should adhere to, to address
the healthcare data management challenges satisfactorily.
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Chapter 3

The requirements specification
of healthcare data management
in developing countries

In the previous chapter the healthcare data management scope of challenges
was identified. There are multiple challenge categories and subcategories to
take into account. The scope of challenges gave an indication of all the different
aspects to be taken into account when dealing with the lingering healthcare
data management problem in developing countries. To address all these chal-
lenges as a whole, the different requirements that a possible research product
must adhere to must be specified. To gain a better understanding of the needed
design requirements, the data value chain was derived from literature. In do-
ing this, data management across its whole value chain is understood and the
significant components of data management are identified. It also gives a more
comprehensive view of data management as a system with different compo-
nents. Constructing the data value chain also conveys the importance of the
beneficial use of data and what value adding components are needed to enable
the beneficial use of data. Then, based on the value chain and the scope of
challenges, the challenges landscape of healthcare data management was de-
veloped which was used to specify the requirements that research products
should adhere to, to help improve the healthcare data management problem
in developing countries. The objectives of this chapter are therefore to un-
derstand the healthcare data value chain with which to develop the challenge
landscape that enables the definition of the design requirements (Section 3.1)
and to define the design requirements to address the healthcare data manage-
ment problem in developing countries (Section 3.2). Lastly, this chapter on
requirements specification is concluded (Section 3.3).

39
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3.1 Developing the healthcare data value
chain and challenges landscape

This section describes how the healthcare data value chain and challenges
landscape were developed. A framework with different system components
was needed to enable the categorisation of the different healthcare data man-
agement challenges according to the different components of the healthcare
system. The categorisation of the challenges allows for an in-depth under-
standing of the challenges according to their corresponding healthcare data
management system components, which enables the requirements specifica-
tion for this study. The framework of Franz et al. (2015) is appropriate for
this as it identifies generic system components applicable to any domain which
allows the categorisation of the healthcare data management challenges.

The framework of Franz et al. (2015) was developed for the energy industry
and describes the components of the energy market system, but the compo-
nents included in this framework are applicable to any system, irrespective of
the application domain, as all systems consist of these components. There-
fore, the components described by Franz et al. (2015) can be applied to the
domain of healthcare data management too. The purpose of the framework of
Franz et al. (2015) is to analyse energy market systems and develop effective
interventions for the challenges faced in the different energy market systems.
The framework of Franz et al. (2015) consists of a generic model that describes
the components of the energy market system across three levels and derives
interventions for these components on the different levels. As these levels and
components are generic, they can be applied in the context of healthcare data
management. Similar to the framework of Franz et al. (2015), healthcare data
management consists of a value chain with multiple levels that function as a
system. Both the framework of Franz et al. (2015) and this study strive to seek
supporting interventions for their specified challenges. Therefore, the frame-
work of Franz et al. (2015) is appropriate to determine the healthcare data
management value chain for this study, as well as determine the challenges
landscape across the whole healthcare data management value chain.

The framework of Franz et al. (2015) was used as a guide to identify the dif-
ferent components needed in the healthcare data value chain. The framework
of Franz et al. (2015) consists of two stages. The first stage is mapping the
energy market system and stage two is the design of supporting interventions.
Stage one was used to assist the development of the healthcare data value
chain that was developed by investigating current big data value chains. The
similarities and differences of the different proposed value chains were used to
complement each other in the development of the healthcare data value chain
that is used for this study (Section 3.1.1). Stage two of this framework was
used to develop the challenges landscape on the value chain (Section 3.1.2).
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Figure 3.1: The different levels of the generic value chain (Franz et al., 2015)

3.1.1 Healthcare data value chain

Using the framework by Franz et al. (2015), the healthcare data value chain
was mapped. The energy market value chain framework describes value chains
of energy systems, but the principles of the components can be used to repre-
sent the healthcare data value chain with its different levels. Energy market
functions can be related to the data value chain components.

Franz et al. (2015) developed the energy market system analytical frame-
work to categorise each energy market and a set of processes to determine
how each energy market operates and what obstacles are prevalent in that en-
ergy market. The energy market system is the entire system delivering energy
services, including all its component parts, subdivided into three levels. The
generic energy market chain system is illustrated in 3.1.

Level one is the energy market or value chain. The market chain is at the
centre of the market system. It describes how the products move through the
chain along which it is converted, from the primary generators to the final end
user (Franz et al., 2015). The different stages add value to the products. The
market chain has been divided into broad functions. The broad functions are
the most important stages of delivery of each energy product or service (Franz
et al., 2015).

At level two all the secondary value chains that support the main value
chain are included (Franz et al., 2015). Level two value chains comprise in-
puts, services, and finances. To be able to carry out the market chain functions
effectively and efficiently, access to a variety of specific secondary inputs, ser-
vices and finances are needed (Franz et al., 2015).

Level three is comprised of the enabling environment which includes the
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Figure 3.2: Healthcare data value chain

diverse overarching enabling environment factors that shapes how the market
chain and level two components operate (Franz et al., 2015). The enabling
environment gives the conditions under which the market chain operates. The
factors that are included in level three are political and regulatory, social and
cultural, and financial and economic factors (Franz et al., 2015). Such an
environment comprises policies, regulations and cultural practices. It is often
generated by institutions such as national and local authorities and research
agencies (Franz et al., 2015).

The healthcare data value chain was developed based on the energy market
chain and by using different big data value chain representations. The simi-
larities and differences of the big data value chain representations were used
complementary to create a healthcare data value chain for the purpose of this
study. Big data value chains were used as described by Labrinidis and Jagadish
(2012), Miller and Mork (2013), Gandomi and Haider (2015), Cavanillas et al.
(2016), Bhadani and Jothimani (2016) and Wang et al. (2018). Big data value
chains were used, because no documented value chains could be found in liter-
ature on “traditional” data value chains. Literature on big data value chains
was reviewed to develop the value chain as it describes “traditional” data value
chains to an extent. These big data value chains focused on adding value to
the data for the purpose of analysing and using it beneficially. The value chain
was created to plot the challenge landscape, which in turn aided the specifica-
tion of the design requirements of the research product. The value chain can
be seen in Figure 3.2.

The primary value chain consists of all the functions that add value to the
data from where it is collected as raw data to where it can be used beneficially.
These functions have to do with the transformation of the data. The secondary
value chain is all the inputs and services needed to realise the primary value
chain including technology and infrastructure, finances and cost and human
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contributions. The enabling environment for this value chain consists of the
different components of data governance as the enabling environment. The
different healthcare data management value chain levels are described in the
following sections. The primary data value chain is described first (Section
3.1.1.1), followed by the description of the secondary value chain (Section
3.1.1.2) and lastly, the enabling environment is discussed (Section 3.1.1.3).

3.1.1.1 Primary data value chain

This section describes the primary data value chain. It was derived from the
combination of different big data value chains. Literature on big data value
chains was used to develop the data value chain for this study. The primary
data value chain starts with the data collection function where raw data is
gathered from the real world in structured, semi-structured and unstructured
formats. This raw data is gathered into various sources depending on the
type of data. Data from these sources is then acquired for centralised storage
where it can be analysed. The acquired data is transmitted to storage, but
needs to be curated first to ensure the quality of data. If analysis of data
is performed on bad quality data it will result in bad quality analysis. The
curated data is then stored centrally where analysis can be performed to gain
valuable insights. The analysis of the data is used to assist in making decisions,
support in operations and perform appropriate actions.

1. Data collection

Data is divided into three formats (Wang et al., 2018). They are struc-
tured data such as traditional electronic healthcare records (EHR), semi-
structured data such as the logs of health monitoring devices and un-
structured data such as clinical images (Wang et al., 2018). Data that can
be organised using predefined data models is structured data (Bhadani
and Jothimani, 2016). Structured data includes tabular data in relational
databases. Unstructured data cannot be organised by these predefined
models and includes video, text and audio (Bhadani and Jothimani,
2016). Semi-structured data fall between the categories of structured
and unstructured data. These clinical data needs to be collected from
different internal or external locations. Data is collected from the real
world and depending on the content format, it is then stored in the ap-
propriate databases (Wang et al., 2018). These databases are the data
sources where data is collected to. For example, patient information
must be collected into a healthcare information system and forms part
of structured data. With this collection of data, human collectors are
sometimes used to collect data digitally from paper-based forms. Semi-
structured data like logs of health monitoring devices are automatically
generated to the data source and do not have to be collected by people.
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2. Data sources

Data sources include all sources necessary to provide insights for daily
operations and to solve business challenges (Wang et al., 2018). Fi-
nancial data, administrative data, patient behavioural data, population
data, medical device data, clinical information system data, electronic
health record data, radiology information system data, laboratory in-
formation system data (Cavanillas et al., 2016) and data from patient
records (Wang et al., 2018) are data that is found in structured data
sources. Other data sources include mobile apps, social media, home
care sensors (Wang et al., 2018), picture archiving and communication
systems (Cavanillas et al., 2016), and electronic medical images (Bhadani
and Jothimani, 2016). These are the sources where the data is acquired
from for analysis (Bhadani and Jothimani, 2016).

3. Data acquisition

The primary goal of data acquisition is to read data provided from
various communication channels, frequencies, sizes, and formats (Wang
et al., 2018). During this step the data is obtained from all the differ-
ent data sources (Bhadani and Jothimani, 2016). The aim is to gather
data from distributed information sources so that it can be filtered, and
cleaned before it is stored for analysis (Cavanillas et al., 2016).

4. Data transmission

Distributed data that is acquired is transferred to a data storage and
processing infrastructure where it is processed and analysed. Transfer is
carried out in two phases. During the first phase data is transferred from
the source to the data centre, and from there it is transferred within the
centre (Bhadani and Jothimani, 2016). The data centre not only stores
data, but also helps with the acquisition, organisation and management
of data.

Data transmission also means that different entities share healthcare data
in a networked system (Vreeland et al., 2016). Authorised care providers
like family physicians, specialists, social workers, pharmacists, radiolo-
gists, dietitians, physiotherapists, and nurses share healthcare data to
support high quality care (Ludwick and Doucette, 2009).

5. Data curation

Data quality requirements need to be met for its effective usage (Cavanil-
las et al., 2016), but the data acquired from various data sources may
be redundant, noisy and inconsistent (Bhadani and Jothimani, 2016).
Therefore, the data is processed to improve its quality. Good quality
data improves the accuracy of the analysis and reduces storage expenses.
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Data curation steps include integration, cleaning and elimination of re-
dundant data (Bhadani and Jothimani, 2016). This phase is responsible
for ensuring that data is trustworthy, discoverable, accessible, reusable,
and fits its purpose (Cavanillas et al., 2016).

During this step data is moved, cleaned, split, translated, merged, sorted,
and validated (Wang et al., 2018). This means that structured data that
is typically contained in an eclectic medical record might be extracted
from healthcare information systems and converted into a specific stan-
dard data format, sorted by the specified criterion, and then the record
is validated against data quality rules before it is loaded into a storage
system for further processing and analysis (Wang et al., 2018).

6. Data storage for analysis

Data storage systems should provide reliable storage space and powerful
access to the data (Bhadani and Jothimani, 2016). The storage sys-
tem should consider the factors of consistency, availability and partition
tolerance. Database transactions should be guaranteed, but the stor-
age system should be flexible when data volumes and complexity grow
(Cavanillas et al., 2016). The data storage principles are based on com-
pliance regulations, data governance policies and access controls (Wang
et al., 2018).

7. Data analysis

Data analysis is the step where data is changed to make it usable in
decision-making (Gandomi and Haider, 2015; Cavanillas et al., 2016).
During data analysis, data is explored, transformed, and modelled with
the goal of highlighting relevant data. Data analysis adds structure to
data to support decision-making and domain-specific usage (Cavanillas
et al., 2016). Useful hidden information is synthesised and extracted this
way. Cluster analysis and regression analysis are two traditional data
analysis methods (Bhadani and Jothimani, 2016). During data analysis
the provenance between the input and results should be maintained, as
well as the metadata, so that other analysts can recreate the analysis
(Miller and Mork, 2013).

8. Data usage

Visualised results obtained from the data analysis are used to determine
the necessary action. The analysed data is used to support decision-
making (Miller and Mork, 2013). Outputs such as various visualisa-
tion reports, real-time information monitoring, and meaningful business
insights obtained from data analysis are generated for decision-making
(Wang et al., 2018). Reporting allows data to be visualised in useful ways
to support daily operations and help to promote faster, better decision-
making (Wang et al., 2018).
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3.1.1.2 The secondary value chain

The literature on the big data value chains did not address the secondary value
chain components as described by Franz et al. (2015). As it was important
to obtain a comprehensive view of the challenges across the data management
system, the secondary value chain components that were added include: (i)
technology and infrastructure; (ii) finances and cost; and (iii) human contri-
butions. They were derived as components to the data management system
as they surfaced as challenge categories in the scope of healthcare data man-
agement challenges, but are not part of the primary value chain and also do
not fit under level three of the energy market system as described by Franz
et al. (2015). They were components that were added to the healthcare data
value chain in order to obtain the comprehensive challenges landscape that
was constructed in Section 3.1.2.

1. Technology and infrastructure

These are all the technologies and infrastructure needed as an input to
support the primary value chain from the collection of data through to
the usage of the data. There are many technologies and infrastructures
needed, but their details are not important to this study and therefore,
they are only mentioned on a high level. It is still important to ad-
dress them as a component of the data management system as they were
addressed as a challenge category in the scope of challenges by various
sources of literature (Fritz et al., 2015; Bijlmakers et al., 2017; Med-
hanyie et al., 2017; Alkraiji et al., 2016; Ganiga et al., 2018; Nyumbeka
and Wesson, 2014; Idoga et al., 2018).

2. Finances and costs

As with technology and infrastructure, this component was added as
it falls under the description of the secondary value chain described by
Franz et al. (2015) and it relates to the challenge category finances and
cost that were identified in the scope of challenges (Sharifi et al., 2013;
Ganiga et al., 2018; Yaqoob et al., 2017; Haskew et al., 2015; Fritz et al.,
2015). It is the component that includes all of the financial inputs to the
primary value chain from data collection to data usage.

3. Human contributions

The last level two component identified is human contributions. Human
interactions also play a significant role in the value-adding process of
the value chain from the collection of data, all the way through to its
usage. It was included in this study for the same reason as the previous
two components. It falls under level two of energy market systems as
described by Franz et al. (2015) and human factors was a challenge cate-
gory identified in the scope of challenges (Idoga et al., 2018; Koivu et al.,
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2016; Mgozi and Weeks, 2011; Braa and Sahay, 2012; Allorto and Wise,
2015). Therefore, human contributions was included in the data man-
agement system as a level 2 component. It includes all the contributions
humans make to the value chain from collection to usage of data.

3.1.1.3 The enabling environment

Data governance is the enabling environment for the healthcare data man-
agement system as described by the literature on big data value chains (Wang
et al., 2018; Cavanillas et al., 2016). Data governance describes how to harness
data in the organisation (Wang et al., 2018).

1. Master data management

Master data management includes the processes, governance, policies,
standards, and tools for managing data and ensuring that it is properly
standardised, removed, and incorporated. This creates the immediacy,
completeness, accuracy, and availability of master data that supports
data analysis and decision-making (Wang et al., 2018). Sound health-
care data management depends on organised processes for gathering,
sharing, analysing and using health data (World Health Organization,
2008, 2014). This is achieved when countries, institutions and manage-
ment structures adopt and adapt health data standards.

2. Data life-cycle management

Data life-cycle management is the process whereby business informa-
tion is managed throughout its life cycle. The different phases include
archiving data, maintaining the data warehouse, testing and delivering
different application systems and deleting and disposing of data (Wang
et al., 2018).

3. Data security and privacy management

Data security and privacy management is the platform that provides
enterprise-level data activities. This includes discovery, configuration
assessment, monitoring, auditing, and protection. Organisations face
ethical, legal, and regulatory challenges due to the complexity involved
in data management. Data rules and control mechanisms are needed
for highly sensitive data. This prevents security breaches and protects
privacy. Suitable policies, standards and compliance requirements that
restrict the permission of users ensure a safe environment for the proper
use of information (Wang et al., 2018).

An example of an international standard that provides requirements for
establishing, implementing, maintaining and continually improving data
security management is ISO/TEC 27001. It strives to preserve the confi-
dentiality, integrity and availability of data.
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An example of a comprehensive data protection act in the South African
context is the Protection of Personal Information Act (POPIA). It aims
to give effect to the constitutional right to privacy, but at the same
time balancing this against competing rights, such as the right to access
information and interests. Similarly, the General Data Protection Regu-
lation (GDPR) is a legal framework that sets guidelines for the collection
and processing of personal information from individuals in the European
Union.

3.1.2 Healthcare data management challenges
landscape

The challenges landscape was developed by using the developed healthcare
data value chain and the scope of challenges identified in Chapter 2. The value
chain was developed according to stage one of Franz et al. (2015). Stage two
is the identification and analysis of potential supporting interventions (Franz
et al., 2015). During this stage all the main obstacles are identified within
the market system and within the different levels. The challenges identified
in the scope of challenges can be related to the obstacles described by Franz
et al. (2015) that can be allocated to the different levels and components of the
healthcare data management system. This forms the challenge landscape that
contributes to the enablement of the specification of requirements to address
the healthcare data management problem in developing countries.

All the challenges identified in the scope of challenges were mapped on
the value chain and placed under its different levels and components. This
placement of the challenges in this way helps to identify the requirement of
addressing the challenge at a specific place in the value chain. The chal-
lenge landscape can be seen in Appendix B. In the next section the developed
challenge landscape is used along with prior knowledge discussed in previous
sections to specify the requirements of the framework.

3.2 Requirements to address the healthcare
data management problem in developing
countries

In order to develop a framework that contributes to addressing the challenges of
healthcare data management, the requirements that it should adhere to must
be specified. Requirements were extracted from the chapters on healthcare
data management, its scope of challenges for developing countries and the
challenge landscape. The requirements specification ensures that the proposed
research product responds to the stated healthcare data management problem
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appropriately, and that the study aim is reached. Van Aken and Berends
(2007) describe requirements under five categories:

 Functional requirements (FR): the performance demands on the object to
be designed. One such requirement is that the realisation of the research
product should solve the problem.

o User requirements (UR): the specific requirements from the viewpoint
of the user. Ideally, they explain the constraints and how the research
product should be used. Examples of such requirements are that people
presently working in the system should be competent to work in the new
system and to use the new tools and procedures. One more example is
that the system should be user-friendly.

 Design restrictions (DR): entails the preferred solution space. This places
restrictions on the proposed research product and specifies its limits and
exclusions. For instance, it should not take longer than a certain amount
of time, it should not require more than a certain amount of money and
the realisation of the research product should entail as few changes as
possible to the current system.

« Boundary conditions (BC): requirements that should be addressed un-
conditionally. These requirements may include that the system should
comply to legal requirements, ethical habits, code of conduct, business
policies and fit with the current business culture.

« Attention points (AP): the requirements that are relevant to the devel-
opment of the research product, that should be noted as desirable and
should be considered, but do not have to be met.

These categories were used to categorise the requirements. Different re-
quirements were extracted from Chapters 2 and 3. The various requirements
are listed in Section 3.2.1 to Section 3.2.5. In each table the different require-
ments were identified according to a specific requirements category.

3.2.1 The functional requirements specification

Specifying the functional requirement ensures that the core performance de-
mands that the framework should meet, are considered. Addressing the spec-
ified functional requirements ensures that the problem is addressed compre-
hensively. Table 3.1 specifies the functional requirements that state the core
performance demands that ensure the problem is met comprehensively.
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Table 3.1: Functional requirements specification
1D Requirement Motivation Source
section
FR1 The framework Data is a valuable resource with 2.2.1,
should enable the relevance and purpose that is 2.2.2,
improvement of applied to aid the delivery of care | 2.2.3
healthcare data to patients and to help the
management that management and operations of
improves healthcare healthcare activities
delivery to patients
and improves care
delivery management
and decision-making
FR2 The framework In order to be able to introduce 2.3,
should be able to be improvements to healthcare data | 3.1.2
used to give an as-is management, the as-is state
assessment of should firstly be determined to
healthcare data determine what the appropriate
management improvements are from that state.
The scope of challenges and
challenge landscape identified all
the different challenges under
different components that can be
included under the as-is state
from where improvements should
begin
FR3 The framework There are many challenges that 2.3,
should describe the can arise in an organisation’s 3.1.2
incremental healthcare data management
improvement of system which cannot be addressed
healthcare data individually. Healthcare data
management management improvements
should be done incrementally and
across the whole scope of the data
management system to ensure all
parts are improved
FR4 The framework There are many important 2.2.1,
should consider all components of data management | 2.3.3,
the important data that the framework needs to 3.1.1
management include to ensure that healthcare
components relevant data management is improved
to healthcare comprehensively and to address
the different challenges identified
in the scope of challenges and the
challenges landscape
Continued on next page
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Continued from previous page

ID Requirement Motivation Source
section
FR5 The framework should | Healthcare data management 2.1.1,
include necessary should be seen as a system with 2.1.2,
system components to | interacting elements that work 2.2.3.3,
describe healthcare together to realise a goal. The 3.1.1

data management as combination of the interacting

a functioning system components should be improved
to ensure improvement.
Improvement in only one element
of the system will not ensure that
the whole system is improved. To
ensure improvement in healthcare
data management, it must be
addressed as a system that must
be improved in its totality

FR6 The proposed Many of the challenges that occur | 2.3.3.6,
research product in healthcare data management 3.1.1.2,
should include the are due to the lack of the 3.1.2
necessary necessary technological and
technological and infrastructural components to
infrastructural carry out effective healthcare
components needed data management. These
for healthcare data components need to be included
management in the proposed research product

to ensure their absence does not
prevent the improvement of
healthcare data management

3.2.2 The user requirements specification

The user requirements were determined from the viewpoint of the user. The
requirements of Table 3.2 were stated to ensure the framework is developed
for the intended user and that it is usable by that user.
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Table 3.2: User requirements specification
1D Requirement Motivation Source
section
URI1 The framework The healthcare data management | 2.3,
should be usable to has a very broad range of 3.1.2
managers or change challenges that indicates that the
agents of healthcare problem needs to be addressed on
entities to enable data | a strategic level. To address the
management overall challenges of healthcare
improvement on a data management, the overall
strategic level aims and the means of achieving
them should be included in the
framework development. The
framework should be developed
for users with a managerial and
strategic mindset
UR2 | The framework The scope of challenges 2.3
should be generic so investigated healthcare data
that it is usable to management challenges of
different national different developing countries.
healthcare entities Because challenges from different
countries were identified, the
proposed research product should
be generic enough to be
applicable to different countries
and help address their challenges,
but specific enough to give
valuable insights
UR3 | The framework should | The scope of challenges identified | 2.3
be user-friendly and ease of implementation and
intuitive resistance to change as reasons
why new improvements fail. The
users should find it
straightforward to use the
framework so that they do not
get discouraged about using it
Continued on next page
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Continued from previous page

use standard domain
language to be easily
understandable

ID Requirement Motivation Source
section
URA4 The framework should | Domains have a standard 2.2

language that describe the
components of that domain. The
proposed research product should
be written in such a way that
users can easily understand it
without having to worry about
ambiguity. The meaning of words
should be clear. Data
management and healthcare
terminology should be clear and
their standard language should be
used

3.2.3 The boundary conditions specification

Boundary conditions should be met unconditionally. The requirements spec-
ified in Table 3.3 ensure that the framework addresses all the necessary legal

and ethical considerations that the framework should comply with.

Table 3.3: Boundary conditions specification

research product
should describe the
ethical considerations
around healthcare
data management

ID Requirement Motivation Source
section
BC1 The proposed The regulatory environment has 2.2.1,
research product an influence on how the data of 3.1.1
should consider the organisation can be managed.
governmental and The regulatory environment
national policies, acts | should be considered in the
and regulations design of the model
BC2 The proposed There are many ethical 2.2.3.2

considerations to take into
account when dealing with health
data. The surge of big data also
introduces many new ethical
challenges. The ethical challenges
should be recognised and
measures should be taken to
address them in the proposed
research product

Continued on next page
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necessary internal
standards and policies

ID Requirement Motivation Source
section
BC3 The proposed To manage healthcare data, a 2.2.2,
research product defensive strategy is usually Table
should incorporate followed. One of the key 2.1,
the privacy and objectives of a defensive strategy | 2.3.3.4,
security of data when managing data is to ensure | 3.1.2
data privacy and security. Data
security and privacy is
exceptionally important in
healthcare to prevent data theft
and malicious use of data and
should be strictly addressed
BC4 The framework Policies and standards are 2.2.2,
should include the essential to the governance of 3.1.2

data management. They specify
how the data management
activities should be carried out,
are principles to guide data
management activities and are
implemented as procedures and
protocols. Data management
activities are very ineffective
without the necessary policies and
standards to guide their execution

3.2.4 The design restrictions specification

The design restrictions determine the preferred solution space. Restrictions
that are placed on the framework were specified and the limits and exclusions
placed on the framework are documented in Table 3.4.



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 3. REQUIREMENTS SPECIFICATION 55
Table 3.4: Design restrictions specification
1D Requirement Motivation Source
section
DR1 The framework is The scope of challenges and value | 2.2, 2.3,
limited to data chain are specific for healthcare 3.1.2
management in the data management and are not
healthcare domain applicable to other domains. The
problem space that the framework
addresses is in the healthcare
data management domain only
DR2 The proposed The improvement of healthcare 2.3.3.6
research product data management should not be
should not specify restricted to certain technologies
specific technologies, and infrastructure. Specifying
processes and certain technologies and
methods to achieve its | infrastructure can limit the
goal. The framework | advancement of healthcare data
does not elaborate on | management. Being bound to
the technical details certain technologies and
of healthcare data infrastructure can inhibit the
management systems | ability to improve
DR3 The framework should | Prescribing a set improvement 2.3.3.9
describe different roadmap can lead to excluding
stages of healthcare the best improvement methods,
data management especially regarding best practices
improvement without | and technology that are
prescribing how to constantly improving and can
achieve the lead to the proposed research
improvements product being outdated very
soon. The proposed research
product should rather describe
the improved state and it should
be left to the user to determine
how the improvements will be
reached

3.2.5 The attention points specification

The attention points are relevant requirements that are desirable and should
be noted and considered, but do not have to be met as a mandate. These
attention points were specified in Table 3.5.
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Table 3.5: Attention points specification
1D Requirement Motivation Source
section
AP1 The desired focus of The scope of challenges focuses on | 2.3
the framework is to the healthcare data management
assist the challenges in developing countries
improvement of and does not comprehensively
healthcare data describe challenges of developed
management in countries. Developed countries
developing countries, can benefit from the model if they
but does not have to struggle with similar challenges
be limited to and if their healthcare data
developing countries management system is similar to
that of a developing country
AP2 The proposed It should be the focus to 2.2.2
research product standardise the whole healthcare
should strive towards | data management system, but it
the standardisation of | is very unlikely that this will be
all data management | achieved fully. It should be
components across desired that all data management
different units systems should be integrated, but
as this might not be completely
possible, the proposed research
product should include additional
methods to achieve this goal
AP3 It should be Technology is constantly evolving. | 2.2.3.2
considered that best The proposed research product
practices are evolving | should guide the user to consider
the current best practices when
improvements are sought

3.3 Conclusion on the requirements

specification

The healthcare data value chain was developed in this chapter to describe
healthcare data management comprehensively across the whole value chain
as a system with interacting components and to enable the identification
of the challenges landscape. The scope of challenges was used to populate
the healthcare data value chain which is the base of the challenge landscape.
The challenges landscape contributed to the enablement of the specification of
the different requirements needed to address the healthcare data management
problem in developing countries across the whole value chain.
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The requirements specified in this section enable the development of a
research product that can help address the persistent healthcare data manage-
ment problem through meeting these requirements. These requirements must
be taken into consideration when trying to find a research product that will
help improve the healthcare data management problem appropriately.

In the next chapter maturity models are described as a research product to
help address the healthcare data management challenges. The maturity model
is described to illustrate their use and how it can be applied to the context
of healthcare data management. In Chapter 5 a maturity model is developed
that meets the specified requirements of this chapter that ensures that the
developed model helps address the specified problem.
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Chapter 4

Maturity models

In the previous chapter an exposition of the healthcare data management chal-
lenges landscape was given to illustrate the persistent challenges in healthcare
data management across the whole value chain. This was used to determine
the relevant requirements that the proposed research product should adhere to
in order to ensure that the proposed research product satisfactorily deals with
the stated problem. In this chapter maturity models (MM) are proposed as
a suitable research product to help address the healthcare data management
challenges. Firstly, the origin, purpose and value of maturity models are ex-
plained for a better insight into their origin and what their usability is (Section
4.1). Secondly, the basic structure of maturity models is described to gain a
good understanding of what components are needed to make a maturity model
useful (Section 4.2). Thirdly, the importance of using a defined methodology,
design decisions and design principles is stated, along with examples of well-
established design methodologies (Section 4.3). Literature on maturity models
in the context of healthcare data management were studied to determine how
maturity models have been applied in the past in this context, what can be
learnt from previous studies and how this study can be an improvement on
existing maturity models (Section 4.4). This chapter on maturity models is
concluded in Section 4.5.

4.1 The origin, purpose and value of
maturity models

In this section the origin of maturity models is described (Section 4.1.1), as
well as their purpose of use (Section 4.1.2). This background information
on maturity models explains why maturity models originated, what maturity
models are used for, and how their use has evolved over time to be of more
beneficial use.

58
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4.1.1 The origin of maturity models

The use of reusable models that encapsulate concepts that are common to
many enterprises is very popular due to the complexity of business and infor-
mation systems engineering (Mettler, 20105). These models are called refer-
ence models. A reference model constitutes a reference for a certain domain
through including reusable state-of-the-art practices (Rosemann, 2003; vom
Brocke, 2007). Reference models that focus specifically on the evolution of
systems are known as maturity models (Mettler, 2010b). Maturity models are
based upon the assumption of predictable patterns of organisational evolution
and change (Roglinger et al., 2012). Maturity models typically represent the-
ories about how the capabilities of an organisation evolve in a stage-by-stage
manner along an anticipated, desired or logical path (Roglinger et al., 2012).
From the 1970s multiple different maturity models started to be developed
and following the introduction of the Capability Maturity Model (CMM) in
the early 1990s, the popularity of maturity models increased considerably. It
is concluded that maturity models have a long history of improving systems
progressively.

4.1.2 The purpose and value of maturity models

Maturity models are designed to assess the maturity of a selected domain based
on a set of criteria (De Bruin et al., 2005). Maturity models give guidance to
the gradual development process of systems by incorporating formality into the
improvement activities (Mettler, 2010b). They are artefacts that determine
the status qua of the capabilities of an organisation and derive measures to
improve from there (Becker et al., 2009). In other words, the basic purpose of
maturity models is to outline the stages of maturation paths. This includes
the characteristics of each stage and the logical relationship between them
(Roglinger et al., 2012).

It is important to assess the positioning of an organisation regarding its
capabilities for continual improvement (Becker et al., 2009). A maturity model
is a supportive tool that assesses the as-is state of an organisation, derives and
prioritises improvement measures and thus controls the progress of their im-
plementation (Becker et al., 2009). The maturity model provides criteria and
characteristics that are necessary to be fulfilled to reach a particular maturity
level and which serve as the scale to assess the position of the organisation
on the evolutionary path regarding the specified criteria (Becker et al., 2009).
Therefore, the usefulness of maturity models is evident.

4.2 The basic structure of maturity models

This section deals with the basic constructs of maturity models that have been
established over time. This was done to determine what the basic constructs
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of maturity models are, to ensure all essential components of maturity models
are well understood and that all components are applied appropriately when
the model was developed.

Fraser et al. (2002) stated that all maturity models share a number of com-
mon components. Maturity models define a number of dimensions (domain
components) at several stages of maturity, with a description of characteristic
performance at the different levels of granularity. Basic elements of maturity
models include a number of maturity levels, a number of dimensions (domain
components) and a number of elements or activities for each dimension (do-
main component). Each maturity level has a descriptor and a generic descrip-
tion. The generic description of each level is a summary of the characteristics
of each level as a whole (Mettler, 2010b). Each element or activity also has a
description of itself as it might be performed at each level of maturity (Met-
tler, 2010b). Some studies use the term dimensions for the concept of domain
components. However, the term “dimensions” can refer to the dimensions of
many different constructs and can be misleading. Therefore, the term “domain
components” is used in this study to avoid confusion.

The rest of this section describes the different types of maturity models
(Section 4.2.1), describes what is meant by the domain, domain components
and capability areas of maturity models (Section 4.2.2) and explains what
maturity levels are (Section 4.2.3).

4.2.1 Maturity model types

There are three distinct maturity model types that can be distinguished de-
pending on the structure and complexity of the model (Fraser et al., 2002).
Maturity grids are the simplest form of maturity model that consists of text
descriptions for each activity at each level of maturity. CMM-like models are
the most sophisticated type of maturity models and are based upon a particu-
lar architecture more formal than that of maturity grids. General descriptions
of maturity for each level of evolution are precisely described, but individual
descriptions for each activity at each level are not stated. These models are
often accompanied by extensive supporting materials. The last type is Likert-
like questionnaires which are hybrids in between these two extremes (Fraser
et al., 2002).

4.2.2 Domain, domain components and capability
areas

Maturity models can focus on a defined domain or they can have a general
focus and they do not have a specific domain that they focus on (De Bruin
et al., 2005). When a maturity model focuses on a specific domain, it targets
that domain and is applied to it. A focused domain determines the specificity
and extensibility of the model.
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A stage-gate approach enables the differentiated maturity assessment within
complex domains and is achieved by additional layers of detail (De Bruin et al.,
2005). The additional layers enable the separate maturity assessment for a
number of individually separate and distinct areas. The layers are represented
by the domain, domain components and sub-components. Domain components
are significant and independent particular parts of a specific domain that play
a significant role in the maturity of the domain. Domain sub-components are
distinct capability areas within the domain components. These distinct capa-
bility areas allow further detail that enables targeted maturity level assessment
and improvement (De Bruin et al., 2005). Domain sub-components and ca-
pability areas are used interchangeably, but the term capability areas will be
used from here onwards.

The layered model within a domain enables a deeper understanding of rel-
ative strengths and weaknesses within the domain and therefore, more specific
improvement strategies can be applied (De Bruin et al., 2005). Domain com-
ponents and capability areas are critical for complex domains and they should
be mutually exclusive and collectively exhaustive (De Bruin et al., 2005).

Maturity within a domain can also be represented by a series of one-
dimensional linear stages which provide an ‘average’ maturity stage for the
entity under study (De Bruin et al., 2005). It gives a simple means of com-
paring maturity stages, but does not sufficiently represent maturity within
complex domains. Hence, the layered model with a domain, domain compo-
nents and capability areas is used for a more detailed maturity assessment
(De Bruin et al., 2005).

Although domain components and capability areas add more detail and give
a deeper understanding of the strengths and weaknesses in distinct capability
areas, it is important to keep the number of domain components and capability
areas low (De Bruin et al., 2005). The reason for this is to minimise perceived
complexity and to ensure the independence of the components.

De Bruin et al. (2005) recommends an extensive literature review to identify
domain components in a mature domain. In a mature domain the availability
of great amounts of literature and tested models contribute to the certainty of
whether domain components are mutually exclusive and collectively exhaus-
tive. In relatively new domains, it might be difficult to use existing literature
to establish a comprehensive set of domain components. In such cases, litera-
ture should only be used as a good theoretical starting point and other means
to establish the domain components are needed. De Bruin et al. (2005) stated
that literature, no matter how comprehensive, will probably not provide suffi-
cient information to determine the level of detail needed for distinct capability
areas. Therefore, it is recommended to use exploratory research methods to
determine capability areas (Becker et al., 2009; Lahrmann et al., 2011). These
methods include the Delphi technique, Nominal Group technique, case study
interviews and focus groups.
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4.2.3 Maturity levels

A sequence of maturity levels represents the typical evolutionary path of ca-
pability areas in a certain domain under consideration (Becker et al., 2009).
The bottom stage represents an initial state that is characterised by weak
capabilities in the specific domain, where the highest stage represents total
maturity with regards to the capability areas. Maturity levels are a number
of cumulative stages where higher stages build on the requirements of lower
stages (De Bruin et al., 2005). This also correlates with Paulk et al. (1993)
who stated that continuous process improvement is based on many small, evo-
lutionary steps rather than on revolutionary innovations.

Different maturity models have a different number of maturity stages, but it
is important that the different stages are distinct and well-defined (De Bruin
et al., 2005). There must also be a logical progression through the stages.
Stages are named with short labels and stage definitions are developed. Stage
names should give a clear indication of the intent of the stage. Stage definitions
expand stage names and should give a summary of the significant requirements
and characteristics of the stage.

Paulk et al. (1993) derived five maturity stages for continuous process im-
provement. The five levels are Initial, Repeatable, Defined, Managed and Op-
timising. According to De Bruin et al. (2005) these levels have wide practical
use. Each preceding level is a necessary foundation for the next level and it
would thus be counter-productive to skip levels (Paulk et al., 1993).

Paulk et al. (1993) described the continuous process improvement of ca-
pability areas between the different stages. From the initial step capability
areas progress to a disciplined process on the repeatable level, and then from
repeatable to defined according to a standard, consistent process. From de-
fined they progress to managed, by a predictable process. From managed
they progress to optimising, which is a continuously improving process. This
maturity progression is illustrated in Figure 4.1.

At the initial level, a stable environment for developing and maintaining
processes is not provided. Planned procedures are often abandoned during
crises. Objectives are often reached late and at high cost and success is de-
pendent on individuals. Successful processes are not repeatable across the
organisation (Paulk et al., 1993).

A repeatable level is achieved when policies and procedures for managing
processes are established. Basic process-management discipline enhances pro-
cess capability and basic management controls are installed. Standards are
defined and the processes of the organisation are disciplined, because they are
stable and repeatable (Paulk et al., 1993).

At the defined level, the processes across the organisation are documented.
This includes software-engineering and management processes that are inte-
grated into a coherent whole that is well-defined. A well-defined process in-
cludes readiness criteria, inputs, standards and procedures for performing the
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Figure 4.1: Capability maturity levels (Paulk et al., 1993)

2. Repeatable

work, verification mechanisms, outputs and completion criteria. Level three
processes are used to achieve effectiveness in the organisation. Processes are
standardised and consistent. A common, organisation-wide understanding of
the activities, roles and responsibilities exists (Paulk et al., 1993).

At the managed level quantitative quality goals are set and measurements
are well-defined and consistent, which ensures that processes operate within
measurable limits. Predictable high quality is maintained. Available data is
collected from defined processes and analysed organisation-wide. These mea-
surements create the quantitative foundation for evaluating processes. Because
processes are stable and measured, exceptional cases can be identified and ad-
dressed when they occur (Paulk et al., 1993).

Continuous process improvement is the focus at the optimising level. Weak-
nesses in processes can be identified and the process can be improved by pre-
venting defects. Changes to the process can be proposed through the use of
data to perform cost-benefit analysis on new technologies. Innovations that ex-
ploit best process practices are identified and transferred successfully. Chronic
waste from rework or random variation is reduced by changing the system
to eliminate common causes of inefficiency. Technology and process improve-
ments happen as normal business activities. Improvements are introduced
both as incremental improvements on the existing process and as innovations
in technology and methods (Paulk et al., 1993).
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4.3 Using a defined methodology to develop
maturity models

It is very beneficial to use a defined methodology to develop maturity models
to counter the countless criticism which maturity models have received in the
past (Roglinger et al., 2012). Some of these reasons include poor theoreti-
cal foundation and the impression of a falsified certainty to achieve success
(Mettler, 2010b). Other criticism has been that maturity models oversimplify
reality through step-by-step recipes that lack empirical foundation (De Bruin
et al., 2005). Maturity models also disregard that there might be multiple
other maturation paths that have the same end result (Teo and King, 1997).
Another criticism is that multiple similar maturity models exist (Roglinger
et al., 2012). Maturity models often have ambiguous results due to inade-
quate documentation on how to develop maturity models and the insufficient
testing of the models (De Bruin et al., 2005). Therefore, to mitigate criti-
cism, a design process and a design product perspective are increasingly being
used to develop maturity models (Réglinger et al., 2012). Mettler (2010b) also
synthesised very important design decisions into a generic maturity model de-
velopment framework that consists of five design steps and eighteen decision
parameters to help with the development of maturity models.

Although the thorough documentation of the development process of a ma-
turity model is important to counter the criticism against maturity models,
Mettler (20100) did an extensive literature review that found that only a few
developed maturity models disclose their design process and their underlying
design decisions. Their literature search found only three well-defined matu-
rity model design methodologies which include: (i) the design methodology
according to De Bruin et al. (2005); (ii) the design methodology according to
Becker et al. (2009); and (iii) the design methodology according to Mettler
(2010a). These methodologies differ in the details of their model, but they
agree substantially on common elements (Mettler, 20100).

This section describes different maturity model design methodologies, de-
sign decisions and design principles that should be incorporated into the de-
velopment of a maturity model. The incorporation of these components en-
sures that a sound methodology is followed that results in a usable maturity
model. The methodologies included in this study are the ones according to
De Bruin et al. (2005) (Section 4.3.1) and Becker et al. (2009) (Section 4.3.2).
The two methodologies described in the studies of De Bruin et al. (2005)
and Becker et al. (2009) were included in this study because they have great
prominence in the field of maturity models, as both articles have more than
800 citations. Mettler (2010b) also stated that these studies are among the
few studies that disclosed their design process, which is another reason why
these design methodologies are described in the following sections. The design
methodology according to Mettler (2010a) was excluded from this study as it
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has only 44 citations and does not share the prominence that De Bruin et al.
(2005) and Becker et al. (2009) boast. Design decisions according to Mettler
(2010b) are then described (Section 4.3.3). The design decisions of Mettler
(20100) were included in the study, as these design decisions were derived for
five generic maturity model design process steps based on the work of De Bruin
et al. (2005), Becker et al. (2009) and Mettler (2010a) and are therefore com-
plementary to the studies of De Bruin et al. (2005) and Becker et al. (2009).
Lastly, maturity model design principles are also discussed (Section 4.3.4).

4.3.1 Developing a maturity model according to
De Bruin et al. (2005)

De Bruin et al. (2005) proposed a methodology that outlines the main phases of
generic maturity model development. The phases are generic, but the order is
important, because decisions of previous phases impact the phases that follow.
Progression through some of the phases are iterative, for instance when it is
necessary to revisit and adjust decisions made in earlier phases (De Bruin
et al., 2005). The main phases are (De Bruin et al., 2005):

1. Scope

When the scope of the model is determined, it sets the boundaries for
the application and use of the model. This involves determining the
focus of the model and identifying stakeholders to assist with model
development. The focus of the model refers to the domain the maturity
model will target. This determines the specificity and extensibility of the
model and distinguishes it from other models (De Bruin et al., 2005).
Next, different stakeholders from academia, industry, non-profits and
government are identified to assist in the development of the model.
De Bruin et al. (2005) also suggested doing an extensive literature review
of the specific domain, related domains and maturity models during the
scoping phase. These give a good understanding of historical and present
domain challenges.

2. Design

During the design phase the design or architecture of the model is de-
termined (De Bruin et al., 2005). This forms the basis for further devel-
opment and application. The criteria of the significant decisions of this
phase are the audience, method of application, driver of application, re-
spondents and application. Here, the needs of the intended audience are
incorporated and how these needs will be met is determined. It is neces-
sary to strike the right balance between model simplicity and complexity
for the intended audience. During this phase the progression of matu-
rity levels is determined, how many levels there should be and whether
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the levels are determined using a top-down or bottom-up approach. It
should also be decided here whether to use a stage-gate approach that
will determine the need for domain components and capability areas of
the specified domain.

3. Populate

The next phase is to populate the model architecture (De Bruin et al.,
2005). This is where the content of the model is determined. What needs
to be measured and how it is measured are determined during this phase.
It is crucial to identify domain components and capability areas for com-
plex domains. For a mature domain, an extensive literature review can
be used to determine domain components, but it is not very likely that
literature will be sufficient to determine domain sub-components. Ex-
ploratory research methods are recommended to determine this layer of
detail (De Bruin et al., 2005). Further, it is also important to determine
how maturity measurement can occur. This includes determining the
instruments used to conduct the assessment and specifying the fitting
questions and measures within the instrument. It is recommended to
use a quantitative method like a survey (De Bruin et al., 2005).

4. Test

Phase four ensures the model is tested for relevance and rigour after it is
populated (De Bruin et al., 2005). The model construct and the model
instruments need to be tested for validity, reliability and generalisability.
Construct validity means face and content validity. Face validity scruti-
nises whether the population of the model was done by using tools like
focus groups and interviews and whether the model can be considered as
complete and accurate with regard to the identified scope of the model.
Content validity assesses to what extent the domain is represented. A
good measurement of content validity is the extent of the literature re-
view and breadth of the domain covered. The assessment instruments
should also be assessed for validity. This ensures they measure what it
was intended to measure. Their reliability should also be assessed to

ensure the results obtained are accurate and repeatable (De Bruin et al.,
2005).

5. Deploy

The second last phase is the deployment phase where the model is made
available for use and the generalisability of the model is verified.

6. Maintain

Lastly, the relevance of the model will be ensured only by maintaining
the model over time (De Bruin et al., 2005). To establish the general-
isability of the model successfully, it is essential to ensure that a high
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volume of the model can be applied. As the domain knowledge and
model understanding expands, it will be necessary to update the model
(De Bruin et al., 2005).

4.3.2 Developing a maturity model according to
Becker et al. (2009)

The procedure model of Becker et al. (2009) to develop maturity models used
a scientific approach. The seven guidelines of Design Science (DS) defined by
Hevner et al. (2004) were used as the basis of their argument. Venable and
Baskerville (2012) defined Design Science Research (DSR) as:

“Research that invents a new purposeful artefact to address a generalised
type of problem and evaluates its utility for solving problems of that type.”

Venable and Baskerville (2012) further explain four important concepts
in their definition. Firstly, a purposeful artefact is any kind of artefact that
achieves some human purpose, whether it is a product or a process and it can be
a technology, a tool, a methodology, a technique, a procedure, a combination
of these or any other means to achieve a purpose. Secondly, an invention
means the creation, design, improvement or adaptation. Thirdly, addressing a
generalised type of problem means that the artefact can be applied over and
over again for various occurrences of that problem type. Fourth, evaluation
proves that the developed artefact is useful to solve the problems it was created
for. Through rigorous evaluation the utility and that the knowledge created is
true and useful are proven. Venable and Baskerville (2012) claims that without
evaluation, there is no science in DSR.

Becker et al. (2009) developed criteria for the development of maturity
models from the DS guidelines defined by Hevner et al. (2004). Secondly, they
used these criteria to serve as a basis to compare sparsely documented maturity
models and thirdly, they generalised and consolidated the different models they
studied to derive their generally applicable model. Their procedure model has
eight phases for the development of maturity models. Based on the seven
guidelines, the eight phases are:

1. Problem definition

During the problem definition phase, both the targeted domain and the
targeted group are important to be identified, as well as demonstrating
the demand for the maturity model (Becker et al., 2009).

2. Comparison of existing maturity models

The next phase is the comparison of existing maturity models. The
comprehensive comparison of existing maturity models is needed for a
reasoned determination of the design strategy (Becker et al., 2009).
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3. Determination of development strategy

The most important basic strategies stipulated are a completely new
model design, the enhancement of an existing model, the combination of
several models into a new one, and the transfer of structures and contents
from existing models to new applications (Becker et al., 2009).

4. Iterative maturity model development

The iterative maturity model development phase is the most important
phase of the procedure model of Becker et al. (2009). The sub-steps
that are iterated are selecting the design level, selecting the approach,
designing the model section and testing the results. The fundamental
structure of the maturity model is defined by the highest degree of ab-
straction. This provides the architecture of the maturity model. From
there, the model is further developed by devising individual domain com-
ponents and their capability areas that fit into the model architecture.
Appropriate methods must be chosen to develop each abstraction level
of the model. This includes, but is not limited to, the use of literature
analysis and exploratory research methods like the Delphi method and
creative techniques. The results of the developed part must be tested for
comprehensiveness, consistency and problem adequacy.

5. Conception of transfer and evaluation

This phase determines how the results will be transferred to academic
and user communities (Becker et al., 2009). The different possibilities for
the evaluation of the problem solution that the maturity model proposes
should be included in the transfer design.

6. Implementation of transfer media

Next, the implementation of the transfer media phase ensures that the
maturity model is accessible to all defined user groups in the way it was
planned (Becker et al., 2009).

7. Evaluation

The evaluation phase is important for comparing the defined goals of
the model with the real-life observations. It establishes whether the
projected benefits and an improved solution for the defined problem is
reached. Case studies have commonly been used. Based on the outcome
of the evaluation process, a reiteration of the design process might be
needed (Becker et al., 2009).

8. Rejection of maturity model

If the evaluation reveals negative results, it may lead to a rejection of
the model (Becker et al., 2009).
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4.3.3 Using design decisions for developing maturity
models

Mettler (2010b) derived five generic maturity model design process steps with a
number of design decisions specified for every step, based on the comparison of
the maturity model development processes specified by De Bruin et al. (2005),
Becker et al. (2009) and Mettler (2010a). As the previous design methodologies
are largely generic, they do not aid developers with essential design decisions
(Mettler, 2010b). When crucial design decisions are neglected, it can have a
critical impact on the research product and its adoption. Therefore, Mettler
(20100) extended the five generic maturity model design steps with 18 crucial
decision parameters that are illustrated in Table 4.1. The different steps are
(Mettler, 20100):

1. Identify need or new opportunity

The two decision parameters in this step are deciding on the novelty of
the topic and the innovation of the maturity model (Mettler, 20100).
Novelty is important to determine whether there is a need for an ex-
planation in practice and whether there are some use cases to underpin
theoretical assumptions on the maturity model. The second decision pa-
rameter is to decide whether the model is completely new, a variant or a
version of an existing model. This has a significant effect on subsequent
design decisions.

2. Define scope

According to Mettler (20106), during this step the most important design
decisions are made. The first decision is to determine the breadth of the
study, and whether a general issue or a subject-matter issue is being ad-
dressed. Secondly, the depth parameter determines the altitude that the
maturity model operates on (Mettler, 20106). This parameter is charac-
terised by either the group level, organisation level, inter-organisational
level or on a global or societal level. Lastly, the potential audience of
the proposed model must be taken into consideration for development.
It should be considered whether the model is developed for the need of
management-oriented or technology-oriented audiences, or both.

3. Design model

During this step the actual maturity model is built (Mettler, 20100).
Therefore, it is essential to determine what is understood by the term
‘maturity’. The three prevalent different concepts of maturity are process-
focused, object-focused and people-focused. A process-focused under-
standing implies centring on activities and work practices that define
more effective procedures. Object-focused understanding focuses on the
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features of work products in order to improve their mode of operation.
Lastly, people-focused means the emphasis on soft capabilities. The sec-
ond decision to make is whether the goal function of maturity focuses on
one dimension or on multiple dimensions. The goal function is the way
in which maturity is progressed. The concept of maturity tentatively
determines the goal function. For instance, process-focused almost al-
ways implies efficiency. But a maturity model can target multiple goal
functions. Next, the nature of the design process is determined. This
identifies the knowledge base for deriving the maturity levels, the metrics
and the corresponding improvement recommendations. This decision af-
fects the research methods that are used (such as literature reviews versus
focus group discussions). The next three decision parameters are the de-
sign product, application method and respondents. The design product
is important for the determination of the development team. This has an
effect on the choice of application method (self or third-party assessment
or outsourced) and the respondents for data collection.

4. Evaluate design

During this step it is important to decide how the model is verified and
validated (Mettler, 2010b). It is possible to evaluate the way the model
was constructed or to evaluate the model itself. It is recommended that
both should be evaluated (Mettler, 20100). After this, the point in time
of the evaluation should be decided on. Lastly, the evaluation method
parameter is comprised of deciding between using artificial or naturalistic
methods (Mettler, 20100).

5. Reflect evolution

During this step the design mutability is decided (Mettler, 20106). Alter-
ations are needed to be made, because the subject under study is grow-
ing. Becker et al. (2009) stated that maturity models inherently become
obsolete. This is due to new scientific insights, technological progress
or changing conditions. Changes in form and functioning ensure the
standardisation and global acceptance of the model. Also, the frequency
(non-recurring versus continuous) and the structure of change (modi-
fications made exclusively by the developer or openly by other users)
needs to be determined (Mettler, 20106). Lastly, it should be decided
whether the model itself is disseminated to an exclusive group of people
and organisations or whether it is freely available (Mettler, 20100).
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Table 4.1: Design decisions (Mettler, 2010b)
Design Design Characteristics
activity | parameter
Identify | Novelty Emerging | Pacing Disruptive | Mature
need Innovation New Variant Version
Define Breadth General issue Specific issue
scope Depth Individ- Organisa- | Inter- Global/
ual/ tion organisa- Society
Group tional
Audience Manage- Technol- Both
ment ogy
oriented oriented
Design Maturity Process- Object- People Combina-
model concept focused focused focused tion
Goal One-dimensional Multi-dimensional
function
Design Theory- Practi- Combina-
process driven tioner tion
based
Design Textual Textual Instantia- | Combina-
product description | description | tion tion
of form of form (software)
and func-
tioning
Application | Self- Third- Certified
method assessment | party profession-
assisted als
Respon- Manage- Staff Business Combina-
dents ment partners tion
Evaluate | Subject of Design Design Both
design evaluation process product
Point of Ex-ante Ex-post Both
time
Evaluation Naturalis- | Artificial Combina-
method tic tion
Reflect Subject of None Form Function- | Form and
evolu- change ing function-
tion ing
Frequency Non-recurring Continuous
Structure of | External/ open Internal/ exclusive
change
Dissemina- | Open Exclusive

tion
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4.3.4 Design principles for maturity models

According to Péppelbufi and Roglinger (2011), extensive research has been
done on the design process and structural components of maturity models, but
a holistic understanding of the design principles that a maturity model should
meet was lacking. Therefore, Péppelbufl and Roglinger (2011) developed a
framework of general design principles of form and function that maturity
models should meet.

Poppelbul and Roglinger (2011) divided their design principles into three
categories. These categories are: (i) basic principles; (ii) principles for a de-
scriptive purpose of use; and (iii) principles for a prescriptive purpose of use.
The application-specific purposes of use of maturity models are distinguished
between descriptive, prescriptive and comparative. Poppelbufl and Roglinger
(2011) deliberately omitted the comparative purpose of use in their design
principles framework.

A descriptive purpose of use maturity model is applied to assess the as-is
state of the current capabilities with regard to given criteria (De Bruin et al.,
2005). A descriptive purpose of use maturity model is used as a diagnostic
tool.

Prescriptive purpose of use maturity models identify desirable maturity
levels and provide guidelines on improvement measures (De Bruin et al., 2005).
This means that specific and detailed courses of action are suggested.

A maturity model serves a comparative purpose of use when it permits
internal or external benchmarking (Poppelbufl and Roglinger, 2011). Maturity
levels of similar business units and organisations are compared when sufficient
historical data is available for assessment (De Bruin et al., 2005).

The groups of design principles that Péppelbufl and Réglinger (2011) devel-
oped are nested (Roglinger et al., 2012). This means that descriptive models
should adhere to the basic principles as well, and not only the design principles
for descriptive purpose of use (Poppelbufl and Roglinger, 2011). Prescriptive
models should adhere to basic, descriptive and prescriptive principles. The ba-
sic design principles should be addressed independently of a specific purpose of
use. The different principles are discussed further. Basic design principles are
discussed in Section 4.3.4.1, descriptive purpose of use principles are discussed
in Section 4.3.4.2 and prescriptive purpose of use principles are discussed in
Section 4.3.4.3.

4.3.4.1 Basic design principles

There are four basic design principles (Péppelbufl and Roglinger, 2011). These
four design principles are: (i) providing basic information; (ii) defining central
constructs related to maturity and maturation; (iii) defining central constructs
related to the application domain; and (iv) documenting the basic information,
central constructs and their interrelations in a target-group oriented manner.
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Basic information that needs to be included are the application domain
and prerequisites for applicability, the purpose of use, the target group, the
class of entities under investigation, how the maturity model is different from
other related maturity models. The design process and how the model was
validated should also be documented and communicated in a understandable
way for the target group (Poppelbuff and Roglinger, 2011).

The different central constructs related to maturity and maturation that
should be defined are maturity and dimensions of maturity, maturity levels
and maturation paths, the available levels of granularity of maturation and
the theoretical foundations of evolution and change (Poppelbufi and Roglinger,
2011). Defining maturity means that the concept of maturity must be defined
in relation to the class of entities and application domain under investigation.
Maturity can be one-dimensional where it focuses on one component like object
or process maturity. It can also be multi-dimensional. A multi-dimensional ap-
proach facilitates the definition of assessment criteria for a descriptive purpose
of use, as well as the classification of improvement measures for a prescriptive
purpose of use. Maturation paths consist of maturity levels that are identified
by a concise descriptor. The maturation rationale with regard to the logical
relationship between successive levels needs to be communicated. The levels
of granularity of maturation can either be a high level of abstraction or a low
level of abstraction. These different levels of granularity can be established
by structuring maturity models hierarchically into multiple layers. Lastly,
the underpinning theoretical foundations should be explicated in terms of the
way change usually happens in the specific domain (Péppelbufl and Roglinger,
2011).

4.3.4.2 A descriptive purpose of use

The two design principles for a descriptive purpose of use are: (i) proposing
assessment criteria for each maturity level and available level of granularity
that exhibits a high level of intersubjective verifiability; and (ii) including a
target group-oriented assessment methodology that is also intersubjectively
verifiable (Poppelbufl and Roglinger, 2011). Intersubjective verifiability of cri-
teria ensures the comparability of the maturity assessments. Intersubjective
verifiability of criteria is reached by having precise and concise descriptions
of corresponding levels and it should be clear to discriminate between levels
(Poppelbufl and Roglinger, 2011).

The target group-oriented assessment methodology needs to include a pro-
cedure model that guides model users through maturity assessments, advice on
the assessment of criteria, advice on the adaptation and configuration of cri-
teria according to different situational characteristics and available knowledge
from previous applications (Poppelbufl and Réglinger, 2011). The procedure
model should elaborate on the assessment steps, their interplay and specifically
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how to obtain the values of the criteria. The results from an assessment also
need to be correct, accurate and repeatable (Péppelbufl and Roglinger, 2011).

4.3.4.3 A prescriptive purpose of use

A prescriptive purpose of use maturity model has three additional design prin-
ciples (Péppelbufl and Roglinger, 2011). The three design principles are: (i)
including improvement measures for each maturity level and level of granular-
ity; (ii) including a decision calculus for selecting improvement measures; and
(iii) including a target group-oriented decision methodology (Péppelbufl and
Roglinger, 2011).

A decision calculus enables model users to choose improvement measures
(Péppelbul and Roglinger, 2011). The decision calculus helps evaluate dif-
ferent alternatives with respect to objectives. This helps to identify which
alternative reaches the objective best. The relevant objectives and the rele-
vant factors that influence performance should be explicated. The decision
calculus should also discriminate between external reporting and an internal
improvement perspective (Péppelbufl and Roglinger, 2011).

Maturity models for a prescriptive purpose of use should also define a target
group-oriented decision methodology (Péppelbufi and Roglinger, 2011). The
procedure model that guides model users through the steps of improvement
measure selection is the most essential component. Advice on the assessment
of variables should be provided. Advice on how to concretise and adapt im-
provement measures should be given by the decision methodology. It should
also give advice on how to adapt and configure the decision calculus. Lastly,
available knowledge from previous applications should be reported (Péppelbuf3
and Roglinger, 2011).

4.4 Maturity models in the healthcare data
management domain

In this section maturity models are reviewed in the data management domain
in the healthcare sector. This was done to gain a better understanding of the
different challenges that are persistent in this domain and how maturity mod-
els have strived to find solutions for these challenges. This section also reviews
what can be learnt from previous models by determining how these models
were developed, what components they addressed, and identifying the matu-
rity concepts and goal functions they specified. The scoping of the relevant
maturity models also enables the identification of what is currently still missing
in the design of current models and how they fail to fully address the challenges
they set out to do. This enables the incorporation of components into a new
model to ascertain that a new model achieves its goal to assist in addressing
the healthcare data management challenges. These insights were considered
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when the new maturity model was developed as described in Chapter 5. The
sections to follow consist of an explanation of the healthcare data management
literature review process (Section 4.4.1) and an exposition of the contributions
from existing healthcare data management maturity models (Section 4.4.2).

4.4.1 Literature review process of healthcare data
management maturity models

As part of the scoping phase of the development of a maturity model, De Bruin
et al. (2005) suggested doing an extensive literature review on the domain of
interest and other relevant domains to gain understanding of the historic and
persistent present challenges in the domain. Tarhan et al. (2020) conducted a
multi-vocal literature review on maturity assessment and maturity models in
healthcare. The multi-vocal review included grey literature and yielded 101
sources.

Tarhan et al. (2020) concluded that researchers should check the list of ma-
turity models and the subject focuses that they reported before proposing a
new model. This eliminates the possibility of creating identical studies and en-
ables the chance to adapt or use existing maturity models. Not all the sources
that Tarhan et al. (2020) found in their study were reviewed for this study.
Only the literature relevant to this study was reviewed. This is literature that
focused specifically on data management in healthcare and not merely health-
care in general. Tarhan et al. (2020) categorised the different sources into
different categories. The different categories were used to determine which
literature was relevant.

A set of exclusion criteria was used to determine which studies were rele-
vant to this study. Firstly, studies were excluded according to their application
scope. Application scope categories that were excluded were “single depart-
ment”, “multiple departments” and “single hospitals” as this study focuses on
healthcare data management on a broader scale than single hospitals. Not all
sources were categorised into any of the application scope categories and those
that were not categorised were excluded. This yielded 85 remaining studies.

The next exclusion criterion was according to the type of paper (contribu-
tion facet). Here, only studies that focused on the presentation of new maturity
models were not excluded as this study strives to propose a new model too.
This yielded 54 studies.

Technological aspects covered was the next exclusion criterion. The studies
that focused on information systems (IS) and information technology (IT) were
not excluded from the study. This study focuses on the data management of
healthcare and therefore these components were important to be reviewed.
This yielded 44 articles.

Of the remaining articles, the titles and the focus area of the maturity
model were inspected. Literature that focused on the management of data
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in healthcare was not excluded from the study. These included papers on
data management security and privacy, interoperability, storage, analysis, etc.
Anything that had to do with the data management of healthcare was not
excluded. This yielded 30 articles.

Two more articles were included from the references of the articles as they
gave valuable insights to healthcare data management. Therefore, the eventual
number of articles relevant to this study was 32 articles.

These were the papers included for the study as they were relevant to the
topic of healthcare data management. These were read through as De Bruin
et al. (2005) suggested to gain valuable information on the challenges that
past maturity models tried to address, which aspects of data management the
other models covered, what can be learnt from the development process of
previous healthcare maturity models and how this model can be distinguished
from them. The studies focused on healthcare data management indicate the
usefulness of maturity models in the domain of healthcare data management, as
my studies developed maturity models to address healthcare data management
challenges.

The extensive review of studies done in the domain of healthcare data
management depicts there is really a need for a new maturity model in this
domain. There is a need for a new maturity model, because no existing ma-
turity model was identified that covers the whole scope of healthcare data
management challenges across the healthcare data management value chain.
Therefore, it is necessary to develop a maturity model that assists in addressing
the healthcare data management scope of challenges.

4.4.2 Contributions from existing healthcare data
management maturity models

It was found that there are two main approaches when developing healthcare
data management maturity models (Carvalho et al., 2016). On the one hand,
highly specialised models that resulted in a health sub-system were developed
and on the other, comprehensive models that represent healthcare data man-
agement as a whole, were developed. These specialised and comprehensive
maturity models that focus on data management in healthcare are discussed
in this section. The studies are categorised in the following sections according
to their focus area. Firstly, existing maturity models that had a general focus
are described (Section 4.4.2.1), followed by a description of digital healthcare
data maturity models (Section 4.4.2.2), a description of healthcare interoper-
ability, networkability and cooperation maturity models (Section 4.4.2.3), a
description of healthcare data security maturity models (Section 4.4.2.4), a
description of healthcare data analysis maturity models (Section 4.4.2.5), and
a description of the assessment of information technologies in hospitals (Sec-
tion 4.4.2.6). Lastly, the knowledge transferred from these existing maturity
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models are summarised in tabular form in Section 4.4.2.7.

4.4.2.1 General healthcare maturity models

Flott et al. (2016) proposed a patient-centred framework for the evaluation of
the digital maturity of health services. It measures digital maturity in a multi-
dimensional way and the five themes they focused on are: (i) general evaluation
methodology; (ii) resources and ability; (iii) usage; (iv) interoperability; and
(v) impact. The maturity levels progress from paper-based, to basic electronic
record-keeping, clinical processes, advanced disease management, integrated
care and population-impact. The first four maturity levels progress serially
and the last two are iterative (Flott et al., 2016).

Liu et al. (2011) did a nation-wide investigation on the e-health maturity
in Taiwan. They proposed a multi-dimensional maturity assessment model.
Technology usage is not sufficient to evaluate the IT level of an organisation
and therefore, Liu et al. (2011) proposed a six-dimensional model to assess
e-healthcare maturity. The six dimensions included IT infrastructure, IS staff,
user awareness, IS planning and control, integration and application portfolio
(Liu et al., 2011).

Sharma (2008) proposed a 7-level maturity model that exhibits how health-
care processes can reach maturity up to a national level. Sharma (2008)
included all associated service providers in the healthcare process that are
adaptable to any provider at any level of maturity. The seven levels are the
hospital administration level, the hospital enterprise level, the Electronic Med-
ical Record (EMR) basic level, the clinical decision support level, the clinical
research level, the regional level and the national level. At each level the
entities, departments and infrastructure involved are included.

Vidal Carvalho et al. (2019), Carvalho et al. (2019a) and Carvalho et al.
(2019b) conducted three studies to develop a maturity model of hospital infor-
mation systems. For the first study a laborious method was used to identify the
most important influencing factors of hospital information systems (Vidal Car-
valho et al., 2019). The six most important influencing factors were: (i) data
analysis; (ii) strategy; (iii) people; (iv) EMRs; (v) information security; and
(vi) systems and IT infrastructure. In the second study, the Hospital Infor-
mation System Maturity Model (HISMM) was developed with these six most
important influencing factors (Carvalho et al., 2019a). Lastly, HSIMM was
extended with another component that focuses on the maturity of healthcare
data analytics (Carvalho et al., 2019b).

4.4.2.2 Digital healthcare data maturity models

Johnston (2017) did a digital maturity assessment that assesses the state of
readiness of the organisation to integrate digital technologies. To do this, the
capability and compatibility of the information system of the organisation to
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communicate and interface within the organisation and across organisations
are assessed (Johnston, 2017). They believe that electronic medical records
are the cornerstone to the advancement of digital maturity in healthcare. This
enables the management and transfer of digital patient data across clinical and
geographical boundaries that spans across the entire network of care providers.
The system-wide approach to integrate new technologies to establish new com-
munication lines is necessary to enable this (Johnston, 2017). Johnston (2017)
focused on providing patient-centred services that meet local needs within a
national framework.

The Informatics Capability Maturity Model (ICMM) that assesses health-
care maturity out of an informatics perspective was proposed by Directorate
Informatics . Health Informatics is the required knowledge, skills and tools
needed to get the right information to the right person at the right time to
promote healthcare and promote health (Directorate Informatics). The five ca-
pability dimensions they looked at are managing information, using business
intelligence, using information technology, aligning business and information
and managing change. These five dimensions were measured against the ma-
turity scale of five levels that are (Directorate Informatics): basic, controlled,
standardised, optimised and innovative. They also listed an extensive list of
benefits across the different capability dimensions.

Rimmer et al. (2014) developed a maturity model that measures the ma-
turity of use of electronic medical records. They looked at maturity as the
escalation of effectiveness and efficiency. The five maturity levels specified for
this model are front office administration, EMR basics, full EMR, proactive
care / data-driven practice and community-shared care.

Grindle et al. (2013) stated the changes that the combination of cloud com-
puting, mobility and data analytics could bring to healthcare. They stated five
benefits that can be reaped through this combination. Firstly, it can create the
agility for health providers and insurers to flex business models, collaborate at
low cost and high speed, meet changing regulations and deliver better patient
care. Secondly, it can help ensure seamless, personalised healthcare through
the sharing of secure and ubiquitous data. It can also shift the location of
chronic healthcare from the hospital or clinic to the home that enables bet-
ter patient care and comfort at lower cost. Health and non-health big data
can be harnessed and analysed in the cloud that can improve public health
through preventative well-being monitoring. The last benefit they mention is
that access to health services can be transformed without heavy investments in
physical hospitals and clinical centres. They proposed a very basic four-level
cloud maturity model for the healthcare industry (Grindle et al., 2013). The
four main phases are experimentation, foundation building, optimisation and
innovation.
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4.4.2.3 Healthcare interoperability, networkability and
co-operation maturity models

Naudet and Chen (2012) conducted a study to evaluate eHealth interoperabil-
ity using the Maturity Model for Enterprise Interoperability (MMEI). Inter-
operability is the ability of two or more systems or components to exchange
information and to use the information that was exchanged (Naudet and Chen,
2012). The MMEI defined the three aspects of interoperability as conceptual,
technical and organisational interoperability. Conceptual interoperability en-
sures that the exact meaning of exchanged information is understandable by
all other systems involved. Technical interoperability is concerned with linking
systems and services and organisational interoperability defines the responsi-
bilities and authority so that interoperability takes place under a good envi-
ronment (Naudet and Chen, 2012). The five maturity levels are unprepared,
defined, aligned, organised and adaptive.

Venesco (2015) also conducted a study to improve interoperability. To en-
sure the widespread use of electronic medical records and electronic exchange
of information amongst various data users, the accuracy of each person’s iden-
tity is important and the frequency of errors in matching patient records needs
to be reduced (Venesco, 2015). They proposed a data management maturity
model for individual data matching that consists of three aspects, namely: (i)
data quality; (ii) processes; and (iii) relevant regulations. These aspects are
measure against a five-level maturity scale.

There are a number of studies that focus on maturity models of the co-
operability and networkability within and between hospitals (Fitterer and
Rohner, 2010; Blondiau et al., 2013; Mettler and Blondiau, 2012). Networka-
bility is the organisation’s capacity to efficiently and rapidly engage relation-
ships with business partners (Blondiau et al., 2013) or in other words, network-
ability is both the internal and external capability of organisations to cooperate
at both the business processes and underlying Information and Communica-
tions Technology (ICT) infrastructure levels (Fitterer and Rohner, 2010). It
is not limited to system-to-system interoperability on a software application
level (Fitterer and Rohner, 2010). Instead, the three layers of corporate inter-
operability defined by Winter (2003) are incorporated to measure the coop-
eration within and between hospitals comprehensively (Fitterer and Rohner,
2010; Blondiau et al., 2013; Mettler and Blondiau, 2012). The strategic layer
measures the ability of the hospital to cooperate with external partners, the
organisational layer measures the ability to cooperate within the hospital and
the information layer measures the technical capabilities of a hospital through
the required infrastructure for the effective and efficient internal and external
cooperation (Mettler and Blondiau, 2012; Blondiau et al., 2013; Fitterer and
Rohner, 2010). The four scales used by Mettler and Blondiau (2012) and Blon-
diau et al. (2013) were initial / ad hoc, committed, established / focused and
optimised. Fitterer and Rohner (2010) used the five-point Capability Maturity



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 4. MATURITY MODELS 80

Model Integration (CMMI) set of maturity levels which are initial, managed,
defined, quantitatively managed and optimising.

4.4.2.4 Healthcare data security maturity models

The Healthcare Information Security Adoption Model (HISAM) was developed
by Impact Advisors (2015) that helps healthcare organisations measure their
level of security. It describes seven levels of security preparedness across three
serial categories which are awareness, technical and behavioural. The first two
levels, that fall under the awareness category, are first steps and getting organ-
ised. The three technical levels are basic technology, standards and procedures,
and advanced technology. The last two levels comprise the behavioural level
and consist of educated enterprise and integrated security (Impact Advisors,
2015).

Frost & Sullivan (2015) also developed a maturity assessment model that
assesses the maturity of the components needed against security breaches.
Healthcare data is subject to identity theft and therefore, its security is very im-
portant. Frost & Sullivan (2015) stated many different types of data breaches
and to address the different types, they split the different security components
into three groups which are client, network and service groups. The Healthcare
Security Maturity Model has three security levels which are baseline, enhanced
and advanced (Frost & Sullivan, 2015).

4.4.2.5 Healthcare data analysis maturity models

Carvalho et al. (2019a) expanded the HISMM to incorporate Data Analytics
(DA), resulting in the HISMM-DA. DA helps organisations be more produc-
tive and profitable when managing decision-making processes (Carvalho et al.,
2019b). The HISMM-DA adopted the six maturity stages of the HISMM.
These maturity stages are adhocracy, starting the foundations, centralised dic-
tatorship, democratic cooperation, entrepreneurial opportunity and integrated
relationships.

Sanders et al. (2013) developed the Healthcare Analytics Adoption Model
(HAAM) that focuses on enabling effective data analysis. Sanders et al. (2013)
identified the trend of healthcare computerisation in three phases. These
phases are data collection, data sharing and data analysis. Healthcare data
management is entering phase three, but in order to enable effective data analy-
sis, the first two phases are essential. In phase one computerisation specifically
supports transaction-based workflow and data collection. This is characterised
by widespread EMR adoption. In phase two, data is shared among members of
the workflow team and is characterised by health information exchange (HIE).
Phase three of computerisation involves the analysis of the collected and shared
data which HAAM focuses on (Sanders et al., 2013). They proposed nine lev-
els that illustrate the progressive capability improvement of healthcare data
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analysis (Sanders et al., 2013). According to Sanders et al. (2013) HIE has an
overwhelming failure rate and they also believe that the deployment of EMR
does not significantly improve healthcare quality or cost. Despite this, they
believe that the deployment of EMR is fundamentally required to achieve the
value that is accessible in healthcare through analytics (Sanders et al., 2013).

4.4.2.6 The assessment of information technology capacities in
hospitals

Jaana et al. (2009) conducted a study to present an instrument to assess IT
capacities in hospitals. IT capacities in hospitals were categorised in three
dimensions according to the model that Paré and Sicotte (2001) developed,
namely functional IT capacities, technological I'T capacities, and internal and
external integration IT capacities. This means the instrument measures the
extent of implementation of computerised processes, the extent of implementa-
tion of technological devices and thirdly, it measures the integration of internal
administrative and clinical information and the extent of sharing of information
with other external entities (Jaana et al., 2009). The different computerised
processes are further categorised under clinical applications, ancillary applica-
tions, patient management applications and administrative applications. The
technological devices are further categorised under clinical technologies and
administrative technologies (Jaana et al., 2009).

4.4.2.7 Existing healthcare data management maturity model
knowledge transfer

The insights gained from the literature study on healthcare data management
maturity models were categorised according to the components of the derived
value chain model from Section 3.1.1. The different healthcare data manage-
ment maturity models focused on different components of data management.
Some addressed various components and others focused on one specific com-
ponent. What was learnt from the different studies under each value chain
component is presented in tabular form in Appendix C. Knowledge from the
existing maturity models was transferred with regard to: (i) the development
of maturity models; (ii) healthcare data collection; (iii); data storage; (iv)
data sharing; (v) data analysis; (vi) data usage; (vii) data privacy and secu-
rity; (viii) data governance; (ix) data technology and infrastructure; (x) human
contributions; and (xi) technological investments.

4.5 Conclusion on maturity models

During this chapter maturity models were introduced. The origin, purpose and
value of maturity models were described. The basic structure of a working ma-
turity model was identified. The necessary components included a specified
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domain, domain components, capability areas, maturity levels, and maturity
descriptions. An argument to state the importance of using a defined method-
ology with design decisions and principles to develop maturity models was pre-
sented. Some examples of these defined methodologies were presented and the
design decisions and principle were listed. Maturity models in the healthcare
data management domain were also presented to indicate what has already
been done in this domain, what challenges they strived to address and what
could be learnt from these models.

This chapter identified maturity models as a suitable research product to be
used to assist in addressing the healthcare data management challenges. The
usefulness of maturity models in this domain is evident and maturity models
have a long history of improving systems progressively. The healthcare data
management challenges are not a problem that can be solved instantaneously
and they should be addressed continuously and progressively. Maturity models
can help improve healthcare data management; however, to ensure their use-
fulness, it is important to use a well-defined design methodology, with design
decisions and design principles when developing maturity models. Therefore,
to develop a maturity model in the context of the stated problem, a thorough
design methodology should be followed. Also, the insights gleaned from ex-
isting maturity models in the context of healthcare data management should
be used to develop an appropriate model. The proposed model should also
be distinguishable from existing models to ensure that it contributes to the
existing body of knowledge.
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Chapter 5

Development of the healthcare
data management maturity
model

In this chapter, the development process of the Healthcare Data Management
Maturity Model (HCDMMM) that aims to facilitate the process of assessing
healthcare data management maturity is presented. The specific domain that
the HCDMMM is developed for is the health care data management domain
of developing countries. The literature from the previous chapters is used to
support the development process of the HCDMMM and was used to assist in
the development of the different components of the HCDMMM. Furthermore,
literature from Chapter 4 is used to determine a defined development process
with design decisions and design principles. Chapter 4 literature also consists
of previous studies on maturity models on data management in the health
sector. Knowledge from these studies was used to identify the requirements
for a maturity model in the domain of healthcare data management and also
to discover what insights could be gained from these previous studies. Input
from Chapter 3 included the requirements that were considered during the
development process. The data value chain with its different components was
also incorporated in the development process to further define the different
components of the HCDMMM. The first section of this chapter (Section 5.1),
consists of the development methodology that was derived using the inputs
from previous studies on maturity models. Subsequently, the identification of
the need for another maturity model is described (Section 5.2). The scope
that determines the specificity and extensibility of the developed maturity
model is defined next in Section 5.3, and the design and population of the
HCDMMM is described in Section 5.4. This is an iterative development pro-
cess and the development of the HCDMMM is described per each individual
component. The HCDMMM was evaluated through verification and valida-
tion as described in Chapter 6. In Section 5.5 the evaluated HCDMMM is
presented: first, conceptually and then from a practical perspective as it will
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be transferred to end users. The reflection on future upgrades is discussed to
ensure that HCDMMM does not become obsolete over time, but remains rel-
evant (Section 5.6). Lastly, this chapter on the development and presentation
of the HCDMMM is concluded (Section 5.7).

5.1 Healthcare data management
development methodology

To develop the HCDMMM that will contribute to solving the healthcare
data management challenges, a defined development methodology was used.
The defined development methodology was derived from inputs from existing
methodologies such as that of De Bruin et al. (2005) and Becker et al. (2009),
the design decisions of Mettler (2010b) and the design principles of Poppel-
bu and Roglinger (2011). These defined methodologies, design decisions and
principles are discussed in Section 4.3. The first step of the methodology was
to identify the need for a new maturity model. This is to prevent the de-
velopment of a maturity model in an already saturated domain and also to
avoid the HCDMMM being similar to already developed models. Secondly,
the scope of the study should be determined in order to establish clear bound-
aries of what the HCDMMM addresses. Different scoping decisions are made
to help determine the scope. After that, the HCDMMM was designed and
developed. The first step of the HCDMMM design was to make the necessary
design and development decisions, such as deciding on the maturity concept,
the goal function, design process, design product, the application method and
the respondents. Subsequently, the design and development of the HCDMMM
commenced. The design and development process comprises of development
and evaluation steps that were iterated. The development steps consist of
constructing the architecture of the HCDMMM and populating it. Following
this, the developed model structure and content were verified. SMEs were con-
sulted during this verification step and semi-structured interviews were held
with them to assess the HCDMMM. If the verification step showed the need for
refinements, the HCDMMM underwent another development iteration. After
several iterations, when the HCDMMM structure and content was completed,
it was subjected to a final verification step where healthcare data management
SMEs, who were able to assess the HCDMMM comprehensively, responded by
means of a questionnaire, as to whether the HCDMMM satisfactorily met the
specified requirements. The verification step after the iterative model devel-
opment process yielded some final refinements to the HCDMMM content and
resulted in the development of the transfer media that ensured all the specified
requirements were met satisfactorily. Figure 5.1 illustrates the defined design
methodology that was used to develop the healthcare data management ma-
turity model.
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Figure 5.1: Model design methodology

5.2 Need identification

Becker et al. (2009) stated that before a maturity model is developed, the
requirement for such a maturity model should be demonstrated. The scope of
healthcare data management challenges presented in Section 2.3 indicate the
need of a research product that will contribute to addressing the challenges
in healthcare data management. During the multi-vocal literature study that
Tarhan et al. (2020) conducted on maturity models in healthcare as discussed
in Section 4.4.1, it was found that no existing maturity model adequately
addressed the scope of healthcare data management challenges in developing
countries and therefore, a need for a maturity model that will contribute to
addressing the scope of healthcare data management challenges in developing
countries arose. Developing a maturity model that contributes to address-
ing the challenges found in Section 2.3 ensures that the need for a maturity
model that focuses on healthcare data management in developing countries, is
justified. Tarhan et al. (2020) also stated that due to the increasing level of
digitalisation of healthcare services, well-defined guidelines and success reports
to rationalise and effectively manage the transition process are needed. It is
thus argued that maturity models can contribute to addressing this need in
the healthcare data management domain.

Reviewing literature extensively provides a sound understanding of histor-
ical and contemporary challenges in the domain (De Bruin et al., 2005; Becker
et al., 2009). Existing literature that was reviewed in the domain of health-



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 5. MODEL DEVELOPMENT 86

care data management can be viewed in Section 4.4. The review of literature
ensures that the proposed model does not produce an identical study to pre-
vious studies and that it contributes to the existing body of knowledge by
addressing the challenges that other models have not yet addressed, or have
not addressed adequately. Reviewing previous studies also contributes to as-
sisting the development of the proposed model by adapting or using some of
its components.

The design decisions of Mettler (2010b) that correlate with this section are
novelty and innovation. With regard to novelty, data management is a ‘pacing’
field of study (as opposed to emerging, disruptive or mature). This means that
data management practices are well established across many domains, but im-
provements to data management practices are still being gradually introduced.
There are also emerging or disruptive components to data management, such
as big data, which makes it a dynamic field of study. As healthcare data man-
agement is a ‘pacing’ field of study with well-established practices, it requires
less explanation than an emerging or disruptive field, although emerging con-
cepts in data management need to be explained in more detail. The second
decision that was made was that a new model was going to be developed (as
opposed to a variant or version of existing models). Although the proposed
HCDMMM drew valuable insights from existing knowledge, the HCDMMM
focuses specifically on addressing healthcare data management challenges in
developing countries, as previous studies have not sufficiently addressed the
scope of the problem statement of this study. The existing studies only inves-
tigated certain components of data management and do not address it holisti-
cally or on multiple system levels. The decisions and decision descriptions can
be seen in Table 5.1.

Table 5.1: Need identification decisions (Mettler, 20100)

Design Chosen Decision description
parameter characteristic
Novelty Pacing Data management is an established

practice which is still gradually
evolving and is thus a pacing field of
study, but there are also emerging and
disruptive components to data
management

Innovation New The HCDMMM is a new model that
draws on insights from existing
maturity models in healthcare data
management
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5.3 Definition of the research product scope

The scope of the HCDMMM is defined with the assistance of the design de-
cisions of Mettler (20100). These design decisions are presented in Table 5.2.
The scoping decisions included determining the breadth, depth and intended
audience of the HCDMMM that was to be developed. The scope was further
defined by determining that the human contributions, and finances and cost,
that were identified in Chapter 3, are excluded from the HCDMMM devel-
opment. The exclusion of human contributions, and finances and costs are
discussed further in section 5.4.1.

As proposed by De Bruin et al. (2005) and Mettler (20100), the first sig-
nificant scoping decisions that set the outer boundaries for the HCDMMM
application was the focus of the HCDMMM. It was decided that the focus of
the HCDMMM is domain-specific (as opposed to general issue). The specific
domain that the maturity model is developed for is the healthcare data man-
agement domain of developing countries. The HCDMMM was developed with
the focus of being applicable to different healthcare delivery entities such as
different hospitals and clinics, as well as the headquarters of the healthcare
delivery organisations. In accordance with Venable and Baskerville (2012)
who defined Design Science Research as research that invents new purposeful
artefacts that address generalised types of problems, the HCDMMM was de-
veloped with sufficient generality to be widely applicable to data management
of different healthcare delivery entities across different developing countries.
Therefore, the HCDMMM components are generic in nature so as to be ap-
plicable to a variety of different healthcare delivery entities such as hospitals
and clinics and their governing bodies of different developing countries.

Other design decisions stated by Mettler (2010b) are the depth or operat-
ing altitude of the maturity model and the particular audience the maturity
model focuses on. The depth of the maturity model was decided to focus
on the organisation (as opposed to individual/group, interorganisational or
global/society focus). It was also decided that the maturity model will strive
to represent healthcare data management on multiple system levels, so the
maturity of group functions and interorganisational functions of the organisa-
tion are also addressed. Focusing on the organisational operating altitude, but
also incorporating the different system levels, allowed this study to address
healthcare data management on a wider spectrum and as a system.

The HCDMMM was developed according to the needs of a management-
oriented audience (as opposed to technology-oriented), as managers have the
knowledge to make a data management maturity assessment of their entities
and can make improvement decisions based on the assessment. Developing
the maturity model for a management-oriented audience means that it was
developed to be understood on a strategic level. As discussed in Section 5.4.1,
the HCDMMM focuses on the technical component of healthcare data man-
agement. As the audience is management-oriented, it considers the technical
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Table 5.2: Scoping phase decisions (Mettler, 2010b)

Design Chosen Decision description
parameter characteristic
Breadth Specific issue The breadth of the HCDMMM focuses

specifically on data management in
the healthcare of developing countries
Depth Organisation The depth of the HCDMMM focuses
on data management in the
organisation at its different facilities
and its ability to cooperate with other

organisations
Audience Management Management-oriented, because
oriented management is capable of making a

data management maturity
assessment and making strategic data
management decisions

component of healthcare data management from a strategic perspective. It de-
scribes the technical aspects of healthcare data management to be understood
on a strategic level.

Descriptive purpose of use maturity models are applied to assess the as-is
state of capability areas and are used as a diagnostic tool (Péppelbufl and
Roglinger, 2011). It was therefore decided that the maturity model is de-
veloped for a descriptive purpose of use and the basic design principles and
descriptive purpose of use design principles described in Section 4.3.4, were
considered during the development of the HCDMMM.

54 HCDMMM development

According to Mettler (20100) this is the phase where the maturity model is de-
veloped. Following the sequence of activities for developing a maturity model
as set out by De Bruin et al. (2005) and Becker et al. (2009) (see Section 5.4.2),
a grid or architecture of the domain components and capability areas are first
defined, and then the HCDMMM is populated. The design decisions defined
by Mettler (2010b) were used to guide the development. Given that a top-down
approach was used, the maturity levels were first defined, and then capabil-
ity statements were derived to fit the definitions. After the architecture was
defined with its domain components, capability areas and maturity level def-
initions, the HCDMMM was populated. This was an iterative design process
as stated by Becker et al. (2009). All the different components were designed
iteratively. As the HCDMMM was populated, components of the architec-
ture of the HCDMMM were iteratively refined when it was found necessary.
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Consultations were held with various SMEs in different knowledge areas to
verify the design of the maturity model. After consultations with SMEs, it
was also necessary to refine the HCDMMM architecture. Refinements to the
architecture resulted in the need to populate the new additions, for instance
the population of additional capability areas. The verification process of the
HCDMMM and its different components is discussed in Section 6.2, but it is
also referred to in this chapter as verification was part of the development
process. The rest of this section describes the design decisions for the design
phase (Section 5.4.1) and the iterative development process of the maturity
model (Section 5.4.2).

5.4.1 Design decisions of the design phase

As stated by Mettler (20106), the following design decisions were made for the
HCDMMM design phase: (i) maturity concept; (ii) goal function; (iii) design
process; (iv) design product; (v) application method and (vi) respondents.
These can be seen in Table 5.3.

The maturity concept used for this maturity model is process-focused (as
opposed to object or people-focused). This enabled the assessment of maturity
along the process-focused dimension and therefore, the maturity levels and def-
initions of Paulk et al. (1993) could be employed. This means the HCDMMM
focused on defining more effective activities and work practices. The goal
function of maturity is one-dimensional (as opposed to multi-dimensional).
By deciding on an one-dimensional goal function, it focuses the maturation of
each capability area on a single target measure in the way that it progresses
in maturity. The target measure of maturity for this study is process-focused,
meaning the extent to which a specific activity is explicitly defined, managed,
measured, controlled, and effective. Although the goal function for each ca-
pability area is one-dimensional, there are three maturation paths specified
for the three different types of capability areas. This is discussed in Section
5.4.2.2.

Although human factors, finances and costs were found to be two signifi-
cant challenge areas of healthcare data management identified in Chapter 2,
they are components that fall outside of the scope of the HCDMMM, be-
cause this study focused on the continuous process improvement of the data
management system. Although human factors comprise an important com-
ponent of the overall system, they do not fall under continuous process im-
provement. Cognisance was taken of the importance of human contributions,
finances and cost when developing the HCDMMM, as they were important
challenges identified previously, but the HCDMMM focuses on assessing the
technical component of healthcare data management. As stated in Section 5.3,
the audience was decided to be management-oriented, thus the focus of this
maturity model is on the technical components of healthcare data management
from a managerial /strategic perspective. The HCDMMM focuses on the tech-
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Table 5.3: Design phase decisions (Mettler, 2010b)

90

Design Chosen Decision description

parameter characteristic

Maturity Process Maturity focuses on defining more

concept effective activities and work practices.
The maturity of capability areas is
measured to the extent to which they
are explicitly defined, managed,
measured, controlled and effective

Goal function | One- The goal function of every capability

dimensional area is one-dimensional, focusing on

one goal, but three maturation paths
are specified for the three different
types of capability areas

Design Combination of | Use of a structured literature review
process theory-driven to determine domain components and
and use practitioners (SMEs) to refine the
practitioner- HCDMMM iteratively
based
Design Combination of | The maturity model is presented as a
product textual textual description of form and
description of functioning in a spreadsheet that can
form and be opened in any software
functioning and | implementing the Office Open XML
software standard
instantiation
Application Self-assessment | Managers of healthcare entities will
method use the maturity model to assess data
management maturity themselves
Respondents | Combination of | Management of healthcare

staff and
business
partners

organisations like hospitals and clinics
corresponds with their staff and
business partners to make maturity
assessments
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nical component of the healthcare system, but does not go into all the micro
details of the technical aspects such as specifying which software, technologies
or networks to incorporate and how these elements interact with each other
to be operational. The measurement of maturity of human contributions is
along a different maturity dimension from what was decided on for this study,
which further strengthened the reason to exclude human contributions from
the developed maturity model.

With regard to the design process, it was decided to incorporate a combi-
nation of theory-driven and practice-based methods. Domain components can
be identified through the use of literature (De Bruin et al., 2005), but for the
identification of capability areas, other qualitative methods are needed (Becker
et al., 2009; Lahrmann et al., 2011). Therefore, interviews with SMEs were
used to assist with the development of components such as the capability areas
and the descriptions of maturity levels after the maturity levels were derived
from literature. SMEs that were consulted had knowledge in various areas
such as Structured Query Language (SQL), enterprise architecture, maturity
models, and data engineering and management.

It was decided that the design product should be a combination of a textual
description of form and functioning, and a software instantiation (as opposed
to only a textual description of form). Making use of a textual description of
form and functioning incorporates textual descriptions to describe the func-
tioning of the HCDMMM and makes the HCDMMM easily understandable.
Furthermore, it was decided that the maturity model was to be presented in
a spreadsheet that can be opened by Office Open XML standards compliant
open-source software like Libre Office or proprietary software like MS Excel.
This enables the simple assessment of capability areas through its formula
functionality, and as it is widely used and understood in industry.

The method of application was decided to be self-assessment (as opposed to
third party assisted or done by certified professionals), as the management of
the different healthcare entities would use the HCDMMM themselves to make
data management maturity assessments. This would enable management to
make data management assessments without needing the aid of third parties.
This decision would also affect the design of the HCDMMM as it would include
all the necessary information that allows management to use the HCDMMM
without needing prior training.

With regard to the respondents that should be included by management
to make maturity assessments, the management can liaise with their staff and
business partners to determine the level of data management maturity. By
doing this, management can make even more insightful assessments of their
data management maturity.
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5.4.2 Iterative development process of the various
components

An iterative design and populate process was followed to develop the various
generic components of the healthcare data management maturity model so
that it is applicable to different healthcare entities such as different hospitals
and clinics and healthcare delivery organisations’ headquarters. For each it-
eration, the architecture of the HCDMMM was first determined or refined.
This included domain components, capability areas, and maturity levels. The
architecture was then populated with maturity level descriptions for each of
the capability areas of the domain components. After the HCDMMM was
developed for an iteration, its components were verified to determine whether
they were theoretically sound or whether another iteration was required. The
developed model was verified through the assistance of literature and SMEs.
An updated architecture of the HCDMMM was then constructed based on
the contributions from literature and/or SMEs for another iteration of the
design process. After the architecture was refined for another iteration, the
HCDMMM was repopulated to derive a model that was an improvement on the
previous iteration. Each iteration built on the preceding iteration to refine the
domain components, capability areas, system levels and maturity levels using
the insights of the different SMEs as they were introduced to the development
process. A summary of the changes that occurred during every iteration can
be seen in Appendix D.

The rest of this section describes the development of the different compo-
nents of the maturity model. This includes the development of the domain
components (Section 5.4.2.1), maturity levels (Section 5.4.2.2), system levels
(Section 5.4.2.3) and capability areas (Section 5.4.2.4).

5.4.2.1 Domain components

Due to the fact that the healthcare data management domain is complex, a
stage-gate approach is used to develop it, as this approach allows for further
detailed assessment of the specific domain components of healthcare data man-
agement. The different layers of the HCDMMM are the domain, domain com-
ponents and domain sub-components, which are also called capability areas.
This enables separate maturity assessments for the discrete domain compo-
nents. The collective of these components gives an overall assessment of the
entity under study.

The domain focus is outlined in Section 5.3. As De Bruin et al. (2005)
and Becker et al. (2009) proposed, the domain components were derived from
literature following an iterative process. Literature on big data value chains
was reviewed in Section 3.1.1 and the primary value chain components from
the big data value chain were used to determine the maturity model domain
components. The healthcare data value chain in Section 3.1.1 depicts eight
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primary value chain components. Value chain components do not necessarily
happen independently of each other and they often overlap. De Bruin et al.
(2005) advised keeping the number of domain components and sub-components
low to minimise perceived complexity in the HCDMMM. For this reason, the
primary value chain components that overlapped were combined to reduce the
number of domain components.

The data collection domain component relates to the primary value chain
component data collection. The data storage domain component relates to
the data sources value chain component. The data sharing domain component
consists of the data acquisition and data transmission value chain components
and the data analysis domain consists of the data storage for analysis and
data analysis. The data usage domain component relates to the data usage
value chain component. Data curation maintains the quality of data at dif-
ferent domain components such as at collection, storage, before sharing and
before analysis. Therefore, data curation was not included as a separate do-
main component, but was included under these domain components. The sec-
ondary value chain components, technology and infrastructure, were included
as capability areas under all the different domain components as discussed in
Section 5.4.2.4. Finances and costs, and human factors were excluded from
the scope of the HCDMMM as discussed in Section 5.4.1.

The value chain in Chapter 3 also depicted data governance as a key com-
ponent of data management, which is not part of the primary value chain, but
part of the enabling environment. To ensure that the HCDMMM is collectively
comprehensive, data governance was also included. These domain components
for healthcare data management were confirmed by various SMEs as described
in Chapter 6.

The domain components developed for this study through the iterative
development process and with the assistance of literature and the input from
SMEs are: (i) data collection; (ii) data storage; (iii) data sharing; (iv) data
analysis; (v) data usage; and (vi) data governance. The development of the
capability areas of these domain components is described in Section 5.4.2.4.
These domain components are described in the following list:

1. Data collection: the collection of data from the real world, such as from
patients on the facility level for patient care delivery, and data collection
for healthcare management and decision-making on the organisational
level.

2. Data storage: patient data and other data collected at the facility is
stored at the facility and made available through data sharing for use in
various ways. Collected data for use on the organisational level is also
stored for management and decision-making.

3. Data sharing: data stored at the facility is available at other facilities so
that when patients visit other facilities, continuous care can be provided
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without collecting data again, which can cause data duplication. Data
is shared for analysis and other purposes. The eventual goal is that
patients’ data is available to authorised users organisation-wide.

4. Data analysis: data analysis is carried out on the facility level and on
the organisation level. The facility analyses data for decision-making,
operations and patient care on the facility level. Data analysis on the
organisational level uses data from different facilities for decision-making
that affects the whole organisation and its management.

5. Data usage: data is used in various different ways. Collected, stored,
shared and analysed data is used for various different purposes to support
healthcare delivery and decision-making.

6. Data governance: these domain components determine the strategy of
healthcare data and develop regulations, policies and standards that di-
rect the management of healthcare data.

5.4.2.2 Maturity levels

In Section 5.4.1 it was decided that the maturity concept should be process-
focused and that the goal function is one-dimensional. The goal function fo-
cuses on the improvement of the efficiency of the processes and activities spec-
ified, but different types of capability areas have different maturation paths.
These different types of capability areas are described in Section 5.4.2.4.

A logical progression through the maturity stages is of key importance
(De Bruin et al., 2005; Roglinger et al., 2012). These stages were derived
iteratively. As domain components evolved or when it was found that the
maturation path was not logical, or the incremental steps were not adequately
distinct, maturity levels were refined. This ensured that continuous process
improvement is based on small, evolutionary steps. The iterative determina-
tion of maturity levels also ensured distinct and well-defined maturity stages.

The maturity levels stated by Paulk et al. (1993) are used to determine
the maturity levels for this study as they provide a logical and anticipated
progressive maturation through maturity stages for processes and activities.
As the HCDMMM strives to address a generalised type of problem (Venable
and Baskerville, 2012), whether a process or activity is carried out on paper
or electronically was not specified in the maturity levels. The HCDMMM was
developed to assess maturity according to how well the identified capabilities
are performed according to the Capability Maturity Model (CMM) levels of
Paulk et al. (1993) as described in Section 4.2.3, agnostic of whether it is
carried out on paper or electronically. Specifying that a capability area is on
a certain maturity level depending on whether it is paper-based or electronic,
implies that changing from a paper-based process to an electronic process
guarantees improvement in how well the function or process is performed,
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which is not in reality the case. A system can still be paper-based and perform
a function better than one done electronically. This is not always the case,
but it was found that maturity is not necessarily dependent on whether the
process or activity is carried out on paper or electronically. Therefore, to
maintain the generalised quality of the HCDMMM, the maturity levels were
developed generically.

The resultant maturity levels that were implemented across the different
domain components and system levels were classified as Initial, Repeatable,
Defined, Managed and Optimising. These maturity levels describe how well the
different specified capability areas are performed within the different domain
components.

Three maturation paths were differentiated for the different capability area
types according to the three data value chain levels defined in Chapter 3. These
levels are the primary value chain, the secondary value chain and enabling envi-
ronment components. The primary value chain components consist of primary
activities. The secondary value chain consists of supportive components to the
primary activities and the enabling environment consists of the enabling prac-
tices. Because the components of these three value chain categories differ,
the logical and anticipated way that they progress towards maturity will also
differ. Thus, three main maturation paths were determined for the different
components according to the value chain level categories. A maturation path
was determined for the primary activities of each domain component, another
one for the supportive structures of the primary activities and one that indi-
cates the maturation of enabling practices. All capability areas of the different
domain components fall under one of these three capability categories with
their different maturation paths. The maturity level definitions of the three
differentiated maturation paths for primary activities, supporting structures
and enabling practices are defined in Table 5.4, Table 5.5 and Table 5.6, re-
spectively.

Table 5.4: Maturity level definitions for primary activities
(adapted from Paulk et al. (1993))

Level | Level name | Level definition

1 Initial Primary activities are not stable and controlled.
Objectives are reached late and at high cost.
Execution of primary activities is dependent on
individuals. Effective execution is sporadic and not
the norm

2 Repeatable Primary activities are carried out in a disciplined
way and can be carried out repeatedly. The primary
activities are stable and repeatable

Continued on next page
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Continued from previous page

Level | Level name | Level definition

3 Defined Primary activities are documented. Primary
activities are integrated into a coherent whole.
Primary activities are established for effectiveness.
Primary activities are well-defined with inputs,
standards and procedures for performing functions
and outputs. Activities are standard, consistent and
quality is checked

4 Managed Primary activities are measured/ monitored/
controlled/ supervised/ organised in accordance with
the defined practices through available data for
measurement. Primary activities are quantifiable and
predictable. Primary activities are stable and are
measures that make it possible to address special
cases and take corrective action

5 Optimising Primary activities are continuously improved.
Weaknesses of primary activities are identified and
proactively strengthened. The method and range of
the ability of the primary activity is improved.
Improvements are planned and managed and are a
part of normal business activities. Innovations that
exploit best practices are identified and transferred
after cost-benefit analysis is done on data of primary
activities

Table 5.5: Maturity level definitions for supporting struc-
tures (adapted from Paulk et al. (1993))

Level | Level name | Level definition

1 Initial Initial supportive structures for data management
exist. Initial structures give very limited support to
the functioning of primary activities

2 Repeatable Appropriate supportive structures that give adequate
support to data management for repeatable primary
activities are applied

3 Defined Specific supportive structures that give effective
support to data management primary activities are
applied. Support structures support the functioning
of primary activities as a coherent whole

4 Managed The availability, reliability and maintainability of
supportive data management structures are
monitored. Support structures are repaired or
replaced when failure occurs

Continued on next page
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Continued from previous page

Level

Level name

Level definition

Optimising

Supportive structures for data management are
continuously maintained and upgraded whenever
needed. Support structures are proactively
maintained or replaced

Table 5.6: Maturity level definitions for enabling practices
(adapted from Paulk et al. (1993))

Level

Level name

Level definition

Initial

Enabling practices do not create a stable
environment to develop and maintain primary
activities and support structures. Enabling practices
do not control primary activities and support
structures

Repeatable

Basic enabling practices for primary activities and
supporting structures are established and procedures
to implement policies are available. Enabling
practices create a stable environment for primary
activities and supporting structures

Defined

Well-defined enabling practices like standards exist.
Organisation-wide understanding of the activities,
roles and responsibilities are in place

Managed

Enabling practices exist for quantifying primary
activity goals and measurements. Enabling practices
exist to measure/ monitor/ control/ supervise/
organise support structures. Established enabling
practices are measured/ monitored/ controlled/
supervised/ organised

Optimising

Enabling practices of data management are
continuously upgraded and updated. Existing
enabling practices enable the continuous
improvement of primary activities and the
implementation of the support structures to support
the improvements

5.4.2.3 System levels

Given that the HCDMMM focuses on the healthcare data management system,
it is necessary to integrate systems approach components that were stipulated
in Section 2.1.1 into the design of the maturity model to represent the health-
care data management system comprehensively. As discussed in Section 2.1.2,
Ferlie and Shortell (2001) proposed four levels in the healthcare system to
consider when successful change towards better quality care is desired. These
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levels are: (i) the individual patient; (ii) the care team; (iii) the overall or-
ganisation; and (iv) the environment in which the organisation is embedded.
These levels are nested and each has an influence on the other levels. Different
components on the levels interact with each other to operate as sub-systems
in the system of interest. Different capability areas of the healthcare data
management system are carried out on different system levels.

This model focuses on two of these system levels, which are the care team
(or facility level) and the organisational level, which were developed while
considering the influence of the individual patient and the environment on
these levels. The facility level is related to the care team level, because care
is delivered from healthcare facilities. The facility is the microsystem and
the replicable unit within the organisation that contains within itself all the
necessary resources to do its work. This relates to entities such as hospitals and
clinics. The facility level is nested in the organisational level. The organisation
coordinates the activities of multiple facility care units through: (i) decision-
making systems; (ii) information systems; (iii) operating systems; and (iv)
processes like financial, administrative and human resources. The economic
and political environment influences the organisation directly and influences
all the other levels indirectly through its influence on the organisation. The
HCDMMM was designed to consider the influences of the environment on the
organisation. Given that data management supports the delivery of healthcare
to the patient, the capability areas of the facility level considered the needs of
the patient when the components of the facility level were developed.

It is also noteworthy that primary activities, supporting structures and en-
abling practices, as described in Section 5.4.2.4, are different capability areas
that work together to perform certain functions in the system. These capa-
bility categories relate to different system components that interact with each
other on various levels to perform certain outcomes. Enabling practices has
a regulating influence on primary activities and support structures, and the
support structures are the necessary components that need to be in place in
order to carry out the primary activities.

5.4.2.4 Capability areas

It is not very likely that literature will be sufficient to determine domain capa-
bility areas and exploratory research methods are recommended to determine
them (De Bruin et al., 2005; Becker et al., 2009; Lahrmann et al., 2011). The
capability areas were derived from knowledge gained from literature on the re-
spective domain components and were populated iteratively. Capability areas
for the different domain components were derived from literature and verified
by SMEs after different development iterations. SMEs were consulted to iden-
tify relevant capability areas that were not identified through literature. This
ensured that the included capability areas were verified and that important
capability areas were not omitted.
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A single maturation path does not adequately describe the maturity pro-
gression of all the capability areas as they consisted of different healthcare data
value chain levels and it was necessary to distinguish different capability cat-
egories to base different maturation paths on. Three differentiated capability
categories were specified. These capability categories were primary activities,
supporting structures and enabling practices which were also explained under
Section 5.4.2.2. Table 5.7 illustrates the different capability categories at the
different domain components and system levels.

These capability categories are distinguishable through their focus of pur-
pose. The primary activities are the core activities in every domain component
to accomplish the goal of that specific domain component. Supporting struc-
tures are the secondary value chain components that support the working of
the core activities to accomplish the domain component goal. These capability
areas are the specific secondary inputs and services needed to accomplish the
goals of the primary activities. The enabling practices are the conventions that
shape the working of the primary activities and supporting structures. These
are the customs that create the environment that the primary activities and
supporting structures operate in. Table 5.7 indicates how the three different
capability areas relate to the different domain components and system levels.

To determine the different capability areas of the domain components, the
design protocol as outlined in this section was followed. The design protocol
was also carried out iteratively for each domain component to ensure all the
necessary capability areas for that domain component were included. The
design protocol was used for every domain component, except for the data
governance domain component, which only consists of enabling practices. The
design protocol was used to determine the data collection, the data storage, the
data sharing, and the data usage capability areas. To derive data governance
capability areas, only steps three and five of the design protocol were carried
out. For each iteration of the HCDMMM development, the design protocol to
determine the capability areas of each domain component was used. Not all
the steps of the design protocol were necessary to be carried out during every
iteration of the HCDMMM development and were skipped accordingly. The
steps of the design protocol are:
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Table 5.7: The different system levels and capability categories per domain com-
ponent

Domain component | System level | Capability category

Data collection Organisation | Primary activities
Supporting structures
Enabling practices
Facility Primary activities
Supporting structures
Enabling practices
Data storage Organisation | Primary activities
Supporting structures
Enabling practices
Facility Primary activities
Supporting structures
Enabling practices
Data sharing Organisation | Primary activities
Supporting structures
Enabling practices
Facility Primary activities
Supporting structures
Enabling practices
Data analysis Organisation | Primary activities
Supporting structures
Enabling practices
Facility Primary activities
Supporting structures
Enabling practices
Data usage Organisation | Primary activities
Supporting structures
Enabling practices
Facility Primary activities
Supporting structures
Enabling practices
Data governance Organisation | Enabling practices

1. Derive the main primary activities from the knowledge gained from lit-
erature for the specific domain component that accomplish the purpose
of the domain component. This includes:

1.1. determining on what system level(s) they are carried out;

1.2. adding a capability row for each activity at the appropriate system
level(s); and
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1.3. populating all the different maturity levels of the different primary
activities identified with descriptions according to the defined ma-
turity level definitions for primary activities.

2. Identify the supporting structures for the specific domain component
that supports the primary activities to accomplish the purpose of the
domain component. This includes:

2.1. determining on what system level(s) they are implemented to sup-
port the primary activities;

2.2. adding a capability row for each supporting structure at the appro-
priate system level(s); and

2.3. populating all the different maturity levels of the different support-
ing structures identified with descriptions according to the defined
maturity level definitions for supporting structures.

3. Identify the enabling practices of the domain component that determine
the conventions that shape the working of primary activities and sup-
porting structures. This includes:

3.1. determining on what system level(s) they are implemented to enable
the primary activities and supporting structures;

3.2. adding a capability row for each enabling practice at the appropriate
system level(s); and

3.3. populating all the different maturity levels of the different enabling
practices identified with descriptions according to the defined ma-
turity level definitions for enabling practices.

4. Add a generic capability row for the standards adherence of all domain
component activities at the system level(s) where it is applicable. Popu-
late the capability row so that it describes the maturity of the adherence
to the standards for all the primary activities and supporting structures
in general terms.

5. Verify, and revise where necessary, the HCDMMM components and ma-
turity descriptions with the support of literature and SME contributions.

The maturity model describes primary activities that are specific to each
domain component. The primary activities of each domain component are
distinct. These primary activities ensure that the overall goal of the domain
component is achieved.

Many enabling practices (i.e. data entry forms/structure, types of data
captured, retention plan of stored data etc.) and supporting structures (i.e.
data transmission networks, data queries for various usages, etc.) are also
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specific to a domain component and are distinct; however, some are recurrent
across the different domain components. These capability areas are stated
under each applicable domain component. Because the focus of their function
is specifically different for each domain component, they need to be assessed
under each domain component to obtain an accurate maturity score for each of
them. These recurrent capability areas are ones that focus on technology and
infrastructure, data privacy and security, and alignment to standards, policies
and regulations. All the capability areas with their maturity level descriptions
can be viewed in Appendix E.

5.5 The HCDMMM

In this section the developed HCDMMM is presented. In Section 5.5.1 the
conceptual HCDMMM is presented and in Section 5.5.2 the HCDMMM is
presented in the format of how it is transferred to users.

5.5.1 The conceptual HCDMMM

The design and development methodology as described in Section 5.4 resulted
in the Healthcare Data Management Maturity Model (HCDMMM) with the
components as described in Sections 5.4.2.1, 5.4.2.2, 5.4.2.3 and 5.4.24. It
can be used to determine the maturity scores of the overall data management
system of a healthcare entity within developing countries and does not assess
individual data management systems within the entity. It consists of four com-
ponents to assess the as-is state of healthcare entities’ overall data management
related to patient care delivery. These components include: (i) two system lev-
els (i.e. the facility and organisational levels); (ii) six domain components (i.e.
data collection, data storage, data sharing, data analysis, data usage and data
governance); (iii) three capability categories that contain all the capability ar-
eas (i.e. primary activities, supporting structures and enabling practices); and
(iv) five maturity levels (i.e. Initial, Repeatable, Defined, Managed and Opti-
mising). A healthcare entity’s data management can either be assessed on the
facility or organisational level (as determined in Section 5.4.2.3), depending
on which level of the system it operates on. The HCDMMM can be used to
evaluate the data management of the hospitals and clinics on the facility level
and to evaluate the data management of the headquarters of a healthcare or-
ganisation. Figure 5.2 illustrates the conceptual maturity model and how all
its different components fit together.

The domain components are the overarching maturity assessment cate-
gories that consist of multiple capability areas that are assessed individually
to determine the overall maturity of the domain component. The six do-
main components for this study were determined in Section 5.4.2.1. The five
maturity levels are used to assess the maturity of each capability area. Each
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Figure 5.2: Conceptual maturity model (adapted from Van Dyk (2013))

capability area is described by its own set of maturity level descriptions. Capa-
bility areas belong to one of three different capability categories that determine
their maturation paths. This is due to different types of capability areas ma-
turing differently. These three different maturation paths were determined in
Section 5.4.2.2. Each of the three maturation paths has five maturity levels
and they were used to determine the maturity descriptions of all the capability
areas. The maturity level descriptions of all the capability areas can be seen
in Appendix E.

The intended users of the HCDMMM are individuals in management po-
sitions that have sufficient knowledge and understanding of their healthcare
entity’s data management in order to be able to use the tool to assess it,
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whether the entity is on the facility or organisational level. The users that
do the assessments can either be individuals that have sufficient knowledge
of the data management system, or a group of individuals whose collective
knowledge covers the data management system of the entity. If management
does not have adequate knowledge of the entity’s data management to make
an assessment, they can consult IT personnel and other healthcare workers
(HCWs) that work with the data management system in order to be able to
make an assessment.

Comparing the actual functioning of components of the real-world system
with the maturity level descriptions of the capability areas allows the maturity
assessment of the processes, objects or functions of the real-world system with
regard to each capability area. The HCDMMM is not used to assess individual
services of the entity under study, but to give an overall assessment of every
capability area in the different domain components.

After the components of the HCDMMM were defined through the iterative
design process based on theoretical and SME inputs, the next stage was the
conception of the transfer media and evaluation (Becker et al., 2009; Poppelbuf3
and Roglinger, 2011). During that stage, the form in which the maturity model
will be transferred to user communities is determined and developed, as well as
how users should use the maturity model to make a maturity assessment. This
involved the transformation of the developed components through the iterative
design process into a functioning and usable maturity assessment tool. The
HCDMMM is presented in the following section in the format of how it is
transferred to users, after both the verification and validation processes were
conducted as described in Chapter 6.

5.5.2 Conception of transfer media of the HCDMMM

As stated previously, the transfer media is the form in which the maturity
model will be transferred to user communities. It also instructs users on how
they should use the maturity model to make a maturity assessment. The
transfer media of the HCDMMM was developed in a macro-enabled workbook
that consists of 18 sheets. The transfer media workbook can be opened in any
software that implements the Office Open XML standard. The assessment tool
was designed to assist healthcare entities such as hospitals, clinics and head-
quarters to assess their current state of data management in order to determine
which components can be improved on and how. The tool is meant to be used
in two scenarios: (i) before improvement endeavours to identify components of
improvement; and (ii) after improvement endeavours to determine whether the
implementations for improvement actually realised their goal. The tool was
designed in such a way as to be easily usable to the intended user, with simple
navigation between assessment sheets that can be revisited when needed. The
tool also seeks to provide the assessment results in an easy-to-understand for-
mat, with visual representations of the results. The HCDMMM is described
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with the aid of Figures 5.3 to 5.12. The results sheet with hypothetical results
are illustrated in Appendix F.

The landing page consists of an introduction to the HCDMMM, which can
be seen in Figure 5.3. The purpose of the introduction is to give the user back-
ground information on why the tool was developed, the aim of the HCDMMM,
the general purpose of maturity models and how the tool was developed. The
introduction also includes which types of entities can be assessed by using the
tool and it also specifies who the intended users of the HCDMMM are.

The landing page is followed by an overview of the HCDMMM. This in-
cludes the level of analysis of the HCDMMM, how it is structured and what
components it includes. The content of this overview sheet can be seen in
Figure 5.4. The overview also describes some maturity model concepts so that
the users have a better understanding of maturity models before doing the
assessment. The HCDMMM strives to use standard domain language so that
users can easily understand what is meant by the HCDMMM, but many terms
can be ambiguous and it was therefore necessary to establish a common un-
derstanding of maturity model concepts used in the HCDMMM. Terminology
used to describe different maturity levels was also defined so that all users have
a common understanding of those terms before assessments are done as can
be seen in Figure 5.6. The concept of maturity is described and the matura-
tion paths of the HCDMMM are defined. The three defined maturation paths
give the user an understanding of how capability areas of different capability
categories progress. The maturation paths are illustrated in Figure 5.5.
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Introduction

HCDMMM aim

The Health Care Data Management Maturity Model (HCDMMM) is a maturity assessment tool that was developed to assist the
assessment of the overall data management of healthcare entities on a facility level such as hospitals and clinics, as well as on an organisational
level such as the headquarters of a healthcare delivery organisation. Data management assessments are done per healthcare entity. The
HCDMMM includes data management components related to patient care delivery on both these levels. Data management in developed
countries strive to address the problem of preventative care, where most developing countries struggle with data management that supports the
treatment of disease. The healthcare data management activities of the HCDMMM are more suitable for developing countries and thus, the
HCDMMM focuses on data management of developing countries.

Importance of data management in healthcare

Data management assists the effective care delivery to patients and helps management with decision-making on numerous levels. If a healthcare
entity's data management practices are insufficient, it can inhibit the entity's ability to provide effective care to patients and wrong data can
cause decision-makers to make decisions based on incorrect data. Therefore, it is very important to improve healthcare entities' data
management to ensure that they support care delivery to patients. The HCDMMM assesses an entity's data management that can be used as a
foundation to improve the entity's data management as it determines on what level of maturity the entity's data management is, and identifies
the weakest data management components of the entity as potential focus points for improvement.

Overview of maturity models

A maturity model is designed to assess the maturity of a selected domain based on a set of criteria. They are artefacts that determine the status
quo of the capabilities of an entity. A maturity model consists of stages for each capability area that forms an anticipated, desired or logical
path from an initial to a target maturity state. By using this maturity assessment tool, an healthcare entity can:

- Identify its current overall data management maturity level
- Identify the maturity levels of the main data management components
- Identify specific areas that are the weakest and that are potential focus points for improvement

The development process of the HCDMMM

The HCDMMM was developed by incorporating knowledge gained from a multidisciplinary literature review that covers components of data
management, healthcare systems and maturity models. This served as a solid foundation of the HCDMMM. The HCDMMM was further refined
using inputs of subject matter experts in these various knowledge domains.

The model was developed with enough generality to be widely applicable to the data management of different healthcare entities, but also with
sufficient specificity that the model is of beneficial use and that it can assess specific components of the entity's data management. The model
focuses on the assessment of data management from a strategic perspective, which is another reason why it was not developed with greater
specificity, especially regarding technological components.

The healthcare delivery entities that the HCDMMM focuses on

The model can be used to assess two types of entities on two levels of a healthcare delivery system; the facility and the organisational levels.
The HCDMMM focuses on data management activities related to care delivery to patients. These data management practices differ for entities
on the facility and organisational level. Therefore, before an entity can assess its data management, it should specify on which system level the
assessment will take place.

The facility level is nested in the organisational level. Therefore, the entity on the organisational level has an influence on the entities that are
nested in it. The facility level is related to the care team level, because care is delivered from healthcare facilities. The facility is the
microsystem and the replicable unit within the healthcare delivery system that contains within itself all the necessary resources to do its work.
Therefore, facility entities such as hospitals and clinics can use this model.

The entity on the organisational level is responsible for the entities on the facility level and has a regulatory and managerial influence on its
facilities. Therefore, entities such as the headquarters of healthcare delivery organisations can use the HCDMMM to make maturity assessments
of their data management.

The economic and political environment directly influences the entity on the organisational level and all other facilities indirectly through its
influence on the entity on the organisational level. The model was designed to consider the influences of the environment on the organisational
level.

The intended users

The intended users of the HCDMMM are individuals in management positions that have sufficient knowledge and understanding of its
healthcare delivery entity's data management in order to be able to use the tool to assess its data management, whether the entity is on the
facility or organisational level. The users that do the assessments can either be an individual that has sufficient knowledge of the whole data
management system, or a group of individuals whose collective knowledge covers the whole data management system of that entity. If
management does not have adequate knowledge of the entity's data management to make an assessment, they can consult IT personnel and
other healthcare workers that work with the data management system in order to be able to make an assessment.

The assessment of healthcare data management systems can also be assisted by third-parties such as the World Health Organization or the
Global Fund who are invested in the improvement of healthcare in developing countries. These organisations are also interested in the
assessment results as they will be able to find trends and patterns across facilities and can identify which capability areas should be focused on
in general for investment and improvement endeavours.

Model overview

Figure 5.3: Landing page of the HCDMMM
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Model overview

Level of analysis

The HCDMMM is structured to be understood and assessed on a strategic level. The use of this model gives the user an overall assessment on a strategic level of
capability areas in healthcare data management. It does not result in a detailed assessment of capability areas for specific data management systems within the
entity.

As stated previously, the HCDMMM can be used to assess entities on the facility or the organisational level. The organisational level is the macro level of the
healthcare data management system where the macro-functions are carried out. This is the managerial level and functions on this level often affect functions on
the micro level too. The functions on this level have an organisation-wide effect. The facility level is the micro and operational level of the healthcare data
management system where micro functions are carried out. The facility is the micro system and the replicable unit within the healthcare delivery system that
contains within itself all the necessary resources to do its work. The HCDMMM presents each of these two levels via their own set of Excel worksheets.

Domain components

There are six domain components of healthcare data management that the HCDMMM assesses and each domain component is presented on its own sheet.
Domain components are significant particular parts of a specific domain that play a significant role in the maturity of the domain. These are high-level
categories for the areas that are to be assessed. The six domain components included in the model pertaining to healthcare data management are:

- Data collection: the collection of data from the real world, such as from patients on the facility level for patient care delivery, and data collection for
healthcare management and decision-making on the organisational level.

- Data storage: patient data and other data collected at the facility is stored at the facility and made available through data sharing for the usage of data in
various ways. Collected data for use on the organisational level is also stored for management and decision-making.

- Data sharing: data stored at the facility is available at other facilities so that when the patient visits other facilities, continuous care can be provided without
collecting data again, causing data duplication. Data is shared for analysis and other data purposes. The eventual goal is that data of patients are available
organisation-wide.

- Data analysis: data analysis is carried out on the facility level and on the organisation level. The facility analyses data for decision-making, operations and
patient care on the facility level. Data analysis on the organisational level uses data from different facilities for decision-making that affects the whole
organisation and its management.

- Data usage: data is used in various different ways. Collected, stored, shared and analysed data is used for various different purposes to support healthcare
delivery and decision-making.

- Data governance: the data governance domain component is the domain component that determines the strategy of healthcare data and develop regulations,
policies and standards that direct the management of healthcare data.

Capability areas

Distinct capability areas exist within the domain components that allow for further detailed assessment of the domain components. A capability area relates to
the ability of a system to perform a specific function, process or cluster of activities. The HCDMMM specifies three types of capability areas according to the
role they fulfil in domain components. These are:

- Primary activities: The primary activities are the core activities in every domain component to accomplish the goal of that specific domain component.

- Supporting structures: Supporting structures are the secondary capability areas in the domain components that support the working of the core activities to
accomplish the domain component goal. These capability areas are the specific secondary inputs and services needed to accomplish the goals of the primary
activities.

- Enabling practices: The enabling practices are the conventions that shape the working of the primary activities. These are customs that create the environment
that the primary activities are carried out in.

The different capability areas of the HCDMMM are presented per domain component.

Assessment results
The HCDMMM presents the assessment results after all the domain components are assessed. Results are presented per domain component, per capability
category and the user can create customised views of capability scores according to certain criteria.

Back to introduction

Instructions ‘

Figure 5.4: Model overview
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Terminology definitions

Definitions of terminology that is used in the maturity levels are clarified before the maturity assessment is done so that all
HCDMMM users have a common understanding of terminology used to describe the different maturity levels.

Terminology Description

Adequate Supports/enable primary activity so that it can perform its basic function

Appropriate Suitable or proper in the circumstances

Available At the intended user's disposal without difficulty when necessary

Baseline performance A minimum or starting point performance

Comprehensive Including or dealing with all, or nearly all, elements or aspects of an area

Effective Successfully reaching the intended result

Efficient Achieving the maximum output with minimum input

Entity The distinct entity being assessed by the tool, whether it is an entity on the facility level like a
hospital or clinic, or an entity on the organisational level like a healthcare delivery entity's
headquarters

Reliable The consistent performance of basic functions

Resource-intensive The high number of the collective effort of humans, technology and cost

Robust Supporting structures that are long-lasting and are able to maintain its operation without failure

Structured data Human- or machine-generated data with clearly defined data types that resides in relational
databases

Unstrucutured data Textual- or non-textual, human- or machine-generated data with internal structure but that is not
structured via pre-defined data models or schema including formats like images, audio and video

Figure 5.6: Definitions of terminology used in maturity levels

The instructions, which are depicted in Figure 5.7, can be navigated to
subsequent to the HCDMMM overview. The instructions describe how the
HCDMMM can be put into action to make a maturity assessment. The in-
structions ensure that the user understands how to use the HCDMMM without
the need for training, as the instructions, along with the overview data, aim
to provide sufficient information to users to use the tool. The instructions also
instruct the user on how to navigate between sheets to ensure ease of naviga-
tion. Furthermore, it instructs the user on how to address uncertainty when
doing the assessment. At the end of the instruction sheet, the user should
specify on which system level the assessment will take place so that they are
automatically directed to the appropriate set of sheets.

From there, the user can navigate to either the organisational level overview
or the facility level overview. These overviews can be seen in Figure 5.8 and 5.9,
respectively. As the HCDMMM can assess the data management of healthcare
entities on the organisational and facility level, the sheets are split into the
assessment of either of the two. This means that the sheets that are described
next exist for the organisational level and the facility level. Figures 5.10 to
5.12 focus on exhibiting content for the organisational level, but the format
and structure is the same for the facility level; the content is just different to
accurately represent entities on the specific system level.

Once the user has specified on the instruction sheet on which system level
the assessment will take place, the HCDMMM will direct them to an overview
of the capability areas that are going to be assessed for that specific system
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Instructions | Model overview | Introduction

Before all else fails, read the instructions

Assessment of the entity's data management should be done before and after an improvement endeavour. Before, so that the entity's data
management can be benchmarked and to identify components that need to be improved most. After, to determine whether the actions towards
improvements actually realised their goal. The instructions on how to use the model are listed below:

1) Choose the system level that is relevant to the health care entity that is going to be assessed by clicking either on the "Organisation" or
"Facility" button below. This will direct you to an overview of the domain components and capability areas that are going to be assessed.

Only use the buttons and hyperlinks on the sheets to navigate between sheets

2) When you are ready to do the assessment, click the button "Begin assessment" which will guide you to the first domain component to be
assessed. Assessments will be done according to domain components

3) For every domain component, assess every capability area individually. Read all the maturity statements of the capability area and decide
which level description most accurately describe the maturity of the capability area in question of the real system

*Pleas note that the level descriptions are generic, so 'perfect matches' to your specific setting will occur seldomly

4) Click the drop-down list next to the capability area to selected the level that you have decided on. If a capability area is not applicable to
the entity being assessed, choose "n/a"

5) Navigate down the domain component sheet using the arrow keys to assess individual capability areas. Do not use the mouse scroller.
This is to prevent accidentally skipping capability areas

6) When all the capability areas of the current domain component is assessed, navigate to the next domain component by clicking on the top-
right arrow

7) Repeat the assessment steps to assess all the capability areas of all the domain components

8) After all the domain components are assessed, there will be a green "Results" button on the last domain component page that you can click
on to view the results

9) The results are summarised and graphical representations of the results can be viewed

Organisation ‘ ‘ Facility

Figure 5.7: Assessment tool instructions

level. These overviews can be seen in Figure 5.8 and 5.9. These high-level
overviews give the user the extent of the HCDMMM content for the system
levels and provide them an indication of the knowledge that will be needed
to do the assessment. The capability areas are categorised according to their
domain component. There is a key that indicates which capability category
each capability area belongs to. From there the user can start the assessment
and the HCDMMM will navigate to the first domain component so that all its
capability areas can be assessed.

The assessment is carried out per domain component. After all the capa-
bility areas of the domain component are assessed, the user can navigate to the
next domain component to assess its capability areas until all the capability
areas are assessed. The capability areas for assessment are presented per do-
main component in tabular form, with the name of the capability area on the
left, followed by a key of its capability category, and its progressive maturity
descriptions from Initial to Optimising next to that. All domain components
follow the same format. The data collection assessment sheet can be seen in
Figures 5.10 to 5.12. The maturity level descriptions of the capability areas of
all the domain components can be seen in Appendix E.
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Once the assessment is completed, the user can navigate to the results
sheet by clicking on the results button. The results sheet with hypothetical
results are presented in Appendix F. The results sheet include an explanation
of the presented results, along with indicators of how the results should be
interpreted and a table with an overview of the results per domain component
and capability category. The results sheet also includes visual representations
of the overall results. Lastly, a table is included with the scores of all the
capability areas which can be filtered according to different criteria in order
to customise the user’s view of the results. A visual representation of the
customised views is also available.

5.6 Reflection on future upgrades

Future upgrades of the HCDMMM are of key importance as the application
environment of the HCDMMM changes. As time goes by, components of
the HCDMMM will become obsolete, new constructs will emerge that will
be needed to be included in the HCDMMM and the requirements to reach
different maturity levels might also change. Therefore, it is important to reflect
on how upgrades will be introduced to the HCDMMM. The reflection on future
upgrades can be seen in Table 5.8. This is step five of the design decisions that
Mettler (2010b6) proposed.

Table 5.8: Reflect future upgrades phase decisions (Mettler, 20105)

Design Chosen Decision description

parameter characteristic

Subject of None The HCDMMM does not comprise
change any formal mechanisms for changing

the HCDMMM, but the different
components of the HCDMMM will be
revised based on users’ inputs
Frequency Non-recurrent Changes to the HCDMMM will not
occur at predetermined intervals, but
when necessary

Structure of | Internal / Changes to the HCDMMM can be
change exclusive done exclusively by the developer, but
users can make their own changes for
their specific usage

Dissemina- Open The HCDMMM is freely available
tion upon request from the developer

It was decided that there will not be a specific subject of change (as opposed
to a subject of change of form, functioning or form and functioning), but
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as time goes by and changes to the different components of the HCDMMM
are necessary, they will be introduced. Users’ input will also be a driver of
change. Not specifying a subject of change means that all components of the
HCDMMM can be changed when it is necessary.

The frequency of changes will not happen continuously or at predetermined
intervals. Rather, they will be introduced to the HCDMMM when necessary
due to components that became obsolete, the emergence of new constructs
or the change in requirements to reach maturity levels. This decision enables
changes to the HCDMMM whenever it is necessary.

Furthermore, the changes to the HCDMMM can be implemented by the
HCDMMM developer (as opposed to externally by other users). This re-
stricts who can make changes to the HCDMMM and enables control over
which changes are introduced to the HCDMMM. Lastly, the HCDMMM is
freely available upon request from the developer so that anyone who believes
they can benefit from using the HCDMMM can have access to it (as opposed
to it being available to an exclusive group of users).

5.7 Conclusion on the HCDMMM
development and presentation chapter

In this chapter the development process of the HCDMMM was described and
the final HCDMMM was presented. This chapter starts with an outline of the
development methodology which was derived from literature as presented in
Chapter 4. This literature consisted of defined development methodologies as
described by De Bruin et al. (2005) and Becker et al. (2009), design decisions
by Mettler (20106) and design principles by Poppelbufl and Roglinger (2011).

Subsequently, the chapter described how the development methodology was
executed. The first step of the development methodology was to describe the
need for a new maturity model as determined from the preceding chapters.
Chapters 2 and 3 identified the need for a research product that assists in
addressing the data management challenges in healthcare and in Chapter 4,
the need for another maturity model was also justified.

The next step was to define the scope of the maturity model. It set the
boundary of what the HCDMMM focuses on, which components fell in and
out of the scope of the HCDMMM and who the HCDMMM is developed for.

Next, the actual development of the HCDMMM was described. Design
phase decisions according to Mettler (2010b) were first explained, followed by
the iterative development process of constructing the HCDMMM architecture,
populating the HCDMMM and verifying it through various methods which
included SMEs’ contributions. The development of the different components
was described individually and the final result of each model component was
presented.
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Subsequently, the complete HCDMMM was presented with all its differ-
ent components. It was first presented conceptually and then as it will be
transferred to users and will be used by them in practise.

The last section of this chapter was the reflection on future upgrades of the
HCDMMM. Due to the fact that the environment which the HCDMMM will
be used in will change over time, it was necessary to determine how changes
will be introduced to the HCDMMM in the future to keep it updated and
prevent it from becoming obsolete.

The HCDMMM was subjected to evaluation during and after the devel-
opment process. Therefore, the next chapter is dedicated to describing how
the evaluation of the HCDMMM was conducted. The evaluation consisted of
verification and validation. These two processes are explained in Chapter 6.
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Chapter 6
Evaluation of the HCDMMM

In this chapter, the evaluation of the developed Healthcare Data Management
Maturity Model (HCDMMM) is presented. The two processes followed to
evaluate the developed model include (i) verification and (ii) validation. Veri-
fication was done to ensure that the HCDMMM is feasible, theoretically sound
and adheres to the specified requirements. The validation of the HCDMMM
illustrated that it addresses the defined problem of this study and that it
is useful to the intended users. Furthermore, the design decisions outlined
by Mettler (2010b) were considered during the development of the evaluation
strategy. The rest of this chapter outlines the evaluation strategy (Section
6.1), the results from the verification stage (Section 6.2) and the results from
the validation stage (Section 6.3). Lastly, this chapter is concluded in Section
6.4.

6.1 Evaluation strategy

The evaluation strategy consisted of verification and validation stages. The
purpose of the verification process was to determine whether the HCDMMM
addressed all the formulated design requirements, covered all the key elements
of relevance and defined the key elements and their maturity correctly. The
purpose of the validation process was to determine whether the HCDMMM
could be deemed to be usable and achieved its intended purpose. The evalua-
tion strategy is depicted in Figure 6.1.

Verification determines whether the developed model represents the devel-
oper’s conceptual description and specifications with sufficient accuracy (Con-
well et al., 2000). This ensures that the model is theoretically sound and that
it is feasible.

Validation ensures that the model that was developed according to certain
specifications is aligned with the needs of the user. Validation determines to
what degree the maturity model is an accurate representation of the real world
from the perspective of its intended user (Conwell et al., 2000).

119
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Model development Model evaluation Evaluation component
Initial model
\ 4
Iterative development MEn s
p — SME interviews after —T—> Theoretical verification
process . .
. 1terations
Refine
A 4
Completed model: Ve srhion:
P " PSME questionnaire after——> Theoretical verification
Structure and content .
model completion

|
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develop transfer media

\ 4

. Verification: .
Completed mo@el. N e — I Reqllnrem.ents
Transfer media . verification
evaluation
i Applicability
Completed model: || Validation: S
Transfer media d SME questionnaires ey
¢ Usability
Final model:
The HCDMMM

Figure 6.1: Evaluation strategy

The design decisions of the evaluation phase as discussed by Mettler (20105)
were incorporated in the evaluation strategy. The relevant design decisions for
this phase are illustrated in Table 6.1. The overarching evaluation strategy is
described first, followed by the verification strategy and lastly, the validation
strategy.

The first design decision for the evaluation phase was to determine whether
the subject of evaluation is the design product, the design process or both of
these. It was decided to focus on the evaluation of the design product. By
evaluating the design product, it ensures that the developed model is theoret-
ically sound and usable by the intended users. Although a rigorously defined
methodology was used, incorporating design decisions and design principles to
ensure that a sound design process was followed that yielded an accurate and
usable model, this design process was not evaluated.

For the point of time evaluation decision, it was decided that the evaluation
of the HCDMMM would happen both ex-ante and ex-post. The verification of
the HCDMMM happened during the development of the HCDMMM, because
this ensured that components that are further developed, are built on already
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verified components. Based on the verification feedback, the HCDMMM was
refined to address the issues highlighted in the feedback. Verification also hap-
pened after the development process to verify that the completed HCDMMM
was theoretically sound and addressed the specified requirements. The valida-
tion of the HCDMMM happened after it was completed, in order to evaluate
the HCDMMM after the refinements from the verification process were incor-
porated.

The last evaluation decision made was that a naturalistic evaluation method
would be followed, rather than an artificial evaluation method. Given that a
naturalistic evaluation method was decided on, the HCDMMM was evaluated
through interviews with intended users. SMEs verified that the HCDMMM as
developed was theoretically sound, and validated that it is applicable, practi-
cable and usable. Intended users also gave their opinion on the strengths and
weaknesses of the HCDMMM.

Table 6.1: Evaluate phase decisions (Mettler, 2010b)

Design Chosen Verification Validation
parame- charac-
ter teristic
Subject of | Design Determine whether Determine whether
evaluation | product the design product the design product is
built was theoretically | applicable to
sound and that it met | real-world cases,
the requirements practicable and
usable
Point of Ex-ante Happened during and | Happened after the
time and after the development | HCDMMM was
ex-post process developed
Evaluation | Naturalis- | Knowledge domain Intended users are
method tic SMEs were interviewed to
interviewed to determine whether
determine whether the HCDMMM
the HCDMMM is achieves its intended
theoretically sound, purpose, is usable and
feasible and meets the | practicable to the
specified requirements | intended user and is
applicable to real
world cases

The remainder of this section expands on the evaluation strategy. It con-
sists of the explanation of the verification strategy (Section 6.1.1) and the
validation strategy (Section 6.1.2).



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 6. EVALUATION 122

6.1.1 Verification strategy

In accordance with the description of verification that was given at the begin-
ning of this section, the verification strategy that was followed for this study
is described. The verification strategy consists of the theoretical verification
process and the requirements specifications evaluation.

The theoretical verification consisted out of two verification stages. The
one stage took place during the development process. As components were
developed, they were also verified throughout the development process in order
to determine whether refinement is necessary. The other verification stage took
place when the development of the HCDMMM content was completed. When
the HCDMMM content was completed, the overall HCDMMM was verified
to evaluate all of its aspects comprehensively. This verification stage yielded
some final refinements before the evaluation of the requirements specification
and the validation of the HCDMMM.

The requirements for the proposed research product for this study are out-
lined in Chapter 3. In order to ensure that the developed HCDMMM addressed
the specified problem, it had to address the specified requirements. Therefore,
the verification process evaluated that the developed HCDMMM addressed the
specified research product requirements of Chapter 3 with sufficient accuracy.

The sections that follow describe the verification strategy in more detail. In
Section 6.1.1.1 the theoretical verification strategy is described and in Section
6.1.1.2 the requirements verification strategy is described.

6.1.1.1 Theoretical verification strategy

The theoretical verification strategy consisted of two stages, the first stage
being the verification of components during the development process and the
second stage being the verification of the complete HCDMMM evaluating all of
its aspects comprehensively. For the first verification stage, it was decided that
as the components were developed, they were to be verified through the as-
sistance of SMEs in various knowledge domains. This verification process was
to consist of semi-structured interviews with the SMEs from different knowl-
edge domains. Semi-structured interviews were to be held with different SMEs
at specific iterations of the development process. The reason for this was to
verify components and content as they were developed. SMEs from different
knowledge domains were to be included to ensure the HCDMMM was verified
from all perspectives that were incorporated in the HCDMMM. The knowledge
domains were to include maturity models, SQL, enterprise architecture, and
data engineering. The SMEs were to be introduced to the development pro-
cess at specific iterations and in a specific sequence that would ensure that the
HCDMMM was being built on already verified components. The purpose of
this verification process during the development of the HCDMMM was to es-
tablish that the components that were developed were theoretically sound and



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 6. EVALUATION 123

feasible, to make changes to components that did not sufficiently represent the
requirements or to add components that ensured the accurate representation
of the specified requirements.

After the content of the HCDMMM was completely developed with the
assistance of SMEs, it was also necessary to determine whether the overall de-
veloped HCDMMM represented the specified requirements with sufficient ac-
curacy. It was decided that during this phase of the verification process SMEs
in healthcare data management would be used to test whether the HCDMMM
is theoretically sound. Using SMEs in healthcare data management ensured
that they are capable of evaluating the HCDMMM comprehensively. It was
also decided that these SMEs would complete a questionnaire to verify the
HCDMMM comprehensively. The attention points were not verified through
the SMEs as these points are only desirable, should be noted and considered,
but do not have to be met as a mandate.

6.1.1.2 Requirements specification evaluation strategy

Finally, tables were to be constructed according to each requirements category
that identified which components of the HCDMMM satisfied which require-
ments. This served as an indication that the HCDMMM addressed all the
requirements, as well as which components of the HCDMMM fulfilled which
requirements. The fulfilment of these requirements is presented in Appendix

H.

6.1.2 Validation strategy

The validation strategy for this study is described in accordance to the de-
scription of validation that was given at the beginning of this section. Valida-
tion determines whether the developed model addresses the specified problem,
whether it is an accurate representation of the real world from the perspective
of the intended users of the model and whether it is aligned with the needs
of the user. Therefore, to validate the HCDMMM, it was assessed along the
dimensions of:

o applicability to real-world cases: the conceptual structure and compo-
nents of the HCDMMM are representative of the data management of
real-world healthcare entities on a facility and an organisational level;

o practicability: the HCDMMM and its assessment methodology can be
put into practice; and

o usability: the degree to which the HCDMMM can be used by the in-
tended user.

The HCDMMM validation was conducted by means of a questionnaire that
consists of different sets of questions and statements, with each set of questions
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focused on validating a different component of the validation strategy. The re-
spondents could specify on a scale how strongly they agree with every question
or statement. By considering all the allocated scores to the different compo-
nents of the HCDMMM, the HCDMMM was validated comprehensively. The
SMEs were also required to give their opinion on the strengths, weaknesses and
where the HCDMMM were to fail with regard to each validation dimension.

The respondents of the validation strategy were determined to be SMEs
in management positions of healthcare entities with knowledge of data man-
agement processes on a facility level and an organisational level. The focus
was on developing a model that can help improve data management in the
public sector in developing countries, but during the validation process it is
also determined whether the HCDMMM can be used in the private sector of a
developing country too. As this study was undertaken in South Africa, it was
decided to mostly use SMEs of healthcare entities in South Africa.

6.2 Verification

The verification of the HCDMMM was executed according to the verification
strategy as described in Section 6.1.1. It consisted of theoretical verification
(Section 6.2.1), that was done during and after the development process, and
the evaluation of the requirements specifications (Section 6.2.2).

6.2.1 Theoretical verification

This section describes the execution of the theoretical verification. It consists
of two stages, which are verification throughout the development process (Sec-
tion 6.2.1.1) and verification after the development process (Section 6.2.1.2).
The last part of this section describes the HCDMMM refinements due to ver-
ification after the development process (Section 6.2.1.3).

6.2.1.1 Verification throughout the development process

This section describes how the verification strategy throughout the develop-
ment process was executed. The HCDMMM design and content were verified
throughout the development process by means of semi-structured interviews
with SMEs. Questions were constructed to verify the different structures and
content of the HCDMMM both on a conceptual and more detailed level. Ques-
tions were customised for each SME according to the SMEs’ knowledge do-
main and according to the components they verified. SMEs that were used
had knowledge of SQL, maturity models, enterprise architecture, and data en-
gineering. An iterative development process was followed and different SMEs
were introduced at different stages of the development process to verify the
HCDMMM. As components were near completion, SMEs were consulted to
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ensure those components were built theoretically sound, and if not, necessary
changes were made. The SMEs were introduced to the development process
at specific times and in a specific order to verify components sequentially.
This ensured that further development of the HCDMMM was built on already
verified components.

The SME on maturity models verified the maturity progression of the ca-
pability areas. The SME on SQL and enterprise architecture verified the trans-
actional information system’s components of the healthcare data management
system, and the different capability area categories, namely primary activities,
supporting structures and enabling practices. The data engineering SMEs ver-
ified the different data management concepts that many capability areas were
based on. They also verified many individual capability areas and their de-
scriptions. The data engineering SMEs had many valuable insights on all the
capability areas across the domain components as they had knowledge of all the
necessary primary activities, the technological and infrastructural components
and the regulatory environment of data management. Table 6.2 illustrates the
knowledge domains and professional status of the different SMEs.

Table 6.2: Verification SMEs

SME | Relevant Professional status
knowledge areas
SME 1 | Maturity models PhD in Industrial Engineering where he

developed a capability maturity model
focused on pharmacovigilance

SME 2 | Enterprise Project manager and technical
architecture, SQL specification expert on information
system implementation projects
SME 3 | Data Engineering Senior data engineer
SME 4 | Data Engineering Senior director of data systems

Appendix G contains the summaries of all the interviews held with the ver-
ification SMEs. The parts they verified are stated there, as well as the refine-
ments suggested to the HCDMMM. Appendix D outlines all the refinements
that occurred throughout the different iterations of the HCDMMM develop-
ment and which of the SMEs had influence on the changes at the different
iterations.

6.2.1.2 Verification after the development process

The verification step following the development process was carried out af-
ter the structure and content of the HCDMMM was completed. This means
the conceptual HCDMMM as illustrated in Section 5.5 was verified before the
transfer media of the HCDMMM (illustrated in Section 5.5.2) was developed.
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The primary focus of this verification step was to indicate whether the model
development through the use of SMEs’ inputs resulted in a model with a struc-
ture and content that addresses the specifications. This verification step also
yielded some refinements to the HCDMMM. This verification step consisted
of correspondences with healthcare data management SMEs. The correspon-
dence included a questionnaire with the purpose of determining how well the
different requirements were addressed by the developed HCDMMM, as well
as a semi-structured interview that focused on how to refine the HCDMMM
further.

Two healthcare data management SMEs were consulted and requested to
complete a questionnaire (Shown in Appendix G.4) that verified that all the
components of the HCDMMM met the requirements. The reason why health-
care data management SMEs were included was because of their comprehensive
knowledge of data management, specifically in the context of healthcare, which
enabled them to verify the HCDMMM comprehensively. The profiles of the
healthcare data management SMEs is given in Table 6.3.

Table 6.3: Healthcare data management verification SMEs

SME | Relevant Professional status
knowledge areas
SME 1 | Data, healthcare Data scientist at private healthcare
group in South Africa
SME 2 | Data, healthcare Process improvement engineer for
private healthcare group in South Africa

The questionnaire employed a five-point scale to determine how well each
requirement was met. Requirements scoring an average of 4 or 5 were deemed
as having addressed the specifications satisfactorily and no further refinements
were needed, but small refinements could improve the HCDMMM further. Re-
quirements with an average score of 3 were considered as uncertain whether
the specifications were addressed satisfactorily and further refinements were
likely needed. Lastly, requirements that received a score of 1 or 2 were con-
sidered as not having addressed the specifications with sufficient accuracy and
further refinements were needed.

The scores of the two healthcare data management SME are given in Table
6.4 per target requirement. The questionnaire completed by the two SMEs
and their accompanied comments can be viewed in Appendix G.4.

Table 6.4 provides the average score per target requirement. The scores of
the questionnaire questions that verified the different components are discussed
during this section. Follow-up interviews were also held with the SMEs to
discuss further model refinements.
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Target

Verification question or statement

SME
1

SME

Avg

FR1

The use of the HCDMMM to assess an
entity’s healthcare data management leads
to the eventual improvement of better care
delivery to patients and better care delivery
management and decision-making

4

FR2

The HCDMMM can be used to make an
as-is assessment of an entity’s healthcare
data management

FR3

Do the maturity levels accumulate (improve
incrementally), with each level encompassing
the preceding lower level of maturity?

FR4

To what extent do you agree with the
capability areas included under data
collection?

FR4

To what extent do you agree with the
capability areas included under data
storage?

FR4

To what extent do you agree with the
capability areas included under data
sharing?

FR4

To what extent do you agree with the
capability areas included under data
analysis?

FR4

To what extent do you agree with the
capability areas included under data usage?

FR4

To what extent do you agree with the
capability areas included under data
governance?

FR5

To what extent do you agree with the two
system levels, the facility- and
organisational-level, that are included?

45

FR6

To what extent do you agree with the

supporting structures included in the
HCDMMM?

UR1

The HCDMMM can be used by managers or
change agents in healthcare entities to assess
the maturity of the entity’s data
management

UR2

To what extent do you agree that the
HCDMMM is generic so that it can be used
by more than one entity?

Continued on next page
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Continued from previous page

Target | Verification question or statement SME | SME | Avg
1 2
UR3 The HCDMMM is user friendly and intuitive | 3 1 2
URA4 The HCDMMM uses standard domain 3 3 3
language and is therefore, easily
understandable
BC1 The HCDMMM considers all the necessary 3 1 2
governmental and national policies, acts and
regulations
BC2 The HCDMMM considers ethical 4 4 4

considerations with regard to data
management in healthcare

BC3 The HCDMMM includes the privacy and 4 4 4
security of data
BC4 The HCDMMM includes all the necessary 4 2 3

internal standards and policies that an
entity should consider

DR1 The HCDMMM is not applicable to other 1 2 1,5
domains other than healthcare data
management

DR2 The HCDMMM does not specify any specific | 5 5 5

technology and infrastructure that should be
incorporated to achieve a maturity level
DR3 The HCDMMM describes different maturity | 5 5 5
levels of capability areas without prescribing
how to achieve maturity levels

The results of the questionnaire were mostly positive with some degree
of uncertainty and a few components that SMEs responded to with ‘strongly
disagree’ and ‘disagree’. Target requirements that were verified as having suf-
ficient accuracy are FR1, FR4, FR5, FR6, UR2, BC2, BC3, DR2 and DR3.
Taking both SMESs’ scores into consideration, there was still some uncertainty
about requirements FR2, FR3, UR1, UR3, UR4 and BC4. Lastly, the two
requirements that seemingly were not addressed are BC1 and DR1.

The requirements that there was uncertainty over and that were not met
thus far by the HCDMMM are discussed further. As this verification step was
conducted before the transfer media was developed, as described in Section
5.5.2, it explains the uncertainty of FR2, UR1, UR3 and UR4. After the
transfer media was completed and the final refinements were made to the
completed HCDMMM, these requirements were also addressed satisfactorily.

FR2: Although SME 1 gave this requirement a score of 5 commenting “very
useful in benchmarking of a healthcare entity’s healthcare data management.
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I have not come across a tool or model that creates this capability as well
as this model does”, SME 2 was unsure whether the HCDMMM is practical
to make an as-is assessment as it “left room for interpretation by assessor”
due to words used that are unscientific and unquantifiable which is also the
reason for the weak score given to FR3. SME 2 suggested that this part of
the HCDMMM should be evaluated further through validation. Taking both
opinions into consideration, the HCDMMM would be practical to make an
as-is assessment when there is better distinction between levels through more
quantifiable and concise terminology. After level descriptions were improved,
as well as developing the transfer media of the HCDMMM to make assess-
ments easier and practical, this requirement was further evaluated through
the validation phase.

FR3: SME 1 agreed that the levels accumulate and improve incrementally,
and commented that in practice some of the incremental levels might be more
exponential than linear and “would require significantly more effort to move
between maturity levels.” SME 2 felt that due to vague terminology, the lines
between different maturity levels become blurry. Taking both SMEs’ opinions
into consideration, it seems that there is good incremental progression between
levels, but terminology used like “reliable”, “appropriate” and “available” that
are not very specific make it difficult to quantify on which level an entity is
and makes an objective, quantified assessment of capability areas difficult. By
addressing this, the uncertainty of FR2 was simultaneously addressed too.

UR1: SME 1 agreed that this requirement is fulfilled, but stated that
definitions of the HCDMMM need to be agreed upon, as some definitions are
open for interpretation. Due to the same reason (blurry maturity levels) for
the weak score of FR3, SME 2 also scored this requirement low commenting
“I question the practicality of the model.” After the improvement of maturity
level descriptions and the development of the transfer media that improved
the practicality of the HCDMMM significantly, this requirement was further
evaluated during validation.

UR3: This requirement also received a low score. SME 1 commented that
training would be required by HCDMMM users and there was uncertainty
over how users were supposed to use the HCDMMM to make an assessment.
This score was given before the transfer media was developed and after it was
completed and shown to SME 1 during a semi-structured interview, he agreed
that the transfer media gives sufficient information and instructions to the user
to know how to use the HCDMMM and the uncertainty as to how assessment
will be done was ruled out. SME 1 also stated that the HCDMMM transfer
media provided a progression and flow through the assessment which makes it a
lot more user-friendly and intuitive to use. Nevertheless, this requirement was
further evaluated during validation. SME 2 strongly disagreed for the same
reason as FR2 and FR3 and is of the opinion that the HCDMMM will be
user-friendly and intuitive if it provides an incontestable method of maturity
assessment. This was addressed by improving the level descriptions further
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and the development of the transfer media with assessment instructions, which
improved the user friendliness and intuitiveness of the HCDMMM.

UR4: Both SMEs were unsure whether the HCDMMM used standard do-
main language. SME 1 said the score given was due to standard domain
language being different for management, healthcare professionals or technical
staff. After elaborating during a follow-up interview that it was intended for
management, he agreed that the HCDMMM incorporated standard language,
but advised that it should establish definitions for different concepts so that all
the users have the same reference for different terminology. This was included
in the transfer media. SME 2 said standard domain language was used, but
was not concise enough.

BC4: SME 1 agreed that this requirement was fulfilled and that “the model
has nothing missing that is apparent”. Although SME 2 agreed that standards
and policies are mentioned, he disagreed that this requirement was fulfilled,
commenting that no reference was made to specific standards and policies. The
HCDMMM was developed to be generic so that it can be used by more than
one entity (UR2), it was intentional that no specific standards and policies
are referred to. SME 1 also commented that internal standards and policies
are highly specific to a given entity and referring to specific standards and
policies will cause the HCDMMM to lose its generic applicability. Therefore,
the HCDMMM includes a generic assessment of the internal standards so that
it can be applicable to different entities.

Both SME 1 and SME 2 seemingly disagreed that the following two re-
quirements that are discussed next were not fulfilled. These two requirements
are DR1 and BCI1.

DR1: Both SME 1 and SME 2 felt that the HCDMMM can be applied to
other data management domains, even though this requirement states that it
should only be applicable to the healthcare sector. SME 1 gave it a strongly
disagree score, even though he stated that the HCDMMM is specifically very
applicable to healthcare. The reason he gave it a strongly disagree score, was
that the baseline of the HCDMMM could be applied to other data manage-
ment domains with some required adjustments. After a further interview with
SME 1, this was taken as positive feedback as it enlarges the scope of applica-
bility of the HCDMMM, while it fulfils the requirement of developing a data
management maturity model specifically for the healthcare sector.

BC1: SME 1 scored this requirement as unsure and commented that he
was not qualified to comment on this. SME 2 strongly disagreed that this re-
quirement is fulfilled and commented that no references were made to specific
policies, acts and regulations. As stated earlier, another requirement of the
HCDMMM is to be generic enough so that it is applicable to different entities
(UR2) and even to different countries (AP1) and that is why no reference was
made to specific governmental and national policies, acts and standards, as
it will differ for different contexts, but these policies, acts and regulations are
referred to in general so that entities can make an assessment of that capability
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area. Two other SMEs also verified this during the design process. They both
referred to the Protection of Personal Information Act (POPIA) with regard
to the South African context as an Act that is very relevant to healthcare
data management and needs to be addressed by the HCDMMM. The capa-
bility area “Adherence to national/governmental healthcare data management
acts/regulations/policies” addresses acts like these without referring to specific
ones to maintain its generic nature, thus fulfilling the requirement.

6.2.1.3 Refinement of the HCDMMM due to verification

During the verification of the HCDMMM that took place after the development
process, it was verified that the HCDMMM was developed with sufficient ac-
curacy, but some components were still lacking and not all requirements were
adequately addressed. Therefore, additional refinements were made to the
HCDMMM to ensure all the requirements were addressed. These refinements
included: (i) the development of the transfer media, as discussed in Chapter
5.5; (ii) the refinement of all capability level descriptions; (iii) the clarifica-
tion of vague terminology and the addition of concept definitions; and (iv) the
addition of some capability areas.

The transfer media, as illustrated in Chapter 5.5, was developed to improve
the HCDMMM'’s practicality for making an as-is assessment and to improve the
ease-of-use of the intended users. Also incorporated into the transfer media of
the HCDMMM to improve the HCDMMM’s ability to make as-is assessments
and its usability, was introductory information and instructions on how to use
the tool to make assessments, concept definitions and terminology clarifications
that eliminate ambiguity. The introductory information on the HCDMMM
gives information on the use of the HCDMMM so that training is not needed.
The instructions are also clear so that all users can assess maturity in the
same way, thus making it intuitive to use. The instructions on how to make
an assessment also provides a way to make consistent assessments and conveys
the incontestable method of making an assessment. The navigation pages of
the transfer media makes it easy to move between different pages and the
results sheet makes it easy to scrutinise the results of different capability areas
and thus, making it user-friendly.

The level descriptions of all capability areas were refined to make them
more concise and specific. This ensured that different maturity levels are not
blurry and were thus distinct and progressive. Much vague terminology was
substituted with quantifiable terms, or terms that were not substituted were
clarified so that all users have the same understanding of the terms. This
refinement also improved the HCDMMM'’s practicability and applicability to
make as-is assessments and its usability, so that all users will execute assess-
ments in the same way, as level descriptions are clearer, maturity levels are
distinct and progressive and all users have the same understanding of different
terminology and concepts.
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Some capability areas were also added that expanded the HCDMMM fur-
ther. The addition of these capability areas ensured that data management in
the healthcare sector can be assessed more comprehensively by the HCDMMM
even though the domain components already addressed the requirements sat-
isfactorily without the additions. After these last refinements, the HCDMMM
addressed all the specified requirements. How the HCDMMM addressed all
the requirements is described in the next section.

6.2.2 Requirements specification evaluation

This section describes how the requirements that were set and verified, are ad-
dressed by the developed HCDMMM. Each requirement of every category was
evaluated individually whether it is satisfied by the HCDMMM conceptually or
through different components of the HCDMMM. The descriptions of how the
HCDMMM addressed every specified requirement is presented in Appendix
H. In Appendix H each requirement category is presented in its own table,
with all its specified requirements and how the requirements were addressed,
to indicate that the HCDMMM satisfied all the specified requirements.

6.3 Validation

This section outlines how validation was executed and presents the validation
results. Firstly, how validation was executed is described (Section 6.3.1). A
discussion of the validation results follows (Section 6.3.2) and lastly, the refine-
ments that were introduced to the HCDMMM due to validation are described
(Section 6.3.3).

6.3.1 Validation execution

Validation was executed according to the validation strategy that is described
in Section 6.1.2. The dimensions that the HCDMMM was evaluated against
during validation is also specified in Section 6.1.2. Validation can be executed
in many ways such as: (i) case studies; (ii) peer reviews; (iii) triangulation; (iv)
negative evidence; and (v) member checking. For the purpose of this study a
number of SMEs were involved to determine whether the HCDMMM addressed
the validation dimensions satisfactorily. A 5-point Likert questionnaire with
specific questions and statements was constructed which the SMEs answered
in order to validate each dimension. Other studies that also incorporated
SMEs through 5-point Likert questionnaires during validation include studies
conducted by Schurer (2020), Kleynhans (2020) and Mapowo (2019). Using
the approach of incorporating healthcare data management SMEs through a
5-point Likert scale was deemed to be the suitable approach for this study,
as healthcare data management SMEs have adequate knowledge to validate
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whether the HCDMMM will be applicable, practicable and usable in real-
world settings. They understand the context that the HCDMMM will be used
in and are therefore able to validate the HCDMMM. Using a 5-point Likert
scale further improves the appropriateness of executing this approach as it
results in a quantitative score of the degree to which the SMEs agree that the
HCDMMM is applicable, practicable and usable.

The questionnaire deployed a 5-point Likert scale to measure the three
dimensions of validation for this study. This questionnaire can be seen in
Appendix I.1. The SMEs were also asked to give their opinion on the strengths
and weaknesses of the HCDMMM, and where the HCDMMM might fail with
regard to the three validation dimensions. The choices of the Likert scale
ranged from strongly agree to strongly disagree to get a holistic view of SMEs’
opinions. It also included a mid-point for those who are neutral on the subject
matter. All the different statements included in the questionnaire related to
a dimension of validation for this study. The combined score of the different
statements gave an accurate measurement for the validation of the HCDMMM.
The questions included in the validation questionnaire, and the dimensions
they targeted, can be viewed in Table 6.5.

A number of SMEs were asked to assist with the validation of the HCDMMM
through the completion of the questionnaire. This included SMEs that are
employed at healthcare organisations, or organisations that are involved in
healthcare strengthening projects, that have comprehensive knowledge on the
management of data in the healthcare sector. This included the management
of data on a facility level such as hospitals and clinics, as well as the manage-
ment of data on an organisational level such as the headquarters of a healthcare
delivery organisation.

From the above-mentioned description of the intended validators, this study
strived to include various SMEs from different backgrounds to establish a
diverse pool of validators. This was done to obtain different perspectives for the
validation of the HCDMMM. SMEs from different companies or institutions,
sectors and countries whose occupation or background is relevant to this study
were contacted. The list of SMEs who agreed to participate in the study and
their characteristics are included in Table 6.6.
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Table 6.5: Validation questionnaire questions

Question
no

Validation
dimension

Statement or question

1.1

Applicability

The domain components and capability areas of
the HCDMMM are representative of real-world
facility level healthcare entities in the public
health sector

1.2

Applicability

The domain components and capability areas of
the HCDMMM are representative of real-world
organisational level healthcare entities in the
public health sector

1.3

Applicability

The domain components and capability areas of
the HCDMMM are representative of real-world
facility level healthcare entities in the private
health sector

1.4

Applicability

The domain components and capability areas of
the HCDMMM are representative of real-world
organisational level healthcare entities in the
private health sector

Practicability

The maturity assessment method of the
HCDMMM can be put into action to assess the
maturity of a healthcare entity’s data
management

3.1

Usability

Managers of healthcare entities will find it easy
to use the HCDMMM for assessing data

management maturity

3.2

Usability

It is easy to interpret the results of the
HCDMMM'’s maturity assessment

4.1

Strengths

What, in your view, are the key strengths of the
HCDMMM?

4.2

Weaknesses

What, in your view, are the key weaknesses of
the HCDMMM?

4.3

Weaknesses

If the HCDMMM was to fail to achieve its stated
aim, what do you think would be the reason for
this?

After SMEs were contacted, the validation process commenced, which com-
prised two stages. The first stage entailed the presentation of the HCDMMM to
each SME, explaining the research product and the validation process with the
aid of the validation questionnaire, and the second entailed the participating
SMEs’ input and feedback by means of completing the validation question-
naire. Fach of these stages is elaborated on below:
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Table 6.6: Validation SMEs
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SME | Occupation/relevant Sector Country
background

1 Product manager, Service provider to | South Africa
software development and | public healthcare
maintenance in the public
health sector

2 Health analyst NPO public Zimbabwe

healthcare
consultant

3 Health programme Service provider to | South Africa
manager public healthcare

4 PhD candidate in Health | Academia Netherlands
Economics, Health
technology and services
research

5 Clinical data and Private sector South Africa
information manager hospital

6 Associate professor, Academia South Africa
innovation for inclusive
development in healthcare

7 Chief executive officer and | Public health South Africa

director of provincial

sector

department of health

1. Presentation:

All the participants of the validation process were taken through the
HCDMMM. The different sheets of the HCDMMM were explained, in-
cluding the landing page, the system level overviews, instructions, do-
main components, assessment sheets and the results sheets. Navigation
between sheets was demonstrated and the assessment instructions were
explained. The validation process was also explained through the use
of the validation questionnaire. After the presentation, a discussion was
followed to clarify any remaining questions about anything pertaining to
the workings of the HCDMMM and the validation process.

. Participant input/feedback:

After the presentation, participants were given the opportunity to com-
plete the questionnaire that is illustrated in Appendix I.1. For each
question or statement with a scale, the participants had to mark with
an ‘x’ how strongly they agreed with the statement or question. Where
applicable and/or necessary, free-text space was provided for comments.
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The results of the questionnaire that the different SMEs completed are
presented in the section that follows. The SMESs’ scores are presented and
discussed.

6.3.2 Validation results: Responses presentation and
discussion

After SMEs gave their feedback, the results were analysed. The results of
validation were mainly positive, indicating that the HCDMMM satisfactorily
represents the real-world system and that it is useful to the intended user. The
results of validation questions 1.1 to 3.2 are given in Table 6.7 and are visually
represented in Figure 6.2. The highest score that could be achieved was five
and the lowest was one. The average scores presented in the results are also
out of five.

The results are presented according to the scores which each SME allocated
for the different validation questions and are presented in Table 6.7 and Figure
6.2 per validation question. The average score for each validation question is
also illustrated. When SMEs stated that they do not have the experience to
score a question it was indicated with a “-” in Table 6.7.

Table 6.7: Validation results

Validation questions

Applicability Practicability | Usability
SMEs 1.1 | 1.2 |1.3 |14 |2 3.1|3.2
SME 1 4 5 - - 5 4 4
SME 2 3 3 - - 5 ) 5
SME 3 5 5 5 4 5 4 5
SME 4 5 5 5 5 4 4 4
SME 5 - - 4 4 3 4 4
SME 6 4 4 4 4 4 4 4
SME 7 4 4 4 4 3 3 3
Question avg | 4,17 | 4,33 | 44 | 42 | 4,14 4 4,14

The validation results are further discussed during this section. The dis-
cussion is structured to present the average allocated score of the validation
questions individually and state whether the validation question is satisfacto-
rily addressed. As the SMEs were asked to give their opinion on the strengths
and weaknesses of the HCDMMM, and where the HCDMMM might fail with
regard to the three validation dimensions, the discussion includes the strengths,
weaknesses and where the HCDMMM might fail with regard to each valida-
tion question. When a SME allocated a score of three or less it was addressed
through the refinements made to the HCDMMM. There was no validation
question that was allocated a score of less than three, but SME 2 allocated
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Figure 6.2: Graphical presentation of validation results

validation question 1.1 and 1.2 with a score of three, SME 5 and SME 7 al-
located validation question 2 with a score of three, and SME 7 also allocated
validation question 3.1 and 3.2 with a score of three. The refinements to im-
prove these scores are discussed in Section 6.3.3. The complete feedback of
every validation SME is included in Appendix I in questionnaire form. The
rest of this section discusses the applicability dimension (Section 6.3.2.1), fol-
lowed by the discussion on the practicability dimension (Section 6.3.2.2) and
lastly, the usability dimension is discussed (Section 6.3.2.3).

6.3.2.1 Applicability dimension scores, strengths, weaknesses and
where the HCDMMM might fail with regard to
applicability

Question 1.1 received an average score of 4,17. This validates the HCDMMM
is representative of the facility level in the public sector. The average allocated
score of question 1.2 was 4,33. This validated the HCDMMM is representative
of the organisational level in the public sector. SME 5 stated that she does
not have the experience to score question 1.1 and 1.2 as she is employed in the
private sector.

A strength that will be advantageous in the public sector that SME 1
pointed out was because the HCDMMM is not limited to only electronic data
and considers other data formats. SME 4 believed that other strengths of the
HCDMMM that are beneficial in the public sector are that it can be used
without access to the internet and that it can be used on low-performance
devices. Another strength that SME 4 highlighted with regard to the public
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sector in general was that the HCDMMM can be used by World Health Or-
ganization (WHO) or the Global Fund to assess how facilities in developing
countries manage their data. SME 4 believes that trends and patterns will
surface across the different facilities, which can be used to determine which
capability areas in general they should invest in and improve on.

A point of interest is that SME 2 was neutral about whether the HCDMMM
represented the healthcare public sector and gave both question 1.1 and ques-
tion 1.2 a score of three. A weakness she mentioned was that she felt the
HCDMMM is too generic and would add more value if it were tailored more
specifically to a public health system and not address private data manage-
ment components too, as they are quite different and function in different
ways. However, the option of “n/a” in the assessment methodology of the
HCDMMM provides for these differences between the private and public sec-
tor entities and the maturity assessor can determine whether capability areas
are relevant to include in the maturity assessment. She also stated that public
sector facilities in developing countries capture only country-wide indicators
which are used to develop reports and inform decisions on the organisational
level. According to her, facilities in the public sector of developing countries do
not currently use data they capture. Entities on the organisational level do not
collect data, but determine which data facilities collect and pull these data sets
for their use. The facilities are at the mercy of the decisions the organisation
makes based on the data and they do not make autonomous decisions. The
relation between the organisational level and facility level is further addressed
in Section 6.3.3 where the refinements to the HCDMMM due to validation are
discussed. Another reason SME 2 mentioned why the HCDMMM might fail
with regard to validation questions 1.1 and 1.2, was that many data manage-
ment systems in developing countries, like Zimbabwe, are too far behind for
such a tool to be applicable.

Question 1.3 was allocated with an average score of 4,4, not taking into
consideration SME 1 and SME 2 who both stated that their experience resides
in the public domain and that they cannot give an informed score. Therefore,
it is validated that the HCDMMM represents the facility level of the private
sector. SME 5 mentioned several points of interest. She stated that the appli-
cability of the HCDMMM depends on the size of the private healthcare facility
or group it belongs to. Some of the elements included in the HCDMMM might
reside only within the centralised structure of bigger enterprises and are not in
the control of the facility. The option of “n/a” in the assessment methodology
of the HCDMMM provides for these differences between different entities. She
also mentioned that doctors in the private sector work independently and have
their own data management systems, which is a key difference from the public
sector, and the HCDMMM might be relevant to these individual providers who
also work in the facility. However, it falls outside of the scope of this study
to validate the applicability of the HCDMMM with regard to the healthcare
data management systems of individual providers in private hospitals.
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The last applicability question, question 1.4, received an average score of
4,2. SME 1 and 2 were not taken into consideration for this question, as they
stated that they do not have the experience to score this question. SME 5
highlighted a point of interest with regard to data capturing and storage for
management and decision-making, which is that data is not always collected for
the primary purpose of management and decision-making, but data collected
in operational processes are reported for management and decision-making.
Another aspect she mentioned was that in data storage and sharing there is
a contractual component that should be addressed from a POPIA or GDPR
perspective. There should also be a consent consideration in place for storage
or processing of any demographic or clinical data. Reporting data for manage-
ment and decision-making as opposed to collecting data for management and
decision-making, and the contractual component and consent considerations
of data storage and sharing are further addressed in Section 6.3.3 where the
refinements to the HCDMMM due to validation are discussed.

With regard to the applicability of the HCDMMM in the private sector in
general, SME 5 stated that one of the HCDMMM'’s strengths is that it covers
key areas pertinent to healthcare data. On the other hand, SME 5 stated that
a weakness of the HCDMMM is that due to the vast number of systems in
healthcare, a high-level view on data management maturity might not provide
sufficient direction on where a specific quality gap is and further assessment
will be required. Another weakness she mentioned is that the HCDMMM does
not take a sociotechnical perspective on data management as people make up
a large component to attaining data.

All the applicability questions (question 1.1, 1.2, 1.3 and 1.4) received
an average score above four. It is therefore concluded that the HCDMMM is
applicable in the public and private health sectors of developing countries, both
on the facility and organisation level. Strengths relating to the applicability
dimension as a whole include: (i) the HCDMMM captures the main domain
components of data management; (ii) the domain components are applicable;
(iii) and the HCDMMM is comprehensive and informative. The incorporated
refinements with regard to the applicability dimension are outlined in Section
6.3.3.

6.3.2.2 Practicability dimension score, strengths, weaknesses and
where the HCDMMM might fail with regard to
practicability

The next validation dimension was assessed through question 2 which scored
an average of 4,14. This validated the practicability of the HCDMMM and
its assessment method, that it can be put into action to assess the maturity
of a healthcare entity’s data management. SME 3 mentioned that “the model
can be used to assess the current state of maturity of both health facilities
and organisational levels.” A weakness that SME 1 mentioned was that the
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HCDMMM requires broad data management knowledge and that in the public
sector, with specific reference to rural areas, computers with propriety software
are not a given. A reason why SME 3 and 4 said that the HCDMMM might fail
with regard to practicability was that in many developing countries, appointed
data managers are not always qualified for their role, and might lack the knowl-
edge and skill to use the HCDMMM, whether it is that they do not understand
the descriptions for scoring capability areas or interpreting the results. An-
other concern SME 4 had was that some managers might not be honest when
evaluating the capability areas. SME 5 gave this dimension a score of three
as she felt it might be difficult to identify the right person to use the tool to
make an assessment as this person will require a view across multiple business
areas or departments to get an accurate result. SME 1 stated that the success
of the HCDMMM is determined by the improvements that are applied to the
identified underperforming areas, but in the public sector, healthcare facilities
and organisations are understaffed and the suggested improvements might not
be followed up on. The refinements regarding the honesty of maturity asses-
sors, their competence and the following up on suggested improvements are
discussed further in Section 6.3.3.

6.3.2.3 Usability dimension scores, strengths, weaknesses and
where the HCDMMM might fail with regard to Usability

To determine the usability of the HCDMMM, two questions were asked. Ques-
tion 3.1 received an average score of 4, which validated that managers of
healthcare entities will find it easy to use the HCDMMM for assessing data
management maturity. SME 1 stated the “model is easy to understand, the
instructions are clear and the drop-down arrows will ensure only valid counts
are captured.” SME 2 stated that once the HCDMMM is tailored for a specific
audience, the tool will be easy to use. She also said the “sheet is well laid
out, practical and easy to use” SME 3 also believed it is usable, giving it a
score of 4, but mentioned a weakness that he was concerned it might be time
consuming to complete and requires effort. SME 5 commented the tool is easy
to understand and complete and SME 6 commented that clarity and simplicity
are strengths of the HCDMMM.

Question 3.2 scored an average of 4,14. This validated it is easy to inter-
pret the results of the HCDMMM'’s assessment. The strengths that the SMEs
pointed out with regard to the results of the HCDMMM was that the sum-
maries of results provide excellent visibility on which areas to focus on (SME
1) and that the radar charts give excellent visualisation of the results (SME 2,
SME 3, SME 5 and SME 6). One concern SME 4 and SME 5 mentioned was
that due to managers that might be unqualified or who do not have the nec-
essary knowledge or skills, they might have difficulty interpreting the results.
SME 5 suggested detail should be added to what the green, yellow and red
coloured cells of the overall scores indicate and also what to look out for on
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the radar graphs. She also suggested replacing the capability category abbre-
viations in the overall results table headings with their actual names to avoid
users having to cross reference back to previous sheets. SME 7 also suggested
that using more diagrams can improve the HCDMMM further. How these
suggestions were incorporated in the HCDMMM is discussed in Section 6.3.3.

Question 3.1 and 3.2 received an average score of equal to or above four.
It is therefore concluded that the HCDMMM is usable. The refinements with
regard to usability are outlined in Section 6.3.3.

6.3.3 Refinement of the HCDMMM due to validation

During the validation of the HCDMMM it was validated that the HCDMMM
is applicable to the public and private sectors, both on the facility and or-
ganisational levels, that its assessment method is practicable and that the
HCDMMM is usable. All the SMEs gave predominantly positive feedback,
but they also suggested some refinements to improve the HCDMMM further.
These refinements are discussed in Table 6.8.

Table 6.8: Refinements due to validation

Refinements How the refinements were incorporated

Applicability
The inclusion of
capability areas
related to health
indicators under
the data
collection and
data governance
domain
components

The refinement of
capability areas
related to data
collection for

Capability areas related to health indicators were included
in the data collection and data governance domain
components of the HCDMMM. The capability area to
specify the health indicators that the facilities of the
organisation should collect was included in the data
governance domain component of the organisational level.
The capability area to collect the health indicators on the
facility level was included in the data collection domain
component

The capability area of data collection for management and
decision-making in the data collection domain component
on the organisational level was removed from the
HCDMMM as SME 2 and SME 5 stated that entities on

management and
decision-making
in the data
collection and
data storage
domain
components

the organisational level do not collect data for management
and decision-making, but that data collected in operational
processes is reported for management and decision-making.
Therefore, the capability area of storage of data for
management and decision-making in the data storage
domain component was refined to data aggregation and
storage for management and decision-making. The usage of
this data is described by the different primary activities in
the data usage domain component

Continued on next page
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Refinements

How the refinements were incorporated

The refinement of
maturity level
descriptions
under data
storage and data
sharing to include
the contractual
component and
consent
consideration for
storage or
processing of
demographic or
clinical data

As SME 5 suggested, the contractual component and the
consent consideration that should be in place for storage or
processing of any demographic or clinical data were
included. The contractual component and consent
consideration were included in maturity level three of the
alignment to data storage and sharing standards, policies
and regulations capability areas in the data storage and
data sharing domain components

Practicability

The inclusion of
third-party
assistance for

SME 4 suggested that organisations such as the WHO or
Global Fund who are invested in the improvement of
healthcare in developing countries can be included to assist

maturity the managers with assessments to ensure they make honest
assessments to and accurate assessments. These organisations are also
ensure the interested in the assessment results as they will be able to
accuracy of find trends and patterns across facilities and can identify
assessment which capability areas should be focused on in general for
results investment and improvement endeavours. Through the
assistance of competent third-parties to assess the
healthcare entities’ data management, it will be ensured
that the results of the HCDMMM are accurate. Including
the assistance of third-parties will also ensure
accountability that the suggested improvements will be
followed up on
Usability

The improved
structuring of the
introductory and
model overview
sheets of the
HCDMMM

transfer media

To make the introductory and overview sheets of the
HCDMMM increasingly user friendly, headings to each
section that describe a different component of the
HCDMMM were included. The headings give an indication
of what each section focuses on. The introductory and
overview sheets were also made more concise by removing
unnecessary information or removing information that was
reiterated. This contributes to prevent reading fatigue and
improves the usability of the HCDMMM.

Continued on next page
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Refinements

How the refinements were incorporated

The inclusion of
results indicators
to assist
HCDMMM users
in interpreting
the data and
identifying the
components to
focus on for

To assist HCDMMM users in interpreting the assessment
results and identifying the components to focus on for
improvement, result indicators were included in the Results
sheets. The result scores are highlighted according to a
green-yellow-red colour scale in the results tables which
indicates: (i) which capability areas scored the best; (ii)
which capability areas received average scores; and (iii)
which capability areas scored the lowest scores. Example
radar charts that give an indication of how to interpret the

results radar charts were also included. Charts were
included that indicate: (i) excellent results; (ii) good
results; (iii) results that cause reasonable concern; and (iv)
results that cause great concern. The headings of the
overview of results table were also changed from using the
abbreviations of primary activities, enabling practices and
supporting structures to writing them out in full with their
abbreviations

improvement

6.4 Conclusion on the verification and
validation chapter

The verification process determined whether the HCDMMM was theoretically
sound and that it adhered to the requirements specifications. Theoretical ver-
ification was conducted in two phases. The first phase was executed during
the iterative development process where the focus was to verify developed
components as they were completed. The second phase was conducted af-
ter the HCDMMM was completed where the focus was to establish that the
HCDMMM as a whole was theoretically sound. It was concluded that the
HCDMMM is theoretically sound and that most requirements were satisfacto-
rily addressed, but not all, which resulted in refinements.

The second phase of verification was establishing whether the HCDMMM
addressed the requirements specifications. It was concluded that all the re-
quirements were addressed satisfactorily.

It was validated whether the HCDMMM represents the real-world sys-
tem and that it is useful to the intended users. The three dimensions the
HCDMMM was validated according to included applicability, practicability
and usability. It was concluded that the HCDMMM is applicable to the pub-
lic and private health sectors of developing countries, both on the facility and
organisation level, that it is practicable and usable, although final refinements
were included to improve the HCDMMM further. The final HCDMMM is
presented in Chapter 5.
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Chapter 7

Conclusion

Chapter 7 consists of an overview of the research done during this study (Sec-
tion 7.1), an evaluation of the research objectives (Section 7.2), and the lim-
itations of the study (Section 7.3). It also discusses possible opportunities
for future research in this field of study (Section 7.4). Lastly, this chapter is
concluded (Section 7.5).

7.1 Overview of research

The goal of this research study is to contribute towards the improvement
of healthcare data management in developing countries in order to improve
healthcare delivery. The outcome of this study was a proposed maturity model
for healthcare delivery entities on the facility level such as hospitals and clinics
and their headquarters on the organisational level. The Healthcare Data Man-
agement Maturity Model (HCDMMM) assists the specific healthcare entities
assess their data management.

In Chapter 1 the data management challenges that developing countries
face were introduced. The research problem was stated, as well as the research
objectives. The research strategy was also described. Chapters 2, 3 and 4
comprised the literature review which contributed to the development of the
HCDMMM as described in Chapter 5. In Chapter 6 the evaluation of the
HCDMMM is described.

Chapter 2 focused on the exposition of healthcare data management. Firstly,
the healthcare system was described, followed by an explanation of data man-
agement in healthcare. The healthcare data management challenges were also
scoped to determine all the challenges that impede the effective management
of healthcare data in developing countries.

Chapter 3 included the development of the requirements specification that
a possible research product should address. To do this it was necessary to
determine the challenges landscape to illustrate all the challenges of health-
care data management across the value chain. Therefore, the healthcare data

144
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value chain was constructed based on literature on big data value chains. The
developed healthcare data value chain was used to plot the healthcare data
management scope of challenges in the different value chain components. From
the challenges landscape and Chapter 2, it was possible to specify the require-
ments that the research product should address to address the healthcare data
management challenges in developing countries.

In Chapter 4 the concept of maturity models was investigated to demon-
strate the usefulness of developing a maturity model to assist in addressing the
challenges landscape that was constructed in Chapter 3, by assisting health-
care delivery entities assess their data management. The chapter is structured
so that it firstly describes the origin, purpose and value of maturity models in
general, followed by the basic structure of maturity models. The importance
of using a defined methodology with design decisions and design principles to
develop maturity models, is then explained. Lastly, maturity models in the
healthcare data management domain are then described to learn what has
been done in the past, what challenges they strived to address and how the
model to be developed in this study can be unique from previous studies.

Chapter 5 described how the HCDMMM was developed to assist in ad-
dressing the healthcare data management challenges in developing countries.
Firstly, an overview of the development methodology was given. This described
the development process as: (i) identifying the need for new opportunity; (ii)
defining the scope of the model; and (iii) the design and development of the
HCDMMM. This was an iterative development process which consisted of var-
ious steps that included a verification step that was described in detail in
Chapter 6. After the structure and the content of the HCDMMM was com-
pleted and theoretically verified, the transfer media, being the form in which
the HCDMMM will be used, was developed to improve its usability and prac-
ticability. The future updates of the HCDMMM was also considered and it
was evaluated as described in Chapter 6.

Chapter 6 consisted of the evaluation of the HCDMMM. Evaluation was
comprised of verification and validation. Verification consisted of two parts,
theoretical verification and the requirements specification. Theoretical ver-
ification was executed in two steps, the first step was verifying the model
structure and content as it was being developed through semi-structured in-
terviews with various relevant knowledge domain SMEs. They verified that
the structure and content were theoretically sound and identified components
which were lacking or missing. The second step was executed after the de-
velopment process. This was carried out through a questionnaire that two
healthcare data management SMEs completed to verify the HCDMMM com-
prehensively. The questions were constructed to verify the structure and con-
tent of the HCDMMM and that it addressed the specified requirements. This
led to a few final refinements, whereafter the transfer media was also devel-
oped. The requirements specification was then reconsidered to establish that
the HCDMMM addressed all the specified requirements. The second part of



Stellenbosch University https://scholar.sun.ac.za

CHAPTER 7. CONCLUSION 146

the evaluation was validation. The aim of validation was to determine whether
the HCDMMM addressed the needs of the user from the users’ perspective.
This was done through a questionnaire that was constructed to validate the
applicability, practicability, usability. Several SMEs from various health sec-
tors completed the questionnaire to validate the HCDMMM from different
perspectives.

Lastly, this chapter gives an overview of the research, demonstrates how
the research objectives were achieved, addresses the limitations of this study,
and suggests possible future work and recommendations.

7.2 Achievement of research objectives

It was envisioned that by addressing the following objectives, the aim of the
study would be addressed. In Chapter 1, the research objectives were stated.
In Table 7.1, each of the research objectives are stated and an account of the
sections in which the research objectives are attained are discussed.

Table 7.1: Achievement of the research objectives

Research Account of how the objectives are attained
objectives

1. Describe the context of healthcare and health care data management in
order to gain a better understanding of healthcare data management in
developing countries

1.1 Describe the This research objective was achieved in Section 2.1 where
delivery of the systems approach was first described and then the
healthcare as a systems approach with regard to healthcare. Healthcare
system was described as a system with various elements that
carries out different functions on different levels
1.2 Define data In Section 2.2 this objective was achieved. Section 2.2.1
management and gave a common understanding of what is meant by data
describe data management for this study and Section 2.2.2 described the
management in the | importance of having a data strategy when managing data.
context of the Data management in the healthcare sector was briefly
healthcare sector described in 2.2.3. Traditional data management and big
data in healthcare were described to illustrate the usage of
data in the healthcare sector. Data management on
different system levels was also described

Continued on next page
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Research Account of how the objectives are attained
objectives

1.4 Identify the This research objective was achieved in Section 2.3 when
significant the healthcare data management challenges were scoped

challenges of
healthcare data
management in
developing
countries

through a structured literature review. This review yielded
the scope of data management challenges in developing
countries.

2. Specify the requir

ements that the proposed research product should address

in order to ensure the research product adequately addresses the problem

2.1 Identify and
describe the

To accomplish this research objective, the significant
healthcare data management components were identified

significant through reviewing different big data value chains in Section
healthcare data 3.1. By using the different big data value chains, the
management different relevant data management components for this
components study were identified and described

2.2 Determine the | By using the scope of challenges as described in Section
challenges 2.3, and the data value chain that was developed, as
landscape of data described in Section 3.1, the challenges landscape was
management determined in Section 3.1.2 to fulfil this research objective.

across the whole
healthcare data
management value
chain

The challenges landscape was needed in order to specify
the requirements that the proposed research product
should adhere to. The whole challenges landscape can be
seen in Appendix B

2.3 Specify the
requirements that
the proposed
research product
should address to
be able to assist in
identifying
healthcare data
management
components to
improve on and to
address the
problem statement
of this study

This research objective was attained through the
specification of the requirements in Section 3.2. These
requirements were specified through the inputs from
literature that are included in Chapters 2 and 3. The
challenges landscape determined in Section 3.1.2 was also
used as an input to determine the requirements

Continued on next page
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Research
objectives

Account of how the objectives are attained

3. Identify, select
and describe a
suitable research
product that is
able to facilitate
the identification
of healthcare data
management
components to
improve on in
order to address
the healthcare
data management
problem stated for
this study

This objective was achieved in Chapter 4 where a maturity
model was identified, selected and described as an
appropriate research product. In Section 4.1 the origin,
purpose and value of maturity models were described. The
basic constructs of maturity models were described in
Section 4.2. Why it is important to use a defined
methodology with design decisions and principles to
develop a maturity model was explained in Section 4.3.
The development methodologies as described by De Bruin
et al. (2005) and Becker et al. (2009) was conveyed, along
with the design decisions of Mettler (2010b) and the design
principles of Péppelbufl and Roglinger (2011). An
exposition of past maturity models was given in Section 4.4
to demonstrate how maturity models were used to address
healthcare data management challenges. From this
exposition it was possible to determine what types of
maturity models were developed, which domain areas they
focused on, what could be learnt from these models and
what gap the proposed research product can address

4. Develop the research product in order to provide an appropriate means to
identify the healthcare data management components to focus on for
improvement endeavours

4.1 Use a defined
design and
development
methodology with
the appropriate
design decisions
and principles to
develop the
research product

The maturity model development methodologies, design
decisions and principles described in Section 4.3 were
incorporated to develop a maturity model to meet the
specified requirements in Section 3.2. The development
methodology for this study was described in Section 5.1.
The different steps of the development process were then
described, which consisted of the identification of the need
for a maturity model (Section 5.2), the definition of the
scope of the model (Section 5.3), the iterative design and
population of the model (Section 5.4), and the description
of the final model (Section 5.5)

Continued on next page
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Research Account of how the objectives are attained
objectives

4.2 Verify the To achieve this research objective, the HCDMMM was
research product verified theoretically in Section 6.2.1. Theoretical
theoretically and verification was carried out both during the development of
whether it met the | the model structure and content and after its development.
specified This ensured that the structure and the content of the
requirements model was theoretically sound. After this the transfer

media, as the model will be used by users, was developed
and evaluated against the specified requirements to
determine whether all the requirements were addressed
(Section 6.2.2)

4.3 Validate the This research objective was fulfilled in Section 6.3.
applicability, Validation involved the use of SMEs to evaluate the
practicability and HCDMMM against the dimensions of applicability,
usability of the practicability and usability. This was done using a
developed research | questionnaire to evaluate the HCDMMM. SMEs also gave
product and their opinions on the strengths and weaknesses of the
determine its HCDMMM

strengths and

weaknesses

7.3 Limitations

Literature was used as a theoretical foundation for the development of the
HCDMMM and therefore, the HCDMMM was developed based on secondary
information. By using a literature review, the study is limited to merely sum-
marising and organising existing information. Additionally, this study is sub-
ject to bias as it employed qualitative methods to verify and validate the
HCDMMM through the use of SME inputs from various knowledge domains
related to healthcare.

The study focused on the technical components of healthcare data man-
agement in developing countries from a strategic perspective and did not in-
clude the human components (i.e. equipping staff and senior decision-makers,
managing user resistance to new data management practices, data literacy of
healthcare workers, addressing cultural barriers and establishing a data driven
culture amongst healthcare workers) in the HCDMMM development. This
study also did not consider costs and finances with regard to healthcare data
management in the development of the HCDMMM.

A limitation with regard to the findings of the study is that it was not
evaluated through a real-world case study. A real-world case study would have
been able to determine whether managers of healthcare entities are qualified
and have the knowledge to use the HCDMMM to make a maturity assessment
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and to determine whether the healthcare entity has the necessary technology
available to make a maturity assessment. As a real-world case study was not
conducted, this study is limited to not being able to determine this.

7.4 Future work

For future work the HCDMMM can be expanded to include the human com-
ponents in the HCDMMM and not only focus on the technical system. Human
input plays a significant role in the process of attaining healthcare data and
can be included so that the HCDMMM will also be able to assess the ma-
turity of the human components of healthcare data management. Human
components like equipping staff and senior decision-makers, managing with
user resistance to new data management practices, data literacy of healthcare
workers, addressing cultural barriers and establishing a data driven culture
amongst healthcare workers can be included.

The HCDMMM can also be applied in a real-world case study to deter-
mine its applicability, practicability and usability in a real-world scenario.
This will be very beneficial to determine whether real users are able to use the
HCDMMM as managers in developing countries might not have the knowledge
to use the HCDMMM to make a maturity assessment and develop improve-
ment measures from it. Case studies can include various facility level health-
care entities such as hospitals and clinics in rural or urban areas in developing
countries to determine whether the HCDMMM can be used in such settings.
Real-world case studies will be able to determine whether managers of health-
care entities are qualified and have the knowledge to use the HCDMMM to
make a maturity assessment and to determine whether the healthcare entity
has the necessary technology available to make a maturity assessment. Case
studies should also include the application of the HCDMMM on the organisa-
tional level of a country’s data management system.

Future work can also include determining transferability. The degree to
which the HCDMMM can be transferred to other contexts or settings can be
determined. The transferability of the HCDMMM can be determined through
multiple case studies in different developing countries to establish whether the
HCDMMM can be transferred to multiple developing country settings.

7.5 Chapter conclusion

This chapter gave a summary of the research involved for this study. It also
discussed how the research objectives were reached. The limitations of this
study were also discussed, followed by a section on opportunities for future
research in this field of study.
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Appendix A

Health care data management
scope of challenges in
developing countries

This Appendix shows an extract of the scope of health care data management
challenges that were developed in Microsoft Excel. This extract gives the
content of only the integration challenges category. All the other categories
follow the same format.
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Appendix B

Challenges landscape

This appendix indicates to what parts of the data value chain all the different
challenges that were identified in the scope of challenges belongs. This forms
the complete challenge landscape.
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Appendix C

Knowledge transfer from
existing maturity models

Knowledge from the existing maturity models was transferred with regard to:

1. the development of maturity models (Table C.1);

2. healthcare data collection (Table C.2);

3. data storage (Table C.3);

4. data sharing (Table C.4);

5. data analysis (Table C.5);

6. data usage (Table C.6);

7. data privacy and security (Table C.7);

8. data governance (Table C.8);

9. data technology and infrastructure (Table C.9);
10. human contributions (Table C.10); and

11. technological investments (Table C.11).

Table C.1: Knowledge transfer of the development of ma-
turity models

Development of maturity models

Look at whole care pathway rather than placing a service at the centre of the

evaluation (Flott et al., 2016)

Consider the external challenges that affect maturity (Flott et al., 2016)
Continued on next page
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Continued from previous page

Development of maturity models

The maturity model should be multi-dimensional (Flott et al., 2016) (Liu
et al., 2011) (Mettler and Blondiau, 2012) (Pearce et al., 2013)

The stakeholders should be included in the model design process (Flott

et al., 2016)

Capability dimensions that can be considered in the model development are
managing information, using business intelligence, using information
technology, aligning business and information and managing change
(Directorate Informatics)

Capability dimensions that can be considered in the new model are EMR,
strategy, information security, data analysis, systems and IT infrastructure
and people (Vidal Carvalho et al., 2019)

Adopt a process focus rather than a function focus (Blondiau et al., 2013)

Maturity should be assessed across different layers that may include a
strategic (external cooperation of the organisation), organisational (internal
or process) and information (IT) layer (Mettler and Blondiau, 2012)
(Blondiau et al., 2013)

Develop the maturity scale to be developer neutral and that has a broad
applicability (Venesco, 2015)

Use design science research when developing the maturity model (Fitterer
and Rohner, 2010)

Develop a comprehensive model with sufficient detail, with characteristics
relating to maturity stages and tools for determining maturity (Carvalho

et al., 2019a)

Computerisation of data and management has three stages: collection, data
sharing and data analysis (Sanders et al., 2013)

Use a multi-faceted approach (combination) to measure maturity which may
include process-oriented, people-oriented and technical aspects (Carvalho

et al., 2019b)

Develop a national framework to provide patient centred services to meet
local needs (Johnston, 2017)

Develop a maturity model with processes that reaches up to a national level
(Sharma, 2008)

Use design decisions when developing the maturity model (Mettler and
Blondiau, 2012) (Carvalho et al., 2019a)

Understand and use the 5 levels of CMMI which include initial, managed,
defined, quantitatively managed, optimising (Fitterer and Rohner, 2010)
Iterative development process of maturity models (Carvalho et al., 2019b)

Table C.2: Knowledge transfer of healthcare data collection

Data collection

Computerisation enables the automation of billing and accounts receivable
(Liu et al., 2011)

Continued on next page
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Data collection

Cloud computing can enable the remote monitoring of chronic disease of
patient at home (Grindle et al., 2013)

EMR is a very important factor of healthcare data management

(Vidal Carvalho et al., 2019)

Data collection at facilities include clinical applications, ancillary services
application, patient management applications and administrative
applications (Jaana et al., 2009)

Data collection is the first stage of computerisation of data and data
management (Sanders et al., 2013)

EMRs can facilitate the collection of population health data for analytics,
planning, and delivery (Jones et al., 2017)

Table C.3: Knowledge transfer of healthcare data storage

Data sources/Data storage

Cloud storage enables access of medical images anywhere and patients’
images are available at different institutions (Grindle et al., 2013)

EHR in the cloud should be a priority investment (Grindle et al., 2013)
EMR and other structured data repositories are important (Johnston, 2017)

When implementing cloud computing it is important to keep some elements
in in-house data centres that establish a hybrid IT storage structure (Grindle
et al., 2013)

EMR is important for mature data management (Rimmer et al., 2014)
Listing different clinical applications, ancillary services application, patient
management applications, administrative applications, clinical technologies
and administrative technologies. Very extensive list

First start with widespread EMR adoption (Sanders et al., 2013)

Enterprise Data Warehousing (big data) expands to include bedside devices,
home monitoring data, external pharmacy data and detailed activity-based
costing.

Their most important factors are EMR, strategy, information security, data
analysis, systems and IT infrastructure and people. People are the greatest
sub-area

EMRs are the main source of patient data - Mature to exhaustive EMRs for
patients (Carvalho et al., 2019a)

Cloud can enable HIE through connecting different EMR systems (Grindle
et al., 2013)
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Table C.4: Knowledge transfer of healthcare data sharing

Data sharing

Interoperability is important for maturity (Flott et al., 2016; Fitterer and
Rohner, 2010; Naudet and Chen, 2012; Venesco, 2015)

Patient matching and data exchange is very important for effective
healthcare delivery (Venesco, 2015)

The Internet of Everything can be used to connect data records and support
digitalisation (Frost & Sullivan, 2015)

It is important that data is shared among members of the workflow team
(Sanders et al., 2013)

Data should be shared in a timely fashion with minimum latency (Sanders
et al., 2013)

The networkability of organisations should incorporate internal and external
capabilities to collaborate with each other at the level of both business
processes and underlying ICT infrastructure (Fitterer and Rohner, 2010)
Interoperability is the ability of two or more systems or components to
exchange information and to use that information that has been exchanged
(Naudet and Chen, 2012)

For a comprehensive model, all service providers should be included in the
healthcare process (Sharma, 2008)

The maturity model should continuously improve entity integration,
department integration and infrastructure development (Sharma, 2008)

Informatics provide quality information and analytics to inform business and
clinical decision-making, streamline and automate processes and services,
and provide safe and open access to information (Directorate Informatics)

Data sharing is the second stage of healthcare computerisation (Sanders
et al., 2013)

Table C.5: Knowledge transfer of healthcare data analysis

Data analysis

Business intelligence and data analytics should be included under data
analysis (Carvalho et al., 2019a)
DA is important for decision-making (Carvalho et al., 2019b)
See data analytics maturity identifiers in HIS (Carvalho et al., 2019b)
Business intelligence are the strategies and technologies used for data
analysis of business information (Carvalho et al., 2019b)
Data should be analysed to see patterns in analysed data and aggregated big
data analysis (Sanders et al., 2013)
Data analysis should be characterised by the adoption of enterprise data
warehouses for big data analytics (Sanders et al., 2013)
The maturity model should describe the progressive increase in complexity of
analytic algorithms and data binding (Sanders et al., 2013)

Continued on next page
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Data analysis

Progress to holistic analysis solutions rather than fragmented point solutions
that have very limited analytics capabilities (Sanders et al., 2013)

Population based analytics can be used to improve individual patient care
(Sanders et al., 2013)

The healthcare analytical motive is towards wellness management, physical
and behavioural-functional health and mass customisation of precise, patient
tailored care (Sanders et al., 2013)

Data analysis should include prescriptive analytics and interventional
decision support (Sanders et al., 2013)

Data analysis should mature to a state where further medical innovation for
data analytics are enabled (Sanders et al., 2013)

Data analysis is a very important factor of effective healthcare delivery
(Vidal Carvalho et al., 2019)

Senior decision-makers should be equipped in analytics (Johnston, 2017)
Analytics inform business and clinical decision making, streamline and
automate processes and services, and provide safe and open access to
information (Directorate Informatics)

Data analysis is the third stage of computerisation (Sanders et al., 2013)
The Enterprise Data Warehouse must be agile for reporting due to external
reporting requirements (Sanders et al., 2013)

Table C.6: Knowledge transfer healthcare data usage

Data usage

Cloud computing can enabled virtual visits to patients (Grindle et al., 2013)

Big data in the cloud can be harnessed to improve preventative well-being
(Grindle et al., 2013)

The analysed data of DA can be used for decision-making (Carvalho et al.,
20190)

Data should be used to produce efficient, accurate and consistent reports
that are available across the organisation (Sanders et al., 2013)

Better integrated care

Use business intelligence and data analytics for decision-making (Carvalho
et al., 2019a)

Cloud computing can enable remote monitoring of chronic disease of patient
at home (Grindle et al., 2013)

Informatics and analytics can be used to inform business and clinical
decision-making, streamline and automate processes and services, and
provide safe and open access to information. (Directorate Informatics)
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Table C.7: Knowledge transfer of healthcare data security
and privacy management

Data security and privacy management

Security is important for maturity (Impact Advisors, 2015)

Security is enabled through technology, infrastructure and processes (Huang
et al., 2008)

Legislation, policies, standards and regulations are important for security
and privacy (Huang et al., 2008)

The main goals of data security are confidentiality, integrity and availability
(Carvalho et al., 2019a)

Data sharing through the cloud should be authorised (Grindle et al., 2013)
Data security is a very important factor of effective healthcare delivery
(Vidal Carvalho et al., 2019)

Data security and privacy is a necessary component to enable effective
digitalisation (Johnston, 2017)

Security standards are important for healthcare delivery (Liu et al., 2011)

Table C.8: Knowledge transfer of healthcare master data
management

Master data management

A digital architecture should be developed for digital data management
(Johnston, 2017)

The data strategy should align to patient outcomes (Johnston, 2017)

The aspects that are important for data matching are data quality, processes
and relevant regulations (Venesco, 2015)

Data elements should reduce duplication with supporting processes and
regulations for data matching (Venesco, 2015)

Data governance function start with reducing organisational and cultural
barriers to data access, increasing data quality in the source systems and
master data identification and management. (Sanders et al., 2013)

Identify and standardise vocabularies and reference data across disparate
source systems (Sanders et al., 2013)

Data strategy is a very important factor for the effective delivery of
healthcare (Vidal Carvalho et al., 2019)

Computerised medical records should be standardised for national
benchmarking (Pearce et al., 2013)

Data quality challenges and standardisation needs to be addressed to enable
mature computerised medical records (Pearce et al., 2013)

The governance of records and data repositories is important (Pearce et al.,
2013)

Data governance support multidisciplinary care management teams that
focus on improving the health of patient populations (Sanders et al., 2013)
SSoT should be maintained (Sanders et al., 2013)
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Table C.9: Knowledge transfer of healthcare data manage-
ment technology and infrastructure

Technology and infrastructure

ICT infrastructure enables networkability within and between hospitals
(Fitterer and Rohner, 2010)

E-health readiness includes technological components (Liu et al., 2011)

IT infrastructure capability is important for transaction based applications
(Liu et al., 2011)

Systems and IT infrastructure is very important for the effective delivery of
healthcare (Vidal Carvalho et al., 2019)

Clinical technologies and administrative technologies should be implemented
for healthcare data management (Jaana et al., 2009)

Technology is used to contribute to the security of data(Huang et al., 2008)

Healthcare data management infrastructure development can be improved
through the use of a maturity model (Sharma, 2008)

Table C.10: Knowledge transfer of the human contributions
in healthcare data management

Human contributions

Senior decision-makers should be equipped in analytics (Johnston, 2017)

When introducing change in a system, user resistance is important to take
into account (Liu et al., 2011)

Change management is very important in order to reach maturity (Jones
et al., 2017)

Maturity of a system is not only dependent on the installation of hardware
and software, but dependent on effective change management too (Jones
et al., 2017)

The data literacy among employees is important for better data analysis
(Sanders et al., 2013)

Data governance function start with reducing organisational and cultural
barriers to data access, increasing data quality in the source systems and
master data identification and management. (Sanders et al., 2013)

A sustainable data-driven culture should be achieved (Sanders et al., 2013)

People are a very important factor to enable effective healthcare data
management (Vidal Carvalho et al., 2019)

E-health readiness includes managerial components (Liu et al., 2011)

Table C.11: Knowledge transfer of healthcare data man-
agement finances and cost

Finances and cost

IT investments of EHR in the cloud should be a priority (Grindle et al., 2013)
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Appendix D

Model development iterations

This appendix summarises all the changes that were made to the model at the

different iterations. The contributions of different SMEs at different iterations
are also indicated.
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Appendix E

The HCDMMM capability
areas maturity level descriptions

Table E.1 gives all the maturity level descriptions of all the capability areas.
In Table E.1 the following keys are important:

 Facility (F)

« Organisation (O)

« Capability Area (CA)
 Capability category (CC)
« Enabling Practices (EP)
o Primary Activity (PA)
 Support Structure (SS)

 System level (SL)
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Appendix F

Hypothetical results of the
HCDMMM

The results sheet include an explanation of the presented results, along with
indicators of how the results should be interpreted and a table with an overview
of the results per domain component and capability category (Figure F.1). The
results sheet also includes visual representations of the overall results (Figure
F.2). Lastly, a table is included with the scores of all the capability areas which
can be filtered according to different criteria in order to customise the user’s
view of the results (Figure F.3). A visual representation of the customised
views is also available (Figure F.4). The results presented in Figures F.1
to F.4 are hypothetical results, and these figures only serve to present the
HCDMMM.
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Instructions for customised views of data

The table below can be used to create customised views of specific capability areas. The customised view will
appear in the table below, as well as the graph above. Specific capability areas can be revisited on the assessment
sheets by simply clicking on the capability area's name in the table.

Instructions for customised views:

1) Scores of capability areas can be seen per specific domain components or capability categories by using the
filters of the columns "Domain component" or "Capability category"

2) A combination of the filters of the two columns can be used to see capability areas for specific domain
components and capability categories

3) Number filters under the "Score" column can be used to see specific capability areas with scores:

- below / above average

- below / above a specified score

- equal to a specified score

- between specified scores

Capability areas results table

Domain component Capability category Capability area
Data analysis EP Alignment to data analysis
standards. policies and

regulations

Data analysis PA Data aggregation for 2
analysis

Data analysis PA Data analysis 3

Data analysis SS Data analysis infrastructure 4

Data analysis EP Data analysis privacy and

Data analysis SS Data analysis technology., 4
tools and techniques

Data analysis PA Pre-processing for analysis 2

Data analysis EP Security of data analysis 4

Data analysis PA Storage for analysis 3

Figure F.3: Hypothetical results of organisational level assessment continued
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Appendix G

Verification interviews
summaries

The following sections summarise the interviews and correspondences with
the different verification SMEs. All the SMEs were given a background of
the study, a background on maturity models and the purpose of this maturity
model. The different components of the model were also explained briefly.
Different questions were presented to the different SMEs that fitted to their
knowledge domains.

G.1 Maturity model SME - MS

The purpose of using a maturity model SME was to verify the logic of the ma-
turity progression. The model included different maturation paths for different
capability categories. The SME was used to verify the three different matura-
tion paths and whether their progression is logical. This correspondence was
not in the form of an interview. A document describing how the maturity
levels of the different capability categories were determined, and what the def-
initions of their maturity levels are, were sent to the SME. He scrutinised the
logic behind the different maturation paths and commented on the errors that
he identified then. This correspondence was held after iteration five of the
development process.

G.1.1 Summary of SME’s comments

MS was a bit confused by the maturity progression of the capability areas. He
was confused about the description of maturation that included both the pro-
cess improvement of capability areas and capability areas progressing from
paper-based to electronic. He was unsure whether the model describes a
spectrum of ad-hoc to optimised maturity for paper-based data management,
and then again from ad-hoc to optimised for electronic data management, or

224
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whether improving the maturity from ad-hoc to optimised have a direct impact
on the maturation of a paper-based system into an electronic data management
system.

MS agreed with most of the logic and the approach that was taken to spec-
ify the different maturation paths for different capability categories, the un-
derstanding of maturity levels and the determination of the maturity levels.
However, the one concern that he highlighted was that the maturation of
the capability areas tried to simultaneously describe the maturity progression
as continuously improving processes and also describing the maturation from
paper-based to electronic processes.

As an example to clarify what he means, MS pointed out that the maturity
model does not allow for the description of an electronic system that has
“level 2”7 maturity. He elaborated his example by stating that the fact that a
capability area is electronic, does not automatically mean that it must be at
least on maturity level 3. Another example he gave was that the “repeatability”
(level 3) of a component can not automatically imply that the component is
now thought of as electronic, rather than paper-based. One more example he
gave was there can be a paper-based system that is “repeatable” that does
not require electronic functionality, but at that time the maturation did not
accommodate that.

Therefore, it was concluded that the progression of maturity levels that de-
scribes maturity from paper-based to electronic using the CMM-levels had
flaws and needed to be changed.

Another important comment was that MS could not identify a significant differ-
ence between the maturation description for primary activities and supporting
structures. Apparently all levels and names were the same. Level descriptors
and definitions were essentially the same just with “primary activities” changed
for “supporting activities”.

G.1.2 Changes made to the model after the
correspondence

 The definition of maturity concept was changed to process maturity (how
well a capability is carried out), without referring to paper-based or
electronic systems. This means that the description of maturation is
not dependent on whether a capability area is paper-based or electronic,
but rather maturity is dependent on how well that capability area is
performed. This means the maturity model can assess both paper-based

and electronic systems across the whole spectrum of the maturity levels
identified.
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o The number of maturity levels was changed to the five CMM-levels,
which are Initial, Repeatable, Defined, Managed and Optimising.

o The maturity level definitions were changed which affected all maturity
level descriptions of all capability areas across all the domain compo-
nents. The maturation description of supporting structures were im-
proved so that it is clearly distinct from the maturation of primary ac-
tivities.

G.2 SQL and enterprise architecture SME -
AV

The purpose of using an enterprise architecture SME with SQL understanding
was to verify the basic structure of the maturity model with its different com-
ponents in terms of whether the overall structure of the model comprise all
the necessary enterprise and data structures. The SME was used to verify the
domain components, capability areas and system levels included in the design
architecture. This interview was held after iteration five of the development
process.

G.2.1 Summary of discussion

The discussion comprised of two parts. The purpose of the first part of the
discussion was to verify the overall architecture of the model and during the
second part of the discussion specific parts were focused on.

G.2.1.1 The overall architecture

AV confirmed the viability of system levels and different model components.
The structure and naming conventions are different to what she is used to, but
has the same purpose.

AV confirmed that the system consists out of primary activities, support struc-
tures and enabling practices, but said that they used a framework that is
different with other naming conventions.

AV confirmed the domain components that are included in the model as the
necessary data management components.

AV asked for clarity on the data usage domain component. After explaining
that it describes how the data is actually used for different purposes specifically
for healthcare, she agreed.

AV questioned whether security and privacy management should be under the
data governance domain component. She suggested that I check that again.
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AV mentioned that the data structure should be changeable.

G.2.1.2 Specific components

Data capturing should mature to collecting basic patient data from home af-
fairs if it is possible, but this is a very specific application of mature data
collection.

AV questioned the function of “Data capturing for management and decision
making” on the organisational level. She questioned why is it separately stated
from “Data capturing” on the facility level. After explaining that data needed
to be captured on the organisational level for other purposes than that of on
the facility level, she agreed.

AV suggested adding data processing, but did not specify where. After some
consideration, it was decided to consult literature further to determine where
to include it.

The structure of data storage is important. She mentioned attribute depen-
dency diagrams, but did not elaborate on it. She suggested looking at her
company’s report by FEngelbrecht and Edwards for more on this. She fur-
ther explained that the structure of the database can either enable or limit
necessary functions.

AV suggested the inclusion of business rules in the model. She did not spec-
ify where. Mentioned rule engines versus hard coding to describe mature or
immature business rules. She explained that business rules can be used to
identify medicine that works or pandemic identification.

AV was very clear on the importance of the compliance to the Protection of
Personal Information (POPI) Act for the confidentiality and security of data.

G.2.2 Changes made to the model after the interview

» Data processing was included under the data collection domain compo-
nent as the transformation of raw data into usable and understandable
information. Data pre-processing was already included under data anal-
ysis.

o After re-checking security and privacy management under data gover-
nance domain component, it was decided to keep unchanged as Yang
et al. (2015) defined data security and privacy under data governance.
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e Describing data capturing to mature to collecting basic patient data
from home affairs is a very specific application of mature data collection.
This model focus on high level, conceptual maturity descriptions and
therefore, this description was not included under the data capturing
capability area.

o The descriptions of data storage was not changed to describe data de-
pendency diagrams, as they are outside of the scope of the study. It is
part of the logical model design level and not the focus area which is the
conceptual level.

o DBusiness rules were included under the data governance domain compo-
nent, because business rules assist in the effective management of data.

e The changeability of data structures were described under the model
maturity level “Optimising”.

o To include the adherence to the POPIA, a capability area for the adher-
ence to all national acts, policies and regulations were included under
the data governance domain component.

G.3 Data engineering SMEs

The purpose of the discussions with the data engineering SMEs were to verify
that all the capability areas of the different domain components were devel-
oped right from a data engineering perspective. They assisted in verifying
whether the data management capability areas were right and that their ma-
turity descriptions are also theoretically sound. These discussion were held
after iteration six of the development process.

G.3.1 Data engineer - MA

The purpose of the discussion with this data engineering SME was to verify the
conceptual grounds of the data management architecture. Specific questions
was also asked to address specific capability areas that has not been verified
previously. This interview was held after iteration six of the development
process.

G.3.1.1 Summary of discussion

MA mostly confirmed the conceptual grounds of the model and why it is an
accurate representation of data management. The main contribution that MA
made was to verify that the transactional information system and the big data
system should be used complementary.
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MA described big data as a methods to deal with the symptoms of existing
data management systems that are functioning in silos. He described that it
gets data in one place and in one format to be accessible and usable to all.
MA said that big data treats the symptoms of different systems and makes
collaboration between them possible.

MA confirmed the use of the information system that manages transactions.
He stated that this component cannot be replaced by big data functions and
processes. big data processes deal with differences between different systems
and fix it for analysis and use.

MA suggested looking at more nuances of big data like ethical considerations.

MA is of the opinion that one should not be too specific to define processes as
big data processes, but rather describe the capabilities.

MA confirmed that big data focuses on extracting value. He mentioned five
V’s (value, volume, velocity, variety and veracity) to define big Data.

MA stated that there are not that much value to be gained from in aggregating
data from sources outside of healthcare system. He stated that it is messy, has
ethical complications, and does not have much value to offer.

The optimising level should continuously look at additional functions that
improve processes. For instance, additional sensors for data collecting.

MA also agreed with AV that processing of collected data is needed for transac-
tional purposes. He elaborated that data processing should also be included at
other domain components such as quality checks, processing for sharing, pro-
cessing for storage, and processing for analysis (which was already included).

MA state that data sharing should be more explicit on what are authorised to
be shared.

G.3.2 Changes made to the model after the interview

o The data storage and sharing capability areas were revised so that is
does not distinguish between different storage systems for structured and
unstructured data, but that it rather describe the capabilities of being
able to store and share it without specifying how it is done.

o Ethical considerations of big data collection were included under the
adherence to national or governmental acts, policies and regulations.
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o Data processing for data sharing was included too, as data curation
is present in all the domain components and not a separate domain
component.

o The addition of functions at the optimising level of the capability areas
was stated more explicitly.

G.3.3 Data engineer - GL

The purpose of the interview with this data engineer was to verify all the
remaining parts of data management that has not been verified yet. Ques-
tions were focused on very specific components to gain certainty over these
components. This interview was held after iteration six of the development
process.

G.3.3.1 Summary of discussion

GL confirmed the capability areas that there was uncertain of under the data
collection domain component: data entry forms, comprehensiveness of data
captured, types of data captured and quality of collected data. He stated that
the data collection capability areas should be extensive as it is currently.

GL confirmed data capturing for management and decision-making that AV
questioned.

GL stated that it is necessary to include a capability area to validate captured
data.

GL stated that data capturing should mature to automatic capturing, because
there are many errors with manual capturing, but realised that it is not com-
pletely possible. He said that data capturing should be automated as far as
possible, and then it should be validated.

GL stated that an objective of data management should be to eliminate paper-
based capturing completely due to its errors and ineffectiveness, but realises
that it is not completely possible.

GL suggested that data sending, receiving and interoperability should be
merged and worded differently so that the capability area can mature towards
not having to send and receive it, but that it is accessible and can be accessed
through defined security and authorised measures. He suggested describing it
as everything in the cloud and not confined to physical infrastructure. The
idea is that sharing will happen automatically when this is allowed. Approval
should be given before access at other facilities are enabled.
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GL stated that data capturing and storage are easier when everything is in
one system and not multiple systems.

GL is of the opinion that another objective should be to get rid of physical
infrastructure for data management. Everything should move to the cloud.
The security of the cloud is very good and it enables the efficient accessibility
of data without the need to send or receive it. It is accessible everywhere,
but security checks and authorisation should be in place to ensure it is not
shared with the wrong users. Stated that cloud security is also less expensive.
He suggested that the progression of data storing and sharing should be from
physical infrastructure, to a hybrid system and then cloud-based.

GL suggested that the security of devices should be included across different
domain components. The use of devices should also be monitored to ensure
users use it appropriately.

GL agreed that the data usages on the facility level are focused more on med-
ical purposes where the usages on the organisational level is focused on the
managerial and generalised purposes.

GL confirmed the need of data queries at the data usage domain component,
but said that the descriptions are currently too broad. He also mentioned
two types of data queries: operational and reporting. Data queries are the
representation of data in different forms to be able to use it for different usages.
There are different facets to data queries: it can be on the CRM operational
system or queries for reporting (data governance). Data streams should be
defined to determine where data comes from and where does it go. Queries
and logic that exist for data that is in a data warehouse, is applied to generate
a table for the generation of a report to see what the state of a certain facility
is.

GL said that although Master Data Management (MDM) is implicitly included
in the model design, it should be explicitly included under data governance.
MDM ensures data integrity throughout the system. MDM manages prod-
uct data and person/customer (in this case healthcare) data throughout the
system. Person master data is maintained by data stewards. Product mas-
ter data relates to products and services (in healthcare it relates to medical
products and services). Master Data (MD) is used across the whole system of
the organisation. MD ensure proper data governance is in place and prevents
data redundancy, because it is managed in one place and therefore, excessive
cleaning processes are unnecessary. GL suggested that is should only be in-
cluded under data governance, because it will become too technical to include
it under every domain component.

GL stated that the data strategy is synonymous to the data architecture and
that it changes continuously.
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GL confirmed data life cycle as a data governance component. He suggested
the inclusion of specification of policies for different data life cycle scenarios.
Different types of data should be dealt with differently. Where in the life
cycle the data is, should be considered. Different data should be removed or
anonymised at a certain point and other data may be kept. He said that delet-
ing data is not good for data integrity and that anonymising data maintains
integrity. Policies for extreme cases should be included, for instance that a
patient can ask for data or that it is removed.

GL also mentioned the importance of Acts like PoPI that regulates the sharing
of data with other providers. The organisation should make sure it has the
right to share the data.

GL confirmed the importance of business rules. He elaborated on the mean-
ing of business rules. Business rules label data points according to different
categories to determine how they are dealt with. There are business rules
and logic applied on different data points to implement inferences. It also
flags data points and categorises them to determine what happens to the data
point. Business rules occur at four different locations: code base, the customer
relationship management (CRM) system, at the data processing side, and the
data reporting side.

GL mentioned training guides and training material so that personnel can
know how to use the system. Facilitators ensure the correct use of the system.

G.3.3.2 Changes made to the model after the interview

« Validate captured data was included in the data collection domain com-
ponent.

o Changed the description of data capturing to mature to automatic cap-
turing as far as possible and the continuous addition of more data cap-
turing processes that are automated.

o Data sending, data receiving and interoperability were merged and the
maturation was changed that it starts from sending and receiving, but
matures to one system where it is automatically available for access
through secure channels.

o The capability area descriptions of physical infrastructure were changed
to infrastructure so that the capability areas are not limited to infrastruc-
ture that is physical, but that it can allow the capability area to mature
to not having to use physical infrastructure. Describing infrastructure in
this way allows storage of data to move to the cloud.
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o The security of devices and the monitoring of the correct use of these
devices were included in the model.

« Two types of data queries were included (for reporting and monitoring)
and the current descriptions were expanded.

o MDM was included under data governance to ensure the integrity of data
throughout the whole system. The person and product master data were
described and the role of data stewards.

o The data strategy capability area was elaborated to include the data
architecture explicitly and to describe the continuous changing thereof.

o It was specified that different types of data should be dealt with differ-
ently in the life cycle management. It was specified that policies should
be in place to delete or anonymise different data and that data of different
scenarios should be dealt with differently.

» Stated more explicitly that adherence to Acts that describe the rights
of the organisation to share certain data between facilities and different
providers.

o Business rules were described better to describe how they label data
points according to different categories to determine how they are dealt
with. Business rules and logic are applied on different data points to
implement inferences. It also flags data points and categorises them
to determine what happens to the data point. Business rules occur at
different locations: code base, CRM system, data processing side, the
data reporting side.

G.4 Questionnaire correspondence with
SMEs in the healthcare sector

The purpose of using healthcare data management SMEs was to determine how
well the maturity model achieved the different requirements after the develop-
ment process was completed. This was done by constructing a questionnaire
with questions and a five-point scale that was used to determine how well dif-
ferent requirements were met through the model. Semi-structured interviews
were also held with the SMEs to discuss further refinement of the model.

G.4.1 Healthcare data management SME 1

Healthcare data management SME 1 was a data scientist that was employed
in the healthcare sector. He was included for the final verification phase as



Stellenbosch University https://scholar.sun.ac.za

APPENDIX G. VERIFICATION INTERVIEWS SUMMARIES 234

he had a comprehensive knowledge of data management in healthcare. This
enabled him to verify all the components of the HCDMMM comprehensively.

G.4.1.1 SME 1 questionnaire answers
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G.4.1.2 Changes made after correspondence

o Added data ingestion capability area
e Included ethical considerations under data governance more explicitly

o Developed the transfer media with introduction, overviews of system lev-
els, instructions for the assessment methodology, domain component as-
sessment sheets and results sheets so that the HCDMMM is user-friendly
and practicable

G.4.2 Healthcare data management SME 2

Healthcare data management SME 2 was a process improvement engineer that
was employed at a private hospital group in South Africa. He was included for
the final verification phase as he had a comprehensive knowledge of data man-
agement in healthcare, and also had experience with maturity models. This
enabled him to verify all the components of the HCDMMM comprehensively.

G.4.2.1 SME 2 questionnaire answers
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G.4.2.2 Changes made after correspondence

Improved maturity levels statements to be more quantitative and concise
so that as-is assessments can be made

Included capability areas of financial data capturing and storage for pa-
tient care

Included capability areas of workforce management and human capital
data capturing and storage

Developed the transfer media with introduction, overviews of system lev-
els, instructions for the assessment methodology, domain component as-
sessment sheets and results sheets so that the HCDMMM is user-friendly
and practicable

Eliminated or clarified vague, unspecific or ambiguous terminology so
that all users have a common understanding of the meaning
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Appendix H

Requirements specification
evaluation

H.1 The functional requirements verification

The specified functional requirements ensured that the core performance de-
mands that the HCDMMM should meet, were developed. Table H.1 describes
that the functional requirements that state the core performance demands and
that ensure the problem is met comprehensively, were met.

242
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Table H.1: Verification of the functional requirements
1D Requirement Satisfaction description Satisfac-
tion
compo-
nents
FR1 The framework The HCDMMM assesses a The overall
should enable the | healthcare entity’s data HCDMMM
improvement of management that leads to the assessment
healthcare data eventual of better care delivery. It | tool with
management that | includes different capability areas its included
improves with their different maturity levels | capability
healthcare to illustrate the different areas and
delivery to capabilities that a healthcare data | their
patients and management entity should have for | maturity
improve care care delivery and the maturity levels can
delivery levels give an indication of the be used to
management and | consecutive improvement steps of make a
decision-making data management towards maturity
improved care delivery. The assessment
HCDMMM can assist the with the
improvement of healthcare delivery | purpose of
when applied to assess the as-is improving
state and to obtain an indication of | data man-
the next maturity step agement for
better care
delivery
Continued on next page
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Continued from previous page
ID Requirement Satisfaction description Satisfac-
tion
compo-
nents
FR2 The framework The HCDMMM has progressive, The
should be able to | incremental, concise, specific and progressive,
be used to give distinct maturity levels to make incremen-
an as-is maturity assessments. The tal, concise,
assessment of maturity model consists of different | specific and
healthcare data domain components and different distinct
management capability areas. Each capability maturity
area has a set of progressive levels of the
maturity levels with descriptions HCDMMM.
that enables the identification of The
the as-is state of the specific assessment
capability area. The instructions instructions
on how to use the HCDMMM and incon-
assessment tool is straightforward testable
and makes it intuitive to make method of
capability maturity assessments. assessment
All the capability areas together
gives an as-is state assessment of
the healthcare data management
system
FR3 The framework The HCDMMM has progressive, The
should describe incremental, concise and distinct progressive
the incremental maturity levels. Each consecutive maturation
improvement of maturity level of the HCDMMM is | of maturity
healthcare data built on its preceding level. The levels of all
management maturity model was design with a capability
number of cumulative stages where | areas of the
higher stages built on the HCDMMM
requirements of lower stages
FR4 The framework The HCDMMM was developed to All
should consider describe all the different included
all the important | components of healthcare data domain
data management | management with their capability components
components areas that ensures all the different with their
relevant to aspects are included that enables capability
healthcare the whole data management system | areas
Continued on next page
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Continued from previous page
ID Requirement Satisfaction description Satisfac-
tion
compo-
nents
FR5 The framework The HCDMMM describes The organi-
should include healthcare data management as a sational
necessary system | system with two different system and facility
components to levels that indicates that different levels, the
describe functions are carried out on different
healthcare data different system levels. The capability
management as a | HCDMMM also describes different | categories
functioning capability categories which and their
system represent different types of interactions
capability functions that work
together as multiple sub-systems to
achieve the goal of healthcare data
management
FR6 The proposed The HCDMMM describes the The tech-
research product | technological and infrastructural nological
should include capabilities and their levels and infras-
the necessary specifically for each domain tructural
technological and | component. The capabilities of the | capability
infrastructural different technological and areas of the
components infrastructural components are domain
needed for described without specifying components
healthcare data specific technologies or
management infrastructure

H.2 The user requirements verification

245

The user requirements were determined from the viewpoint of the user and
ensured the HCDMMM was developed for the intended user and that it is
usable by that user. Table H.2 indicates that the user requirements were met
by the HCDMMM.
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Table H.2: Verification of the user requirements
1D Requirement Satisfaction description Satisfac-
tion
compo-
nents
UR1 The framework The HCDMMM was developed The
should be usable | from the view of strategic and HCDMMM
to managers or managerial users. The components | was
change agents of | that were included in the developed
healthcare HCDMMM were described to be of | for a
entities to enable | use to users that makes strategic managerial
data management | and managerial public healthcare and
improvement on data management decisions. The strategic
a strategic level HCDMMM allows the maturity audience.
assessment of healthcare data The
management on the facility and HCDMMM
organisational level from the assessment
strategic and managerial viewpoint. | tool with
The HCDMMM assessment tool background
includes introductory information informa-
that gives adequate information on | tion,
the use of the model to managers. instructions
Instructions on how to make an and an
assessment give direct and clear intuitive
instructions on how users can make | assessment
an incontestable maturity method
assessment. The method of makes the
assessment of the HCDMMM HCDMMM
assessment tool is intuitive and usable to
easy to carry out managers
and change
agents
UR2 | The framework The HCDMMM was not developed | The generic
should be generic | based on the public healthcare data | nature of
so that it is management structure of a specific | the
usable to country. All the generic HCDMMM
different components that public healthcare
healthcare data management systems should
entities include, were incorporated
Continued on next page
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Continued from previous page

ID Requirement Satisfaction description Satisfac-
tion
compo-
nents

UR3 | The framework The HCDMMM was developed so Additional

should be that it is easily understood by the information

user-friendly and | user. Background information and | that

intuitive instructions on how to use the explains
model to assess healthcare data the model,
management are given. Concept clear and
definitions and terminology concise
clarification are incorporated to maturity
eliminate ambiguity and ensure a level de-
common understanding of scriptions,
terminology. The instructions gives | defined
an easy to follow assessment concepts
method and the navigation between | and
sheets ensure user-friendliness. The | clarification
maturity level descriptions are of terminol-
concise to ensure user-friendliness ogy

UR4 | The framework The common terms of healthcare Common

should use data management was used to data man-
standard domain | describe the different components agement
language to be and maturity levels of the model to | and
easily ensure it is easily understandable healthcare
understandable by users on a management and terminol-
strategic level. Definitions of ogy for
different components are given to users on
eradicate any ambiguity and to manage-
clarify what is meant by different ment and
terminology used strategic
level were
used
throughout
the model.
Domain
concepts
were
defined and
unspecific
terminol-
ogy were

clarified

247
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H.3 The boundary conditions verification

Boundary conditions should be met unconditionally. In Table H.3 it is de-
scribed that the HCDMMM met the boundary conditions that ensured all
the necessary legal and ethical considerations that an healthcare entity should
comply to, were considered.

Table H.3: Verification of the boundary conditions

ID Requirement Satisfaction description Satisfac-
tion
compo-
nents

BC1 The proposed The HCDMMM incorporates the Adherence

research product | adherence to national and to
should consider governmental policies, acts and national/
governmental and | regulations under the data governmen-
national policies, | management domain component. tal
acts and These national and governmental healthcare
regulations policies, acts and regulations also data man-
influences the other domain agement
components to ensure all data acts/ regu-
management practices adhere to lations/
these policies, acts and regulations. | policies,
These acts, policies and regulations | and
are included generically without alignment
specifying and specific acts, policies | to
and regulations of any countries to | standards,
maintain the HCDMMM generic policies and
nature regulations
capability
areas
Continued on next page




APPENDIX H. REQUIREMENTS SPECIFICATION EVALUATION

Stellenbosch University https://scholar.sun.ac.za

Continued from previous page

ID Requirement Satisfaction description Satisfac-
tion
compo-
nents

BC2 The proposed The HCDMMM describes that the | Data

research product | policies should include ethical governance
should describe considerations with the capability
the ethical management of internal and areas,
considerations external health data that are adherence
around aggregated in the healthcare data to all
healthcare data management system. This was also | domain
management explicitly stated under the data component
analysis domain component. Most | acts and
of the data governance domain policies,
components include ethical and
considerations in their maturity specifically
levels alignment
to
standards
and policies
of organisa-
tional data
analysis
BC3 The proposed The HCDMMM describes the data | Privacy
research product | security and privacy management and
should under the data governance domain | security
incorporate the to ensure the security and privacy manage-
privacy and of healthcare data are maintained. | ment of
security of data Under all the other domain data
components data security and governance,
privacy are also described to ensure | domain
data privacy and security are component
incorporate across all the capability
healthcare data management areas that
components. Many domain focus on
components include the security of | data
devices used too privacy and
security
and the
security of
data man-
agement
devices

Continued on next page
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Continued from previous page
ID Requirement Satisfaction description Satisfac-
tion
compo-
nents
BC4 The framework The HCDMMM describes the Data
should include necessary internal standards, governance
the necessary policies and regulations of primary | capability
internal activities and supporting structures | areas,
standards and that adhere to national and enabling
policies of the governmental acts, policies and practices of
entity under regulations. Alignment to these domain
study standards, policies and regulations | components
are also included under each of the | that ensure
domain components to ensure the alignment
entire healthcare data management | to policies
system is aligned to the specified and
policies, standards and regulations | standards

H.4 The design restrictions verification

250

That the HCDMMM met the design restrictions are described in Table H.4.
The design restrictions determine the preferred solution space. All restrictions,
limits and exclusions placed on the HCDMMM were verified.
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Table H.4: Verification of the design restrictions
1D Requirement Satisfaction description Satisfac-
tion
compo-
nents
DR1 The framework is | The HCDMMM was developed The appli-
limited to only with the specific focus of data cability of
data management | management in healthcare and not | the
in the healthcare | all components are relevant to data | HCDMMM
domain management in general. Aspects in the
that are essential to healthcare healthcare
were included in the model which data man-
are not necessarily important to agement
data management in other domain
contexts. With slight alterations,
the HCDMMM can be applied to
other data management domains
DR2 | The proposed The capabilities of the different Technology
research product | technologies, processes and and infras-
should not methods are described without tructure
specify specific specifying specific technologies, capability
technologies, processes and methods areas of all
processes and domain
methods to component

achieve its goal.
The framework
does not
elaborate on the
technical detail of
healthcare data
management
systems

Continued on next page
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Continued from previous page

prescribing how
to achieve the
improvements

ID Requirement Satisfaction description Satisfac-
tion
compo-
nents

DR3 The framework The HCDMMM was developed as a | The

should describe descriptive maturity model that descriptive
different stages of | describes the different maturity nature of
healthcare data levels of the capability areas, but it | the
management does not prescribe how to reach the | HCDMMM
improvement maturity levels and what tools to

without use. The HCDMMM gives level

descriptions of what the capability
area should be able to accomplish
at every maturity level. This
enables the description of different
improvement stages without
prescribing how to achieve the
improvements

H.5 The attention points verification

The attention points are relevant requirements that are desirable and should
be noted and considered, but does not have to be met as a dictate. That the at-
tention points were met by the limits and exclusions placed on the HCDMMM
are conveyed in Table H.5.
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Table H.5: Verification of the attention points
1D Requirement Satisfaction description Satisfac-
tion
compo-
nents
AP1 The desired focus | The scope of challenges and Scope of
of the framework | challenge landscape that are based | model on
is to develop it to | on the challenges of developing developing
assist the countries that was considered countries
improvement of during the design of the model
healthcare data caused the model to be applicable
management in to healthcare data management of
developing developing countries than
countries, but developed countries. Developed
does not have to | countries can still benefit from the
be limited to model if their healthcare data
developing management structures are similar
countries to the model’s structure
AP2 The proposed The HCDMMM was developed Defined
research product | with the aim to describe a maturity
should strive maturity level where all level
towards the components are standardised, with
standardisation the addition of the processing and
of all data analysis of unstructured data to
management enable the analysis of large
components quantities of data in various
across different formats as it will be impossible to
units standardise the whole system
AP3 It should be Because best practices are evolving | Optimising
considered that and does not remain the same, no maturity
best practices are | best practice were included level
evolving explicitly in the HCDMMM, but
the optimising maturity level
includes the consideration of
current best practices
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Appendix 1

Validation supporting content

This appendix contains the supporting content of the validation process as
described in Chapter 6. The content is as follows:

e Section I.1: Validation questionnaire

e Section 1.2: Validation SMEs’ responses

Section 1.2.1: Validation SME 1 responses
— Section 1.2.2: Validation SME 2 responses
Section 1.2.3: Validation SME 3 responses
Section 1.2.4: Validation SME 4 responses
Section 1.2.5: Validation SME 5 responses
— Section 1.2.6: Validation SME 6 responses
Section [.2.7: Validation SME 7 responses

254
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I.1 Validation questionnaire

This section contains the validation questionnaire that the validation SMEs
completed to validate the developed model.
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Figure I.1: Validation questionnaire
Validation of the Healthcare Data Management Maturity Model
(HCDMMM)

16/09/2020

Participant information

Participant name:
Occupation/background relevant to this study:

The study aim:

The aim of the study was to develop a tool that enables the identification of the strengths
and weaknesses of existing data management practices that assists systematic improvement
initiatives and planning.

Aim of the validation process:

The HCDMMM was developed to assist managers of health care entities to assess the
maturity of their data management. The HCDMMM includes two system levels on which
maturity assessment can be conducted on, namely the facility and the organisational level.
On the facility level, clinics and hospitals can use the HCDMMM to make a data
management maturity assessment and on the organisational level, the organisation’s
headquarters can use the HCDMMM to make a maturity assessment of their data
management. To validate that the HCDMMM achieves this goal, it was assessed along the

dimensions of:

e applicability to real-world cases: the conceptual structure and components of the
HCDMMM are representative of the data management of real-world health care
entities on a facility and an organisational level;

e practicability: the HCDMMM and its assessment methodology can be put into
practice; and

e usability: the degree to which the HCDMMM can be used by the intended user.

Explanation of the questionnaire questions

The questionnaire is constructed to validate the HCDMMM according to the
abovementioned dimensions. The focus of the study was that the HCDMMM should be
applicable to the public sector. Therefore, the questionnaire includes questions that validate
that the HCDMMM is applicable to the facility and organisational levels of the public health
sector. Questions are also included to validate whether the HCDMMM is applicable to the
private sector on these levels.

The questions seek to validate that the assessment method of the HCDMMM can be put into
practice to make a maturity assessment of a health care entity. As the assessment method is
the same for all levels and sectors, the practicality of the assessment method is only asked

once in the questionnaire. The same reasoning applies to why the other validation dimension
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Figure 1.2: Validation questionnaire continued

questions (related to usability, uniqueness, and robustness) also do not specify the system
levels or sectors.

Validation process

The validation process comprises of two stages. The first stage entails a presentation by the
researcher explaining the artefact and the validation process, and the second entails the
participants’ input and feedback by means of completing the validation questionnaire. Each
of these stages are elaborated on below:

1. Presentation:

All the participants of the validation process will be taken through the HCDMMM. The
different sheets of the Excel model will be explained, including the landing page, the system
level overviews, instructions, domain components assessment sheets and the results sheets.
Navigation between sheets will be demonstrated and the assessment instructions will be
explained. The validation process will also be explained. After the presentation, a discussion
will follow to clarify any remaining questions about anything pertaining to the workings of
the HCDMMM and the validation process.

2. Participant input / feedback:

After the presentation, participants are given the opportunity to complete the form below.
For each question or statement with a scale, the participants mark an ‘x’ how strongly they
agree with the statement or question. Where applicable and/or necessary, free-text space is
provided for comments.

Should the participants have any additional comments, want to elaborate on their allocated
scores or if they believe something is important to point out for the validation assessment,
these may be provided below the each question in the table in the space provided.
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1.2 SMESs’ responses

This section consists out of the different SMEs’ responses as they completed
the validation questionnaire.

I.2.1 Validation SME 1 responses
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1.2.2 Validation SME 2 responses
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1.2.3 Validation SME 3 responses
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1.2.5 Validation SME 5 responses
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1.2.6 Validation SME 6 responses
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1.2.7 Validation SME 7 responses
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